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[lpeaucnoBue

LlennunnpuHumnel ctTaHgapTusauum B Poccumnckon PegepaummyctaHoBneHbl PegepanbHbIM 3aKOHOM OT
27 nekadbpst 2002 r. Ne 184-03 «O TeXHUYECKOM perynmpoBaHiun», a npasuna NnpuMeHeHnst HauMoHanbHbIX
cTaHaapToB Poccunckon egepaunmmn — OCT P 1.0—2004 «CtaHpgapTtusauma B Poccunckon Peagepauun.

OCHOBHbIE MNONOXeHUa»

CBeneHNnAa o ctaHaapTe

1 PASBPABOTAH O6bwectBoOM ¢ orpaHM4eHHOM OTBETCTBEHHOCTbIO «TpaHcTeneKom-busHec»
(OO0 «TpaHcTeneKom-busHec»)

2 BHECEH TexHn4yeckum kommnteToM no ctaHgapTusaunm TK 45 «KenesHoa4opOXHbIU TPaHCMoOPT»

3 YTBEPXXOEH W BBEAEH B JEWCTBUWE MMpukasom PeaepanbHOro areHTCTBa o TEXHNYECKOMY
perynuposaHuio n metponornn ot 16 asrycta 2012 r. Ne 242-cT

4 HacToswmnn ctaHaapT MOXKET ObITb NpUMeHeH Ha 40D pOBONLHON OCHOBE ANdA cobnogeHUs TpeboBa-
HUN TEXHUNYECKUX pernamMmeHToB [aMOXeHHOro col3aa:

« O Be30nacHOCTU MHPPACTPYKTYPbI XKENMe3HOAOPOXKHOIo TpaHCcnopTay;

« O 6e30NaCHOCTN BbICOKOCKOPOCTHOIO XXENe3HOAOPOXKHOIo TpaHCcnopTay

5 BBEAEH BINEPBbIE

VIHipbopmMmayuss o6 UBMEHEeHUSX K HacmosweMy cmaHoapmy rnybnuKkyemcs 8 eXe200H0 u3oasaeMoM
UHpOPpMaUUOHHOM YKazamerne «HalyuoHalbHbIe cmaHOapmabi», a mekecm UaMeHeHUU U rornpasoK — 8 eXXKeMe-
CAYHO U30asaeMbiX UHPOPMaUUOHHbLIX yKazamensx « HayuoHanbHbele cmaHOoapmely. B criydyae nepecmompa
(3aMeHbl) Ui OMMeHbI Hacmosauw,e20 cmaHOapma coomeemcemesyrouiee yeeoomreHue byoem ornybnukosaHo
8 eXkeMeCsIHHO U30asaeMoM UHpopMaylUoOHHOM yKkazamerne «HayuoHarnbHble cmaHOapmeily. Coomeemcmey-
fowas UHgbopmayus, yeeooMrieHue U meKkcmaei pasMelaromcs makxe 8 UHpopMayUoHHOU cucmeme obuieao
ronb308aHuUss — Ha ogulyuanbHOM calime PedepallbHO20 a2eHmemea rno mexHU4ecKoMy pea2yrnupogaHuro U

MempoJsioauu 8 cemu MIHmepHem

© CtaHgapTtuHdgopm, 2013

HacTtoawumn ctaHaapT He MoXeT ObITb NOMHOCTLIO UMM YacTUYHO BOCTNIPOU3BEAEH, TUPaXXNPOBaH U pac-
MpocTpaHeH B KayecTBe oduumanbHoro nsgaHmsa 6es paspeweHns PegepanbHOro areHTcTBa Mo TeEXHNYECKO-

MY PErynmpoBaHuUo U METPOSIOrM
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HAUUWOHANBbHBILU CTAHOAPT POCCUUCKOWNW OGEOLEPAUUNMN

KEJIESHOOOPOXHAA 3JIEKTPOCBA3Db

O6Lwune TpeboBaHUA 6e30NaCHOCTH

Railway telecommunications.
General safety requirements

[NaTta BBegeHna — 2012—09—01

1 O6nacTb NpUMeHeHunn

HacTtoawmni ctaHgapT pacnpocTpaHaeTcs Ha cpeacTBa, CUCTEMbI, CETU U PecypcChl KeNe3HO40POXHON
3MNEeKTPOCBA3N U ycTaHaBNMBaeT obwme TpeboBaHna besonacHOCTN B 0b6nacTu Xene3HoaopoXHON 3IEKTPO-
CBA3MN.

2 HopmaTuBHbIe CCbINKN

B HacTosileM cTaHOapTe UCNOMNb30BaHbl HOPMAaTUBHLIE CCHINKUA Ha creayollme ctaHaapThl:

[OCT PNCO/M3BKTO 13335-1—2006 NHdbopmaunoHHada TexHonornsa. Metoasl n cpeactsa obecneve-
HUSa BesonacHocTW. HacTtb 1. KoHuenuua n mogenn meHea)xMmeHTa 6e3onacHOCTU MHQOPMAaLIMOHHBIX N Tene-
KOMMYHUKaLMNOHHBIX TEXHONOTMIA

[OCT P WNCO/M3K 13335-5—2006 NHdopmaunoHHas TexHonornda. Metoasl u cpeactea obecneveHUs
besonacHocTu. HacTtb 5. PYKOBOACTBO NO MEHEKMEHTY 6e30nNacHOCTU CeTU

[OCT P NCO/M3K TO 15271—2002 NHpopmaummoHHaa TexHonornsa. PykoBoacTBO Mo NMPUMEHEHUIO
[OCTPUNCO/M3K 12207 (INpoLecchl )KU3HEHHOTO LiMKNa NporpaMMHbIX CpeCTB)

[OCT P MNCO/M3K 15408-1—2008 NHdpopmaunoHHas TexHonornsa. Metoasbl u cpeactea obecnevyeHus
be3onacHoCTU. Kputepun oLeHKn be3onacHOCTU MHoOpMaLUOHHBIX TeXHonormin. Hacte 1. BBeaeHne nobduas
MOAEerb

[OCT P NCO/M3K 15408-2—2008 NHdopmaumnoHHaa texHonornsa. Metoabl n cpegctea ocbecnevyeHus
besonacHocTU. Kputepuun oLeHKN 6e30nacHOCTU MHPOPMaLMOHHBIX TeXHONOrMN. YacTb 2. PyHKLUUOHANBHbIE
TpeboBaHUs be30NacHOCTA

[OCT PUCO/M3K17799—2005 NHdopmaunoHHast TexHonorus. Npakrtuyeckue npasuna yrnpasneHus
MHPOPMaLMOHHOW Be30NacHOCTbIO

[OCT P UCO/M3BK 27001—2006 NHdopmaumoHHas TexHonorns. Metoabl 1 cpegcrea obecnevyeHuns
besonacHocTU. CUCTEMBI MEHEeKMEHTA MHopMaLMOHHOW Be3onacHOCTU. TpedboBaHUS

[OCT P 50648—94 (MOK 1000-4-8—93) COBMeCTUMOCTb TEXHUYECKUX CPpeCTB SNeKTpoMarHnTHag.
YCTONYNBOCTb K MArHUTHOMY MOS0 NPOMbILLUNEHHOW YacToThl. TexHn4eckme TpedboBaHUs U MeToabl UCNbI-
TaHUW

[OCT P 50922—2006 3awmTta nHgopmauunm. OCHOBHbIE TEPMUHBLI U onpeaeneHns

[OCT P 51275—2006 3awmTta nHdopmaumn. OovekT nHdpopmaTtunsaumnn. Paktopsbl, BO3AEUCTBYOLLME
Ha HpopmaLuto. OdLLMEe NONOXEHNS

[OCT P51317.4.2—2010 (MOK 61000-4-2:2008) COBMECTUMOCTb TEXHUYECKUX CPeCTB aNneKTpomMar-
HUTHasA. YCTONYMNBOCTD K 3NeKTpocTaTUYECKUM paspsigam. TpeboBaHUA 1 MeTodbl UCMNbITAHUIA

U3paHune odbmumanbHoe
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[OCT P 51317.4.3—2006 (MOK 61000-4-3:2006) COBMeCTUMOCTb TEXHUYECKNX CPeACTB 3r1eKTpomar-
HUTHasA. YCTONYMBOCTb K pagnovyacToTHOMY 3NeKTpOMarHUTHOMY nonto. TpeboBaHMUs U MeToabl UCMLITAHNM

[OCT P 51317.4.4—2007 (MOK 61000-4-4:2004) COBMECTUMOCTb TEXHUYECKUX CPEeaCTB anekTpomar-
HUTHasA. YCTOMYMBOCTb K HAHOCEKYHAHBLIM UMMYNIbCHBEIM nNoMexam. TpedboBaHUsa U MeToabl UCNLITaHUA

[OCT P51317.4.5—99 (MOK 61000-4-5—95) COBMECTUMOCTb TEXHUYECKUX CPeACTB 3NeKTPOMarHmnT-
Had. YCTOMUYMBOCTb K MUKPOCEKYHOHLIM UMMYMbCHBIM NoMexXam O6onbluon aHeprmn. TpeboBaHUa N MeToabl
MCNbITaHN

[OCT P51317.4.6—99 (M3OK 61000-4-6—96) COBMECTUMOCTb TEXHUYECKNX CPEACTB SNEeKTPOMAarHuT-
Had. YCTOUNYUBOCTb K KOHOYKTUBHBIM NoMexam, HaBeAeHHbIM paanodacTOTHbIMU 3NeKTpoMarHTHbIMK NMonga-
MW. TpeboBaHUA U MeToabl UCMNbITaHUIA

[OCT P 351317.4.11—2007 (MOK 61000-4-11:2004) COBMECTUMOCTb TEXHUYECKUX CPEACTB 3JIEKTPO-
MarHMTHas. YCTOMYMBOCTL K MpoBanam, KpaTKOBPeMeHHbIM MNpepbIBaHUAM U U3MEHEHUAM HanpshKeHUs
anekTponutaHud. TpeboBaHUA N MeToAbl UCMbITaHNN

[OCT P51317.4.16-2000 (MOK 61000-4-16—98) COBMeCTUMOCTb TEXHUYECKUX CPEACTB 3fIeKTpomMar-
HUTHaA. YCTOUYUBOCTb K KOHOYKTUBHBIM nomexam B nonoce YactoT oT 0 ao 150 kl'y. TpedboBaHUAa 1 MeToAbl
MCMbITaHU

[OCT P 52448—2005 3awwmta uHdgpopmaummn. ObecneveHme 06e30MacHOCTU CETEN 3MEKTPOCBA3N.
ObLwme NoNoKeHUs
[OCT P 53953—2010 OneKkTpocBsA3b XKemnesHoaopoXKHas. TepMUHbl M onpeaeneHns

[OCT P MOK 61508 (Bce 4actn)—2007 dyHKUMOHaNbHaA 6e30NacHOCTb 3MEKTPUHECKMNX, SMEeKTPOH-
HbIX, MPOrPaMMUPyEMBbIX 3NTEKTPOHHBLIX CUCTEM, CBSI3aHHbLIX C 0De30NaCHOCTLIO

[TpumeyaHune—Illpu NnoONb3OBaAHMN HACTOSALWMM CTAHAAPTOM LenecoodbpasHo NPOBEPUTb AENCTBUE CCbINMOY-
HbIX CTaHO4ApPTOB B WMHMPOPMAUMOHHOW cuUCTEME 0DWero nonb3oBaHusd — HaA oduumanbHoMm cante PegepanbHOro
areHTCTBa No TEXHUYECKOMY PErynMpoOBaHUIO N METPOITOMMU B CETU VIHTEPHET nInun No eXerogHo n3gaBaemMmomMy MHpopmMa-
LMOHHOMY yKa3aTtento « HaunoHanbHble CTAaHAAPTbI», KOTOPbLIXN ONYBNMKOBAH MO COCTOSIHMIO HA 1 SSHBapS TEKYLWeEero roga, u
N0 COOTBETCTBYIOWMNM €XEMECAYHO U3JaBAEMbIM MHOPMALMOHHBIM yKa3aTensMm, onybriIMKOBaHHLIM B TEKYLLEM roay.
Ecnu ccbiNnoYHbIM CTAHAAPT 3aMEHEH (M3MEHEH), TO NPU NONb3OBAHUN HACTOSWMM CTaHAAPTOM CrneayeTt pyKOBOACTBO-
BaTbCH 3aMEHAWUM (MBMEHEHHBIM) CTaHAAPTOM. ECnn CCbINOYHBIM CTaHAAPT OTMEHEH De3 3aMeHbI, TO MONOXEHNE, B
KOTOPOM AaHa CChINika Ha Hero, NPUMEHSETCH B YaCTu, HE 3aTparvBatoLlWen 3Ty CCbINKY.

3 TepMUHbLI U onpeAaeneHvs

B HacTtoswem ctaHaapTte npumMmeHeHbl TepmMuHbl no TOCT P M3K 61508-4, TOCT P 52448,
[OCTPNCOMSK15408-1,TOCTP 50922, TOCTP 53953, aTakke cneayrolime Te PMUHbI C COOTBETCTBYIOLLIU-
MW onpegeneHnsamMn:

3.1 6e3onacHOCTb MH(PPACTPYKTYpPbIXKeNne3Ho40pOoXHoro TpaHcnopTa: COCTOAHUE UHPPaCTPYKTY-
Dbl XKeNe3sHoA0POXHOIo TpaHcnopTa B LeNnom, onpegendemMmoe Yyepes cCocTosaHMe ero nogacmuctemM U nx B3ammo-
OeNCTBMe Mexagy CcoboM KN XKene3HOOOPOXHLIM MNOABWKHBIM COCTaBOM, MPU KOTOPOM OTCYTCTBYET
He4oNyCTUMbIN PUCK, CBA3AHHBLIU C NPUYUHEHMEM Bpeda XXU3HU UNN 300PO0BbLI0 rpaXkaaH, UMYLLEeCTBY ousndec-
KUX WA tlopugnyecknx nuy, rocygapCTBeHHOMY UNM MyHULMNANbHOMY UMYLLECTBY, OKpyXaloleun cpege,
XXU3HU UMK 340PO0BbLI0 XKUBOTHBIX U paCTEHUMN.

3.2 Xene3HoaopoXHada NMUHUA: TexXHONOTMYecKnn KOMMeKe, BKIIHYaLWmMn B cebsl XenesHoaopoxX-
HblE MYTU N XKeNe3HoO40POXHbIE CTaHLU MU C NOJNTOCON 0TBOAA M COBOKYMHOCTbL (MOJNTHYHO MNMNYaCTUYHO) YCTPOUCTB
XKeNIe3HOOQOPOXKHOTO SNEeKTPOCHaDXeHUs, XXene3sHOAOPOXHOW aBTOMAaTUKU U TelleMeXaHUKN, XXeNe3HOO0POX-
HOW 3MEKTPOCBA3N U UHbIe, obecnevnBaroline QPyHKLMOHUPOBaAHUE 3TOrO KOMMJEKEca, 30aHUs, CTPOEHUS,
COOPYXXEHUS1, yCTPONCTBA M 0bopyaoBaHUE.

3.3

coon: CamoycTpaHslLWMNCS OTKA3 UMK 0QHOKPAaTHbIN O0TKas, yCTpaHUMbIA HE3HAYNTENbHBIM BMELLa-
TenbLCTBOM onepartopa.
[TOCT P NCO/M3K 27001—2006, nyHKT 3.13]

3.4 TpeboBaHuA 6e3onacHocTU: TpeboBaHUA, yCTaHOBMEHHbIE 3aKOHOA4AaTEeNbHBIMK akTaMu, HopMa-
TUBHO-TEXHUYECKUMN U NPOEKTHBIMU AOKYMEHTaMU, NpaBuiaMmn U UHCTPYKLMAMMK, BbINOMHEHWE KOTOPbIX 0bec-
nedynsaeT 6e3onacHble ycnoBusa PYHKLMOHUPOBaHUSA CETU XXeNe3HOAOPOXHON 3M1eKTPOCBA3N.

3.5 anemMeHTbl PYHKLUOHAaNbHbLIX NoacucTeM: M30enmsa 1 KOHCTPYKLUN, NPUMEeHsieMble NPU CTPOU-
TEeNbCTBE U MOHTaXe COCTaBHbIX YacTen PyHKLNOHAaNbHBIX NOACUCTEM.

2
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4 OOLwmne NONoOXeHUN

4.1 Llenun obecnevyeHnsa 6e30nNacHOCTU XeNe3HOAOPOXHOMU INTIEKTPOCBA3M

OCHOBHbIMU LienaMn obecneveHns 6e30NacHOCTM XKene3HOA0POXHON 3NeKTPOCBA3N ABNATCSA:
- JOCTWXKEHNe YCTONMYNBOro PYHKLMOHUPOBAHUSA U YCMELWHOro BbINOSIHEHUS 3aAaHHbIX PYHKLMIA cpe-

ACTBaMn, cMcTeMaMn, CETAMN XXeNe3HOO0POXKHO N 3NeKTPOCBA3N B YCNOBUAX BO3MOXHOIO BO3eNCTBNSA Hapy-
LWnTEensa, cnocobHOro NMPMBECTW K HapyweHWto KOoHpUAeHUMaNbHOCTU, LLEeNOCTHOCTU, OOCTYMHOCTU WA
NnogoTYETHOCTHU;

- obecnevyeHne AOCTYNHOCTM YCNyr CBA3U, 0COBEHHO YCNyr 3KCTPEHHOro 0bCcnyXMBaHUA B Ype3BblHain-
HbIX CUTYaLNsIX, B TOM YACIIE N B CllyYae TeppopUCTUYECKNX aKTOB.

4.2 OcHOBHbIe 3a4a4m obecnevyeHUsa 6e30NacHOCTU Xene3HOA0POXHOU 3NEKTPOCBA3N

OCHOBHbIMM 3aga4aMun obecneyeHnsa 6e30nacHOCTN XXene3HoA0POXKHON 3MNEeKTPOCBA3N ABNAOTCSA:
- CBOEBpPEeMEeHHOe BbISIBNIEHNE, OLLeHKa U NPOrHo3npoBaHMe MCTOYHMKOB yrpo3 6e3onacHoCTr, MPUYmH U

YCMNOBUN, CNOCODCTBYIOLLINX HAHECEH WO yLLepba, HapyLeHWUo HopManbHOro yHKLNOHUPOBAHUS U pa3BUTUS
CUCTEM U CeTeln XXene3HoA0POXHON 3M1eKTPOCBA3N;

- BbIABIIEHME U YCTPaHeHne YA3BMMOCTEN B CpeACcTBaX, CUCTEMAX U CETAX XKeNe3HOJ0POXHON 3NEeKTPOo-
CBSA3MU;

- nNpegoTBpalleHne, obHapyxeHue yrpos besonacHoOCTU, NpecevyeHne nx peannsaumn n CBOEBpeMeH-

Haa NUKBUAAUWUSA NOcneacTBMA BOIMOXHLIX BO3AEUCTBUU HapyLUUTENs, B TOM 4MiCNe U TepPOoPUCTUYECKUX
NenuCcTBUA;

- COBepLUeHCTBOBaHUE NpUMeHsaeMbIX Mep obecnedeHnst 6e30nacHOCTU XKerne3HoOopoXKHON 3NeKTpo-
CBSA3N.

4.3 CpepacTtBa, ceTU, CUCTEMbI U BUAbI XeNe3HOA0POXHOMN 3NeKTPOCBA3M

4.3.1 K>XenesHoaopoXXHOW 3NeKTPOCBA3N OTHOCATCA:
- CcpeAcTBa CBSA3U, BeINMOMHSAKLWME PYHKLUNN CUCTEM KOMMYTaLMK;
- CpeAcTBa CBA3U, BbINOMHSAOLWNE PYHKUMN LU POBBLIX TPAHCMOPTHBLIX CUCTEM;
- CpeAcTBa CBA3U, BbINMOMHAOLWNE PYHKLMKA CUCTEM YNpaBNEeHUS U MOHUTOPUHIA;
- 0bopyaoBaHMeE, UCNONb3yeMoe Ansl ydeTa obbema okasaHHbIX YCIYr CBA3W B CETAX CBSA3U obLlero
NoNb30OBaHUA;
- 0bopyaoBaHME cpeaCTB CBA3N, 0becnevnBatoLlee BbiNoNHEHNUE YCTAaHOBMEHHBIX AEUCTBUA NPU NMPOBE-
OeHWnn onepaTUBHO-PO3BICKHBIX MEPOMNMPUATUN;
- paano3NeKTPOHHbIE cpeaCcTBa CBSA3N;
- OKOHe4Hoe obopyaoBaHue;
- Kabenu cBA3U N NMHeNnHo-KabenbHble COOPYXXEeHUA CBSA3H;
- aHTeHHbl U praepHble YCTPOUCTBA;
- 0bopyaoBaHUe, peanuaytollee OAONONMHUTENbHBIE CETEBbLIE YCNYTIN;
- 0DopyaoBaHME 3NEKTPONUTAHNS CPEACTB CBA3MN.
4.3.2 KceTdam KenesHoOopOXKHOW 3NeKTPOCBA3N OTHOCATCSA:
- NepBUYHAasA CeTb CBA3U XKEeNe3HOAOPOXKHOTO TPaHCNopPTA;
- BTOPWUYHbIE CETU XKEeNe3HOOOPOXKHON 3NEeKTPOCBA3N:
a) ceTb onepaTUBHO-TEXHOMNOIMYECKON CBA3MN;
0) ceTb obuleTexHonornvyeckon TenedOHHOW CBSA3MN;
B) >XeNnesHoOopOoXHad TenerpagHas ceTb;
) ceTb nepegadn AaHHbIX ONepaTUBHO-TEXHOMOMMYECKOro Ha3HauYeH s ;
) ceTb nepegayvn AaHHbIX 00LLIETEXHOMNOMNMYECKOro Ha3Ha4YeHUS;
XX) CeTb aBTOMAaTU3UPOBAHHOW AOKYMEHTalIbHOU CBA3M;
N) CeTb XXeNne3HOO4OPOXHOW pagnNoCBA3N;
K) CeTb TeXHONOornM4eckom cCNyTHUKOBOU CBA3MN.
4.3.3 Kcuctemam, npegHasHauveHHbIM A1 MOCTPOEHUSA YKa3aHHbIX ceTeln XXene3HOA0POXKHOW 3NeKTpo-
CBS131, OTHOCATCA:
- BONOKOHHO-ONTUYECKada cucTeMa nepeaavu;
- cucTema nepegadu no Kabenw ¢ MegHbIMU XKUNamMu;
- paguopenenHaa cuctema nepegavu;
- CMyTHUKOBas cuctemMa nepegadu,;
- cACTeMa TexHonorn4yeckon ayanokoHgepeHLUCBA3N;
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- CUCTeMa TEXHONOTMYECKON BUOEOKOHMPEPEHLCBA3N;

- CUCTEMA AOKYMEHTUPOBAHHOW pernctTpaunn cnyXebHbIX NeperoBopoB;

- CUCTeMa Xenes3HoaopOoXKHOW paanOCBA3N;

- cucTemMa noe3gHoun pagnoCBSA3N;

- cucTemMa CTaHLUMOHHOWU PagnoCBA3N;

- CUCTEMa PEMOHTHO-ONepaTUBHOWU paaUOCBA3N;

- cucTema nepegadvun gaHHbIX No pagnokaHany;

- TpaHKUHIoBas CUCTEMA TEXHOMOrM4Yeckon paguoCBA3N;

- cucTemMa MOHUTOPUHIra M aaMUHUCTPUPOBAHNUSA CETbIO XKemne3HoOA0POXKHOU SNEeKTPOCBA3N;
- CUCTeMa TaKTOBOW ceTEBOU CUHXPOHU3aLUN LU POBOU CETU XKeNne3HOO40OPOXKHOM 3NEeKTPOCBSA3N;
- cucTemMa onepaTUBHO-PO3bICKHLIX MEPOTNPUATUAN U AP.

4.3.4 CyllecTBYIOT creayiolime BUAbl XXene3Ho40POXKHOW 3MEKTPOCBA3N:

- noesgHas gucneTtyepckas;

- Nnoes3aHasd MeXXcTaHUWMOHHaNA;

- MOCTaHUMOHHAag;

- JIMHEeWUHO-NyTeBas;

- CTpenoYvHas;

- 3HeproaucneTyepcKkas;

- NeperoHHas;

- cnyxebHas CBsA3b 3MEeKTPOMEXAaHNKOB CUrHaANMU3aumun, LeHTpanmasawumum, 6noKUpOBKM U CBSI3U;
- MarmcTpanbHas;

- [JOPOXKHaY;

- JOpOXHasa pacnopsaanTenbHas;

- BuneTHo-gucneTyepcKas;

- BaroHHo-guUcneT4yepcKas:

- MaHeBpoOBasa aucneTyepckasn:

- MecTHas;

- ABYXCTOPOHHSISI NapKoBas;

- OofnoBeWweHnd NacCaKNpPOoB.

4.4 OCHOBHbIe YA3SBUMOCTHU, Yrpo3bl

4.4.1 lNpunonpegeneHnn yassumocTen pasnndaroT 00 bekTUBHbIE, CYyObeKTUBHbIE U ClTyYalHble:
- ODBLEKTUBHBIMU ABMATCH YA3BUMOCTU, 3aBUCSLLIME OT OCODEHHOCTEN MOCTPOEHUSA N TEXHUYECKUX

Xapaktepuctuk. llonHoe ycTpaHeHUe OaHHbIX YA3BUMOCTEM HEBO3MOXHO, TEM He MeHee OHWU MOTyT
CYLLECTBEHHO OCNabnATbCA TEXHUYECKUMU U NHXKEHEPHO-TEXHUYECKUMU MeToO4aMMU;

- CYDOBLEKTUBHBIMU ABMAKOTCA YA3BUMOCTHU, 3aBUCALLINE OT AEUCTBUN COTPYAHUKOB, KOTOPLIE YCTPAHAIOT-
cH B bonbLIen YacT opraHnsauMoOHHbIMA U NporpaMmmMHo-annapaTHbIMA MeTo4aMU;

- CNTyManHbIMU ABMAOTCH YA3BUMOCTU, 3aBUCSHLLIME OT OCODEHHOCTEN OKpYKaroLlen cpeabl U HenpeaBu-
NEeHHbIX OBCTOATENbLCTB.

4.4.2 Yrposon 0Oe3onacHoCTU PYHKUWMOHUPOBAHUA CpPeacTB, CUCTEM W cCeTen XXeNne3HOAOPOXKHOW
NeKTPOCBSA3N ABNSAETCA COBOKYMHOCTb YCNOBUN N PaKTOPOB, co3daolWMX NoTeHUMaNbHYO UMK peanbHYIo
ONacHOCTb HeCaHKLMOHUPOBAHHLIX U (MNWU) HeNpeAHaMepeHHbIX BO3AeUCTBUMN Ha MHOPMaLMOHHbIE peCcypcChl
N TeNeKOMMYHUKaALMOHHYIO COCTaBNSAOLLYIO XKeNne3HOA0POXKHOM 3MEKTPOCBA3N, YTO MOXKET NPUBECTU K HapY-
LUEHUIO BBIMOMNMHAEMbIX UMW (PYHKLKUA, PUCKY HaHeCceHUa MM yulepba M BO3HUKHOBEHUIO Ype3BblYalHbIX
cUTyauumn.

4.4.2.1 OAnapaspaboTkn nocyLlecTBNeHUd NnaHoB obecneveHnst 6e3onacHOCTU AOMMKHbI ObITh onpeae-
NeHbl: KOMOUHAaLLNA Yyrpo3, YS3BUMOCTEN, BO3AENCTBUN HAPYLLNTENS M OLLeHKa 3alluLiaeMbIX CUCTEM N pecyp-
COB, UTODOLI BbIpaboTaTh peLlUeHUs No yCTPaHEeHUIo UM YMEHBLUIEHUIO YIpo3, YCTPaHEHUIO UMK ocnabneHunto
YA3IBUMOCTU U KoopaMHaLUK yripaBNeHUa PUCKOM.

4.4.2.2 Kaxpas BbisiBNeHHad yrposa gomkHa obiTb onncaHa U BKNoveHa B nepeYeHs yrpos besonacHocC-
TN. PekomeHayemMbin nepeyvyeHb OCHOBHBIX Yrpo3 U BKITIOYEHHbBIE B HEMO Yrpo3bl 6e30nacHOCTU NpUBedeHs! B
NPUNoXeHnn A.

4.4.2.3 Yrposbl 6€30MNacHOCTU B COOTBETCTBUM C apXUTEKTYPOoU be3onacHOCTM corfnacHo [1] MoryT ObITh
OTHeCceHbl K TEXHUYECKMM CpeCTBaM CETU SNEKTPOCBA3N U (MNK) NONb3oBaTeNlien B COOTBETCTBMU € TabNK-
uend.1.
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Tadbnwuwua 4.1
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[TpUMEHUMOCTL
Kpatkoe HaumeHoBaHUe
yrpo3bl OnuncaHue yrpoasl K TEXHUYECKUM K TEXHUYECKUM
cpeacTBam ceTu cpeacTBam
SNEeKTPOCBA3N nonb3oBareneu
YHUYTOXEHNE Paspywenne nHopmaymm n (Unn) apyrmx pecypcos + +
VIckaxkeHune VIckaxXeHne nnm nameHeHmne nidopmaumnm + +
YTeyka Ypanenuve, Kpaxa nnv noteps nnpopmaumm n (Mnn) + +
OPYrnMx pecypcoB
PasrnaweHue PackpblTne nHdopmMmaumm + +
bnoknpoBaHue [TpepbiBaHne 0b6CnyXMBaHnA + —

[TpumedaHume—IllpUMEHUMOCTb Yyrpo3 K TEXHUYECKUM CPeacTBaM CETU 3MEKTPOCBA3N N TEXHUYECKUM Cpe-
ACTBaAM Nnornb3oBaTenen AOMKHbl onpeaensaTtbCs NONnMTUKON MHAOPMaLNOHHOW Be30nacHOCTMN.

4.4.2.4 Tpun knaccndukaumnm obbEKTOB, Ha KOTOPbLIE HanpaBneHbl Yyrpos3bl, MPUMEHSAIOT TPU YPOBHS:

- MHppacTpyKTypa ceTu,

- YCNYTU CBA3MN,

- NMPUNOXEHUS.

YpoBeHb MHPPACTPYKTYPbI CETU OXBaTbiBaeT MHPOPMaLMIO NoNb3oBaTeNen, YPoOBEeHb YCNYr CBA3U —
YCIYIrn CeTU, YPOBEHb NMPUNOXEHNA — NPUNOXEHUS, OpraHn3yemMble Ha bDase ceTeun CBA3MN.

4.4.2.5 Yrposbl pa3gendtoT Ha npegHaMepeHHble M HenpeaHaMmepeHHble, akTUBHBbIE U MaccuBHbIE. [1ac-
CUBHAas yrpo3a — yrpo3a HecaHKLUMOHUPOBAHHOTO packpblTUA UHpopMaL1 6e3 NUSMEHEHUSI COCTOSIHUS aBTO-
MaTU3UPOBAHHON CUCTEMBI. K aKTUBHbLIM OTHOCAT Yrpo3bl, KOTOPble BbI3LIBAKOT U3MEHEeHUa nHdpopmMauun,
coAepKallencd B CUCTEME, a TakKe NBMEHEHNUSA COCTOAHNUSA UMK PpabOThl 3TOU CUCTEMBI.

4.4.2.6 Kyrposam nHgpopmalNoHHOW Be30NacHOCTN OTHOCST:

- HapylweHue LenoCcTHOCTU MHJopMaLnK;

- MoaudurkaLma coobLeHns;

- OTKas oTnpaBuTend (nonydyatens) oT pakta oTnpaBneHns (nonydeHnusa) nHgpopmaynu;

- 0TKa3 B 00CNY>XMBaHWU;

- BUPYCHI;

- cnawm;

- CNeXkKa;

- 3aKnagku B 0bopyagoBaHmMe U nporpaMmmHoe obecneyeHue;

- 3noynoTpedbneHne goBEPUEM:;

- nepeagpecaunda nopTos,;

- BCTaBKa anblUMBOro Tpaduka;

- UCKaXKeHue gaHHbIX CUCTEM ynpaBlieHNd, MapLupyTUsaunum n ap.

4.5 Kputepuun oueHkn be3onacHocTH

4.5.1 B Tabnuue 4.2 yctaHoBNeHa B3aMMOCBSI3b OCHOBHbLIX Yrpo3 U KpuTepureB 0€30MacHOCTU CETU
3NEeKTPOCBA3N.

Tadbnwnuya 4.2

Kputepun 6e3onacHoCcTu
Bua yrpoasbl
KoHUOEeHUUANBHOCTL LlenoCTHOCTL [OCTYNHOCTL [ToaoT4eTHOCTL

YHUUTOXEHVE WHopMauum un (unn) — + + +
OpYyrnx pecypcoB

VickaxkeHne wnn moanduKaumns WH- — + — +
copmalun

MoLleHHNYEeCTBO + + + +

Kpaxa, ytedka, noteps nHgopmaumm + + + —
n (MNn) apyrnx pecypcoB
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Okon4yaHue mabnuubi 4.2

Kputepun 6e30nacHOCTH
Bua yrpossbl
KoHUOEeHUUANBHOCTL LlenocTHOCTL JOCTYNHOCTL [TogoT4eTHOCTL
HecaHKUMOHNMpPOBaHHbIM JOCTYIN + + + +
OTkas B 0b6cnyxmBaHum — — + _

[TpnmevaHne—3HaK «+» 03HA4YaeT BO3MOXHOE BO3QEWUCTBME VYIPo3bl HA KpUTEpUK HE30NacHOCTM,
3HaK «—» — OTCYTCTBUE YIPO3bl KPUTEPUIO BE3ONACHOCTW.

4.5.2 HapyweHune koHdUOEHUNANbHOCTH, LLeNOCTHOCTU, AOCTYNMHOCTU UM NOAOTYETHOCTU NMPU NMOTEH-
LinanbHOM BO3AEeNCTBUX HapyLLIMTENs MOXeT UMeTb cneayroLlime nocneacTBua And AeaTenlbHOCTU onepaTtopa
CBA3U U COCTOAHNSA MHPOKOMMYHUKALUOHHON CTPYKTYPbI CETU 3IIEKTPOCBSA3N:

- «HU3Koe» noTeHuuanbHOoe BO3AENCTBME MOXKET MPUBECTU K OrpaHMYeHHOMY HebnaronpusaTHOMY
achdekTy, T. e. cuTyaumn B NOACUCTEME KeTe3HOJOPOXHON 3NEKTPOCBA3N, NPWN KOTOPOW HaHEeCEeHHbIN yLepb
ABNAETCA BOCMONHUMbBIM UM BOCCTAHOBUMBIM B KOPOTKNM CPOK,;

- «yMepeHHoe» NoTeHUuanbHoe BO3AeNCTBUE MOXEeT MPUBECTU K cepbe3HoMYy HebnaronpusaTHOMY
3cbdekTy, T. e. cuTyaumn B NOogCUCTEME KeSTIe3HOJO0POXHON 3NEKTPOCBA3N, NPWN KOTOPOW HaHEeCeHHbIN yLepb
ABNAETCHA BOCMNOIHUMbIM B cpeHuUe Unu Aonrme Cpoku;

- «BbICOKOE» MOTEeHLUanbHoe BO3AENCTBME MOXET NPUBECTU K TSXKENoOMY UNu KatacTpodndeckomy
HebnaronpunatHomMy addexTy, T. €. ocobo cnutyaumn B NogcCUCTEME XKeNEe3HOAOPOXKHON 3NeKTPOCBA3N, NMPn
BO3HMKHOBEHUW KOTOPOW NpeaoTBpalleHne rmbenn ntogen okasbiBaeTcs HEBO3MOXKHbBIM.

4.6 YpoBHU obecnevyeHUs 6e30NacHOCTHU

ApXUTeKTypy besonacHocTu cornacHo [1, 2] onpenenatoT ABA OCHOBHBIX MOHATUSA:

- YPOBEHb;

- MINOCKOCTb.

[TOHATME YPOBHA apXUTeKTypbl 0e30MacHOCTU UCMONb3yeTcs npu popMUpoBaHUMN TPeDOBAHUN K
cpeacTBam, CUCTEMAaM U CETSM, 0Dpa3yroLL M NOACUCTEMY XKENEIHOAOPOXKHOW SNEKTPOCBA3MN.

B Tabnuue 4.3 npuBeaeHbl TpU YPOBHA Be30nacHOCTU cornacHo [1], a Takke UX NPUMEHUMOCTb K TEXHU-
YecKM cpecTBaM CeTU XKeNe3HOAOPOXKHOM 3NEeKTPOCBA3N U K TEXHUYECKUM cpeacTBaM Nofib3oBaTeNeun.

Tadbnwuwua 4.3

[TpMEeHUMOCTb
YpoBHU Be30nacHOCTH
K TEXHUHECKUM CpeCTBaM CEeTK K TeEXHUWHeCKUM CpeacrtBam
SNEKTPOCBA3N nonb3oBareneu
YpoBeHb 6€30NacHOCTU NHAPACTPYKTYPLI + —
YpoBeHb 6€30NacHOCTU YCIyT + +
YpoBeHb D&30NacHOCTU MPUNOXEHUA + +

4.7 TlnockoctTun obecneveHuda 6ezonacHoOCTU

ApXuUTekTypa 6e30nacHOCT B YacTWU 3allUThl CETEBLIX onepaLnin UCNONb3YeT MOHATUE MIOCKOCTEN
cornacHo [1—5]. Apxutekrtypa 6e30nacHOCTM onpeaensieT Tpyu NNOCKOCTU, COOTBETCTBYOLLME TPEM BUAAM
onepauun, oCyLEeCTBNAEMbIX B NOACUCTEME XKeNe3HOAOPOXKHON 3MEKTPOCBA3N. [1nockocTaAMM obecneveHns
6e30MnacHOCTU ABMAITCS:

- MNOCKOCTb aAMUHUCTPAaTUBHOIO ynpaeBrneHuns cornacHo [2];

- MNOCKOCTb OnepaTMBHOIC ynpasneHnda (COOTBETCTBYET YPOBHIO AOCTYNa K yCcrnyram 1 pecypcam cetu)

cornacHo [1];

- NNOCKOCTb KOHEYHOrO NoMb30oBaTeNs (COOTBETCTBYET YPOBHIO KITMEHTCKOro 0bopyaoBaHUst) cornac-
Ho [1].

B tabnuue 4.4 npuBegeHsl TPU NIIOCKOCTU 0becrneyeHnst 6e30nacHOCTU, a TaKKe UX MPUMEHUMOCTb K CETU
XKEeNe3HOAOPOXKHOU 3NeKTPOCBA3N U K TEXHUYECKUM cpeacTBaM NnoJib3oBaTenen.
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Tadbnwuwua 4.4

[TpUMEHNMOCTDL
[1NOCKOCTU obecneveHns 0e30nacHOCTH
K TeEXHANHYeCKIAM cpe,qcmam CeTu K TeXHNWHYeCKIMM cpeﬂcmam
SNEeKTPOCBA3N nonbL3oBaTeneu
[1N10CKOCTE aAMUHUCTPATUBHOIO YNPaBieHUA + +*
[110OCKOCTE ONepaTUBHOIO yrnpaslieHns t +
[1TNOCKOCTb KOHEYHOro nNonb3oBartens + +
* OTCYTCTBYET B Cny4asix, Korga rnonb3oBarternb HEe UCNOMb3YyeT yrpaBlieHne ceTbio/cnyxbomn.

4.8 [nsa onpeaeneHuns TpedoBaHUA K obecneveHno 6€30nacHOCTU CPeacTB, CUCTEM N CETEN KENME3HOo-
OOPOXHOM 3NEKTPOCBA3n Heobxoanmo onpeageneHmne mogenuyrposcornacHo FOCT P 52448 (npunoxeHue A).

4.9 [Ana CHUXKeHUs pUCKOB AOIMKHBI ObITh peann3oBaHbl TPeboBaHUA K cpeacTBaM yrpaBneHUs cornac-
HO TOCT P MCO/M3K 27001 n agonxkHbl ObITb BEINONHEHBI 0OLWME MEPONPUATUS MO yNpasleHUo MHQopMaLm-
OoHHoU Bbe3onacHocTbio cornacHo TOCT P MCO/M3BK 17799.

4.10 TMpwn BbIBOPE 0H6OBLLEHHBIX KPUTEPUEB OLLEHKN BE30NacHOCTU XeNe3HOOOPOXHON 3EeKTPOCBA3N
HeobXo4MMO YUMTLIBATL OLIEHKM De30MacHOCTU Ha Ka)XaoM 13 ypoBHEW (MHpPaCTPYKTYpLI, TpaHcnopTa/nepe-
Oadvn 1 PyHKLUUOHANBLHOTO, NPUNOXeEHUN).

4.10.1 YpoBeHb UH(hpaACTPYKTYpPDbI

4.10.1.1 Cpeagcrea U cUCTEMBI UHMPPACTPYKTYPLI XeNnesHoOQOPOXHOU 3NeKTPOCBA3X, noanexaume
3aluTe:

- NIMHWN CBA3MN;

- HanpasngawoLwme nNMHUM Nnoes3gHoun paanocBA3n (HanpasngaoLWmMe CUCTEMBI).

4.10.1.2 Knaccudukauma gpakTtopoB, BO3AENCTBYIOLWNX HAa UHQPACTPYKTYPY

[TlepeveHb OOBLEKTUBHLIX AKTOPOB, BO3AEUCTBYHOLUMX HA WHPPACTPYKTYPY KENe3HOOAOPOXKHOM
3NEeKTPOCBA3N:

a) BHYTpeHHUe pakTopbl:

1) cTapeHue maTepmanos (MeTanna, pe3nHbl);

0) BHellHMne haKTops.l:

1) pakTopbl TEXHONEHHOIO Xapakrepa;

2) NpUpoaHbIE ABNEHUSA, CTUXUNHBIE DeACTBUAS.

[TlepeveHb CYyOBLEKTUBHBLIX PaKTOPOB, BO3OAEUCTBYIOLWNX Ha WHPPACTPYKTYPY KENe3HOOOPOXKHOM
3NEKTPOCBA3N:

a) BHYTpeHHUe pakTopbl:

1) HenpaBoMepHble AeUCTBUA NUL, UMeoLWMX NpaBo AOCTyNna K NMMHUAM CBSI3U U HanpaBNAloLWMM
CUCTEMAM;

- HecaHKUWOHWPOBaAHHOE U3MeHeHUe MHPPACTPYKTYPLI XKeNne3HoAOPOXKHON 3NeKTPOCBA3N;

0) HecaHKUMOHUPOBaHHLIA PU3NYECKUA OOCTYMN K MIMHUAM CBA3WN U HANPaBNAOLWMUM CUCTEMAM:

1) XuweHue NUHUA CBA3M U HanpasnsALWUX CUCTEM;

2) OeUCTBUSA, HanpaBneHHblIe Ha USMeHeHNe MHPPACTPYKTYPLI XKenesHoO40POXKHOW 3MTEeKTPOCBA3MN.

4.10.1.3 YA3BUMOCTAMU UHPPACTPYKTYPbI XKenesHoAOPOXHOU 3NEKTPOCBA3N ABNAIOTCA:

a) 0OBLEeKTUBHbLIE:

1) akKTUBU3NPYEMLIe — annapaTtHble 3aknagku (ycTaHaBnMBaemMble B JNIMHUU 3MEKTPOCBA3N, CETU
3NeKTPoOnNUTaHus, B NOMeLLEeHUsX);

2) onpepensemMble OCODEHHOCTAMM SNEMEHTOB — 3MEeMEHThI, NOABEP)KEHHbIE BO3AENCTBUD OKPY-
Xarolwen cpedbl (A0Xab, CHer, ConHue, Apyrue Knumatudeckne paktophbl);

3) onpegensieMble OCODEHHOCTSMW 3alyMlaeMoro  obbekTa — MEeCTOMNONOoXeHNneM obbeKkTa
(OTCYTCTBUE KOHTPONMMPYEMON 30HbI, HANU4YMe NPAMON BUOANMOCTN ODBLEKTOB, yAaNeHHbIX U NOABMKHBLIX 3ne-
MEHTOB 0bbeKTa);

0) cyObLeKkTUBHbIE:

1) oWwKnBOKK: NpKM yCTaHOBKE WMWK 3KCnnyatauunm oObeKTOB WMHPPAaCTPYKTYPbl XeNe3HOOOPOXKHON
3NEeKTPOCBA3N;

2) HapylleHUd: pexXuma oxpaHbl M 3aluTbl (4oCTyna Ha OOBLEKT, A0CTyna K TeXHUYECKUM cpe-
OCTBaM); pexXunma akcnnyatauum TeXHMYecknx cpeactB (aHeproobecneyeHuns, KmnsHeobecneyeHns); pexmma

v
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NCMONb30BaHMUsA UHPpopMaLunn (0bpadboTka U 0OMeH MHopMaLUnen, XpaHeHUe U YHUYTOXEHNE HOCUTENEN
MHOPMaLMN, YHUUTOXKEHUA NPOU3BOACTBEHHBIX OTXOA0B M Dpaka); pexxuma KoHPUaAeHUNaNbHOCTK.
B) cCny4yauHble:
1) cOon N OoTKa3bl: cTapeHne 3NeMeHTOB UHPPACTPYKTYPbI XKeNe3HOA0POXKHON 3NEeKTPOCBSA3N, COON
3NeKTpOocHabXeHus (BCnomMoraTefnbHoroe obopyaoBaHus);
2) NoBpeXaeHUsa: XXnsHeobecneynsatoLmx KOMMyHUKaLWMA (SNeKTpo-, BOAO-, raso-, TennocHabxe-

HUA, KaHanNM3aunun; KOHAULUOHUPOBAHUA N BEHTUNALMN); orpaXgaowmX KOHCTPYKLMN (BHELHUX orpa)XaeHni
TEPPUTOPUN, CTEH U NEPEKPLITUN 34aHUN; KOPNYCOB TEXHOMOTMYECKOro obopyaoBaHus ).

4.10.1.4 WcTtouHuUKamn aectabunmnsnpyrolnx BO3OAEUCTBUNA Ha UHMPPACTPYKTYPY XKenes3HoOAopOXKHOM
3NEKTPOCBA3N ABNAOTCA:
a) NCTOYHWUKU, 0BYCNOBNEHHbIE AEUCTBUSIMU CYyDBEKTA:
1) BHeLWHUE UCTOYHUKMN:
- cniyvauHble (HenpeaHaMepeHHbIe) — nepcoHan MoCTaBLIMKOB pasfIMYHOro poaa ycnyr, nepcoHan
Ha30PHbIX OpraHn3aumn n aBapunHbIX CIy>ko n ap.;
- NpegHamMepeHHble — NoTeHLUManbHble NPECTYNHUKA (TEPPOPUCTLI) N Xakepbl, HeAObpPOCOBECTHLIE
napTHepPLI;, NpeacTaBUTENN CUNOBLIX CTPYKTYP (B Ype3BblHaNHbIX CUTYALIUAX);
2) BHYTPEHHME NCTOYHUKN: OCHOBHOW NepcoHan; npeacTaBnuTenm cnyo 6e3onacHoCcTn, obCcnyKnBa-
IOLLIMA NepcoHan; TeXHUYeCKUn nepcoHan (knsHeobecneyeHue, akcnnyartauus). BHyTpeHHUe UCTOUHUKNA MOTYT
MCMOMNb30BaTb KaXKabIW N3 KNAcCOB YA3BUMOCTEN (0OBbEeKTUBHBbIE, CYOBEKTUBHLIE, CNyYanHbIe) B 3aBUCUMOCTI
OT NpecneayemMsbiX Lenen. Yrposbl OT AaHHLIX UICTOYHUKOB MOTYT ObITh: XULWEHUE; YHUUYTOXEHME, HApYyLLUEHMEe
OOCTYMHOCTU (BNTIOKUpOBaHUE);

0) UCTOYHWUKM, ODYCMOBMNEHHbIE AEUCTBUAMU MaTepUarnbHOro obbwekra:
1) BHeLIHWE NCTOYHUKN: CETU UHXKEHEPHBLIX KOMMYHUKaLIMA (BOOAOCHADXeHWe, KaHanmn3auus);
2) BHYTPEeHHMEe NCTOYHUKW: cpeacTBa OXpaHbl CUrHanus3auun.
B) ousnyeckue ABNeHus: NoXxapshl, 3eMNeTpaceHus, yparaHbl, HaBOAHEHUA U AP.
4.10.1.5 BoamoxHa peanusaunsa ntodbix yrpos cm. [OCT P 52448. Bo3moXKHbIe nocneacTBUA peannaa-

1MW YTP0O3 — HapylleHne ndoro n3 Kputeprues De30NacHOCTU CETU SNEKTPOCBA3N (KOHDPUAEHLMANBHOCTb,
1eTOCTHOCTbL, AOCTYNHOCTL, MOAOTYETHOCTD).

4.10.1.6 BO3HUKHOBEHUE YA3IBUMOCTEN HA YPOBHE NMHPPACTPYKTYPLI XXeNe3HOOOPOXKHOU 3MEKTPOCBA3N
BO3MOXHO Ha CTaguUaAX UX )KM3HEHHOTO LMKA.

4.10.1.7 Kputepuum oLeHKM 6e30nacHOCTU MHPPaCTPYKTYPbI XKeNe3HOA0POKHON 3TEKTPOCBSI3N:
- HacTaguu NnaHUpPoBaHUS: COOTBETCTBUE TpeboBaHUSM Be30NacHOCTU BYaCcTU NMMMHUNA CBSI3U M HANpaB-

NALWUX CUCTEM, NpeabABNAEeMbIX cTpaTermyecKMMm LLensiMim Xxene3Hoaop0XXKHOW 3NeKTPOCBA3N;

- HacTagun NpoeKTUPOBaHUA: COOTBETCTBME XapaKTePUCTUK NPOEKTUPYEMBIX TUMHUN CBA3N M HaNpaBs-
IOLLMX CUCTEM TpeboBaHUAM Be3onacHOCTU, NpedbABNAeMbIM Ha cTaanun NNaHUPOBAHNUA;

- Ha cTaguuM akcnnyaTtauum U CTPOUTENbCTBA. COOTBETCTBUE NMMUHUN CBA3M U HaNpaBNAoLWMX CUCTEM
3asiBNeHHbIM NOCTABLLMUKOM XapaKkTepUCTUKAM;

- Ha cTaguun BbiBOAA U3 aKcnnyartaLun: COOTBETCTBME TpeboBaHMAM De30MacHOCTU NO BbIBOAY U3 3KC-
nnyaTtauum NMHUA CBA3N U HAaNpaBNsAoLWUX CUCTEM.

4.10.2 YpoBeHb TpaHcnopTa/nepepavum v pyHKUMOHANbHbLIU YPOBEHb

4.10.2.1 Cpeacrtea 1 cuctemMbl nepegavm MHopMaLnmn XXenesHoaopoXXHOU 3MeKTPOCBA3N, Noanexa-
e 3alunTe:

- KaHanbl U TpakThbl cUCTEM Nepefayn:;
- KaHanoobpasyolee 0bopyaoBaHUE;

- annapartypa nepegayvn gaHHbIX;
- aHanorosble N LNPPOBLIE MHOMOKaHarnbHble CUCTEMLI Mepeaayn;
- KOMMYyTaLuoHHoe 0bopyaoBaHue;

- MapLpyTusaTopbl;
- apyroe obopyaoBaHMe NepBUYHOMN CETU CBA3U TEXHOMNOTMYECKOro CErMeHTa »Xene3HOOOoPOXKHOW
3NeKTPOCBA3N B COOTBETCTBUN C 4.3.
4.10.2.2 K PyHKUMOHANBHOMY YPOBHIO XXeNe3HO40POXKHOWU 3NEeKTPOCBA3N OTHOCATCA cpeacTBa, CUCTe-
Mbl, CETU 1 pPecypChl BTOPUYHBLIX CETEUN CBA3U TEXHOMOTMYECKOro cerMeHTa Xerne3HoaopoXXHOU SNekKTPOCBA3MN.
4.10.2.3 OnacHocTn KU Moaenu yrpo3 06e30onacHOCTU CPeacTB, CUCTEM, CETEN XeNe3HOOAOPOXHOW
ONEKTPOCBA3N HA YPOBHE TpaHcnopTa/nepeaavn u GyHKUMUOHANBHOM YPOBHE
4.10.2.3.1 OnacHOCTAMU ABNAOTCA COOTBETCTBYOWMeE pakTopbl cornacHo [OCT P 51275.
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4.10.2.3.2 YA3BMMOCTSAMU CpeacCTB, CACTEM, CETEMN }KeNe3HOOAOPOKHOW 3NEKTPOCBA3N ABNAIOTCA:
a) 0OBLEKTUBHbLIE:

1) conyTCTBYOLWMNE TEXHNYECKUM CpeacTBaAM U3NMYyYEHUN: SNeKTpOMarHUTHbIE (MODOYUHbIE U3NYy4Ye-
HAS 3NEMEHTOB TEXHUYECKUX CPEeaCTB, KabenbHbIX NMMHUAN TEXHUYECKUX CPeaCcTB); anekTpuveckne (HaBoaKu
3NeKTPOMarHUTHLIX U3Ny4YeHUN Ha NUHUA 1 NMPOBOAKU, NpocavyMBaHNE CUTHANOB B CETU 3NeKTponuTaHus, B
Lenn 3as3emMneHunsl, HepaBHOMEPHOCTb MOTPEObNeHns ToKka 3NeKTPponuTaHus), 3BYKOBLIE (aKyCcTUYeCKue,
BNOpOaKycTuyeckune);

2) aKTUBU3MpyeMble: annapaTHble 3aknagku (ycTaHaBnMBaemble B NMMHUWN 3NTEKTPOCBA3N, B CETU
3NEeKTPONUTaHUA, B NoMeLleHUax); nporpaMmMHble 3aknagky (BpedoHOCHbIe NMporpamMmmebl, TeXHONOrn4yeckmne
BbIXOAbl U3 NpOrpamMm, HeneranbHbIe KON NporpaMmmHoro obecneveHus ),

3) onpegensemMblie 0CODEHHOCTAMM 3M1IEMEHTOB: 3N1eMeHThI NoABepPKeHHbIe BO3AEUCTBUIO 3NEKTPO-
MarHUTHoOro nongd (MarHUTHble HOCUTENU, MUKPOCXEMbI);

4) onpegensemMmble 0CODEHHOCTAMN 3alMLLAEMOro obbekTa: MecTonoNoXKeHNEM obbekTa (OTCyT-
CTBWE KOHTPONMUPYEMOW 30HbI, HAaNMU4Yne NpaMon BUOAUMOCTN ODBLEKTOB, HANM4Me yaaneHHbIX U NOABMXKHBIX
dNeMeHTOB 00bekTa); opraHusaunen kaHanos ocbmMeHa UHpopmMmaunen (MCnonb3oBaHUe pagnoKkaHanos, rno-
OanbHbIX UHPOKOMMYHUKALMOHHBIX CeTeW, apeHayeMblX KaHanoB);

0) cyObLeKkTUBHbIE:

1) OWMBOKN: NpU NOArOTOBKE M UCNONBE30OBaAHUN MPOrpaMMHOro obecneveHns (MHCTanNsaAUna 1 3arpys-
Ka nporpaMmmMHoOro obecrneyveHus, akcnnyarauua nporpaMmmHoro obecneyveHus, BBo4 AaHHbIX); Npy ynpaBneHnn
CNMOXHbIMW CUCTEMaMU (OpraHM3aLung ynpasneHusa noTokamm ooMmeHa nHdpopmarnm); npyu yCTaHOBKE UM SKC-
nnyaTtauumn TeXHNYeCKUX cCpeacTB;

2) HapyleHUa: pexxnma oxpaHbl 1 3aWnThl (4OCTYN HA 00BEKT, AOCTYN K TeXHUYECKUM CpeacTBaM);
peXxnuma skcnnyataunum TeXHUYeCKUX cpeacTB (aHeproobecneveHune, xXnsHeobecneyeHUe ); pexxmma Ncnonb3o-
BaHUA MHpopmaunn (obpadboTka n oOMeH MHopMaLnen, XpaHeHne 1 yHUUTOXeHNne HocuTenen nHgopma-
Ln); pexmma KoHUaeHUManbHOCTU;

B) ClydauHble:

1) cObon 1 oTKasbl: 0TKasbl U HEUCNPABHOCTU TEXHUYECKUX cpeaCcTB (obpabaThiBaoLmnX MHopMa-
Luto, obecnevnBaromx padboTocnocobHOCTL cpeaACcTB 0bpaboTKM MHpOopMaL K, obecneunBaroLL X OXpaHy U
KOHTPOMNb AOCTYNA); CTapeHne U pasMmardHudnmBaHme Hocutenen MHgopmMaunum (AUCKeT U CbEMHBIX HOCUTENEN,
XKECTKUX ANCKOB, MUKPOCXeM), cOou NporpaMmmHoro obecnevyeHus; cbon anekTpocHabXeHUs;

2) MOBpexXaeHus: XKnsHeobecnevnmpaoLmMx KOMMYHUKaLUMA (3NeKTpo-, BOAO-, ra3o-, TENNOCHabXe-
HUA, KaHanM3aunun; KOHAULUOHUPOBAHUA M BEHTUNALMIN); orpaXkgaroLmxX KOHCTPYKLUUN (BHELLHNX orpa)aeHni
TEPPUTOPUN, CTEH U NEPEKPLITUN 30aHUA; KOPMYCOB TEXHOMNOTMYECKOro obopyaoBaHns).

4.10.2.3.3 VCTOUHUKN AecTabnnmanpyroinx Bo3aencTBnm
NcToUYHNKN, 0OYCNOBNEeHHbIE AeNCTBUAMU CYyDBeKTa:
a) BHeLIHNE NCTOYHUKA:

1) cnydauHble (HenpeaHamMepeHHble): nepcoHan NOCTaBLWUKOB YCIyr pasfnM4YHOro poaa, nepcoHarn
Ha430PHbIX OpraHn3aL i n aBapUnUHBLIX CRYyXO n ap;

2) npegHamMepeHHble: NoTeHUManbHble NPecTYNHUKU (TEPPOPUCTHI) N XaKepbl, HeaobpOoCOBECTHLIE
napTHep.bl;, NpeacTaBUTEeNN CUMOBLIX CTPYKTYP (B Ype3BblYaUHbIX CUTYaLUax) n ap.;

O0) BHYTPEHHWE UCTOYHUKN. OCHOBHOW NepcoHan; npeactaButenn cnyxo 6esonacHoCcTU, obcnyXmnBato-
LA MepcoHan, TeXHU4Yeckn nepcoHann.

NCTOYHUKN, 0OYCNOBNEHHBIE ASNCTBUAMN MaTepmnanbHOro obvekra:

a) BHelUHWe CTOYHUKWN: cpeacTBa CBA3M (TeneOoHHLIE NMTUHNIN);, CeTU UHXKEHEPHLIX KOMMYHUKaLWW;

0) BHYTPEHHME NCTOYHUKN: TEXHUUECKUE cpeacTBa 0bpaboTkn nHdopmMaL M, nporpaMMHble cpeacTBa
obpaboTkn MHOPMaLKK; cpeacTBa OXPaHbl.

PusnvecKkne ABNeHNA: NoXapkl, 3eMnNeTpAceHUd, yparaHbl, HaBOAHEHUA U OP.

4.10.2.3.4 Ha paccmaTpuBaeMbIX YPOBHAX Xene3Ho40POXHOU 3NeKTPOCBA3M BO3IMOXHA peannsauus
NobbIX yrpos cornacHo 4.4. Bo3aMOXXHbIMU NOCNeacTBUAMU peanusaLinn yrpos MOXeT DbITb HapyLLleHne Nobo-
o U3 KputepneB 0e30MacHOCTU CEeTU 3MNEKTPOCBA3MN (KOHDPUAEHUMANBLHOCTb, LUEeNOCTHOCTb, AOCTYMHOCTD,
NoAOTYETHOCTD).

4.10.2.3.5 BO3HUKHOBEHME YA3BUMOCTEN Ha YPOBHE UHPPACTPYKTYpPbl U NMHUA XKeNe3HOOOPOXHOU
3NEeKTPOCBA3MN BO3IMOXHO Ha BCeX CTaguaX UX XKU3HEHHOTO LIMKNA.

4.10.2.3.6 Peanusauusiyrpos, odycnoBneHHasi 4eUCTBUSIMU CYDObEKTA, XapaKTepucTukamm matepmans-
HbIX OOBEKTOB, PUSNYECKMMU SIBNEHUSIMU, BO3MOXHA Ha cTaguy NaHUPOBaHUSA, NMPOEKTUPOBAHUS, CTPOWU-
TeNnbCTBAa, 3KCNyaTayumn, a Taikoke BbiBoAa U3 SKCnyaTaumn.

4.10.2.4 KputepmusimmoLeHKn be3onacHOCTU CpeacTB, CUCTEM, CETEN XKeNne3HOOAOPOKHON 3NTEKTPOCBA3N
Ha ypOBHe TpaHcnopTta/nepegayn n pyHKLUOHANBHOM YPOBHE SIBMSILOTCS:



[OCT P 54957—2012

- Ha cTagumun NNaHNPOBaHUSA: COOTBETCTBME TpeboBaHUAM DE30MNacHOCTU, NPeabABMIAEMbIM CTpaTeru-
YECKUMU LLeNsaAMM XKeNEe3HOA0POKHOW 3NEKTPOCBA3N;

- Ha cTaguun NpoeKTUPOBaHUSA: COOTBETCTBME XapaKTepPUCTUK NMPoeKTUpYeMEIX CpeCTB, CUCTEM, ceTeu
XKeNne3HoAopOXKHOW 3NEeKTPOCBA3N TPAHCMOPTHOTO YPOBHA TpeboBaHUAM 6e30NacHOCTU, NPeAbABNAEMbIX Ha
cTagnn NNaHNPOBaHUA;

- HacTaguumakcnnyaTtauummBHeOpeHUA: COOTBETCTBUE 3asiBNeHHbIM NOCTaBLIMKOM XapakTepUcTuKkam;

- Ha cTaguM BbiIBOAa W3 3KcnnyaTauun: COOTBETCTBME TpeboBaHMAM Oe30nacHOCTU MO BbIBOAY U3
aKkcnnyatauymn.

4.10.3 YpoBeHb NPUNOXeHUN, yCryr uynpaBsneHus

4.10.3.1 CpeacTtea 1 cUCTEMBbI XXerne3HO40POXHOW 3NMEeKTPOCBA3U YPOBHA NMPUNOXEHUN, YCNYT U yrpaB-
NneHund, noanexaliue saluTe;

- cpeacTBa TeppuTopuanbHOo-pacnpeaeneHHonn wuepapxXxmuveckon aBTOMaATU3UPOBAHHOW CUCTEMB
yrpaBeHNA TEXHONOIMYeCKOU CeTbo CBA3MU;

- CUCTeMbl TeppuUTopuansLHo-pacnpegeneHHon nepapxmy4ecko asToMaTusnpoBaHHOM CUCTEMBI ypaB-
NeHns1 TEXHONOTMYECKOM CEeThIO CBA3U B COCTAaBE:!

a) CUCTEMblI MOHUTOPUHIa U aAMUHUCTPUPOBAHUA, NpeaHasHavYeHHON ANsd MOHUTOPWUHIa napamMeTpoB
PYHKUNOHUPOBAHNA N UHTETPUPOBAHHOIO yripaBNeHNda TeXHONMOTMYeCckon ceThio CBA3U B LIENOM;

0) cucTem ynpaBneHUs n MOHUTOPUHIa NpPonU3BoAUTENS ANg obecnevyeHunst ynpaBneHnUst U TEXHUYECKOro
obcnyXmBaHusa obopyaoBaHNS XKENe3HOAOPOXKHON SNEKTPOCBA3N, BXOAALEro B COCTaB TEXHOMNOMMYECKOW
CeTU CBA3U XeNe3HOOOPOXHOro TpaHcnopTa, peanuaylowero yHKUMoHanbHble BO3SMOXHOCTU B COOTBET-
CTBUWM C YPOBHEM YyNpaBlieHNA 3N1eMeHTOM UMK CETbIO, COTMacHO apXMTeKType NoCTPOeHNA ceT ynpaBneHnd
XXene3Ho40POXHOW 3TEKTPOCBA3LIO.

4.10.3.2 OnacHocTn N moaenun yrpos 6e3onacHoCTU CPpeacTB, CUCTEM U PECYPCOB XENMEe3HOAOPOXKHOMN
3NEKTPOCBA3N YPOBHZA NMPUNOXKEHUN, YCNYT U yripaBneHnd

4.10.3.2.1 OnacHOCTAMMN Ha ypPOBHE NPUIOXEHUN, YCIYT U ynpaBleHNa ABNAKTCA COOTBETCTBYIOLME
dakTopbl cornacHo OCT P 51275.

4.10.3.2.2 YA3BUMOCTAMU CpeCcTB, CUCTEM U PECYPCOB XKele3HOAOPOXHOW 3NTIEKTPOCBA3N YPOBHA NpU-
NOXEHWN, YyCNyr U yrnpasneHnsa ABNAarTCA:

a) 0obbeKTUBHbLIE:

1) conyTCTBYKOLWMNE TEXHUYECKUM CpeacTBaM U3NYyUYEeHUS: 3NeKTpoMarHUTHele (MoboYHbIE N3ny4e-
HAS 3NEeMEHTOB TeXHUYECKMUX CpeacTB, KabenbHbIX NMUHUNA TEXHUYECKUX CPeaCTB); anekTpuieckmne (HaBoaKn
SNeKTpoMarHUTHbIX U3Ny4YeHUn Ha NTMHUKX U NPOBOAKN, MpocavnBaHNE CUTHANOB B CETU SNMEKTPONUTaHUS, Lienn
3a3eMeHnsl, HepaBHOMEPHOCTb TMOTPEDNEeHNA ToKa JNeKTPOnUTaHus), 3BYKOBble (aKyCTU4ecKkue,
BUOpOaKyCcTUYECKNE);

2) aKTuBU3MpyeMble: annapaTHble 3aknagky (ycTaHaBMBaeMble B NUMHUN SMEKTPOCBSA3N, B CETU
SNEeKTPONUTaHUA, B NOMeLleHUAX); nporpaMMHele 3aknagkm (BpeaoHOCHbIe nporpaMMbl, TEXHOMOrM4Yeckue
BbIXOAbl U3 NpOrpamMmm, HeneranbHble KoMK NporpaMmmHoro obecneveHus );

3) onpeaensieMble 0CODEHHOCTSAMU 3NTEMEHTOB: 3NEMEHTHI, NOABEPKEHHbIE BO3ASUCTBUIC 3NEKTPO-
MarHUTHOro nonsi (MarHWUTHble HOCUTENU, MUKPOCXeMbl), MporpaMmmHoe obecnedeHne, noaBep)KeHHOoEe
nporpaMMHbIM KOHPIUKTaM;

4) onpepensieMble OCODEHHOCTAMM 3allMLLIAEMOro ob0bLeKkTa: MeCTONONoXeHNeM obbekTa (OTCYT-
CTBUE KOHTPONMMPYEMOW 30HLI; peann3alnsa Ha HeCKONbKUX yaaneHHbIX Apyr oT Apyra cpeacTBax BblYUCIN-
TeNbHOWU TEeXHWKW), opraHusaunend KaHanoB obOmMeHa WHGopmaunen (UCNoNb3OBaHME MNPOTOKOMOB
MapLIpyTU3aLumn, NCnonb3oBaHme rnodansbHbIX MHPOKOMMYHUKALIMOHHBIX CETEN, apeHAYEeMbIX KaHalnoB);

0) cybbeKTUBHLIE:

1) OWMBKN: NpU NOArOTOBKE N UCNONB3OBaAHUN NMPOTrpaMmMHOro obecneveHns (MHCTanNsLUUA U 3arpys-
Ka nporpaMmmMHoro obecneveHunst, akcnnyartaumsi nporpaMmMHoro cbecrnedyeHns, BBo4 AaHHbIX); MpU ynpaBneHnm
CMOXHBIMWU cCUCTEMaMK (OpraHmsaunst ynpaBneHus notokamm obmeHa nHdopmMmauun); npyu ycTaHOBKE UMK
akcnnyataymm TeXHUYECKUX CpeaCTB 1 NporpamMmMHOro obecnevyeHus;

2) HapyweHUsa: pexxmmMa oxXpaHbl U 3aLlnTbl (4OCTYMN K TEXHUYECKUM cpeACTBaM); pexxuma aKkcniyarTa-
LU TEXHUYECKUX CpeaCTB (sHeproobecneyveHume, XnusHeobecnevyeHme ); pexmma ucrnonb3oBaHuns UHopmMaLmm
(0bpaboTka 1 cbMeH MHOopMaLMEN, XPaHEHNE N YHUUTOXEHNE NHGOpMaLIMK); peXnuma KoHdpuaeHumanbs-
HOCTW;

B) CllydauHble:

1) cObon 1 oTKasbl: OTKa3bl 1 HEUCNPABHOCTU TEXHUYECKNX cpeAcTB (obpabaTbiBaloLmx MHPOpMa-
Lo, obecnevmBarowmx paboTocnocobHOCTL cpeacTB 0b6paboTkn MHpopMaLmn, cdbecnevumBato X OXpaHy 1
KOHTPONb AOCTyNna); cTapeHune U pasMmardHmdymsaHue Hocutenen nHpopmMaum (ANCkeT U CbeMHbIX HOCUTENeuN,
XKECTKUX ANCKOB, MUKPOCXEM); cOou NporpaMmMHoro obecneveHus; cbon anekTpocHabXeHus;
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2) NMOBpeXaeHus: XKnsHeobecnevnmpatoLmMx KOMMYHUKaLUMA (3NeKTpo-, BOOO-, raso-, TENMNOCHAbXe-
HUA, KaHanNM3auum; KoOHOULMOHUPOBaHUSA U BEHTUNSALIUN).

4.10.3.2.3 VCTOUHUKN AeCcTabnnmanpyownx BO3aencTBMm

NCcTOUYHUKN, 0BYCNOBNEeHHbIE AENCTBUSIMUN CYDbEKTa:

a) BHeLIHNE NCTOYHUKA:

1) cnydaunHble (HenpeaHamMepeHHbIe): nepcoHan nocTaBLWUKOB YCNYTr pa3nM4HOro poga, nepcoHan
HaA30PHbIX OpraHn3aunini n aBapUUHbIX CRyXo0 n ap.;

2) npegHamMepeHHble: NoTeHUManbHble NPEeCTYNHUKU (TEPPOPUCTHI) N XaKepbl, HeaobpoCcoBECTHLIE
napTHepbl; NpeacTaBUTENN CUMOBLIX CTPYKTYP (B Ype3BblYaHbIX CUTYaLNAX);

0) BHYTpPEeHHME UCTOUYHWUKN: OCHOBHOW NMepcoHan; npeactaButenn cnyxd 6e3onacHoOCTU; 00CnyXXmBato-
LW MepcoHan, TeXHU4YeCcKn nepcoHann.

NcTOYHUKK, 0BYCNOBNEHHbIE AENCTBUSIMN ODBbEKTA:

a) BHeLUHWE NCTOYHUKN: TEXHUYECKNE N NPpOorpaMMHbIe cpeacTBa 0bpaboTk MHopMaL MM NP NCNoTb-
30BaHWUM rnodbanbHbIX UHPOKOMMYHUKALUOHHBIX CETEN;

0) BHYTPEHHME NCTOYHUKN: TEXHUUECKUE cpeacTBa 0bpaboTkn nHdopMaL MKk, nporpaMmHble CcpeacTBa
0bpaboTKkn MHpOpMaLMKn; cpeacTBa OXpaHbl.

Pusnyeckne ABNeHNd: NoXxaps.l, 3eMNeTpaceHnd, yparaHbl, HABOAHEHUS.

4.10.3.2.4 HaypoBHe NPUNOXeHUN, yCryr U ynpasneHns BO3MOXHa peanunsaunst NioObIX yrpo3 COrnacHo
[OCT P 52448. Bo3MOXHbBIMW NMOCNeACTBUAMM peannsaumn yrpo3 MoXeT ObiTb HapyLleHMne ntodoro na Kpurte-
preB Oe30nNacHOCTU CeTU 3MEKTPOCBSA3N (KOHPUAOEHUWUANbHOCTb, LENOCTHOCTb, AOCTYMHOCTb, NMNOAOTYET-
HOCTb).

4.10.3.2.5 BO3HUKHOBEHME YA3BUMOCTEN Ha YPOBHE WHMPPAaACTPYKTYPbl U NMUHUN XeNne3HOO4OoPOXHOU
3NEeKTPOCBA3M BO3IMOXHO Ha BCeX CTaanAX UX XKU3HEHHOro LMKna.

4.10.3.2.6 Peanusauua yrpos, odycnosrneHHasa AeNCTBUSIMU CYDOBEKTA, XapaKTepUCTUKaMmmn maTepuans-
HbIX OOBLEKTOB, PUSNYECKMMU SIBNEHUSIMU, BO3MOXHA Ha cTaguy NaHUPOBaHUA, NMPOEKTUPOBAHUS, CTPOWU-
TeNbCTBAa, 3Kcnnyartauun, a Takke BelBoAa U3 akcnnyaTauun.,

4.10.3.3 Kputepun oueHKM 6€30nacHOCTU YPOBHS NPUNOXKEHWUA, YCNYT U yrpaBleHUs KeNe3HOO0PpOXK-
HOW 3NeKTPOCBA3bIO:

- Ha cTaauu NMnaHUpPoBaHUA: COOTBETCTBUE TpeboBaHNUAM De30nacHOCTH, NpeaAbsaBASAEeMbIM CTpaTElrn-
YeCKUMU LleNdaMn XKene3Ho40poXXHOW 3NeKTPOCBA3N;

- HacTaaun NpoeKTUPOBaHUA: COOTBETCTBUE XapaKTePUCTUK NPOEKTUPYEMLIX CPpedCTB, CUCTEM, CETEN
PECYPCOB XeNe3HoAOPOXKHON 3NEKTPOCBA3M HA YPOBHE MPUNOXKEHUN, YCNYT MynpaBneHUa TpeboBaHUAM De30-
NnacHOCTW, NpeaAbABNAEeMbIM Ha CTaaun NNaHUPOBaHUS;

- HacTaauumaKkcnnyaTtauumimBHegpeHUA: COOTBETCTBUE 3asBMEeHHbLIM MOCTaBLLUMKOM XapakTepUcTukam;

- Ha cTaauun BbIBOAA M3 3KCnnyaTauun: COOTBETCTBUE TpeboBaHUAM De30nacHOCTU No yaaneHUuo u
BLIBOAY M3 3KCNNyaTalun.

4.11 ObecneyvyeHUe 6€30NaCHOCTU XENE3HOA0POXHON ANEKTPOCBA3U BNNOCKOCTAX YNpaBNeHUs

4.11.1 Mepbl 0becne4veHns 6e3onacHOCTU BKIOYaoT B CeD4:

- opraHusaumoHHble (aAMUHUCTPAaTUBHBbIE, 3KOHOMWUYECKUE, ropuandeckme);

- TeEXHMYECKME (YyCTaHOBKa OXPaHHO-MOXapHOW CUrHanuaauum, UCMNofib30BaHUE CUCTEM KOHTPONS W
ynpaBneHus 40CTYMNOM, NPUMEHEHMNE TEXHUYECKUX CpeaCTB 3allTbl MHOpMaL UK, BHeApEeHNUe UHTErpupoBaH-
HbIX CUCTEeM De30MacHOCTN);

- pnsnveckune (padboTa CTOPOXKEN U KOHTPONEPOB);

- ornepaTtuBHbIE (MCMONbL3OBaHUE ONnepaTUBHLIX METOA0B PaboThl, OnepaTUBHO-TEXHUYECKUX CPEACTB,
Hanpumep «nonurpada» Ang BXoAHOro KOHTPONS U NepmnoanyYecKkon NpoBEPKU NOSANbHOCTU NepcoHana).

4.11.2 TpeboBaHUa 6e30NacCHOCTM B MJIOCKOCTUA aAMUHUCTPATUBHOIO ynpaBneHust onpeaeneHsol
[2] — [5].

5 TpeboBaHuda no odecnevyeHNo 6€30MNaCHOCTUN CPEeAcTB, CUCTEM
N ceTen Xene3HoA4OPOXHOU 3NeKTPOCBA3N

5.1 TpeboBaHuAa no obecnevyeHUo Oe30MNacHOCTU Ha YypPOBHE UHGPACTPYKTYpPbI Xene3Ho[o-
POXXHOW 3/1eKTPOCBA3U

5.1.1 OpraHnsauuoHHble TpeboBaHNA 6e3onacHOCTI
5.1.1.1 Heobxoanmo Hann4yne TeXHUYECKON, HOPMATUBHOM WU SKCNNyaTauMOHHON AOKYMEHTALUN Ha
obbeKkTax MHPPACTPYKTYPHI XKENE3HOAOPOXKHON SNEKTPOCBA3N.
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5.1.1.2 Ha ctaguu akcnnyaTtauum Ao/hkHa NpoBOANUTLCA pernctTpaund B AOKYMeHTax (KypHanax, akTax,
ONEKTPOHHLIX Oasax AaHHbIX) COOTBETCTBYHOLWEW WHPOPMAaLKMUA O BbINOMHEHHBLIX paboTax, COCTOSIHUW
0D BLEKTOB.

5.1.1.3 Ha ctaguu akcnnyatauum HeodbxoanMmMo orpaHuvyeHne aoctyna K odbektam MHPPacTpyKTyphbl
XKene3HoAOoPOXKHON 3NeKTPOCBA3N.

5.1.1.4 HacTtaguun akcnnyataunum Heodxoamumo BECTU yHET NUL, MONYHUBLUNX U UCNONb3YHOLWMX OOCTYNM K
oD beKkTaM UHPPACTPYKTYPbI XKENEIHOAOPOXKHON 3NTEKTPOCBA3MN.

5.1.2 TexHU4eckue TpeboBaHMNA 6e30NacHOCTI

5.1.2.1 TpeboBaHUA K 3NeMeHTaM KOHCTPYKLINK (K SNeKTpUYeCcKon NpoYHOCTU U30NALUN, YCTONHYNBOCTL
K BO3OEUACTBUAM MeXaHWUYEeCKUX Harpysok M KnumaTu4eckux pakTopoB) AOCITDKHbI BbIMOMHATLCA COrnacHo
[OCT P UCO/M3BK 17799 (pasgen 7).

5.1.2.2 TpeboBaHMS K MOHTaXYy, SKCNyaTaunm U peMoHTY (KpenneHne NUHUN K COOPYXKEHNAM, CTPOU-
TeNbCTBO U NpokNaaka) 40JHKHbI OCYLLECTBNATLCA B COOTBETCTBUM C YTBEPKAEHHBIM NPOEKTOM; OpraHusaLng
TEXHUYECKOro KOHTPONS B Nepuoa CTpoUTenbCTBa AOSMKHA ObiTb BbINonHeHa cornacHo [6] n TOCT P
MCO/M3K 17799 (pasgen 7).

5.1.2.3 TpeboBaHUA K cpeacTBaM 3alUUThI, CUrHaANMMU3aLUUMN U KOHTPONSA AC/MKHbI OblTb BbIMOSTHEHD
cornacHo FTOCT P UCO/M3BK 17799 (pasaen 7).

5.1.2.4 TpeboBaHus no obecne4veHUo 6e30MNacHOCTU NUHNN CBA3U U HANPaBASAOLWUX CUCTEM OOTKHbI

COOTBETCTBOBATb TPeboBaHUAM PUINYECKON 3aLLUNTLI U 3aLLUTLI OT BO3ASUCTBUA OKpYXKatoLen cpeabl cornac-
HO TOCTP NCO/M3K 17799 (paspen 7).

5.1.3 ®yHKUUOHamNbHbIE TpeboBaHMA 6€30NacHOCTU

N omkHbl ObITb 00ecneveHbl 3aWmMTa OT HECaHKLIMOHNPOBaHHOMO NMPOHUKHOBEHNSA N JOCTYMHOCTL B 0OCy-
XUBaAHUN.

5.2 TpeboBaHuAa no obGecneyeHUrw Oe3O0NACHOCTU Ha TPAHCNOPTHOM U (PYHKLMOHANBbHOM
VPOBHSAX XXeNe3HOAO0POXHOU 3NTEKTPOCBA3N

5.2.1 OpraHnszayuuoHHble TpeboBaHNA 6e30nNacHOCTI

5.2.1.1 Heobxognmo Hann4yne TexHU4eckon, HOpPMaTUBHOMN KU 3KCnNyaTaLUOHHON OOKYMEHTauuM Ha
0O BEKTbI TPAHCMOPTHOIO YPOBHS XXeNe3HoA0POXKHOW 3NEKTPOCBA3N.

5.2.1.2 Ha ctaguun akcnnyaTtauum Heobxognuma peructpaunsa B AoOKYMeHTax (KypHanax, akrax) cooT-
BETCTBYIOLLEN MHOPMAaLUK O BbINONHEHHLIX paboTax, COCTOSIHUA OO BLEKTOB.

5.2.1.3 HacTtaguuakcnnyaTtauum HeobxoamMmo orpaHnuveHre gocTyna Kk 0d bekram TPaHCNOPTHOTO YPOB-
HS1 XKeNne3HOAOoPOXKHOU 3MeKTPOCBA3N.

5.2.1.4 Hacrtaguv skcnnyaTtaunum HeodbXoanmMo BECTU yUeT NNLL, NONYyHUBLUMX U UCNONb3YIOLLMX AOCTYIM K
00beKTaM TPaHCMOPTHOIO YPOBHS XKENe3HOA0POXKHOW 3NEKTPOCBA3MN.

5.2.2 TexHn4yeckue TpedoBaHMA 6e30NaCHOCTU

5.2.2.1 TpeboBaHMA K 3NeMeHTaM KOHCTPYKLUUK (rabapUThl, yCTONUYUBOCTL K BO3AEUCTBUAM MeXaHNYeC-
KX Harpysok M KnmMaTudecknx paktopoB) AomkHblI BbinonHATbes cornacHo F'OCT P NCO/M3K 17799
(paspgen 7).

5.2.2.2 TpeboBaHMUA K MOHTaXy, 3Kcnnyatauum M pPemMoHTY (pasMelleHue B CTOUKax, Kopobax;
NCMONb30BaHNWE JULEH3UOHHOro nporpaMmmMmHoro obecrnedyeHus) AO0MmKHbl  BbINOMHATLCHA  COrNacHo
[OCTP NCO/M3K 17799 (pasgen 7).

5.2.2.3 TpeboBaHUA K cpeacTBam 3aLllnThl, cUrHanusaunm n koHTponsd. CpeacTtBa, CUCTEMbI, CETU Kenes-
HOOOPOXHOWN SNEKTPOCBA3N TPAHCMOPTHOMO YPOBHA AO0MKHBLI ObITb 0becneveHbl cpeaAcTBaMuU 3aLUUTHI,
cUrHanusaumm KU KOHTPONS B COOTBETCTBUMA C TpeboBaHUAMU MOMUTUKMA ©Oe3onacHOCTU, COrfnacHo
[OCTPUNCO/M3BK17799 (paspgen 7). ObopyaoBaHue Xene3HoAoPOKHOU 3NEKTPOCBA3U TPAHCNOPTHOIO YPOB-
HA OOMKHbI UMETb 3BYKOBYHO U CBETOBYIO CUTHanM3aLWUlo, a TakKe AOMKHO ObiTb OCHAaLLEHO cpeacTBamMu
KOHTpONA PYHKUUMOHNPOBAHUA.

5.2.2.4 He gonyckarTcsa MeXceTeBble He3alluleHHble coeanMHeHNa MMHTepdpeChbl B NePBUYHBIX UBTO-
PUYHBIX CETAX KeNe3sHOOOPOXHOM 3NTeKTPOCBA3N, MeXay 3fleMeHTaM ceTu nepegadn AaHHbBIX U ceTeun onepa-
TUBHO-TEXHONOMMYECKOro N odLWeTEXHONOMMYEeCKOro HasHavYeHus.

5.2.3 OyHKUNOHaANbHLIE TpeboBaHMA ©0e30NacHOCTU A0DKHBI  ObiTb  YCTAHOBMEHbI  COrMacHo
[OCT PNCO/M3K 15408-2 (pasaensl 8, 10, 17).

5.3 TpeboBaHuA no obecneyeHUo 6€30MaCHOCTU Ha YPOBHE NPUNOXEHUN, YCNYT U yNpaBneHus

5.3.1 OpraHunszaLuuoHHble TpeboBaHNA 6e30nNacHOCTI
5.3.1.1 Heobxoanmo Hanunune TexXxHU4eCcKon, HopMaTUBHON, aKcnnyaTauunoHHOW U ApYyron AOKYMEHTa-
LM Ha cpedCTBa, CUCTEMbI, CETU U PeCypChbl XXeNe3Ho4OPOXHOW 3NTEKTPOCBA3N.
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5.3.1.2 Ha ctagun skcnnyartauum Heobxognma pukcaunst B AOKYMeEHTaxX (KypHanax, akrax, 31eKTpoH-
HbIX Da3ax AaHHbIX) COOTBETCTBYOLWEN MHPOPMAaLMKA O BbINMONHEHHBIX paboTax, COCTOAHUM SKCNNyaTUpyeMbIX
0D BLEKTOB.

5.3.1.3 Ha ctagun skcnnyaTtauum HeodbxoanMmo orpaHuveHUe AoCTyna K cpeacTBam, CUCTEMAaM, CETSIM U
pecypcaM XernesHOo40POXHOU 3NeKTPOCBA3MN.

5.3.1.4 HacTtaguun akcnnyataumum HeodxoamMmo BECTU YHET ML, MONYHUBLUMX U UCNOMb3YHOLWUX AOCTYM K
cpeacTBaM, cUCTEMaM U CeTAM XKeNe3HOA0POXHOW 3MEKTPOCBSA3N.

5.3.2 TexHn4yeckue TpeboBaHMA 6e30NacHOCTI

5.3.2.1 TpeboBaHMA K 3KcnnyaTauum (MCnonb3oBaHNE NULLEH3NOHHOMO NporpamMmMHore cbecneveHus)
O0MMKHbI ObITh BbINONHeHbl cornacHo FOCT P NCO/M3K 17799 (pasagen 7).

5.3.2.2 TpeboBaHUA K cpeacTBaMm 3allnTbl, CUTHANMU3aLWUN N KOHTPONA (0becneveHme npeaynpexaeHus
O BO3HUKAIOLWKMX U peann3oBaHHbIX yrpo3ax, 0XBaT BCEX KPUTUYHBLIX CUCTEM ) AOTIKHbI ObITh BBINOMHEHbI Cornac-
HOTOCT P UCO/M3OK 17799 (pasgen 7).

5.3.3 OyHKUMOHANbHbLIE TpeboBaHMA ©Oe30NacHOCTM OO0/MKHbI  OblTb  YCTAHOBMEHbl COrMacHo
[OCTP UCO/M3K 15408-2 (pasgensl 10, 14).

5.4 TpeboBaHMA U Mepbl NO obecnevYeHUo 6e30NacHOCTU B NNOCKOCTAX yNpaBneHUsA

5.4.1 OpraHuM3aLUOHHbIe TpeboBaHUA U Mepbl NO obecnevyeHUO 6e30NacHOCTIA

5.4.1.1 naHnpoBaHue Be3onacHOCTH

BesonacHocTb gomkHa cooTBeTcTBOBATHL TPpeboBaHUAM [OCT P MCO/MOIK 15408-2 (pasgensl 10, 12):

a) AN KaXaoro BMaa ceTe U CUCTEM XKeNe3HOOOPOXKHON 3MEKTPOCBA3N A0MKHa ObiTh paspaboTaHa,
yTBEPXAEeHa, n3gaHa 1 aoBeaeHa Ao CBeAeHUS BCeX COTPYAHUKOB opraHusaLnn, 3akcnnyaTupyrowen ceTb UNnn
CUCTEMY BMEKTPOCBA3N, NONUTUKA Be30NacHOCTU, KOTopast AoKHa onpeaensThb:

1) OTBETCTBEHHOCTb PYKOBOACTBA 3a obecneveHne 6e30nNacHOCTU CETEN U CUCTEM XKENME3HOAOPOX-
HOW 3NEKTPOCBA3N;

2) obume n KOHKpeTHble 0BA3aHHOCTU COTPYAHUKOB NO DE30MaCHOCTH;

3) noaxoa opraHnsauuu K yrnpasneHumnto 6e3onacHoCTbIO;

4) cuctemy obecneveHusa 6esonacHOCTU U PYHKLUUOHANBHOCTL CNYyX0Obl 6e30MacHOCTHU;

0) no mMepe U3MeHeHUs1 HanpaBneHN AeATENbHOCTU U BU3HEC-LLenen opraH1usaLnm nonnuTuka besonac-
HOCTW AOSMKHA KOPPEKTUPOBATLCS.

[1TnaH 6e30nacHOCTUN AOITKEH eXeroaHo paspabdaTbiBaTbhCs, YTBEPKAATLCH PYKOBOACTBOM OpraHmsasunu,
AKCNMyaTUPYHOLLIEN CETb UMM CUCTEMY XKENE3HOAOPOXKHOW 3NEKTPOCBSI3N.

54.1.2 TpeboBaHna no  H6e30MacHOCTU  nepcoHana  AO0MMKHbI  BBIMOMHATLCA  COrNacHo
[OCTPUNCO/M3BK 17799 (pasnen 6):

a) OOMMKHbI ObITh ONpeaeneHbl KaTeropumn nepcoHana, CBA3aHHOro ¢ obpaboTKon, XpaHeHneM U nepena-
yen MHopMaL M N YCTaHOBIMEHLI KpUTEpUKM 0TOOPAa ANS N, NpeTeHAYIOLWUX Ha 3TU AOMKHOCTMN;

6) O0MKHBLIOLITb YCTAHOBMNEHEI NPpaBuia NnoBeAeHUS NepcoHana, akennyaTupyrowero cpeactea MHop-
MaLWNOHHbIX TEXHOMOTMN, B OTHOLLEHUW obecnevyeHust 6e3onacHOCTU, onuckiBaroLne obA3aHHOCT NepcoHana
N oXnagaemble OT Hero AecTBUA No obecnedyeHuno besonacHoOCTU;

B) A0 CBeAeHUA nepcoHana, noasepraemMoro otbopy 4o ero aonyckak pabore, AomKHbI ObITb AOBEeAEHbI
(noa pocnuck) npasunna NoBeaeHUsA M OTBETCTBEHHOCTL 3a HApPYLLUEHUE peXXnma 6e30nacHOCTU, a Noce 3aBep-
LLIEHUSI KOHTPAaKTa — OTBETCTBEHHOCTL 3a COXPaHHOCTbL MNONYYeHHbIX B Xo4e paboThl CBeAeHUN;

r) nepcoHan aAosrkeH bObiTb 00yveH TpeboBaHMAM DE30MacHOCTU, B TOM YNCNE N 3aLlUTe OT HeCaHKLNO-
HAPOBAHHOIO AOCTYNAa A0 pa3pelleHns AoCTyna nepcoHana K pabore;

) HeobxoaMMO Nepmnoanveckn OCYLLECTBNATE NEepPenocaroToBKY nepcoHana yu perynsipHo rnpoBoanTh
MEPONPUATUS NO erc MHPOPMUPOBAHNID O HEODXOANMOCTN CODNIOAEHNSA YCTAHOBNEHHLIX TPebOBaHNN DE30-
NAacCHOCTMU.

5.4.1.3 dusndeckada 6e3onacHoOCTb

LdonmkeH ObITb onpeaeneH NopsaaoK KOHTPONSA BCeX PU3NYECKNX ToOUEK A0CTYNa Ha 06 beKTbl UHPPaCTPYK-
TYPbI XKENe3HOAOPOXKHON 3NEKTPOCBA3M (BKIMOYaA ABEPU, OKHA, MECTA BBOAA B COOPYXXEHUS CBA3U 3NIEMEHTOB
CUCTEM BEHTUNALUN, KaHanM3aunun, BoAOCHabXeHUs, ra3ocHabXXeHns, 3NekKTpocHab)XeHNSa N TeNeKOMMYHUKa-
unn) cornacHo FTOCTP MCO/M3K 17799 (pasnen 7).

[omkeH ocyLecTBNATLCH MOHUTOPUHI PU3NYECKOro A0CTYNa B MOMELLIEHUS, B KOTOPbIX pasMeLlatoTc
TexHudeckune cpeactea, cornacHo FOCT P NCO/M3K 17799 (pasgen 7).

[omkHa oCyLLECTBMNATLCA permcTpaLmnst AeUCTBUA NepcoHana no obCcnyXKMBaHMUo TEXHUYECKNX CPEaCTB
cornacHo FOCT P NCO/M3K 17799 (pasaoen6).

[Topsiaok nepenavn odbopyaoBaHUA APYrum opraHusaUnMsam 1 ero ytunusaumm aomnkeH obiTb onpeaeneH B
OTAEeNbHOMN NMHCTPYKLUMKN, yCTaHaBNMBaloOLWeN AeUCTBUA NO HeAONYLEeHNIO HannM4yng B YCTPOUCTBAX XpaHeHUs
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MHpOopMaL WK, NepeaaBaeMbIX N NoANeXallmx yTunmsauum nporpaMmmMmHo-annapaTHbIX CpeAcTB, OCTaTOUYHOM
nHgpopmauummn cornacHo FTOCT P UCO/M3K 17799 (pazpgen7) u[7].

B npouecce MOHUTOpUHIa pmn3N4ecKoro AocTyna B MOMeLeHUs1, B KOTOPLIX pasMeLlatoTCA TeEXHUYEecKUe
cpeacTBa, AOTKHbI NCMONb30BaTbLCH YCTPOUCTBA BUASOHADNIOAEHNSA U CUrHanM3aLUnunm peanbHOro BpeMeHW.
LomKHbI UICNONMBb30BaTbLCH aBTOMATU3NPOBAHHLIE CpeACcTBa perncTpaunm AencTBUin nepcoHana no obcnyxu-
BaHWUIO TeXHNYeCcKnx cpeacTs [/, 8].

5.4.1.4 NnaHupoBaHMe OeUCTBUU MPU 4pesBblYaWHbIX CUTyauMUdaX ACIMKHO BbINONHATLCA COrnacHo
[OCTP NCO/M3BK 17799 (pasgenel 6, 7) n[7].

B opraHusauum, akcniyaTupyoLwen cpeactsa, CUCTEMbI, CETU KENe3HOJOPOXHON 3NeKTPOCBA3N, J0T-
)XeH paspabaTbiBaTbCA U OCYLECTBAATLCA N1aH MEPONPUATUA B Ype3BblYaNHbIX CUTYaLUSAX, B TOM YNCIIE N NPU
TEPPOPUCTUYECKUX aKTaxX, y4nTbiBas yHKLMK N 06A3aHHOCTIX NepcoHana n 4erncTBus, CBsI3aHHble C BOCCTa-
HOBEHNEM CUCTEM Nocne BbiXoda U3 CTPOS NX 31eMEHTOB.

[TepcoHan aomkeH 6biTb 0Oy4YeH AeNCTBUAM B Ype3BblYalHbIX CUTYaLUMNAX, U OOSTKHA OCYLLIECTBNATLCS
ero nepenoaroToBKa.

[MpoBepka nnaHa AeNCTBUIA B Ype3BblYalHbIX CUTYaLMAX 1 ero KOPPEKTUPOBKa AOMKHbBI NPOBOAUTLCA HE
pexe 04HOro pasa B rof ¢ Lenbto onpeaeneHnsa apdekTUBHOCTU U TOTOBHOCTN OpraHuU3aLnm K BbINOSTHEHNIO
[aHHOro nraxa.

[1omKHO NPOBOAUTLCA Pe3epBHOE KOMMPOBAaHUE U XpaHeHe B 3alULLEeHHOM Buae KpUtndeckom nHdop-
MaLlMX Nonb3oBaTenen n cucTeMbl yrpaBieHus.

5.4.1.5 PearnmpoBaHne Ha uWHUMAOEHTbl  6e30MacHOCTM  AOIMKHO  BLIMOMHATLCA  COrNacHo
[OCTP NCO/M3BK 17799 (pazgen6)n[7].

B opranusaumu, akcniyaTtupyoLwen cpeactsa, CUCTEMbI, CETU XXeNe3HOJO0POXHON 3IEKTPOCBA3N, O0I1-
)XeH paspabaTtbiBaTbCA W OCYLLECTBNATLCA Ni1aH MeponpuAaTUA no obpaboTke MHLUMAEHTOB Be30MacHOCTU U
MPOBOAUTLCA €ro KOPPEKTUPOBKA HE peXke OAHOro pasa B roj ¢ Lienbto onpegenenHnsa 3dhdeKTUBHOCTN U TOTOB-
HOCTW OpraHu3aLnm K BbINOHEHUIO AaHHOro nnaHa.

[omkHa ocylecTBNATLCA NOATOTOBKA K BOSMOXHOMY MPOSABAEHUIO NHLWAEHTA, ero npeaynpexaeHuto,
obHapy>XeHUIo, pearMpoBaHuto, CAepPXXUBaHUIO, YCTPaHEHNIO M BOCCTAHOBNEHNIO MCXOAHOro COCTOSHUS.,

[ormkHa ObITh onpedeneHa rpynna cneyanmncToB cnyko 6e3onacHoCTU U MHPOPMaLUUOHHBIX TEXHOMO-
M, CNOCOBHBIX pearnpoBaThb HA MHUMOEHTLI B o6nactn nHopMaunoHHON Be30NacHOCTU, KOTOPbIE JOKHbI
MMEeTb BO3MOXHOCTb YCTHOMO (No TenedgoHy) nnm nMCbMeHHOTo (Mo 31eKTPOHHON NoYTe) obMeHa UHpopMaLL K-
el C NoNb3oBaTeIAMU yCryramm CBs13y, B3aMMO4eNCTBYIIOLLMMK OnepaTopamMm CBsI3U U opraHamm 6e3onacHoC-
TWU rocygapctBa 1 obecnevyeHUa npasBonopsagka ¢ HapylleHUsax 6e3onacHoCTU, KOTopble MOTYT nepepacTu B
MHUMAEHT Be30MnacHOCTH.

[omkHo ObITb NPegycMOTPEHO NpUBAeYeHne BHeLHNX CNyX0 pearMpoBaHNsa Ha UHLUAEHTHI.

5.4.2 ®yHKLUUOHaNbHLbIEe TpeboBaHUA U Mepbl NO 0becnevyeHUIO 6e30NacHOCTI
5.4.2.1 VaeHTngunkayuma n ayteHTnpmnkayms

[na nepcoHana, ocywecTBNAOLWEro ynpaBneHue, HacTpoOUKy U KOHPUIrypupoBaHUe annapaTHbIX
cpeacTB MHPOPMaLUNOHHBIX N TENEKOMMYHUKALMOHHBIX TEXHOMOTNW, A0IMKHbI 0becnevmnBaTbes MAeHTUUKa-
LMa 1 ayTeHTUudumkauma npu nx goctyne K gaHHelM cpeacteam cornacHo OCT P NCO/MOK 15408-2
(pasgen 11).

[1py yganeHHOM AOCTYNe K annapaTHbIM cpeAcTBaM B3aUMOOENCTBYIOLLMX CUCTEM U CETEN CO CTOPOHD
obcnyXmBarollero nepcoHana aAo/mkHa obecnevynBaTbca MAeHTUPMKALIMA OKOHEYHOro 060pya0BaHUS.

[ns kaxkgoro ceaHca yganeHHoro goctyna gofmkHO obecnevmBaThbCsl yCTAaHOBMNEHME YHUKANBHBIX Napa-
MEeTPOB ayTeHTUPUKaLnn.

3alnTa oT HecaHKUMOHUPOBAHHOMO AOCTYMNa K NporpaMmMHo-annapaTHbIM cpeacTBaM, C NOMOLLbIO KOTO-
PLIX MPeaoCTaBNATCA YCNYIU CeTU Nepeaavyn gaHHbIX, OKa3blBaeMbIX MOMb3oBaTeNsaM ceTen nepegadn aaH-
HbIX, OOIMKHa BKMoYaTh npoueaypy ayteHtudgpukaunm nonssoatenen cornacHo NOCT P MCO/M3K 17799
(pasagen 9).

5.4.2.2 KOHTPOb AoCTyNa

[1pu ynpaBneHun, HacTpouke, KOHQPUrypupoBaHUU NporpaMMHo-annapaTHbIX cpeacTB (BKNoYasa A0CTYN
K OKOHEeYHOMY KabenbHOMY U pacnpeaenutenbHoMy obopyaoBaHUi0) U 0BCNYXXMUBAHUN aDOHEHTCKUX NMUHUMN,
ONsi nepcoHana, akennyaTtupyoLwero ykasaHHble cpeacTBa, A0MKHbI ObITb YCTAHOBMEHLI KOHTPOMb, perucTpa-
LSl norpaHnyeHne ero 4eCTBUN B COOTBETCTBUN C YCTAHOBMEHHBLIMU NONTHOMOYUAMKU HA AOCTYN K CpeacTBam,
NX NporpaMmMHoOMy obecneveHunto, NPUNOXKeHUaM 1 AaHHbIM. JomkeH ObITb OCYLLECTBNEH 3anpeT NnoaobHbIX
OeUCTBMMA ANA NOCTOPOHHUX NUL, UNKU ACCTYN ¢ naponem no ymondaHuwo (BBedeHHbIM MpousBoguTenem
0bopyaoBaHMS UNU NMPOrpaMmmMHOro obecrneveHms).

OrpaHndeHmne AocTyna JO/HKHO OCYLLECTBNATbCA MepaMu KOHTPONSA AoCcTyna, onpeaensatoLLMMK:
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- 0DBbEeKTbI, CaHKLMOHNPOBAHHLIE K MOSTYYEeHNIO A0CTYNAa, U cpeacTBa, K KOTOPbIM AaHHble 0O BbeKTbl yNor-
HOMOYeHbl UMeTb A0CTYN;

- paspeLlleHUs No Tuny goctyna (MTeHne, 3anncsb, USMEHEHKUe, co3aadune, yaganeHue).

[TonHoMouusa (NpaBa) gocTyna nepcoHany, CMeHMBLLIEMY paboune MecTa Ui NOKUHYBLLUEMY OpraHu3a-
LU0, OOIMKHbI CBOEBPEMEHHO YAaNATbhCA.

[TonHomMounsa (NpaBa) AocTyna AoMKHbI HAa3Ha4YaTbCA NepcoHany B MUHUMarnbHO HEOBXoAMMOM 0bbemMe
B COOTBETCTBUU C UX NMpUoputeTamm, hyHKUUSIMU 1 0BS3aHHOCTAMKM U HE peXke OAHOro pasa B LUeCTb MecsiLeB
nepecMmaTpuBaTbes. [pn 3TOM pekoMeHayeTCa UCNOSMb30BaTh TOMbKO NepCoHanbHbIe yY4eTHLIE 3arncu.

5.4.2.3 ObecnevyeHne KoOHpUIAEHUUANTBHOCTA

Onsa ynpasnawowen nHdpopmaumm gaHHbBIMUA KOHPUIYPUPOBAHUA NpOorpaMMHo-annapaTHbIX CpeacTB
MHPOPMALNOHHLIX N TENEKOMMYHUKALMOHHBIX TEXHOMOMMA Npu ee nepegadve no KaHanam cBA3n U XpaHeHUn

OOIPKeH BbIThb onpeaeneH nopsiaok obecnevyeHnUsa ee COXpaHHOCTU OT AOCTYMNa K HEN HECAHKLLMOHUPOBAHHbIX
nuy, cornacHo F'OCT P NCO/M3BK 17799 (pasaen 7)u (7, 9].

5.4.2.4 Ayant cobbitun besonacHoctn — cornacHo TOCT P NCO/MOK 15408-2 (pasgen 7),
[OCTPUCO/M3BK 17799 (pasnen 12) n[7].

B Lenax npoBepKn 3aperMcTpupoBaHHbIX JaHHbIX, KacatoLMXcsa cobbITUM HeCaHKLUMOHUPOBAHHOMO A0C-
Tyna v BbIABITIEHUSA MPUYUH N YCNOBUA, CNOCODCTBYOLWMX HAPYLUEHUIO LIeNMOCTHOCTM U YCTOMYMBOCTU DYHKLNO-
HUPOBAHNSA CUCTEM U CETEN KeNe3HO4OPOXHOM 3EeKTPOCBA3N, JoMkHA obecnevynBaTbcd BO3MOXHOCTb UX
aHanusa.

JKypHanbl peructpauum codbiTMA, UMerLLNX OTHOLWLEHWE K De30NacHOCTU CUCTEM U CETEN XKEeNe3HoO0-
DOXKHOW 3MEKTPOCBSA3N, AOIMKHbI XPaHUTBCH B TeYeHe AOCTaTOYHOro cpoka And obecneyeHust paccrnejoBaHnm
MHUMAEHTOB. CpoK XpaHeHUs XypHanoB perucrtpaunun codbbiTUA OACIDKEH onpeaenaTbesl UCXOAA U3 CPOKOB
MCKOBOW OaBHOCTWN.

[na noboro nybnM4HoO AOCTYNHOrO CETEBOrO Ppecypca B CUCTEMAX U CETAX KeNTe3HOAOPOXKHON 3NEeKTPo-
CBSA3M AoKHa ObITb NpeacTaBneHa BO3MOXHOCTb NofydeHus nHdopmaLuum o ero BnagensLe B obbeme, pas-
peLleHHOM 3aKoHO4aTeNbCTBOM.

Ons punbTpauum NoToKa NepBUYHBIX CODBITUN, PETUCTPUPYEMBIX B XKypHanax, pekoMmeHayeTcsl nprume-
HATb CpeacTBa Koppensauum cobbiTUA, ONTUMUINPYIOLLME 3aMNCK B XKypHanax MHUMAEHTOB No 6e30nacHOCTN.

5.4.2.5 logoT4eTHOCTbL

Pernctpaunsa 4eUCTBUN B CETU yHAaCTHUKOB CETEBOIO B3aMMOOAENCTBUS A0IMKHA obecneunBaTbh BO3MOX-
HOCTb MONy4YeHUsa AoOKYyMeHTanbHoro noareepxaeHmsa atux aenctemnn cornacHo fOCTPNCO/MOBK 17799 (pas-
aengd)ulr].

5.4.2.6 LenoctHoCTb AaHHBLIX W NpOrpaMmMHbIX cpeacTB AoMmKHa ObiTb obecnedyeHa cornacHo
[OCTPUCO/M3K 17799 (pasgen 8), OCT P UCO/M3K 15408-2 (noapaszgen 10.11).

Ons obecneveHns LENOCTHOCTU XpaHUMbIX U NepeaaBaeMblX AaHHbIX, 3alUUTbl UX OT Moaudmkaumu,
YHUUTOXEHMUS, co3aaHus (BCTaBKM) M MOBTOPHOMW NepeaaYdn AomkHa bbITb UCKTHoUeHa BO3MOXHOCTb HEKOHTPO-
NMpyeMoro AocTyna K HUM co CTOPOHbI 0BCNyXnBatoLLLero nepcoHana.

B cnuctemax n cetax kenesHogopoXKHOM 3NeKTPOCBA3N A0/KHA OTCYTCTBOBATL BO3MOXKHOCTb YalleHHO-
ro BO34eNCTBMSA Ha NOPThl ceTeBoro obopyaoBaHus, cBA3aHHbIE C ero KoHpUrypnpoBaHnem.

B cuctemax n cetax kenesHoaopoKHOW 3M1EKTPOCBA3N A0MKHA obecneunBaThCA LLEeNTOCTHOCTb Nporpam-
MHOIro obecrnedeHnst cpecTB CBSI3W, BKIHOYaoLWas UCnonb3oBaHnUe NULUEH3UMOHHOW aHTUBUPYCHOW 3aLLUThI, C
obecnevyeHneM BO3MOKHOCTM aBTOMaTUYECKNX OOHOBNEHUI, A11s1 COHaPY)KEeHUS N YHUHTOXKEHNS 3NTIOHaMepPeH-
Horo koga (BUpycoB nap.).

[HomkHo obecnevnBaThCs LEHTPANMM30BAHHOE YNpaBneHne MexaHuamamm aHTUBUPYCHON 3aLLUThI.

5.4.2.7 bes3onacHoCTb UHPPACTPYKTYpPLI A0KHA BbITh 06ecneveHa cornacHo[OCT P NCO/M3K 17799
(pasgen 7)n 7], [8], [9].

TexHn4yeckne cpeacTea, UCNONb3yeMble Ans nepeaadn, odbpaboTkn 1 (UNN) XpaHeHUs ynpaenaowen
MHpOoPMaLUK, JOIKHBI BbITb (PU3NYECKU N3CNTUPOBAHBLI OT BCrIOMOraTesbHbIX (0becneunBatolmx) TEXHUYEC-
KNX CpeacTB.

Ons nioboro annapatHoro obopyaoBaHuUsa U (UNX) NporpaMmmMmHoro obecneyvyeHns A0MKHbI NPUHAMATLCS
Mepbl N0 YCTaHOBKe peKOMeHAO0BaHHLIX U3roTOBUTENEM OOHOBNEHUN U (MNK) B KpaTHanLLne CPOKU AOIMKHO OCY-
LLIECTBNATLCH YBEAOMINEHME NONb3oBaTenen 06 obHapy)KEHHbIX YA3BMMOCTAX UCNOSb3yEeMOro o6opyaoBaHuS
1 (MNK) NporpaMmMHoro obecneveHus, a Takke 0 HapyLUeHUSAX CUCTEMbI BE30NacHOCTU, KOTOPbIE MOTYT UMETb
nocneacTBUA A8 CUCTEM U CceTEN XKene3HoAOPOXKHON 3N1eKTPOCBA3MN.

[ToagknoveHnsa ceTen XKernesHoOoPOXKHOW 3MEeKTPOCBS3N K CEeTAM, MMEKLWNM BbIXod Ha ceTu obLuero
NONb30BaHUS U ceTM Nepeaayvn AaHHbIX, AOTHKHbBI OCYLLECTBMATLCA TOMbKO Yepes MeXXCeTeBoEe 3KpaHUpOBaHMe
1 ObITb CHabXeHbl cepTUpPNLNPOBaAHHBIMU CpeacTBaMM OBHaPYKEHNSI BTOPXKEHUS N aHTUBUPYCHOW 3aLLUTHI.
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B cucTemax 1 ceTax XenesHo4opoXKHOW 3NeKTPOCBA3M AomKeH ObITh onpeaeneH nepevyeHb cOCTaBHbIX
KOMMOHEHTOB 1 31TIEMEHTOB, TPebYIoLWNX 3aLLUTHI.

CpeacTBa 3aWmTel UHpopMaL MK, UCMONb3yeMbIE B CUCTEMAX U CETAX KETe3HOA0POXHOMN 3M1EeKTPOCBA3N,
OOITDKHbI UMEeTb AeNCTBYOLWME cepTudukaTthl (aTTecTaThl) COOTBETCTBUSA M NPOXOANTb NPeayCMOTPEHHbIE MPo-
Lleypbl NPOBEPKM.

B cucTtemax 1 ceTax KenesHo4opOoKHOW 3IEKTPOCBA3N He JOSTKHbI UCMOoSIb30BaTbCA Mepbl be3onacHoc-
T, KOTOPbIE HAHOCAT Bpe HenpuyacTHbIM cybbektam nHopmMaLnoHHoro oomeHa. icnonbayemblie nporpam-
MHO-annapaTHble cpeAcTBa 3allUTbl HEe A0IMKHbBI yXyLaTh XapakTepUCTUKNA OCHOBHBIX TEXHUYECKUX CPeACTB.

6 TpeboBaHUA K Xerne3HOAO0POXHOU 3NIeKTPOCBA3UN, €€ COCTaBHbIM YaCcTAM
N 3NeMeHTaM COCTaBHbIX YacTen nNo odecnevyeHUo 6e30NacHOCTH

6.1 TpeboBaHUA K XXeNne3HOA40POXHOU INTIEeKTPOCBA3U N0 obecnevyeHUO 6e30nacHoOro ABMXxXeHUs
Xerne3HoO4OPOXHOro NoABUXHOINO coctaBa C YCTaHOBIIEHHOU CKOPOCTbHO U MUHUMArbHbIM
UHTEepPBanom creaoBaHUA

6.1.1 TpeboBaHuA pyHKLMOHANBHOU 6€30NaCHOCTU U HAAEXKHOCTI

6.1.1.1 HommkHbl 6bITb 00ecneyveHbl 3almTa OT HeCaHKUMUOHNPOBAHHOMO NPOHUKHOBEHUA U AOCTYMHOCTL
B obcnyxusaHum cornacHo FOCTP MCO/M3K 17799 (pasaoen 9).

6.1.1.2 TpeboBaHUA PpyHKUMOHANBLHOWU Be30NacHOCTU Ha PYHKUMOHANBHOM U TPaHCNOPTHOM YPOBHE
XKeNe3HOO0POXKHON 3NEKTPOCBA3N A0TMKHBI ObIThb YecTaHOoBMNEHbI cornacHo [OCT P MCO/MO3K 15408-2 (pasge-
nel 8, 10,17).

6.1.1.3 TpeboBaHMA PYHKUMOHANLHOM ©De30NacHOCTU Ha YPOBHE MPUIIOXKEHUN, YCIyr U ynpaBneHUs

XKeNe3HoO0POXKHON 3NEeKTPOCBA3bI0 A0/MKHBI ObITh YyecTaHoBNeHbl cornacHo FOCT P MCO/M3K 15408-2 (pas-
nensl 10,14y FrOCT P 61508-2 (pasgen 7).

6.1.2 TpeboBaHna MHPOPMaALMOHHOW DEe30MNacHOCTU AOCIIKHbI BbIMOMHATLCS, COrNacHo 5.4 N COOT-
BETCTBOBaTbL TpeboBaHUaAM, ycTaHoBNeHHbIM OCT P 52448 (pa3gen 6) uT'OCT P NCO/M3K 13335-1 (pas-
aen 10).

6.1.3 TpeboBaHUA K opraHn3auMoHHOMN U bu3nveckomn 6e3o0nacHOCTI

6.1.3.1 OpraHunsaunoHHble TpeboBaHUA 6Ge30NacHOCTN Ha YPOBHE MHAPACTPYKTYPbI XKEeNe3HOO0POXK-
HOW 9NEeKTPOCBA3N YCTaHOBMNEHLI B 5.1.1 1 A0MKHBI COOTBETCTBOBaTL TpeboBaHUAM cornacHo FOCT P 27001
(paspené).

6.1.3.2 OpraHunsaunoHHble TpeboBaHMa Be3zonacHOCTU Ha PYHKLNOHANBbHOM U TPAHCNOPTHOM YPOBHE
XXeNe3HOO0POXKHOMN 3NEKTPOCBA3N YCTAHOBMEHBLI B 5.2.1 U A0MXKHBLI COOTBETCTBOBATL TPEODOBAHUAM COrMacHo

[OCT P 27001 (pasnené).

6.1.3.3 OpraHunsaunoHHble TpeboBaHNUA De30NacHOCTU Ha YPOBHE NMPUNOXEHWNW, YCNYT N yripaBneHUs
XXeNe3HOO0POXKHON 3NEKTPOCBA3bIO YCTAHOBMNEHBI B 5.3.1 M OOMKHBI COOTBETCTBOBATL TPEOOBAHUSAM COrNacHo

[OCT P 27001 (pasnené).

6.1.3.4 OpraHuzaunoHHbIe TpeboBaHUSA U Mepbl De30NacHOCTU B NMIMOCKOCTAX YNPaBNeHUS XenesHoao-
DOXXHOWN 3MEKTPOCBA3bLID YCTAHOBMNEHbI B 5.4.1 M O0MKHbI COOTBETCTBOBaATb TpebOBAHUAM COrnacHo

[OCT P 27001 (pasnené).

6.2 TpeboBaHUA K XeNne3HOOOPOXHOU INEKTPOCBA3IM MO o0becnevyeHUwO MOHUTOPUHra
napamMeTpoB (PYHKULUMOHUPOBAHUA U UHTErpUpOBaHHOIO ynpaBrieHUA TeXHOJTOTUYeCKOU CeTbio
CBfI3U U YACTOTHO-BPEMEeHHOU CUHXPOHUN3aLUn

6.2.1 TpeboBaHMA No obecnevyeHno 6e30NacHOCTU Ha YpPOBHE MHQPACTPYKTYPLI KEMNEe3HOOOPOXKHOM
aneKkTpocBaA3n cornacHo 5.1.1—5.1.3.

6.2.2 TpeboBaHunsa no obecne4veHnto 6e3onacHoOCTX Ha YpoBHe TpaHcnopTa/nepenayn U yHKLMOHaNb-

HOM YpPOBHEe (MapLlUpyTU3aLUnsl, KOMMYyTauusi, OOCTYn) >Xene3HOAOPOXHOW 3MeKTPOCBSA3M COrfacHo
5.2.1—5.2.3.

6.2.3 TpeboBaHus no odbecneyeHno be3onacHOCTUCPeaCcTB, CUCTEM, CeTeN U BUOOB XKeNe3HOA0POXHOM
3NEKTPOCBA3N Ha YPOBHE NPUNOXKEHUA, YCIYT U yNpaBneHUa cornacHo 5.3.1—5.3.3.

6.2.4 TpeboBaHUA K CETUYACTOTHO-BPEMEHHON CUHXPOHU3aLUKK, cornacHo [10].

6.2.5 CpeacTBa 1 CUCTEMBI XKEeNe3HOO0POXHON 3NEKTPOCBA3N YPOBHSA NPUNOXEHWIA, YCNYT U ynpase-

HUA OOIMKHBI UMETb B CBOEM CoCTaBe 3alluLLeHHble CUCTEMblI MOHUTOPUHIA N aAMUHUCTPUPOBAHNA COrMacHo
4.10.3.1.
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6.3 TpeboBaHUA COBMECTUMOCTU MOACUCTEMbI XENe3HOA4O0POXHON IMIEKTPOCBA3N C APYTMMU
nogcucteMamMm UHQPPaACTPYKTYPbl XeNne3HOOOPOXHOro TpaHcnopTa U Xene3HOAOPOXHbIM
noABUXHbLIM COCTaBOM

CuUcTeMbl M CpeacTBa XKene3HoaopOXKHON 3NEKTPOCBA3N AOMKHBI COOTBETCTBOBATH TPEOOBAHUAM NOME-
XOYCTOUYUBOCTU, YCTAHOBNEHHBIM MPUMEHUTENBHO K pasnMYHbIM nopTaM annapaTypbl XenesHoaopoXXHOW
3NEKTPOCBA3N, NP BO3AEUCTBUMN:

- anekTpocTaTudeckux paspagos — B cooTBeTCcTBMNCT OCT P 51317.4.2 (pasgensi 4 n5);

- HaHOCEeKYHAHbIX UMNYNbCHBIX NToMeX — B cooTBeTCTBUN C T OCT P 51317.4.4 (paspensl 4—7);

- MUKPOCEKYHOHbBIX UMMYNbCHBIX NOMeX 00bLIoN 3Heprmn — B cooTBeTCTBUMCIOCT P 51317.4.5 (pas-
aenbl 3—>5);

- AUHaAMUYeCKUX U3MeHeHUN HanpsaXkeHusa asnektponutaHusa — B cooTBeTcTBUM ¢ [OCT P 51317.4.11
(pasgen 6 unpunoxeHue b);

- paano4acTOTHOro anekTpoMarHuTHoro nons — B cooTBeTcTBUN C I OCT P 51317.4.3 (pasgen 5 n npu-
noxeHue A);

- MarHWUTHOro nons npomMellwneHHon Yactotel — B cooTBeTCTBUM C T OCT P 50648 (paszaen 5);

- KOHAYKTUBHBIX NoMex B nonoce 4Yactot o7 0,15 go 80 MI'y, HaBeaeHHbIX paano4YacTOTHBIMU 3NeKTPO-
MarHUTHbIMKU NoNsiMn, — B cooTBeTCTBUM CT OCT P 51317.4.6 (pa3gen 5);

- koHAyKTUBHBIX nomMex B nonoce YyactoToT 0 4o 150 kl'y — B cootBeTCTBUM C T OCT P 51317.4.16 (pas-
aen s nnpunoxeHue A).

6.4 TpeboBaHMA nNo coxpaHeHUw pPaboTOCNOCOOHOro COCTOSIHUA Xene3HOA4OPOXHOW
3MIEeKTPOCBA3M BO BCeX NpPeayCMOTPEHHbIX NMPU MPOEKTUPOBAHUU YCIOBUAX U peXxumax B
TeUYeHne yCTaHOBMEHHbIX CPOKOB CNyXObl

6.4.1 TpeboBaHMa No obecnevyeHUo 6e30MNacHOCTU Ha YPOBHE MHMPPACTPYKTYPbI XKENE3IHOO0POXKHOM
3NEeKTPOCBA3N — cornacHo 5.1.2.

6.4.2 TpeboBaHus no obecneveHnto 6e3onacHOCTM Ha YPOBHe TpaHcnopTa/nepeaaym n byHKLMUOHaNb-
HOM ypOBHe (MapLipyTusauuns, KoMmMyTaumsa, 40CTY) XKeNe3sHoA0POXKHOW 3NeKTPOCBA3U — CcornacHo 5.2.2.

6.4.3 TpeboBaHKA NO obecneveHnto be3onacHOCTU CPeACTB, CUCTEM, CETEN M BUOOB XKENE3HOA0POXKHOM
3NEeKTPOCBA3N HAa YPOBHE NPUNOXKEHUN, YCIYT U yrNpaBneHna — cornacHo 5.3.2.
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Tadbnwuwua A.1

[MpunoxeHune A
(pekomeHayemoe)

[lepeyvyeHb OCHOBHBbIX Yrpo3

HanmeHoBaHue

MCTOUHUK yrpo3bl/KaTeropus
HapyLLUTENS

cnonb3ayemble yA3BUMOCTU (MpUumep)

Cboun n owmbkn B pabote npo-
rpaMMHOro obecnevYeHust n Tene-

KOMMYHUKaUWOHHOIo obopyaoBa-
HWS

dopc-makopHble 0bCTOA-
TENbCTBA

HecBoeBpemMeHHas ycTaHOBKA ODHOBIE-
HUW NporpamMmmMHOro obecnevyeHus.

HepocrtatovHas KoopavHauuvs OEWUCTBUN
nogpasgeneHnm aKkennyataumm n TEXHNYECKOW
NnoaaepP>KKn

TexHoreHHbole sBneHus (noxap,
HaBOAHEHME)

dopc-maxopHble 0OCTOS-
TENbCTBA

OcobEeHHOCTU PacnONOXEeHUS.

HecobntogeHne wmep npoTUBONOXAPHOW
BeaonacHoCTW.

OTCyTCTBME MnnaHa AeUCTBUN B YPE3Bbl-
YaWHbIX CUTYaUUAX

Kpaxa/BaHganmam

BHelwHWe/BHYTpeHHME
3NOYMbILLNEHHNKN

OTcyTCcTBYET cucrema puandeckon 6e3o-
NacHOCTK

Cboun n owmbkn B paborte npo-
rpaMmMHOro obecne4veHus

dopc-makopHble 0OCTOS-
TENbCTBA

HepocTtatovHas KoopavHauuvs OEUCTBUN
nogpasgeneHnn akcnnyarauymm n nogpasge-
NEHNN TEXHNYECKOWN NOAOEPHKH

PaspylweHne KaHana cBsiau

dopc-mMaXopHble 0DCTOS-
TENbCTBA

PasmelleHne Kabensi Ha HEKOHTPONUpYye-
MOW TEPPUTOPUN

CHon B CETU INEKTPONUTAHUSA

dopc-MmaXopHble 0BCTOS-
TENbCTRA.

OTcyTCTBME pe3epBHOIo NUTAHUS

Cbon B paboTe CUCTEMbI BEHTU-
NALUU N KOHAULNOHNPOBaHUS

dopc-mMmaXKopHble 0OCTOSA-
TenbcTBa. BHelWHWe/BHYTPEH-
HUE 3IMOYMbILLUITEHHUKY

OTcyTCTBME CTAaHAAPTOB Ha pasMeLlleHune
000pYyAOBaAHUS HA TEPPUTOPUN OPraHn3auynm.

OtcyTcTBME 0bcnyxmBaHnss o0bopyaoBa-
HUS1, OCYLLECTBNAOLWErO KOHANUMOHUPOBAHNE
BO34yXa

Ownbkn nepcoHana

CoTpyaHMKM OpraHmn3auvu

HepoctatoyHas KOMMETEHUMS NOJb30Ba-
Tenew.

HegoctaTtouyHO OTBETCTBEHHbIM MNOAXOO K
paboTe.

OTCyTCTBME NOAOEPKKN MONMb30OBATENEN

HexBaTka nepcoHana

CoTpyaHUKM opraHmn3aumm

HepocTtato4vHoe doMHaAHCUPOBAHME.
HebnaronpunsatHble NPOU3BOACTBEHHbIE OT-
HOLLEHUA

HeaocTtaTouHOCTD
HanbHbIX XapakTePUCTUK

PYHKLNO-

[Tponasogutenn obopyao-
BaHUSA N MPOrpamMmmHoro obec-
nevYeHus

OTcyTCTBME CPEeacTB 3aWmnTbl CUCTEMbI OT
NPEBbILWEHNS OrPAHUYEHNN MO pecypcam (06 b-
eM OnepaTtuBHOW MNAMSATU, XECTKUX OUCKOB,
NPOnNyCcKHas cnocobHOCTbL U T. N.)

Panbcndpumkaums NOJTHOMOYNN

BHewHWe/BHYTpEHHME
3NMOYMbILLNEHHNKN

icnonb3oBaHne HeOoCTaTOYHO CITOXHbIX
naponeu

3noynotpebnenHne NONHOMOYU-
AMM

BHewHWe/BHYTpeHHUE
3MNOYMbILLNEHHNKN

Vlcnonb3oBaHWe HeOoCTATOYHO CIOXHbIX
naponen.

BO3aMOXHOCTb yaaneHHOro agMmMHUCTPUPO-
BaAHUS CUCTEMBI.

CnoXHOCTb M HeyaobcTBO Ha3HAYeHUsA
npas

[TpmeHeHne BPeOHOCHOIO
NporpamMmmMmHoro obecne4veHus

BHewHne/BHYTpEeHHME
3IOYMbILLTTEHHUKA

Hannymne HeaeknapmpoBaHHbIX BO3MOX-
HOCTEN, 4O0DABNEHHbIX HA aTanax NPOeKTUPO-
BaHUS 1 paspaboTKu.

BO3MOXHOCTE MOANMDUKALMN UNN NOBPEXK-
OEHUS NPOrpaMmmMHoOro obecrneveHus
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HanmeHoBaHue

MCTOUYHUK yrpo3bl/KaTeropus
HaApPyLLUTENS

Mcnonbayemble ya3zBUMOCTU (MpUumMep)

Hegonyctnmoe ncnonb3oBaHue
obopyaoBaHuA

BHewHne/BHYTpEeHHME
3NMOYMbILLNEHHNKN

Heonpepenenne OTBETCTBEHHOCTM  3a
obecnevyeHne 6e30MacHOCTU MHPOPMALNOH-
HOW CUCTEMBI.

BO3MOXHOCTE YCTAHOBKM BPEAOHOCHOrO
nporpamMmmHoro obecneveHmns Ha onepaunoH-
HYIO CUCTEMY

OTKa3 OT AeNCTBUN

BHelwHWe/BHYTpeHHUE
3NOYMbILLNEHHNKM

OTcyTCTBME perncTpauum cobbITUn.
He ncnonb3oBaHne CUCTEMbI BEEHUS CUC-
TEMHbIX CODbITUN

Cbon B paboTe BHELWHEro cep-
BUCa

[locTaBWKWKN cepBUCa

OTCyTCTBME B AOrOBOpax MonoxeHun, pe-
YIMPYIOWMX MakcuMmarnbHO 4OMYyCTUMOE Bpe-
M$ MPOCTOS BaXXHbIX CEPBUCOB

Yrpo3bl YPOBHS CETEBbIX UHTEP-
hencon

dopc-makopHble 0OCTOS-
TENbCTBA

HeKoHTponmMpyembIn (ON3NYECKNN 4OCTYN K
cpene nepeaadn gaHHbiX, Mo3BONAWMN OCY-
LIECTBUTb aTakKy Tuna «O0TKa3 B 0OCNyXuBa-
HUM» C HapPyLEeHWEM UEeNOCTHOCTN Oun3n-
YECKOW cpeabl nepeaavn AaHHbIX

Yrpo3bl YpPOBHHA MEXCETEBbLIX
B3anMOaEeNCTBUN

BHelwHne/BHYTpeHHME
3MOYMbILLNEHHNKN

He npumeHsanTes cpeactBa Kpuntorpadu-
YeCKOW 3alUUTbl MHPOPMALMKN, YTO NO3BOMNSAET
OCYLWECTBUTL NepexBart u Mmoandukauuio nH-
dopmMmaunn, nepegaBaeMon nNo  KaHanam
CBSI3M.

OTCYTCTBYIOT CPeACTBa KOHTPONSA LENnocCT-
HOCTU nepegaBaemMon MHdhopmMmaunn, YTO Mo-
3BOJNIAET OCYLWECTBUTL MepexeBar n moandoum-
Kauuto nHdbopmaumn, nepegaBaemMmomn no KaHa-
nam cBsI3n

Yrpo3bl YPOBHS NPUNOXEHUN

BHelwHWe/BHYTpeHHUEe
3NOYMbILLNEHHNKM

Micnonb3oBaHne yA3BUMbIX BEPCUN MPO-
rpamMMHoOro obecne4veHnss Ha akTUBHOM CeTe-
BOM o0bopyaoBaHuK, cepBepax u paboumx
CTaHUMAX, NO3BONSAOLWES MONYYNTh HECAHKLN-
OHUPOBAHHbLIN OOCTYN K aKTUBHOMY CETEBOMY
000pYyAOBAHUIO N CEPBUCAM.

OTCYyTCTBME CpeacTBa KOHTPOIA 4OCTynNa,
NO3BONAOLWEE NONYYNTb HECAHKUNOHNPOBAH-
HbIM QOCTYN K aKTUBHOMY CETEBOMY 0DOpYA0-
BAHWIO W CepBUCaM C WUCMNOJNIb30BaAHNEM
MeToaa noabopa napons (B TOM YMNCIE B KOM-
BuHauMK ¢ aTakonm TUNa «OTKa3 B 0b6CNyXunBa-
HUW», HanpaslIEHHOW Ha CepBepbl ayTeH-
TMdmnkaumm)

HapyweHne dyHKUNOHNPOBa-
HUA cnyx6 DNS, SMTP, SNMP

BHewHne/BHYTpEeHHME
3NMOYMbILLNEHHNKN

HekoppeKkTHblIe HACTPOUKU WTATHbLIX MEXa-
HU3MOB 3alUUTbl NPOrPamMmMmHoOro obecneveHms.

OTCcyTCTBME  OOMONHUTENBbHLIX MEP WU
CpeacCTB 3aLlUTHI.

HecBoeBpeMeHHas ycTaHOBKA ODOHOBNE-
HUW NporpamMmmMHOro obecnevyeHust

Moandumkaumnsa annoB KOHPU-
rypaumm TenekoMMyHUKaAUNOHHOIo
obopyaoBaHus

BHeWHWW/BHYTPEHHUN Ha-
PyLWNTEND

OTcyTCcTBME pasgeneHus norHOMOYUN.

HepnoctatovyHOCTb pPEerucTpupyemMmbiX CUC-
TEMON ayanTa CobbITUMN.

HepgocTtaTo4vHbIM KOHTPOIb HA4 OEVNCTBUS-
MW nepcoHana nogpasgelieHun  3Kcnrya-
Tauumn.

OTcyTCTBUE OONOJSIHUTENBbHLIX MEPp U
CpeacTB 3aluThl

O3HakoMNeHne C MPOEKTHOU W
HOPMAaTUBHO-TEXHUYECKON  OOKY-
MEHTaLUMNEN HA CUCTEMY

BHelWHWN HapywnTenb

OTcyTCcTBUE pasgeneHns NoJIHOMOYNW.
OTCyTCTBME pernameHTa XpaHeHns n goc-
Tyna K 4OKyMeHTaLnm
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HanmeHoBaHUe

MCTOUHUK yrpo3bl/KaTeropus
HapyLLUTENS

cnonbayemble yA3BUMOCTU (MpUmMep)

[Tony4veHne nHgpopmMmaumm o co-
CTOSAHUN TENEKOMMYHUKALNOHHOIO
0bopyaoBaHMA

BHeWHMN/BHYTPEHHNIN Ha-
pyLwmnTenb

HepoctaTo4vHbIM KOHTPOIb HA4 OEWNCTBUS-
MW MepcoHana nogpasgerneHnn 3SKernnya-
Tauvm.

OTCcyTCTBME KaTeropupoBaHusa WMHJOPMa-
LUK, KOHTPOIA goctyna v aygura

PaspyLlweHne KaHana cBsiau

BHEWHWW/BHYTPEHHUN Ha-
pywmnTernb

PasmelleHne Kabenst Ha HEKOHTPONUpYe-
MOW TEPPUTOPUN

HapyweHue wtartHOro doyHKL M-
OHNPOBaHWS

Hneepcus

HepoctaToOuHbIM KOHTPOIb HAO, OENCTBUS-
MW NepcoHana nogpasgeneHnm skennyartaumm

HapyweHue ycnoBun cornawie-
HUA O KOHMOUAEHUMANbHOCTU WU
pasrnaweHne martepuanoB MNPOek-
Ta (AOKyMeHTauumn)

BHeEWHWW/BHYTPEHHUN Ha-
pywmnTernb

[TpepocTtaBneHne paspaboTunky nabbITou-
HOWN MHhopMaLnN.

OTCyTCTBME MEXAHM3MOB KOHTPONs Cob-
NOA4EeHUA YCITOBUW KOHODUAEHUNANBHOCTH

HekoppekTHoe obpalleHne ¢
KaHanoMm JocTyna

PazpaboT4mk

HeagoctatouHOCTh PErMCTPUPYEMBIX CUC-
TEMOU ayamTa CoDbITUN.

OTCcyTCTBME KOHTpONA u dukcaumm gewn-
CTBUM MnepcoHana TeXHN4eCcKon NoaaepKKu.

OTcyTCTBME  OOMONMHUTENBHLIX MEP W
CpeacTB 3aWwunThl

Moandukaumnsa annoB KOHOU-
rypaumm TenekoMMyHUKaLUOHHOIo
o0bopyaoBaHuA

BHEWHMN COTPYOHUK TEX-
HUYECKOW NOAOEPKKU

OTcyTCcTBME pasgeneHus noJIHOMOYUN.

HegoCTaToOuvHOCTL PErMCTPUPYEMBIX CUC-
TEMOW ayanTa cobbITUN.

OTCcyTCTBME KOHTpONA u dukcaumm gewn-
CTBUM MepcoHana TeXHN4eCcKon NoaaepKKu.

OTcyTCcTBME OOMONMHUTENBHLIX MEep W
CpeAcCTB 3alunThl

Moandukaumsa damnnoB KOHMU-
rypaumm CUCTEMHOIO MporpammHoO-
ro obecneveHus

BHEWHMN COTPYOHUK TeX-
HUYECKOW NOAAE DKW

OTcyTCcTBME pasgeneHus noTHOMOYUN.

HeooctatovyHOCTh PEerucTpupyemMmbliX CUC-
TEMOU ayamTa CobbITUN.

OTcyTcTBMnEe  OONOSMHUTENBHBIX MeEp W
CpeacTB 3alunThl

Moandukaumns annoB KOHMOU- BHyTpeHHU  COTPYAHWK OTcyTcTBME pasgeneHus NoJIHOMOYUN.
rypaumm TeNneKOMMYHUKAUNOHHOIO | TEXHUYECKOW NoAAEPXKKU HepoctaTtouvHOCTE PErmcTpupyeEMbIX CUC-
o0bopyaoBaHnA (agMUHUCTPaTop) TEMOU ayamnTa CoDbITUN.

OTcyTCcTBME KOHTpONsA u dukcaumm gewn-
CTBUM MnepcoHana TeXHNYeCcKon NogaepKKu.

OTcyTCcTBME OONONHUTENBHLIX MEp W
CpeacTB 3allUThbl

HapyweHne dyHKUNOHNPOBa- BHyTpeHHUN  COTPYAHWK OTcyTCcTBME pasgeneHns NoJTHOMOYUN.
HUS CEepPBUCOB CUCTEMbI YynpaB- | TEXHUYECKOW NnoaaepPXKu HegoctaTouHbIM KOHTPOIb HAA4 OENCTBUS-
NneHus (agMUHUCTPaTop) MW NepcoHana nogpasaeneHny skcnnyaraumm

LeHTpanbHoro odwmca.
OTcyTCcTBUE  OOMONHUTENBHLIX MEp W
CpeAcTB 3allunThl

Moandpukaums XypHarnos BHyTpeHHUN  COTPYOHUK OTcyTCcTBME pasgeneHus norIHOMOYnM.

ayauTta TEXHUYECKOWN nogaepXxku (aa- OTCcyTCTBUE OOMOJIHUTESIbHBIX Mep W

MUHUCTPAaTOP CETN)

CpeAcTB 3aluunThl

Moandukaumnsa annoB KOHPU- AOMUHUCTPATOP OTcyTCcTBME pasgeneHus noJIHOMOYNN.
rypaumm TenekoMMyHUKaUUOHHOIO HepgoctatouHOCTL PErncTpupyemMbiX CUC-
obopyaoBaHnA TEMOW ayanTa CoDbITUN.

OTcyTCTBME KOHTpONsA v dumkcaumm pewn-
CTBUIW MepcoHana TeXHN4YeCKon Noaaep XK

Moandukaumns XypHarnos AOMUHUCTPATOP OTCcyTCTBME pasgeneHns NoIHOMOYUN.

ayauTa OTCyTCTBME PE3EPBHONO  KOMUPOBAHUS

AKYPHAIoOB ayauta n UX 3allTbl
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HanmeHoBaHue

MCTOMHUK yrpo3bl/KaTeropus
HapyLLUTENS

Mcnonbayemble ya3BUMOCTU (MpUumMep)

Moaundunkaumsa dannoB KOHPU-
rypaumm CUCTEMHOIO MporpammHoO-
ro obecnevyeHus

AOMUHUCTPATOP  OeXyp-
HOWN CMEHbI

OTcyTCcTBME pasgeneHus norTHOMOYUN.

HepnoctatovyHOCTh PEerucTpupyemMmbiX CUC-
TEMON ayauTa cobbITUN.

OTcyTCcTBUE OONONHUTENBHLIX MEp U
CpeacTB 3alunThl

Moandukaumns annoB KOHOU-
rypaumm TenekoMMyHUKaAUNOHHOIo
obopyaoBaHus

AOMUHUCTPATOP  OEXYp-
HOW CMEHb

OTcyTCTBME pasgeneHus noiHOMOYUN.

HepooctatovyHOCTE PErucTpyupyemMbiX CUC-
TEMOW ayauTa CobbITUN.

OTcyTCcTBUE OONONTHUTENBHLIX MEP U
CPEeACTB 3alunThl

YTpata AauctpubyTnBoB nNpo-
rpamMMHOro obecnevyeHmnss CUcCTembl
yNpaBneHns

AOMUHUCTPATOP  OEXYp-
HOW CMEHBI

OTCcyTCTBME pasgeneHus noTHOMOYUN.
OTcyTCcTBUE pernameHta goctyna K guc-

TpubyTnBam nporpaMmmHoro obecneveHus

HapyweHne dyHKUNOHNPOBa-
HUS CEPBUCOB CUCTEMbI yNpaeBle-
HUS

BHYTPpEHHUN  COTPYAHUK
TEXHNYECKOW NoAaepPXKN
(aAMUHUCTPATOpP CETU)

OTCcyTCTBME pasgeneHus noTHOMOYUN.

HepgocTtaTo4vHbIM KOHTPOIb HA4 OEVNCTBUS-
MW MepcoHana nogpasgeneHun 3Kcnnya-
Tauum.

OTCyTCTBME OONONHUTENBHLIX MEp W
CpeacTB 3almnThl

HapyweHne dyHKUNOHNPOBa-
HUSA CepBUCa TOYHOIO BPEMEHWN

AOMUHUCTPATOP  OEXYp-
HOW CMEHb

OTCcyTCTBME pasgeneHus noiHOMOYUN.

HepoctaTouHbIM KOHTPOIb HAO, OENCTBUS-
MW [MepcoHana nogapasgeneHun  3Kcnnya-
Tauuw.

OTCcyTCTBME  OOMONHUTENbBbHLIX MEP W
CpeacTB 3aluThbl

HapyweHne dyHKUNOHNPOBa-
HUA. VLAN cuctembl yganeHHoro
yrpaBneHnsi, CEPBUCOB MEXCEeTe-
BOr0  3KpaHupoBaHus  Tpadwmka
VLAN mMOHUTOpUHIra ceTeBbIX 3re-
MEHTOB CETU

AOMUHUCTPATOP  OEXYp-
HOW CMEHb

OTCyTCTBME pasgeneHns noTHOMOYUN.

HeooctatovyHOCTE PErucTpupyeMbiX CUC-
TEMOW ayauTa CobbITUM.

OTcyTCcTBUE OONOJNIHUTENBHLIX MEP U
CpPeacTB 3alunThl

HecaHKUMOHMPOBAHHOE  MOA-
KIto4YeHNe K TerneKOMMYHUKaLNOH-
HOMY 0B60OpYAOBaHUIO

AOMUHUCTPATOP  OEXYp-
HOWN CMEHbI

OTCcyTCTBME pasgeneHus noiHOMOYUN.

HepgocTtaTo4YHbIM KOHTPOIb 3a AENCTBUSIMUA
nepcoHana nogpasaerneHnn akcnnyaraumn.,

OTCyTCTBME OONONHUTENBHLIX MEp W
CpeacTB 3almnThl

21




[OCT P 54957—2012

[1]
[2]
[3]
[4]
[3]

(6]

[7]

8]

9]
10]

22

budnuorpadua
PekoMeHaauus ApxnTtektypa 6e3onacHoCTn gns cuctem, obecnevunBaoWmx CBS3b MEXAY OKOHEYHbLIMMW
MCO-T X.805 YCTPOUCTBaAMM
PeKkoMeHJauus Be3onacHOCTb AnsA NIOCKOCTU aAMUHUCTPATUBHOIO yrnpasneHusi: TpeboBaHus bezonac-
MCO-T M.3016.1:2005 HocTwn
PekoMeHaauus be3onacHOCTb ANs NNOCKOCTU agMUHUCTPATUBHOIO ynpasneHust: Yenyrn no obecneve-
MC3-T M.3016.2 HUIO BE30MNacHOCTH
PekoMeHaauus bBe3onacHOCTb ANSA NNOCKOCTU agMUHUCTPATUBHOIO yrnpaeneHus:. MexaHnam besonac-
MCO-T M.3016.3 HOCTW
PeKoMeHaauus besonacHOCTb AA NOCKOCTU aaMUHUCTPATUBHOIO ynpasnenus: [podopma CTpyKTypb!
MCO-T M.3016.4
[IpaBuna nogBeckn 1 MOHTa)a CaMOHECYLLETO BONTOKOHHO-ONTUYECKOIro Kabensa Ha onopax KOHTAaKTHOW CETU U Bbl-

COKOBOINbTHbIX NTMHMX aBTOBNOKMpoBKK (yTBepxaeHbl MINC PP 16.08.1999 r., Ne LUS3/LUINC-677)

Yka3s lNpe3snaenta Poccunckon Pepgepaumm Ne 351 ot 17 mapta 2008r. «O mepax no obecneveHnto nHbopmaLum-

OHHOW Be3onacHocTn Poccnnckon Pegepaumm npu UCNofb30BaHUM MHPOPMALNOHHO-TENEKOMMYHUKALMOHHbIX
ceTen mexayHapoaHoro nHdopmMmaymoHHOro obMeHa»

'lepeveHb KpUTUYECKU BaXHbIX 06 beKTOB Poccumnckon Pegepaumnm (YTBEpXKAEH pacnopsixeHnem [paButenbcTBa
Poccunckon Peapepaumm ot 23 maprta 2006 r. Ne 411-pc)

PepepanbHbin 3akoH Pocecumnckon Pepepaumm ot 7 nons 2003 r. Ne 126-93 «O cBA3m»

[TpaBnna nocTpoeHuss obopyaoBaHUS TAaKTOBOW CETEBOW CUHXPOHM3auun (yTBepxaeHbl MuHcBsA3M Poccum
07.12.2006 ., Ne 161)
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