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[lpeagucnoBue

Llenn 1 npuHumMnel cTaHgapTusaunm B Poccunckon ®egepauum yctaHoeneHsl PegepanbHbIM 3aKOHOM
oT 27 aekabpsa 2002 r. Ne 184-P3 «O TeXHNYeCKoM perynmpoBaHn», a npasuna npuMeHeHUs HaunoHanbHbIX
ctaHaapToB Poccunckon ®egepaummn — FrOCT P 1.0—2004 «CTtaHaapTnsaumna B Poccunckon Pegepadini.
OCHOBHbIE NONOXEHUA»

CBeleHUA o cTaHpapTe

1 NOAIOTOBIIEH ®epepanbHbIM rocygapcTBeHHbBIM yupexaeHneM «[ ocyaapCTBeHHbIA HayYHO-UC-
crneaoBaTenibCKUA UCTIbITaTENbHbIA UHCTUTYT NpobnemMm TexHU4eckon 3awutel MHpopmaunn PegepansHOM
CNYy>XObI Mo TEXHUYECKOMY U 3KenopTHOMY KOHTponto» (PIrY «THUNWU MT3N $CTIK Poccuny), ObiectBom ¢
orpaHu4eHHoOW oTBeTCTBEHHOCTbIO «eHTp besonacHocTn» (OO0 «LBW») Ha ocHoBe CODCTBEHHOIO ayTeH-
TUYHOrO NepeBoJa Ha PYCCKMN A3bIK cTaHdapTa, YKasaHHOro B NyHKTe 4

2 BHECEH TexHun4yeckum koMmnteToM No ctaHgaptTusaunm TK-362 «3awmta nHgopmaunm»

3 YTBEP>XAEH W BBEAEH B AEWNCTBWE [Mpukasom ®eaepansHOro areHTCTBa no TeXHNYecKkomy
perynupoBaHuto u metponorium ot 1 gekabpst 2011 r. Ne 691-ct

4 Hactoawuin ctaHagapT naeHTudeH mexagyHapogHomy aokymeHTty ISO/IEC TR 15443-3:2007 «Hdop-
MaLMOoHHaa TexHonornda. Metoabl U cpeacTea obecneveHus besonacHocTU. OCHOBLI A0BePUA K 6€30NacHOCTH
MT. YHacte 3. AHann3 metoaoB aosepusi» (ISO/IEC TR 15443-3:2007 («Information technology — Security
technigues — A framework for IT security assurance — Part 3: Analysis of assurance methods»)

5 BBEAEH BI'NEPBbIE

VIHgbopMmauus ob UMeHeHUsIX K HacmosuwieMy cmaHoapmy rnybrukyemcs 8 eke200H0 u30asaeMoOM UH-
opMalyUOHHOM yKalamere «HalyuoHarbHbIe cmaHoapmbl», @ Mekcm U3MeHeHUU U NorpasoKk — 8 eXeMe-
CSYHO U30asaeMbiX UHPOpMallUOHHbLIX yKalamensx «HauuoHalbHbie cmaHoapmbi». B criydyae riepecMmompa
(3aMeHbl) Ui OMmMeHbI Hacmosuw,e20 cmaHoapma coomeemcmsyroujee yseoomrieHue byoem onybriukosaHo
8 eXXeMEeCSYHO U30asaeMoM UHpOPpMalUOHHOM yKa3amerne «HauuoHalnbHbie cmaHOapmebi». Coomeemcecmay-
rouiast UHgbopmMmayusi, yeeooMiieHuUe U meKkcmel pa3Meujaromcess makxe 8 UH¢bopmMayluoHHOU cucmeme obujeao
rof1b308aHUs — Ha ouyuansHoOM catime PedepalibHo20 azeHmemea o MmexHU4YeCcKoMy pea2ynupoeaHuro U
Memporio2uu 8 cemu VMIHmepHem

© CrtaHgapTuHdopm, 2013

HacToawnn ctaHgapT He MOXeT OblTb MOSHOCTLIO UMM YaCcTUYHO BOCTIPOU3BEAEH, TUPaXKUPOBAaH U pac-
MpocTpaHeH B KayecTBe oduLmanbHoro nsgaHusa 6es paspeweHns PegeparnbHOro areHTCTBa No TeXHUYECKo-
MY PeryrimpoBaHno 1 MeTPOoSIoru
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BBegoeHue

HasHaveHnem MCO/MOBK TO 15443 asnsaeTtcs npeacraBneHne pasnuyHbiX MeToaoB obecrnevyeHns ao-
BEpUA 1 cogencteue cneumanmuctam B oonact T B BeIDOpe COOTBETCTBYHOLLErO MeToaa obecneveHns goBe-
prus (MNU KOMOUHALMN MEeTOAO0B) C LENbi MONyyYeHUs YBEPEHHOCTU B TOM, UTO OLEHMBAEMBLIN ODBLEKT
yOOBMNETBOPSAET YCTAHOBNEHHLIM ANsl Hero TpeboBaHuam aosepus K oesonacHocTM UT. B NCO/MOK TO 15443
n3yyarTca noaxoabl U MeToabl ocbecnevyeHUa OOBepUst, NPeanoXXeHHble opraHn3aumsaMmn pasnmMuHoro Tuna,
He3aBUCMMO OT TOro, ABNSAKTCA MU 3TU MeTodbl U NOAXoAbl YacTbio YTBePXXAEHHLIX UM HeodULManbHbIX
CTaHOapTOB.

NMCO/MO3K TO 15443 paccmaTpuBaeT:

- CTPYKTYPHYIO MOAeNb B3aUMOCBSI3N CYLLIECTBYHOLLMX METOA0B obecneveHunst 4OBEPUS;

- COBOKYMHOCTb MeTOA0B 0becnevyeHnsa AoBEpPUA, UX onucaHne N CCbINKN Ha HUX;

- NpeacTaBneHne obLnX N YHUKANbHbBIX CBOUCTB, NPUCYLLMX MeToaamM obecrneveHns JOBEepUs;
- KAYeCTBEHHOE U MO BO3IMOXHOCTU KONMUYECTBEHHOE CpaBHEHME CYLLIECTBYIOLLMX METOAOB obecnevyeHus
OOBEPUS;

- MAEHTUhUNKaLNO CUCTEM OLEHKN AOBEPUSA, CBA3AHHBLIX C MeTodamMun obecnevyeHns JOBEpUd;

- ONMcaHne B3aMMOCBA3EN MexXay pasnniHbiMU MeToaamMn obecneyeHunst 4OBEpPUs;

- PYKOBOACTBO NO CO34aHWUI0, NPUMEHEHNIC N naeHTudnkaumm metoaoB obecnevyeHUs JOBEPUS.

NMCO/M3K TO 15443 coCcTOUT U3 TpEX YacTeun:

-yacTtb 1. O030p 1 OCHOBBLI; NpeacTaBnaAeT codbon 0b30p PyHAaAMEHTalbHbIX KOHLEMNLUMIA 1 obLlee onun-
caHne MeToaoB obecnedveHusa aosepud. daHHbIN MaTepuan cnocobCTBYET NMOHUMMaHMIO 4acten 2 n 3
MCO/MIK TO 15443. HacTb 1 npeagHasHayveHa ANd pykoBoauteneun B obnactm 6e3onacHoCTU, OTBETCTBEHHbIX
3a pas3paboTKky nporpammbl obecneveHnst 4OBEPUSt K De30NacHOCTK, onpeaeneHne cTeneHn aoBepus K 6eso-
MAacHOCTU CBOUX ODBLEKTOB, OCYLIECTBIEHUE MNPOBEPKM OLEHKN cTeneHn aosepua [Hanpumep, MCO 9000,
SSE-CMM (MCO/M3K 21827), UCO/M3K 15408-3] nnu gpyrnx BMAOB AeATENbHOCTU Mo obecnevyeHuo oBe-
PUA;

- 4yacTb 2. MeToabl A0OBEPUST; MPUBOANTCS ONMcCaHWe pasnM4YHbIX MeToA40B obecnevyeHnst 4oOBEepUs U Noa-
XO0B UX CBA3U CO CTPYKTYPHOU MoAeNbo obecneveHnsa AoBepus K 6esonacHoCTU M3 vactu 1. AKLUEHT aenaet-
CA Ha UaeHTUPUKALUIO KAYEeCTBEHHbIX XapaKTepUCcTUK MeToaoB obecneyveHnsa aosepust. JJaHHbIN JOKYMEHT
CNoCcoDCTBYET NOHUMAaHWUIC cneunanucTomMm B obnacTtu besonacHoct T npoueaypsl nonyyveHns 4oBepust Ha
pasMMYHbLIX 3Tanax }XU3HEeHHOro LUuKia obbekTa;

- 4yacTb 3. AHannM3 MeToaoB AOBepus; NpuUBOAUTCA aHanmi obecnevyeHns AoBepuUst OTHOCUTENbHO UX
PA3NUYHBIX XapaKTepucTuKk. AHanM3 cnocodCTBYET NMPUHATUIO OpraHoM obecnevyeHnst 4OBEPUS peLleHns no
OTHOCUTENBbHOW 3HAYMMOCTU KaXkaoro noaxoaa K obecnevyeHuno aosepust U BeIbopy noaxoaa(oB), KOTOPbIN(e)
obecneunT(aT) pesynbTaTthl, Hanbonee COOTBETCTBYOLWME TPEOOBAHUSAM 3TOMO opraHa. AHann3 Takke Chno-
cODCTBYeET opraHy obecnevyeHnss 4OBEPUA B UCMONb30OBAHNM pe3ynbTaToB A0BepUsa Ansl NonyvyeHus Tpebye-
MOW YBEPEHHOCTU B 00bekTe. [laHHbIM AOKYMEHT NpeaHa3HaveH Ans cneunanuctoB B obnactn 6e3onacHoOCTU
T, KoTopble AOMKHBI OCYLLECTBUTL BbIDOP MeTOA0B obecneveHnsa AoBEPUS N NOAXCA0B K HAM.

B NCO/M3K TO 15443 aHanuanpytoTcsa MeToabl obecneyveHns AOBEPUSA, KOTopble MOMyT npeaHasHa-
YyaTbCs He ToNbKo Ana 6esonacHocTn T, oaHako pykoBoacTso, npuBeaeHHoe B UCO/MOBK TO 15443, orpaHu-
ymnBaetcd TpeboaHuamMU K beszonacHocT UT. B MCO/M3K TO 15443 BkrtoueHbl AONONMHUTENbHBIE TEPMUHBI
N NOHATUSA, pernamMmeHTUpoBaHHbIE B APYrMX MHULMaATUBaX MexxayHapogHou ctaHgapTusaunm (CASCO) 1 Mex-
OyHapoaHbIX pykoBoacTBax (Hanpumep, B PykoBoactBe 2 WCO/MOK), oagHako npeacTtaBneHHoe B
NMCO/M3IK TO 15443 pykoBOACTBO NpeaHasHauveHo TONbLKO Anst obnactn obecneveHus besonacHoct T n He
npegHasHavyeHo ans obero MeHegXMeHTa 1 OLLeHKU KavyecTBa Unm obecneveHnsa cootseTcTBUA VT TpedboBa-
HUSIM DEe30MacHOCTMN.

IV
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HAUMWOHANBbHBIWN CTAHOAPT POCCUUCKOWN PEOEPALUMN

UHpopMaLUOHHaA TeXHoNnorusa
METOObl W CPEOCTBA OBECIEYEHUA BESOINACHOCTI

OcHoBbLI goBepua K 6e3onacHOCTU MHOPMaALUOHHBLIX TEXHONOIMMIA
YacTtb 3
AHanu3 MmeToaoB AoBepun

Information technology. Security techniques.
A framework for | T security assurance. Part 3. Analysis of assurance methods

Ilata BBeaeHna — 2012—12—01

1 Obnactb NpMeHeHUA

1.1 Ha3HauvyeHuUue

Ha3HavyeHUeM HacTosAWEro ctaHgaprta aBNsIeTCS npegocTaBneHne opraHy no obecnevyeHuo JoBEpuUs
o0LLero pykoBoacTBa No BbIbopyY nogxoasiLero metoaa obecneveHunst 4osepust K UHQOPMaLMOHHBIM U KOMMY-
HUKALWUOHHLIM TEXHOMOrMAM U POPMUPOBAHUIO CTPYKTYPbLI aHannsa KOHKPEeTHbIX MeToAoB obecrneyeHus
0OBePUst B KOHKPETHBLIX YCNOBUSAX.

1.2 TlpuMeHeHue

Hactoawuni ctaHgapT No3BonseT Nonb3oBaTento COrnacoBbiBaTb KOHKpETHble TpeboBaHUA goBepud
W/ TUNWYHBIE CUTYaLMN C JOBEepMeM C ODLMMU XapaKTepucTUKaMn UMerLmxcs MeTooB obecrnevyeHus
oBepus.

1.3 ObnacTb npMmMeHeHUA

PykoBoACTBO, NpeAcTaBNeHHOe B HACTOAWEM CcTaHAapTe, NPUMEHUMO AN pa3paboTkm, BHEAPEHUS U
aKcnnyaTaunum NpoaykKToB U cuctemM MHPOPMAaLNOHHBIX 1 KOMMYHUKALUMOHHBLIX TEXHOMOMMN ¢ TpeboBaHNAMM
be3onacHoCT.

1.4 HepocTaTKu

TpeboBaHNA 6e30NacHOCTM MOTYT ObITb CIULLKOM CNOXHbLIMU, MeTOALI 0becneyveHnUs AOBEPUSI — OUEHDb
Pa3HOPOAHBLIMUN, a PECYPCHI U KOPNopaTUBHBbIE KYNbTYypbl OpraHnu3aLmnin MOryT B 3Ha4MTEITIbHOMN CTEMNEHW OTIIN-
yaTbCs ApYyr OT Apyra.

[10 3TUM NpUYMHaM pyKOBOACTBO, NpUBeAeHHOE B HAaCTOAWEM CTaHAapTe, ABNAETCA KpaTKUM M OTHOCUT-
CA K KQYeCTBEHHbIM XapaKkTepuUCcTUKaMm, 1M NoNb3oBaTento cnegyet camomMy NpuHMAMaThL peLlleHne o0 TOM, Kakue
meToabl B cootBeTCcTBUM ¢ NCO/MIK TO 15443-2 nydlle BCero COOTBETCTBYIOT ero KOHKPETHBLIM OObeKTaM U
COOTBETCTBYHOT TpeboBaHMUAM De30NacHOCTU OpraHmnsaLnn.

2 TepMUHbI U onpegeneHns

B HacTosiliem ctaHaapTte npumeHeHbl TepMuHbl no MCO/MOBK TO 15443-1 n NCO/MOK TO 1544 3-2, a
TakKe cneagyowme TepMMHbI C COOTBETCTBYIOLWLMMIK onpegernieHUssMuN.

2.1 akTuBbl (assets). Bce, umelollee LeHHOCTb ANA opraHusauunn.

2.2 ouUeHKa (assessment): CuctemaTmndeckasl npoBepka cTeneHU, B KOTOPON CyOBLekT cnocobeH Bbl-
NONHUTL onpeaeneHHble TpeboBaHUA, ABNSIETCA CUHOHUMOM TEPMUHA «OLIeHUBaHUE» NMPU NPUMEHEHUN K 00 b-
exTy.

[ISO/IEC 14598-1].

U3pgaHne odbvumanbHoe
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2.3 MeTop oueHKU (assessment method): [encteme no NpUMeHeHU0 KOHKPETHBIX AOKYMEHTUPOBAaH-
HbIX KPUTEPUER OLEHKN K ODBLEKTY C Lienbio onpeaeneHnsa npmemMneMocT Unn paspelleHnsa Ha BbINyCcK 3TOro
obbekTa.

2.4 opraH obecneveHun goeepua (assurance authority): Jlmuo unmn opraHmsaunsa, ynornHOMOYEHHbIe
MPUHUMATb pelleHus (Hanpumep, no Belbopy, cneundurkaumm, NPUHATUIO, KOHTPOMIO 3a UCMONHEHNEM), CBSI-
3aHHble ¢ obecrnevyeHneM AoBepUsa K 0OBbEKTY, YTO OAHO3HAYHO NMPUBOAUT K POPMUPOBaHUIC YBEPEHHOCTU B
Oe3onacHoCTM 0bbekTa.

[MTpumedyaHne—B KOHKpeTHbIX cucTEMax U opraHm3auusax TEPMUH «opraH obecnevyeHns AOBEPUA» MOXKET
MMETb BUA «OPraH OLEHKU.

2.5 agMUHUCTpaTop AoBepua (assurance administrator): Jlnuo, oTBeTCTBEeHHOE (NOAOTYETHOE) 3a
BbIOOP, BHEAPEHUE UM NpUuemMky obbekTa.

2.6 uenb obecnevyeHua pgoeepua (assurance goal): Obwme oxmgaemble pesynbTaThl B 06NnacTu
De30nacHOCTU, nofyvyaemMmble NOCPeaCTBOM MPUMEHEeHUs AenCcTBUN No dpopmanbHOU U HedopManbHOM
oLeHKe.

2.7 npegMeT obecneveHUa aoBepua (assurance concern):. O6WKA TUN Uenn OOBEPUS, BbINOHSIE-
MOW rMaBHOW rpyrnnon opraHoB AoBepuUd.

[TpwnmeyaHune—B HacToAWwem cTaHgapTe NnpeamMeT A0BEPUsi UCNONb3yeTCs B LieNnsiX 060CHOBAHMSA aHANN30B
1 BbIBOJOB A/151 PYKOBOACTBA NO 00ecneyeHnio 4oBEpUsi, AaHHOIO rpynne nonb3oBaTenen.

2.8 ob6beKT (deliverable): lNpoaykr 6beszonacHOCTU MHPOPMALMOHHON TEXHOMNOTNU, CUCTEMA, YCNY-
ra, npouecc nnu B 0cobeHHOCTU pakTop cpelbl (TO eCTb NepcoHarn, opraHMsauuns) Kak 00 beKT OLLeHKN O0-
BEpUA.

[TpyumevyaHmns

1 Kak onpegeneHo MCO/M3K 15408-1, ob6bektom MOXeT bbIThb Npodhunb 3awmnTtsl (I13) nnu 3aganme no bezonac-
HOCTU (3b).

2 B NCO 9000 yTtBepxpgaeTcs, 4To nNpu ncnonsaosanmn ctangaptos MCO 9000 ycnyrom saensdeTcsa Tmn Npoaykra
NN «NPoAYKTa U/UNun yenyrmy».

3 B HacTosiwem ctangaprte n ananornvio npumenennto B ICO 9000 TepmMuH «npoaykT» byaeT NPUMEHSATBCH BMEC-
TO TepMUHA «06beKT» BO Bcex yactax MCO/M3K TO 15443.

2.9 cpepga (environment): YCrnoBUd, B KOTOPbIX BLIMONHAKTCA NpoLecchl XXU3HEHHOTo uuknia (To ecTb
noan, obopyaoBaHUe U apyrue pecypchl), U CBAI3aHHbIE C 3TUMU YCNOBUSIMU XapaKTEPUCTUKN aoBepust (Ha-
npuMep, penytauus, ceptTudpukaumg).

[TpnmedaHwne—BHacTosawem ctaHgapTe «40OBEPUE K Cpede» 03Ha4vaeT TO Xe, YTO «JOBEPUE K MPOAYKTY» U
«QOBEPUE K MPOLECCY».

2.10 cuctema MeHeQXXKMeHTa UHdopMaLUMOHHON Ge3onacHocTU (information security management
system; ISMS); CMUB: YacTtb obulen cnctembl MeHeIKMeHTa, OCHOBaHHasl Ha UCNOMb30BaHMMA METOAO0B
OLeHKN BU3HeC-pUCKOB ANa paspaboTkM, BHeapeHUd, PYHKUMOHNPOBaHUA, MOHUTOPUHIa, aHanunaa, noaaep-
XKKU U ynydLeHnst nHgpopmMaLMoHHON 6e30NacHOCTH.

[MCO/M3K 27001:2005]

2.11 MmeTopn (method): Cnocob BbINONHeEHUS onpeaenieHHbIX 4eNCTBUNA B COOTBETCTBUM C NITAHOM NOJY-
YeHKs BOCNPOU3BOANMEIX pe3ybTaToB CUCTEMATUYECKM U OTCNEXNBaeMbIM 0Opa3omM.

2.12 nokazatenb (metric). KonnyecTBeHHad LWKana u MmeTod, KoTopble MOryT NPUMeHATLCA ANA N3Me-
PEHUN.

2.13 BO3MOXHOCTb npouecca (process capability): CnocobHOCTb npouecca K AOCTMXKEeHUo Tpebye-
MOW Lienn.

2.14 npopykKT (product): lNpoaykT, cuctema, ycnyra 6esonacHOCTU MHPOPMAaLMOHHBLIX TEXHOMOTUA.

[TpumevaHus

1 BNCO/M3K TO 15443 v ananorn4yHo npumenenunto B MCO 9000 Bo Becex vactsax MCO/MIK TO 15443 byaet npwu-
MEHATBLCH TEPMUH «MPOAYKT» BMECTO TEPMMHA «ODBEKT».
2 TepMUH «NPOAYKT» ABNSAETCHA CUHOHUMOM TEPMUHA «OOBEKT».

2.15 ocTaTtou4HbIn puck (residual risk): Puck, octarowmincs nocrne obpadboTku pucka.

2.16 oueHKa pucka (risk assessment): ObLmn npoLiecc aHanmMaa 1 oLleHUBaHUA pUcKa.
[onpeaenerne 3.3.1, PykooacTteo 73: 2002 MCO/M3K]
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[TpumevaHus
1 OueHmBaHWe pucka SBNAETCH NPOLECCOM CPaBHEHUSA OLEHEHHOIO PUCKa C 3adaHHbIMU KPUTEPUSMN PUCKa OIS
onpeaeneHns 3Ha4YMMOCTU PUCKA.

2 B HacTosilwem cTaHaapTe «OUEHKA pUCKay», «aHanm3 pucka» U «aHanusa pucka yrposbi» 06006 eHHO Ha3bIBAKOTCS
«OLUEHKOWN PUCKa».

2.17 obpaboTka pucka (risk treatment): lNpouecc BbIOOpa U OCYLLECTBEHUA MeP Mo MoandunkaLnum
pUCKa.

2.18 be3onacHoOCTb (security): Bce acnekTthl, CBA3aHHbIE C onpeaeneHmem, AoCTMKEHNEM U noaaepKa-
HMeM KOHpMOeHUNaNbHOCTKH, LEeNOCTHOCTU, AOCTYNHOCTU, NOAOTYETHOCTU, ayTEHTUYHOCTU N OOCTOBEPHOCTMN.

2.19 uenb 6e3onacHoOCTM (security objective): UN3noxeHHOe HamMmepeHUe NPOTUBOCTOATL YCTAHOBMNEH-
HbIM yrpo3am U/Mnn coOoTBETCTBOBATL YCTAHOBNEHHOW NONUTMKE De30MacHOCTU opraHusaunm U npeanonoxe-
HUAM.

[MCO/M3K 15408-1:2005, onpegenenune 2.42]

2.20 nonutuka 6esonacHocTU (security policy): Csoa npasun, ABNAOWUACA BHYTPEHHUM CBOAOM ANS
noapasaeneHun opraHMsaLum 1 pernaMmeHTUpyreLnMA ynpasneHne aTuMmn nogpasaeneHuamMmm 3alluTor CBOUX
aKTUBOB, C TEéM YTODbI COOTBETCTBOBATL 3aJaHHbIM LeIAM OpraH13aLim B paMKax ee npaBoBOro 1 KynbTYPHO-
O KOHTEKCTOB.

2.21 3aTan (stage): lepnoa B pamkax XU3HEHHOTO LuKkna obbeKTa, BKNovaroLwero B cebs npouecchl n
BUAbI AeATEeNTbHOCTH.

[TpumeyaHwmne— 3anmcteoBaHo n3 MCO/M3OK 15288.

3 CoKpaweHun

B HacTtosilem  crtaHgapte  npumeHsawotTcess  cokpaweHna no  NCO/MOK  TO  15443-1,
MCO/MO3K TO 15443-2, a Takke cneayroline cokpalleHUs:

COBIT — uenu ynpasneHusa nHgopmaumen n ceasaHHoOU ¢ Hel TexHonornen, metoq ISACA;

ISACA — Accoumnaunga ayauta n KoOHTponsa MHQOPMaLUUOHHBIX CUCTEM;

ISSEA — MexayHapogHaga accoumaunst npoekTupoBaHmna 6€30nacHOCTU CUCTEM;

O (IA) — goBepue K MHTerpauuu;

[P (DA) — goBepue K paspaboTke;

0O (OA) — goBepue K akcnnyaTtauuu;

36 (ST) — 3agaHne 6e30nacHoCTI.

4 NMoHATHe «aoBepue»

Llenbto obecneveHns goBepus ABNSETCH co3daHue yBEPEHHOCTU B HaAeKHOM PYHKLMOHNPOBAHUN NPo-
OyKTa B 3adaHHbIX YCNoBMsIX. B HAcTosILLeM pasgene paccMaTpuBaloTCs HEKOTOPLIE 0DLLKMe BONPOCHI, TOrAa
Kak AeTanbHbI aHanuMs 1 pykoBOACTBO NpeAcTaBeHbl ganee.

Ncxonsa ns koHuenuun, paspadboTtaHHbiX B NCO/MOBK TO 15443-1, NCO/MBK TO 15443-2, HagexHoe
PYHKUMOHUPOBaHME NpodyKTa oTBevaeT 3agaHHOM Uuenu gosepuda. Llenb aoBepua criegyeTt ycTaHaBIMBaATL
bonee Unn meHee doopmManbHbIM 00pPa3cM, U NOMNb3oBaTENb AOIKEH ObITb OCBeAOMI1EH 0O OCTAaTOYHOM PUCKE.

YBepeHHOCTb AoCTUraeTca nocpeacTBOM UCNONb30BaHUA U MHTepnpeTauun pe3ynbTaToB AOBEPUS, KO-
TOpbIe YXKe MOTYT ObITb B HANMUYNU U KOTOPbBIE MOXHO NONYYNTh NPUMEHEHUEM METOA0B obecneveHunst AoBe-
pysa. 3TN MeToAbl cneayeT Bblonpatb U NPUMEHATL ACITKHBIM 0Opa3oMm.

CyliecTByeT DonbLUOE YNCTO METOAO0B, M MHOrMe U3 HuX npeactaBneHbl B MCO/MOK TO 1544 3-2. Heko-
TOPble OCHOBHbIE acneKThbl X MPUMEHEHUSA PasbACHAITCA B 4.2.

[Tonb3oBaTenb pesynbrata A0BEPUS MOXKET noTpeboBaTb UCMOMNbL3OBaHWE METOAOB pa3HbIX YPOBHEN
CIMOXHOCTW. 3Ta CNOXHOCTb MOXET 00ycnaBnMBaTh CBA3aHHbLIA C HEW YPOBEHb CTPOrOCTM METOA0B obecneye-
HMAA goBepuda (cM. 4.2.1), gnanasoH npumMeHeHusa (cMm. 4.2.2) U cTagun XM3HEeHHOro uukna (cm. 4.2.3).

Ocoboe BHMMaHWe cneayeT yaensTb oUueHKe pe3ynbTaToB AoBepusd. Ansa aoctukeHns 6onee BbICOKMX
cTeneHeun yBepeHHOCTU MOXET noTpeboBaThbes dpopManbHaga oLeHKa nnu ceptudpukaumnsa (cm. 4.3).

4.1 OnpegeneHue Lenun gosepus

Llenn aoBepunsa 3aBUCAT OT crneayowmx 3agaHHbIX TpeboBaHWUn 40BEPUS:

- MOCTaBLUMK MPOAYKTOB MOXET uMeTb 0b6obLieHHble TpeboBaHMA AoBepusa, npeaHasHavyeHHble And
yOBNETBOPEHNA KOHKPETHBIX TpeboBaHuin bonee YeMm OAHOro Nonb3oBaTens, TO eCTb TpeboBaHNAM KOSeK-
TKUBa NONb3oBaTeNen ero NPoAyKTa, CUCTEMbI UMW YCITYTU;
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- Yy NMoNb3oBaTeNns NPoAyKTa CYLLEeCcTBYOT o4eHb cneundundeckne tpedoBaHnsa, obblMHO 3aBUCALLME OT
KOHKPETHOW NonnTnKkM 6e3onacHoCcTn opraHusaunm Nonb3oBaTens.

Hwxe paeTca pasbscHeHMe 3agaHHbIX TpeboBaHN JOBEPUS N NOKa3aHa UX CBSA3b C COOTBETCTBYHOLLIMMMA
npeanoXeHNaIM1U JoOBEPUA U NX MCNOMb30OBaHUEM.

[TpyumevyaHmns

1 B A.1 npnnoxeHnsa A npuBoaATCSA pasnnyinsa Mexay NoCTaBWUKOM annapaTHbIX CPeacTB, NOCTABLWUMKOM NMporpam-
MHOro obecnevyeHns, NpoBanaepom cetTn, onepaTopom cepeepa, NOCTABLLMKOM OH-MAaNHOBOW MHOpMauum n npeanpus-
TUEM B KaQ4YeCTBE Monb3oBaTesns. B atom npumMmepe NocTtaBLWUKM, OMEBUAHO, NMpUHaAexXart K NepBon rpynne rnpoBangepos
OOBEpUs, a opraHn3aumns nonb3oBaTens — K rpynne nonb3oBartenen goeepus. OgHako octanbHble SBMAITCH KaK MoCTaB-
lWMKamm (NpoBanaepammn), Tak 1 nonb3oBaTensiMm 4oBEpus.

2 Opranmsaumm moxeT notpeboBarbes 00 beAMHEHNE PE3yNbTaTOB AOBEPUS BCNEACTBME HANNYUSA ABYX UK bonee
NCTOYHUKOB JOBEPUSA B COBMECTUMbIN ODLLMI pe3ynbTaTt. 3TO ABMAETCH BaXXHbIM aCnekToM, KOTOPbIN ByaeT paccmaTpu-
BaTbCA B 5.21 6.2.3.1. [NlogobHas cutyaumsi BO3HUKAET NPU HANTMYUN MHOTOUUCTIEHHbIX Pe3ynbTaToB AOBEPUS AN NOSb30-
BaTENS UM NPU NNTAHNPOBAHUKN NPOBaNAepPOM AOBEPUS NCTMONBb3OBAHUSA ABYX UK Bonee meTogoB obecneveHns goBepus.

4.1.1n4.1.2 OTHOCATCH K AOBEPULO K NPOAYKTY BO BPEMS €ro paspaboTkm n nHrerpaumn. Pasnuumne mexay npeame-
TaMmun goBepus obcyxgaeTcs B pasgene 6.

3 Cneayet yunTbiBaTh, YTO OpraHm3aums nonb3oBartens 006bIMHO MONHOCTLIO OTBEYAET 3a 3KCnnyarayuto Npoaykra,

OaXe ecnu ycnyrm no 6e3onacHocTn obycnoBneHsl cybaoroBopomMm ¢ npoBanaepom yenyr. Takmm obpasom, TpeboBaHus
NYHKTOB 4.1.1 n 4.1.2 HENPUMEHUMbI HANPAMYIO K 4OBEPUIO K 3KCMnyartaunmm npoaykra.

4.1.1 lNpepnoxeHne goBepuUnA

C TOYKU 3peHna opraHusalmn, npegnararolen npoayKrel, CUCTEMbI UK YCINYTA B NPOMBbILLTIEHHBIX Mac-
lwTabax (MnN1u BHYTPEHHUM MOTpebutenam), NnpuMeHeHUe COOTBETCTBYLWeEro(Mx) metoga(oB) obecnevyeHUs
OoBepusa bygeTt onpedenatbCcd NepcnekTUBHLIM NoNb3oBaTenemM UM KONMekTMBOM NoNb3oBaTenien, UX Onbl-
TOM U pa3MepoM UX opraHmsauun. BecneacTeue aTuxX pasnnmymmn goBepue npuaetca MoaupmunpoBaTh B COOT-
BETCTBUN C TpeboBaHMAMN NoTpebutens. B YacTHOCTU, AoBepue AOCMMKHO ObITb A4OCTAaTOYHO 0DODLEHHbIM,
ecnu nonydyartenem aBnsaeTcs KONNeKTUB NoNb3oBaTeneun.

ODObIYHO, UCXOO4a U3 AOMONTHUTENBLHOrO Nepuoda oT Hadana paspabdboTku 3genns 4o BeIXo4a erc Ha pbl-
HOK WU/MNN CTOMMOCTU KU3genua, obecnedvyeHne OOBepuUst CTAHOBUTCS 3HaYMMbIM pakTopom. OpraHusauun,
obecnevnBaoLLEN AOBepuUe, creayeT CPaBHUTL BbIroAdbl 0T obecneveHunst A0BEPUS CO CBOUMUN U3AepXKKaMU Ha
310 obecneveHme.

[1pn yCrnoBuUM BblleyKasaHHOro NepBbIMA ABYMA 3Tanamu npouecca NpUHATUA pelleHUAa ABNAeTCH
MaeHTUPUKaUMS:

- NMPUYUHBbI BOSMOXXHOW rOTOBHOCTM NONb30oBaTeNd 3annaTtuTb 3a AOBepue;

- Llen Mcnofib3oBaHnAa OOBepUs nonb3oBaTeneMm.

PaspabaTbiBas ganee 5TM aTanbl, Mbl MOXeM onpeaennTb TpeboBaHUAa AoBepuda NoTpedbutensa n B UTo-
re — rnpuemnemMble MeToabl obecnevyeHns JOBEpPUS.

TpeboBaHusa gosepus
3aKasuyvka

TpeboBaHus aoBepus

K NPOAYKTY

MeToabl goeepus

PucyHok 1 — lNpegnoxeHne goeBepus

I'Ipeﬂnaraelvlble BAABlI AOBEPUA MOXHO NPpeacTtaBUTb, KdK 3TO MNMOKd3dHO B Tabnuue 1.

TpeboBaHUa AoBepUst NOTPEBUTENA MOEHTURUUNPYIOTCA B BUAE YTBEPXKAEHNSA O 4OBEPUX, OOYCNOBEH-
HOrO MeToaoM obecneyveHnst AoOBEepPUs.

Heobxoanmo Takke y4uTbiBaTh BCOMOratesibHble apryMeHThbl 4oBepusa N B 0CODEHHOCTN «CTPOrocTb
gosepusa» (cM. Tabnuuy 3). BonbWMHCTBO MeTOA0B obecnedyeHnsa goBepunsa NpeabaBnaoT bonee ogHoOro BMaa

4
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TpeboBaHUN AOBEPUS, a CTPOroCTb AOBEPUSA N3MEHAETCH B 3aBUCMMOCTI OT MeToda obecnevyeHuss 4OBEpUS.
CnepoBaTenbHO, BblIOpaHHble MeToabl obecrnedyeHUsas AOBepust ACIBKHbI TWATellbHO KOMOWHMPOBATLCA C
LleNnblo 6e3ycnoBHOro yaoBneTBopeHns TpeboBaHn nonb3oBaTenen N JOCTKEHUS NX Lienen oBepus.

Tabnwuwya 1 —Illpegnaraembie BUaAbl 4OBEPUS

Bua Tpebyemas
npeagnaraemoro Llenesoun notpebutens TpeboBaHua goeepus notTpedbutens CTPOroCTh
noBepus OLLEHKU
CKBO3HOE KOHEeYHbIM NONb30BaTErNb MapkupoBKa coaepXmMmMoro: noHsATHas n pasnundnmas | Manas
0oBepue A58 KOHEYHOro Nnonb3oBaTeNs
[HoBepue Obwunn KonnekTuB nonb3osa- | Mapkep, meTka, neyaTb: Huakas
MapPKETUHIa TEnewu - MAPKUPOBKA CO CCbINKOW Ha obLwme TpeboBaHUA O0-
BEPUS,

- NpeacTaBlneHbl B O4E€Hb KpaTKon popMe Unu 3aLm-
LEeHbl OT BHEWHUX BO3AENCTBUMN;

- MOHATHAaA U pasnNnynmas Ans KOHeYHOro Nonb3o0Ba-
TEns, TO €CTb NPU3HAHHBLIN «3HAK KA4YeCcTBa»

BHyTpeHHee BHyTpeHHUW noTpebutens [Tonb3oBaTenbckas dopma yTBEPXKAEHNS 0 goBepun; | Jliobas
0OBeEpUE npeaocTaBnsAeTcHa BHYTPU opraHm3aumum n OCHOBaHa

Ha JOBEpPUU
BHelwHee KOHKpeTHbIW KONNEeKTUB Nnonb- | MapkupoBka, BKNtovarwwas B cebs ncuepnoiBatowme | Boicokas
0OBeEpUe 30BaTernen BCNoOMOraTtesibHble apryMeHTbl U MaTtepuarnbl; MOXET

MMETb OrpaHn4eHHoe obpalleHune

IloBepue K Hebonbwmne opraHmsaymm Mapkep nnn nedartb; npeaHasHadeHbl ansd co3gaduns | CpeaHsas
HebonbLLOW OOBEPUS NOCPEACTBOM yOBEXOAEHHOCTU, MNOHATHLIE W
opraHmn3aumm pasnn4umMble A5 KOHEYHOro nonb3oBaTerns, TO eCTb

NPU3HAHHbIN «3HAK Ka4YecTBay.

[MTpnmevyaHune—Ob6bYHO Yy HEDBONLLUMX Opra-
HM3aunn N3-3a NX paaMepa ans sepundukaumum npea-
CTaBIMEHHbLIX MPETEH3UN K OOBEPUID HEOOCTATOYHO

KBannukaumm
IloBepue K KpyrnHble opraHnsauvm [leTanbHOe yTBEPXAEHUE O OOBEPUN. Bbicokast
KPYNHbIM [MpumeyaHue—Ksanudpukauum ans sepudu-
OpraHn3alnim KauuKn NpeTeH3un K JOBEPUI0 JOCTATOUYHO
CaHKUMOHNPO- KOHKpeTHas coBpemMmeHHas | CeptudmkaTt nnum yteepxgeHue o npurogHoCTu. Bblcokast
BaAHHOE JOBeEpUe | opraHn3auus dopma goBepUs U ga)ke UCNonb3yeMmbli METOL, pPas-

pellaeTcsa opraHmsauuen, Hanpumep, NocpeacTBOM
OrOBOPHBIX UMW PEMMCTPALMNOHHBIX TPeboOBaHUN

4.1.2 Ucnonb3oBaHue goBepus

[Tonb3oBaTenb NpeanoXeHns Buga AOBepUs UMeeT anbTepHaTuByY. byaydn nocneaHen MHCTaHUNEN
NOBEpNsa 3TOro nonb3oBaTens, Lenblo nofb3oBaTensa aBnsaeTca nofiy4yeHne yBepeHHOCTU B TOM, YTO KOH-
KPEeTHbI NPOAYKT COOTBETCTBYET €ro Lenn A0Bepuns, YTo U oXungaeTcsa oT NpoAyKTa B NnaHe 6e3onacHoOCTU
B KOHTEKCTe opraHmsaunmn, B paMmKax KoTOpPOW NpoayKT JOJKeH BHeaPATbCHA, BBOAUTLCSA B AENCTBUNE N SKC-
nnyaTupoBaTbCA.

B ngeane uens gosepus onpegendetcs OLEHKON pUcka Ui NONMTUKOW opraHusauum (CM. NpUnoxe-
H1e E).

YBEpPEeHHOCTb B A0OBEPUN MOXKET BbITb AOCTUMHYTa NOCPeacTBOM Bblbopa 1 npumeHeHnUsa dbopmMarnbHbIX U
HedopManbHbIX AENCTBUIM NO OLEHKe, KOTopble MOTYT npeasiaraTbcs NocTaBLMKaMn, CUCTEMHBIMU UHTErpa-
TOpaMn UK OCYLLECTBNATLCA MOSb3oBaTENAMM.

[loBepune MOXeT UCMOoNb30BaThCs Tak, Kak nokasaHo B Tabnuue 2. B Tabnuue 2 Takke npeactaBneHbl
BUAbI AEATENTbHOCTU NO OLIEHKEe JOBEPUS, NPU MOMOLLIM KOTOPBLIX MOXHO cO34aTb YBEPEeHHOCTb Monb3oBaTens
B MPOAYKTE.
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Tabnuya 2—TllpumeHsemMmblie npeanoXxXeHns JOBEPUS

[Tpoduns ckombiv BUA
Buabl geatensHOCTU MO OUEHKe JOBEPpUSA Nonb3oBartens CTporoctb OLEHKU
NMOoNb30BATENIA A0BEPU

KOHKPETHbLIN MapkupoBKa [lpoBEpPKa NOHATHOCTU, Pacno3HaBaeMOCTU MapPKUPOB- | Hnakas
Nonb30BaTerb coaepXaHus KW, coaepXaHus n ee npuMeHUMMoCTU A5 BOCNPUHUMAE-

MOW LUenn AOBEPUS
O6wmn Mapkep, meTKa, [lpoBepKa NOHATHOCTH, Pacno3HaABaAeMoOCTN MapPKNpPoB- | Hn3kas
Nonb3oBaTerb neyartb KW, coaepXxaHus n ee npMMeHUMoOCTU A5 BOCNPUHUMAE-

MOW Lenu AoBepus
BHyTpeHHUN [Tonb3oBaTenbckas | Banngaunsa BHYTPEHHEro aoBepus, Hanpumep, depes | Jliobas
noTpedbuTens dopma 3asBMNEHUsA | COOTBETCTBYIOLLMN ONPOC

O JOBEPUN

UneH KoHKpeTHOro | MapknpoBKa Banvngaumsa goBepus K MeTKe, Hanpumep, yepes onpoc | Boicokas
KONIMEeKTUBA OPYIMX YNeHOB KONMEeKTnBa Unm opraHn3auvm
Nnornb30BaTeENen
Hebonblas Mapkep nnu [IpoBepKa NOHATHOCTU, PACNO3HABAEMOCTN MAPKNPOBKK | CpeaHss
opraHunaauus nevartb coAepXaHus u ee NPUMEHNMOCTU A5 BOCNPUHUMAEMOWN

Lenn OoBepus.

[Tpegno4vTNTENBHOW SBMSAETCH METKA «3HAK KaYecTBa»
KpyrnHas IleTanbHoe Bepundukaums n npoBepka 4OCTOBEPHOCTU 3asiBNeHUN O | Bbicokas
opraHusauyus 3asBIIEHNE OOBEPUN crneunanncTaMmm opraHm3aymm

0 JOBEPUN

KOHKpeTHas Ceptndmkart mnm [loBepune moxeT obecnevynBaTbCH OUEHUBAHUEM TPETb- | BbiCOKas
COBpPEMEHHAS yTBEpPXAEHUE O €N CTOPOHOWN U/Unun ceptuPunKkaunen, no MeHbLLEN Mepe,
opraHnsauyus NPUrogHoOCTU NOCPEACTBOM penyrtaumm npoBangepa, obecneumalo-

LLLero goBepue

4.1.3 OcTaToO4YHbLIU PUCK

Ha 0a30BOM ypOBHE O0Bepue obecnevnmBaeT NoMNb3oBaTENO YBEPEHHOCTb B PYHKLMOHNPOBAHUN MPO-
OYKTa Tak, Kak yTBep)XJaeTcs NoCTaBLUMKOM, B6e3 Kakux-nbo HenpeaycMoTpEeHHbIX OTKIMoOHeH. OgHaKko B OT-
nMymne oT Apyrux rapaHtuin 6es3onacHOCTU AoBepue camMo Mo cebe He obecnedvnmBaeT KakKux-nmodo
OONONHUTENbHBIX (PYHKLIMOHAMBHBIX BO3MOXHOCTEN (MEXaHU3MOB 3aLUMUThLI) 1, crnegoBaTefibHO, He MPOTUBO-
OEeNCTBYET KakoN-nnbo AONONMHUTENBHOW Yrpo3e Un ysi3BUMOCTH.

Bce anemeHTbl 6€30NacHOCTU, B YHAaCTHOCTU MEeHEeKMEHT pUCKa, HE3aBUCUMO OT NPUMEHAEMOro MeTo-
na, BKNo4vatoT B cebs HeonpeaeneHHocTb. HeonpeaeneHHOCTb MCXOAUT OT MHOTUX UCTOUYHUKOB, TAKUX KaK He-
OocTaToyHoe 3HaHMe Bcex (PakTopoB, AOMYCKOB MPU U3MEPEHUNX, 3KCTpanonsaunum oaktopoB U T. O. 3Ta
HeonpeaeneHHOCTb MOXET MHorAa ObITb HACTOMBKO BeNMKa, YTO CTAHOBUTCH OCHOBHLIM (PakTOpPOM OCTaTOM-
Horo pucka. Apyrumun doaktopammy sIBAAKOTCA YSI3BUMMOCTU LLeNEeBON 3KCNyaTaLlMoHHON cpeabl N HeCOBepLLE-
HCTBO MexaHM3MOB be3onacHocTu. MNpn yBEeNUYEHMU CTPOrOoCTU AOBEPUSt N YCUIIEHUN XapaKTepUcTUK W
MEeXaHU3MOB De30MacHOCTU CBSI3aHHAas ¢ 3TUMKU hbakTopaMn HeonpedeneHHOCTb CHMXKaeTCsl, TakuM obpa3om
CHWXKas o0 PUCK.

B onpeaeneHHbIX cUTyauusax JoBepue MoXeT ObiTb e AMHCTBEHHBIM CNoCOBOM CHUXEHUS HeonpeeneH-
HocTW. [loBepmne MOXEeT CHU3UTb PUCK A0 NPUEMIIEMOro ypoBHSA 6e3 AobaBneHuUs HOBbIX MexaHn3MoB besonac-
HocTU. B aToM crniyyae ctommocTb obecnedyeHnss goBepus onpasibiBaeTca NoflydeHnemMm npevmyLlecTB OT
besonacHocTU. M3 Bcero BbILLEU3NIOXKEHHOrO MOXHO cAenaTtb BbiBOA4 O TOM, YTo obecnedyeHue OoBepud
HanpaBlIeHO Ha CHWXKeHMe pucka.

4.2 NMpumMmeHeHne MmeTo40B 0becnevYeHUA 4OBEPUA

MeToabl obecneveHusa gosepusa obnagarT pasIMYUMbIMUA XapakTepucTukamm, rnpeactaBneHHbIMUA B
BMAE KOMMOHEHTOB UK acnekToB. [1na Bbibopa 13 04HOro M HeCKONbKUX METO40B HEOOXOAMMO onpeaenuThb
T€ KOMMOHEHTbI 1 aCNEKThI, KOTOPbIEe MOXHO HAUTU B pa3fiMYHbIX MeTodax obecneyeHns AoBEpUs B aHaNornd-
How cbopme. ToT Unm nHom metoa obecnedeHnsa A0BEPUSA MOXKET BKITHoYaTh B cebs obLime XxapakTepucTmuku go-
BEPUA U OCHOBBLIBATLCH Ha KOHKPETHbIX XapaKkTepucTuKax.
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B cootBeTCcTBMN C NCO/M3BK TO 15443-1 n MCO/M3IK TO 15443-2 meToabl obecneveHns MoryT gpopmu-
pPOBaTb AOBEPUE K NMPOAYKTY MYyTEM OLLEHKN:

- MPOAYKTa BO BPEMS UM NOCNE ero U3roTOBNEHUS;

- NPOLECCOB, UCMNONb3YEMBbIX MPU U3roTOBNEHUN NPOAYKTA;

- cpefbl, B KOTOPOW peannayeTcsl NPpoAyKT, TO €CTb NepcoHana u opraHnsawun.

4.2.1 CtporocTb goBepus

CTporoctb MeToga obecrieueHns JoBepus 0bbIMHO onpeaensaeT ero npumeHeHue (cMm. Tabnuuy 3).

Tabnuya 3 —CTporoctb 4OBEPUS U €I0 UCMONBb30OBAHUE

YpOBEHb CTPOrocTu cnonb3oBaHne OoBepuUs
1 [lpocTasa «nevartb yTBEPXOAEHUA JOBEPUAY
Z 3asaBNeHnsa 0 4OBEPUN NO3INTUBHOIO YPOBHS
3 KoHKpeTHble dhakTbl, MogaepXmBatollme 3asiBNeHHoe QOBEpUe
4 KOHKpeTHble PaKTbl, NogaepXxuBatoLllmne 3asgBNeHHOE QOBEPUNE, KOTOPOE MOXHO BeEpndunum-
POBaTL
5 [TpeacraBnenne gosepusi obwen ayantopumn, HanpumMep, COBETY AVPEKTOPOB, N NPU3HAHNE

3TOW aygnTtopuen

6 [lpepcTaBneHne goBepus ayauTtopum U3 cneumanmuctoB rno 6e3onacHoOCTU U NMPU3HaHUE
3TOWN aygnTopuen

[TpumevaHus

1 Kpome T0oro, HeobxoamMmo NnpuHUMaTb BO BHUMAHWE COCTaB NPeACTaBUTENBCTBA U NOAAEPKUBAIOWMNX €ro apry-
MEHTOB. B 0CObbIX cuTyaumnsix 4onycKaeTcs NPUMEHSTb OrPaHNYEHNS.

2 [lpn 06beaANHEHMN OLEHEHHBIX KOMNOHEHTOB JOBEPUS B PA3BEPTLIBAEMYIO CUCTEMY MOXET NMPOU3OUTU HaNOXe-
HUE CUCTEM NoKasarenen n/mnmn MoryT 3agaBarbCsi BONPOCHl No nosoay bpelwen B cncteme 6e3onacHoCcTu.

3 B MNCO/M3K TO 15443-2 He npuBoANTCH KnaccuPukaumst CTPOrocTn OUEHKN.

4.2.2 O6nactb NnpUMeHeHus

[TonyyeHHOE AOBepUE TaKKe MOXET UIMEHATLCSI B 3aBUCUMOCTU OT 0bnactn npuMeHeHns noaxoada K
obecneveHuno gosepua (CMm. Tadbnuuy 4).

Tabnwuya 4 — Obnactb NpUMEeHeHUs1 Nogxoaa K obecneveHnio JoBeEpPUs

[Moaxon K obecnevyeHuto
[OBEPUS CocpenoToveHHOCTE MeToaa obecnevyeHnsa qoBepus Obnacte NpUMeHeHusA
[TpoaykT XapakTepUCTUKN (3aBEPLLUEHHOIO KOHKPETHOrO) | HEKOTOPLIE acneKkTbl NPoAYKTa NN CUCTEMb!
NpoAyKTa, CUCTEMbI MW YCIYIrK Ans onpeaerne-
HUSI 10BEPUS,, KOTOPbIE MOXHO BbiBECTW ans | BCE aCNeKTbl NPOAYKTa Uiu CUCTEMbI
3TOro NPoAyKra nnm CUCTEMbI
[1pouecc [Tpouecc pa3paboTkn, UCNONb3yeMbIN opraHun- | HekoTopble acnekTbl pas3paboTku
3aumen ans KOHKPEeTHOro Npoaykra unm cucre-
Mbl C LieNblo onpeaeneHns aoBepusi, koTopoe | BCE aCNeKTbl pa3paboTku
MOXHO MONy4nTh 4NsA 3TOr0 NPoAyKTa nnm cuc-
TEMBbI
[Tpouecc paszpaboTkn, NCNONb3yeMbIN opranun- | HekoTopblie acnekTbl paspaboTku
3aumen ans Bcex NpoaykroB U CUCTEM
Bce acnekTbl pa3paboTku
Cpepa Nnyo(nunua), 3aHaToe(ble) B BbINONHEHUU 3a- | KBanndukaums nuua(nuu)
nad
PenyTtauus
OpraHmsauus Mepbl, HArMsaaHO NPUHUMAaEMbIE OPraHn3aLUnen
B OTHOLWEHUM NOBbIX ODHAPYXXEHHbIX MNo3aHee
npobnem, n Bpems peanusaumm sTnx mep
PenyTtauuns
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4.2.3 lNpuMeHeHUe U XXU3HEHHbIN LUK

B MCO/M3K TO 15443-1 bbina npuHaTa noatanHas moaens Ha ocHoBe NCO/MOK TO 15288. Kaxabii
aTan XM3HEHHOro LMKNa CUCTEMBbI COOTBETCTBYET MNpoLeccam, NPUMEHSIEMbIM K NMPOAYKTY B onpeaeneHHon
cpege. Kaxabi U3 npoLeccoB BKIIOYAET B ceBs1 COBOKYMHOCTb BUAOB AEATENbHOCTU U UCNONb3YEeT pecypchl
CBOeW cpeabl.

[TpoayKT, cuctema unun npeaoctaBnsaemast ycrnyra oopabaTtbiBatoTCsl B TEYEHNE UX XKUSHEHHOTO LKA C
NMPpUMEeHeHeM NPOLECCOB KaXXaoro atana n nx BuaoB AesiTeNbHOCTH.

B UCO/M3K TO 15443-1 npeacrtaBneHa CTpyKTypa, NMO3BOMSAKOLWAS XapakTepusoBaTbh TN NPOAYKTA,
nogxon K obecrneyeHUo AoBepUsa 1 atan odbecnevueHnst AoBepus, npeaHasHauYeHHbIN N8 OLEHKN.

[To-npexxHemMy CcyLlecTBYET MHOMo BOMPOCOB, Kacatowmnxca obecneveHns AoBepus, noanexalmx pac-
cCMOTpeHuto. B gaHHOM pasgene HacTodllero ctaHgapTa npuBoanuTcsa pacluMpeHne KoOHLUEeNTyarbHOU CTPYKTY-
pbl, npeactasneHHon B UCO/MO3K TO 15443-1, B uensx nposeaeHnst ganbHenwero aHanmaa.

B HacTosleM cTaHgapTe noatanHas Moaenb XXU3HEHHOrO LMKNa YCOBEPLUEHCTBYETCS rnpubaBneHnem
aTana «KoHuenuus/cneunanmaaunsa» (cm. Tabnuuy 5).

Hanun4ymne npoueccoB, COOTBETCTBYOLLMX 3Tany KoHLenuuu/cneymanusayum, obycrnoBnmBaeTcs MHO-
rmMmn ctaHgapTaMmu. OaHako KOHKPETHbIW 3Tan XM3HEeHHOTo LMKna 3TUX npoueccoB obblYHO He onpeaens-
eTcd. HekoTopble mMeToabl obecnedyeHns AOBepus npeanararT onpeaerieHHbie npoueccbl U BUAbI
neaTenbHOCTMU.

[ToBOAOM ANS1 3TOrO paclUMPEHUS B HACTOSILLEM cTaHAapTe ABNsIeTCA To, UTo 6esonacHocTb KT Tpeby-
eT 0cobOoro BHUMaHUSA 1 ONONHUTENBHBIX YCUITAN ANA NONyYeHUS1 COrfacoBaHHOW M HENPOTUBOPEYMNBON Che-
InpnKaLnm xapaktepuctuk 6esonacHocT npoaykra. CywecTByeT MHOM0 MeTooB obecnevyeHns OoBepus,
peanararoLwmx onpeaeneHHble npoLecchl 1 BUAbl AeATeNbHOCTU AN 3TOro 3tana XX1U3HeHHOro LMKia cucTe-
Mbl, MpUMeHUMble Anga obnactn 6esonacHocT UKT.

B paclumpeHHOn mMoaenn AoBepus pasfnyHble aTanbl XXU3HEeHHOro LUUMKa npeacTtaBnedHbl B Tabnuue
naTbto ctondbuamn. B cootBeTcTBUM € KoHUenuusimmn NCO/M3K 15288 n MCO 9000 TexHonornvyeckme npoLec-
Cbl JKN3HEHHOTO LKKNa rpynnmpyroTcs B NATL 3TanoB (N0 0AHOMY Ha Ka)Xabln cTonbel), 0603HauYeHHbIX OQHOW
(1) BykBOW:

C (Conception) — koHUenumsa dopmMmnpoBaHna TpeboBaHUIN K NPOEKTUPOBaHUIC BDe30NacHOCTU, KOTopas
MOXET BKNoYaTh B cebs1 0DLLYIO apXUTEKTYPY;

D (Design) — npoekTnpoBaHUe, BKNoYad npoLlecchkl onpeaeneHnusa TpeboBaHMKA 3aMHTEPECOBAHHBLIX
CTOPOH, aHann3a TpeboBaHUN, apPXUTEKTYPHOIO NPOEKTUPOBAHUS U peannsaunn;

| (Integration) — nHTEerpauymsa, Bknovaga npoLecchl MHTerpaunm 1 sepudpmrkan;

T (Transition) — nepexon, BKMoYas npouecchl AydnnupoBaHua, nepemMelleHns, BBoaa B AENCTBUE U NPU-
eMOYHbIe UCNbITAHUSA;

O (Operation) — akcnnyaTtauus, BKoYas npouecchl akcnnyaTtauum, obcnyXmBaHusa 1 nukesuaaLnn.

Tabnuya 5—Mogenb A4OBEPUA XKU3HEHHOTO LMKNA
[Noeepue-stan— KoHuenuusa/ [1lpoekTupoeaHue/ MHTerpauus/ Beoa e
y JKennyarayus
nosepuve-noaxon 4 cneundukalna peanui3auus BepudurKaLna nencreune/nepexon
[TpoaykKT >C—> —>D— >l— —>T> —>0—>
[1pouecc C D I T O
Cpepaa C D I T O

B NCO/M3K TO 15443-1 paspaboTaHa cneagytollast KoHLENLNS:

- IOBepUe MOXET BbITb COCPEeAOTOYEHO Ha pe3ynbTaTe npouecca, SABMSIIOWErocsl NpoaykTom, B UTOre
MOSIBNSAETCH AOBEPUE K NPOAYKTY;

- MpUMEeHsAeMble npoLecchbl 0bbIYHO ABNATCA NPeaMEeTOM BHUMAaHUS opraHnusauum U ee 3akasy4mnkoB, no-
CKOSTbKY OHU Bonee unmn meHee dopmManbHO cneunduunpyoTes 1 OTHOCUTENBHO yiy4dlwatoTea. [JJoBepne Mo-

XeT (poKycupoBaTbCsl Ha npoueccax, NMPUMEHEHHbIX K MPoAyKTy, a He Ha camMOoM MpoayKTe, npuBoas K
hopMMPOBaAHNIO AOBEPUSA K NPOLIECCY;
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- ANS1 OCYLLIECTBNEHNS NPOLECCOB TpebyeTca cpeaa, a UMeHHO: noaun, obopyaoBaHue 1 apyrue pecypcsl.
HoBepune moxeT oKkycnpoBaTbCA Ha cpeae, B KOTOpOoW obpabaTbiBAeTCA NPOAYKT, a HE Ha NPoAYyKTe UMK npo-
Ueccax, npusoasa K opMUPOBaHUIO JOBEPUSA K cpeae.

[ PUMEYAaHWE— B HACTOAWEM CTaHA4apTe He AeTallM3npyeTCd MeTod rnNpuMeHeHnH XKMSHEHHbIX LUKITOB, a TakK-

Ke ero npouecesl U BUabl AeATENBHOCTU, OQHAKO MOTryT NoTpeboBaThbCs NOAPODHOCTU NPU YTOMHEHUN CPaBHEHUSA METO0B
obecnevyeHns JOBEPUSI.

4.2.4 YnpaBneHue npoueccaMm XXU3HEHHOro Lukna

aTanbl XnUsHeHHoro uukna C-D-I-T-O BkovatoT B cebs NpoLecchl, KOTOpble MOXKHO MPUMEHATb K KOH-
KpeTHOMY 00bekTy KT 1 ero KoMnoHeHTam, TO €CTb K annapaTHbIM cpeacTBam, NporpaMmMHOMY obecneve-
HUIO, yCcnyram.

B nHTepecax noBbIWEHUSA KadyecTBa U YCOBEPLUEHCTBOBAHUSA 3TU NpoLecchkl U UX BUAbl AeATENbHOCTA
MOXHO caenaTb 0OBLEKTOM yrpaBleHus.

YnpaBneHue npoLeccomM camo no cebe sisnsietcda npoueccom. CneaoBartefibHO, OHO OCYLLECTBMAETCS
He Ha YpOBHE NPOeKTa, a Ha YPOBHE opraHusauun.

OgHako ynpaBneHue NpoueccomMm MMEET CMbICI TOMbKO NMpy MNOBTOPHOM BbINOMHEHWUM npoLlecca (Hanpu-
Mep, aaMUHUCTpaTopamun akennyatauum UT unn paspadbotynkamum npoayktoB npoektoB UKT).

Mogaenb npouecca xusHenHoro uukna no NCO/M3BK TO 15443-1 coBeplUEHCTBYETCS B HACTOSILLEM
cTaHOapTe 3a cyeT AobaBneHUa ynpasneHust NpoLeccoM B Ka4ecTBe elle 0aHOro M3MepeHusl.

B obnactu 6esonacHoct UKT 310 namepeHue nmeet ocoboe 3HaueHne ang MeToaoB ynpasneHusi beso-
MAaCHOCTLIO, NpUMeHsieMblX K cuctemam UKT Ha npom3BoaCcCTBEHHOM 3Tane, Kak B cnyvae ¢ NCO/M3K 27002 n
cBs1zaHHbIM ¢ HUM MCO/M3K 27001.

YnpaBneHue npoLeccoM KacaeTcs paspaboTKu, NCNONb3oBaHUS U YIyYLLEHUS NPOLECCOB XU3HEHHOIO
uukna. lNo cywecTsy, ynpaBneHne BKo4YaeT B cebq cneayrowme starnsbl:

- onpeaeneHune npoLlecca, Bkovasa paspabdboTky U AOKYMEHTaL Mo,

- NOBTOPHOE UCNONb30BaHKe npouecca;

- OLUEHKY U namMepeHue npoLecca;

- YNydlleHne npouecca.

[1poLuecchl MOryT cepTUPULIMPOBATLCA TPETbUMU CTOPOHaMKU. Hicna, cBA3aHHble C 3TUMUK 3TanamMmm, Co-
OTBETCTBYIOT 3aBUCUMOCTMU:

- HET MOBTOPHOIO UCNONb30BaHNA 0e3 paspaboTaHHbIX U AOKYMEHTUPOBAHHbLIX NPOLECCOB;

- HET OLIEHKM N N3MEepPEHUNS npoLecca Be3 NOBTOPHOro UCMOMNb30BaHUA Npouecca;
- HET ynyulleHunst npouecca 6e3 oLeHKN U/ n3aMmepeHus npoLecca;
- HET cepTudmnkaumm 6e3 oueHKU N/Mnn namepeHnst npoLecca.

[TockonbKy ynydlwieHne Moaenn XXU3HeHHOTo LMKa NPpUBOAUT K NOABNEHUIO USMeHeHU B npoLueccax U
X AOKYMEHTaLUuKn, ynpasrieHe NpoLeccoM MOXET CUMTaTbCA KPpYroBOU MoAeNbio HENPEPBIBHOMO yy4ylleHUd,
Kak rnokasaHo Ha PUCYHKe 2.

OnpenenexHue YnyyweHue
npouecca npouecca

Ncnonb3oBaHue OueHka
npoLecca npouecca

PucyHoOK 2 — YnpasneHue npoueccamm XN3HEHHOIO LMKna

[1TpunmeyaHwue—[na obecneyeHnss UIaMEPUMOCTU NPOLIECCOB NOcneaHne A0IMKHbI AOKYMEHTUPOBATLCS.

YnpaBneHue npoLeccoM ABMAETCH BTOPbIM U3MEPEHNEM, KOTOPOE ABNSAETCA HE3aBUCUMbIM MPOoLEeCCOM
oT uamepeHusa atana C-D-I-T-O. Ecnun meTtoa obecnevyeHus aoBepus obecnevynBaeT AoBepUeE K NPOLIeCey, 3To
O3Ha4vaeT Hanu4me ynpaeneHusa npoueccamn (NPUMEHUMbIMIA K NMPOAYKTY).

Ecnu stan aoBepus K MeToay NnokasaH cepbiM LIBETOM (CM. Tabnuuy 6, ypoBHN 2, 4, 6 1 7), MeToa obecne-
YMBAET ynpaBfeHune npoLeccamum.

[TpnmMeyaHne— TepMnHbl «paspaboTka NpoaykTa» n «paspaboTka npoueccay KaXyTcs NOXOXUMU U, Creao-
BaTENbHO, CO3AAI0T NyTaHUUY. TE€PMUHBLI AOMKHB! ObITh PA3NMTUHYUMBbIMU U NPUMEHATBLCS Pa3aerbHO.
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4.2.5 ObbegnHeHUe XapakTepuUCcTUK X KU3HEHHOIO LUKNa

MeToAabl MOryT ObITb DONee U MeHee NONHbIMWU B OTHOLLEHUN XapaKTEePUCTUK UX XKU3HEHHOMO LInKNa. ITU
XapaKTepPUCTUKA MOXKHO OO beaNHUTL, YTO XapaKTepUsyeT He TONbKO COBEPLLEHCTBO, HO U CNOXHOCTbL MeToaa.

B MCO/M3K TO 15443-1 cneundonumpyoTCs COOTBETCTBYOLLME Noaxoabl K obecnevyeHuo JOBepUs, KO-
TOpble MOTYT XapakrepunsoBaTb MeToa obecneveHust aosepust. CUMBONUYECKU NoAXoAbl NpeacTaBneHbl cre-
OyioLwmmM obpasom (CM. PUCYHOK 2):

- AOBEepue K NpoayKTy: NoKasaHo OYKBOW 3Tana XXMU3HEeHHOro LiKMKa Mexay CTpenkamMmum Ha cCBeTNoM poHe,
Hanpumep, ->D—;

- AOBepue K npoueccy: nokasaHo beno OykBon atana }XU3HEeHHOro LiKMKNna Ha 3aTeHEeHHOM poHe, Hanpu-
Mep, D;

- JOBEpUE K cpee: NnoKasaHo ss4enkon sTana XXM3HeHHOoro LUMKna ¢ NoriockaMu crieBa 1 cnpaea, Hanpu-
Mep, | D|
OuyeBUOHO, YTO NCXOANA U3 YACNA KOMMOHEHTOB YPOBEHbL 7 SIBNSETCHA HAanbonee NonHbIM 1 UMEET, Mo MEHbLLIEN
Mepe, NpenMyLLecTBa NoHOTEI M NocneaoBaTebHOCTU C TOUKM 3peHUst NMEeKCUKU, NPOLLEeCCOB U pe3ynbTaToB.
Bce 3T0 okasbiBaeT NONOXUTENbHOE BO3AeNCTBME HA 0Dy4yeHne MeToay U ero CTOUMMOCTb.

[TpnmedyaHnwnme— OgHako NOMHOTA HE NMOAPA3YMEBAET TOro, YTO CaMbI MONHLIV METOL, ABNAETCH HAUITYYLLNM
051 KOHKPETHOW cutyaumm ¢ gosepuem. Cnegyer yunTbiBaTh APYrne acnekrol MeToaa, Takme Kak « CTPOrocTb», «yPOBEHb
aetannsaumm» U CBA3aHHbIE C HUMW 3aTparThl.

Tabnuwya 6—Illogxoa k obecnevyeHnio ooBepus

YpoBeHb [oBepue K npoaykry Hosepue k npoueccy Hosepue k cpepe FZ?;ID””;ic:;;”ep:ﬁocr?zﬂZ:';'e
1 v —>X—>
2 v X
3 v X
4 v v —>X—>
0 v v —SX—>
6 v v X
! d v v —>X—>

4.3 OueHKa pe3ynbTaToB AoBepuUA

OTHOcALWMeca K 6e30nacHOCTU XapaKkTepUCTUKM NpoayKTa, npoLiecca Unu cpeasl, cbecnevmsarolme ao-
BEpUe, SIBNATCA YTBEPXKAEHUAMM B HaMbonee NpUMUTUBHON popMe, caenaHHbIMA UHULIUNPYIOLLEN CTOPO-
HOW, ODbIMHO U3rOTOBMUTENEM 0DBEKTa, yenyr unu cpeasbl. [ns sepndnkalnum AOBEPUS K 3TUM YTBEPXKAEHUSIM
MOXeT NoTpeboBaTbCA OLEHKa N cepTnduKaLums pesynbTaTta JOBEPUS.

MoXHO co3gaTh Modenb OLEeHKN AoBepus. B Heln byaeTt onpeaeneHa cepusi 000bLLEHHBIX 3TaMNoB, NMpu-
MEHUMBIX K NIoboMy N3 MeToa0B obecrneyeHnst 4OBEepUs U3 HACTOSILLEro ctaHaapTa.

[ns Mmogenn noBepust K Ka4ecTBY TpebyroTca:

- NMNLUO, OUEHLUUK NN opraHnsauns ang sepudgukaunm npuMeHeHnsa KpUtepues;

- NpaBuUna, KpUTepmn U/Mnn MeToagonornsa oLUEeHKU B KaYeCcTBE €€ OCHOBBI;

- cepTUdUKaLmMa Hanndunusa gocTtaTouHOU KBanndgukaunum y ayamTopa v BeINMOMHEeHUA npoLeaypbl OLeHKU B
COOTBETCTBUN C NpaBUaMu;

- 3aKIo4YeHne 0 pesynbTaTax OLEeHKA.

[TonHaa moaenb 3Toro TMna 0bbIMHO Ha3bIBAETCS «CTPYKTYPON OOBEPUSTY.

4.3.1 OueHLUUK

OLeHKa XxapakTepuUcTuk aoBepust K besonacHoCTU NpoayKTa MOXEeT NPOoBOAUTLCH NOMb30BaTENEM MPO-
OyKTa npu Hanu4nm y Hero cneuyuyarnbHbiX 3HaHWUA. [1ns SKOHOMWUM BPEMEHN U pacXodoB LienecoobpasHo obpa-
TUTbCA K KBanMpuUuMpoOBaHHOU TpeTbeln CTOPOHE.

OueHKa TpeTbel CTOPOHOW MOXET 0becnevnTsb ganbHeunllee rnoBbllLeHNe AOBEPUst BCNeACTBUE TOMNbKO
NUWb dpakTa ee He3aBUCUMOCTH.

[MTpwumeyanune—[oBepue nepcoHana NoaTBEPKAAET NPUEMNEMOCTb KBanudpumkaumm oueHLwWmKa.
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4.3.2 Metoaonorua nu KpUtTepumn oLeHKHU
[na rapaHTu1 BOCNpPOM3BOAUMOCTU Npasuia oLUeHKU cneayeT AOKYMEeHTUPOoBAaTb U CONPOBOXAAaTb COOT-
BETCTBYHOLLEN MeTOAONTIOTNEN.

[MTpumeyaHnwne—Ilpn oueHke nepcoHana oueHMBaeMbiM OO BEKTOM ABNAETCH OTAENbHOE NULO.

4.3.3 CBuaeTenbCcTBO A0BEpPUA

ObWwnm ans Bcex METOA0B OLLEHKN ABMNAETCS TO, UTO pe3ynbTaThl OLUEHKUN OCHOBAHbI Ha CBUAETENbLCTBE.
CBMNOeTEeNbCTBO NPeacTaBnsAeTCs YTBEPKAEHUAMN, KOTOPbIE OOBbIYHO UMET POpPMY AOKYMEHTALUN,

CBUNAETENbLCTBO NoATBepXAaeT adpdeKTUBHOE NpeanonaraemMoe BbinoIHEHWUE AENCTBUN B paMKaX COOT-
BETCTBYOLLMX NPOLECCOB, NMAaHOB M NpoLeayp cornacHo NOINTUKaM U KoHLeNUUaAM 6e30nacHOCTU. ITU NOMK-
TUKA N KOHUENLUWUK A0MKHBI perynsipHo nepecMmaTpmuBaTbest U NpyU HeobXoAUMMOCTU OOHOBNATLCA.

Hanbonee 3Ha4MMbIMU TPEOOBAHUSIMU K AOKYMEHTAaL NN SIBNSILOTCS:

- CTAbOMNBHOCTL (AOKYMEHTaLKUA A0MKHA oTpaXaTbh pakTUIECKYo CUTYaLUIO);

- MONHoTa (Bce 3Ha4YUMble NMpobnembl AOMKHBI ObITb AOKYMEHTUPOBAHbI);

- JocTaToMHasa cTeneHb aetannlauuin;

- KOHTPONb KOHUIypaLumm 1 LLeNOCTHOCTU (OTCYTCTBME HECAHKLIMOHUPOBAHHBIX MU3MEHEHNN B AOKYMEH-
Tauun).

CnepoBaTenbHO, NpU AeTanbHOM aHannMse MeToaoB obecneveHns AoBepurst MOXKHO AONONMHUTENLHO LUC-
cnenoBaTth TPebOBaHUS U COMOCTAaBUMOCTb 3TOWU AOKYMEHTAaLWN.

4.3.4 3aknw4yeHUue o6 oueHKe

PesynbTaThbl KONMMYECTBEHHOW UM KAYECTBEHHON OLLEHKM AOITKHBI ObITh cneundunumpoBaHbl. B npoctent-
e oopmMe 370 MOXeT ObIThb NpruemMKa/OpakoBKa, Toraa Kak bonee ToUHbIN pe3ynbTaTt NpuHUMaeT QOopMY paH-
XXUPOBAHUS, HANpUMep, HECKONbKNX YPOBHEW (CTENeHen), Hanpumep, YPOBHS, COOTBETCTBYHOLLEro BpakoBke.

Llensam 6e3onacHOCTK, B MPOTUBOMONOXHOCTb TEXHUYECKUM ODNAacTAM, XapaKTepHa nocTosiHHas 3BOJHO-
Luns. M3-3a CnoXKHOCTU OOBLEKTOB MOTYT NMOSIBNATLCSA HOBble AedpeKThbl 6e30nacHOCTU, U BCNeACcTBME Hannuns
cpeabl Yrpo3 MOXeET BO3SHUKHYTb HEODXOAMMOCTb NPOTUBOAENCTBUSI HOBBIM Yrpo3aMm.

4.3.5 [loppepXka OLEeHKW

[locne 3aBeplUeHNA OLLeHKN OHa ACIKHA NOBTOPATLCA Nepnoandeckn Unu B crnyvyaax BO3HUKHOBEHUS Ka-
KUX-ITMDO CODBITUN.

[TogaepKkon oLeHKU ABNAeTCs noaaepXaHne AoCTOBEPHOCTM 3a4aHHOro pesynbtaTta AoBepus K 6e30-
NacHOCTU UM PaHXXUPOBaHUA B TedeHne ANMUTEeNbHOro BpeMeHMN.

[TpumeyaHne—B oTHOWEHUN JOBEPUSA K NEPCOHANY 3TO MOXET 03Ha4YaTb NOCTOSHHOE 0DyYeHne n Nepuoam-
YECKYI0 MEPEOLEHKY UNu nepeaTTecTauntio KOHKPETHOro nuua.

4.4 lNpumep

OpraH obecnevyeHna AoBepUs — NOCTaBLUMK CO34aeT AOBEPEHHYIO CUCTEMY AN YOOBNETBOPEHUS 00-
LLKX TpeboBaHUK besonacHocTU B cooTBeTCTBUU ¢ MCO/M3K 15408 (kputepun oueHkn). OUeHLLMKA (3KCnep-
Tbl OpraHa OUEHKW) OUeHWUBaKT CUCTEMY Ha npeaMeT BbINOMHEHUS 3TONM CUCTEMOU TpeboBaHUM
MCO/M3BK 15408.

B uensax obecneveHns gosepus oprad oueHkn npumeHsieT NCO/M3K 18045 (MeToaonorno oLeHKN) U
BblAaeT COOTBETCTBYIOLMWU cTaTyC NoATBepXaeHUA (03HakoMMeHne, cornacoBaHue, yTeep)xaeHue).

OUeHLNKA 1N opraH oUeHKU YNoNMHOMOYMBAKTCA HaLUWOHaNbHbBIM OpraHom no ceptudukaLlmm B COOTBET-
CTBUW C cornalleHmnemM o B3aMMHOM MpU3HaHUM oDLLIMX KPUTEPUEB.

HaunoHanbHbBIM OpraH cepTudmnKkaunM BblgaeT cepTUPuUKaT ¢ pesynbTaTtaMin oLeHUBaHUA U NMony4eH-
HbIM CTaTyCOM NMOATBEPXKAEHUS.

[na atoro ceptndunkata MOXeET NOoTpedoBaTbCHA NepUcanveckoe oLEeHUBaAHNE ANS rapaHTUK TOro, 4YTto
Moandnkauusa npoayKToB He MeHdAeT pe3ynbTaThl OUueHUBaHNUA.

5 CpaBHeHue, BbIOOp U chopmmupoBaHue oBepuaA

Ha3HavyeHneM HacTosLWero ctaHgapTa asnsieTcst obecneveHue opraHa obecnevyeHus JOBEpUs PyKOBO/I-
CTBOM MO BbIOOPY COOTBETCTRYHOLWMX METOAOB 0becneveHns AoBepust K UHPOPMAaLMOHHBIM U TENEKOMMYHMKa-
LUOHHBIM TEXHOMOMMAM ANS BbINOMHEHUSA MOCTABNEHHOW Len AOBepus, TO eCTb BbINMOMHEHUA NOMUTUKU
6e30nacHOCTU opraHm3aumn. ITo PYKOBOACTBO COAENUCTBYET opraHy obecrneveHnst JoBepus B onpeaeneHunu:

- noaxona K obecneyveHno AOBEPUS, KOTOPLIN obecnednT Tpebyemble pe3ynbTaThl 4OBEpUs, Hanbonee
COOTBETCTBYIOLLNE TPeDOBAHUAM OpraHa OLEHKMN;
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- OTHOCUTENBHOW LEHHOCTU Ka)Xaoro nogxoaa K obecnevyeHuo JoBepusi, Hanbonee COOTBETCTBYIOLWETO
KOHKPETHBLIM YCNOBUAM opraHa obecrneyeHnsi 4OBEpPUS;

- crnocoba obpallieHns ¢ JoBepUeM CroXHOro obbvekTa (TO eCTb C HECKOMNBKUMUM KOMIMOHEHTaMK annapart-
HbIX CPeaCTB, NPOorpaMMHOro obecneveHus, yenyr no 6e3onacHOCTN, acnekraMmu cpeibl Ui nx KoMBHaLNsIMK).

5.1 Bblbop noaxona Kk odbecnevyeHuro nosepus

PasHbix cTeneHen AoBepnst MOXXHO JOCTUMHYTb pasnuyHbIMK MeTogamun. B HacToswem nogpasaene pac-
cMaTpUBaEeTCa CPaBHEHWE KaXXOoro 13 nocneayrownx noaxoaos K obecnevyeHntio gosepus (He MeToAoB) Mo
MPUHLINNY «OQMH K OQHOMY»:

- JoBepue K NpoayKTy B CpaBHEHUN C JOBEPUEM K NMPOLLEecey:;

- JOBepue K npoLeccy B cpaBHEHUU C JOBEPUEM K cpee;

- JOBepue K NpoayKTy B CpaBHEHUN C JOBEepUEM K cpefe.

DTN NoAXoabl COOTBETCTBYIOT NEPBLIM TPEM YPOBHAM B Tabnuue 6. Llenbio AaHHOTO cpaBHEHUS ABMSIET-
cA NMOHMMaHWe Toro, Kakow BMA nogxoaa K obecrneyeHuo goBepust cnegyet BeldpaTh.

[TpumedyaHne— COBOKYNHOCTb NOAXOA0B COOTBETCTBYIOWMX YPOBHEW B Tabnuuye 6, ot 4 ao 7, obeyxgaeT-
CABb5.2.

5.1.1 ConocTtaBneHue goBepud K NPOAYKTY C AOBepUeM K npoueccy

[lo onpeaeneHnto goBepue K NpoayKTy cocpegoTo4YeHo Ha NpoayKTe, Toraa Kak JoBepue K NpoLeccy co-
CpeoTOYEeHO Ha npoueccax, NPUMEHAEMbIX K NpoayKTaM Ha onpeaeneHHbIX 3Tanax XXU3HeHHOoro Lukna.

B cny4dae ¢ goBepueM K NpoayKTy yTBepKaaeTcs, UYTO XapaKTepUCTUKK NpoayKTa U ero pyHKLNOHUPOBa-
HUe MHTEHCUBHO OLIeHMBAaNUCh, TECTUPOBATUCE U NOATBEPXAaMMCb B OTHOLLUEHUU UX KOPPEKTHOCTK, NoKa He
Oblna nony4vyeHa Tpedbyemag cteneHb AoBepust K npoaykty. CteneHb A0OBEPUSA K MPOAYKTY siBNSieTCA PYHKLNEN
MCNONb3yeMbIX KpUTEPUEB (UTO OLEHMBAETCH) U MeToO0Nornn obecneveHUs AoBepus (Kak BepnudpuympyeTcs
COOTBETCTBUE KPUTEPUAM).

B cny4ae ¢ noBepunem K npoLeccy npeanochinkon JoBepus ABNSAETCH Hanu4mMe y opraHusauin npouec-
COB, UCMOMNb30BaHHbIX A1 NPOEKTUPOBaHNA, pa3paboTKn, NPON3BOACTBA U 3KCMyaTauum npoaykra nporHo-
3MpPYyeMbIX N BOCMNPOM3BOAUMLIX pe3ynbTaToB. 3T npouecchbl NPOU3BOAAT NPOAYKT C 3a4aHHON CTerneHbio
[IOBEPUSA K HEMY.

OpaHako aaxe camasi Bbicokas cTeneHb AoBepusi Monb3oBaTens K npoLeccam, UCNofb3yeMbliM NPon3Boau-
TEeNeM, He MOXET rapaHTUpoBaThb NpaBUbHOro N 3PEKTUBHOIO NPUMEHEHUSA 3TUX NMPOLLECCOB K AaHHOMY Mpo-
aykTy. Jdpyrumm crioBamm, npu BICOKUX CTEMNEHSX A0BEPUS K NPpoayKTy Heobxoanumo oLeHMUBaHue npoaykra.

B cnyyae ¢ goBepmeM K NpoAyKTY KaxKabliA NPOAYKT A0IPKEH OLEeHNBAaTLCA B OTAENbHOCTN Tak, YTODLI 00-
LLIas CTOMMOCTb OLleHMBaHNSA Bo3pacTana ¢ yBenndeHnemM dyncna paspabdboTtaHHbiX npoaykToB. OgHaKo ¢ TOUYKM
3pEeHUSA NMPON3BOAUTENSA 3TOro NOBTOPHOIO OLIEHUBAHUA aHaNOrM4YHOW U MAEHTUYHON NMPOAYKLNA MOXKHO U3-
bexaTb, ecnu Nonb3oBaTeNb YAOBETBOPEH AOBEPMEM K MPOLIECCY NMPOU3BOAUTENSA, TO €CTb UCNONb3yeMble
poLLeccbl COOTBETCTBYIOT cTaHJapTaM KadecTBa npotecca. Npeumyllectso metoga obecrneveHnsa AoBepus K
poLLeccy 3aKno4YaeTcs B TOM, YTO opraHM3aLus MOXeT NPon3BOaUTb pasnnYHyo npoaykumio 6e3 gononHKU-
TenbHbIX OLLEHOK (3a NCKNHOYEHNEM NepnogndecKknx oLLeHOK AN NoaaepXKkm ee ceptudmkara).

O4eBUAHO, YTO 3TO CpaBHEHME crnpaBeAsIMBO TOMNbKO A8 CONoCTaBUMON 3P EeKTUBHOCTU, AeTanusaLum
N KOPPEKTHOCTU MeToJ0B obecneveHns JoBepUd 1 NO BO3MOXKHOCTU AOMONHAEeTCa AoBepueM, obecnevmnBae-
MbIM TPETBUMU CTOPOHAMMN, K KOTOPbIM obpallanuck Ang bonblien o6bekTUBHOCTU obecnevyeHns JoBepus.

[Tpn NpUMeHeHnn KoMbMHaLWM N3 ABYX NOAXOA0B crneayeT Takke UCMonb3oBaTh MHOPMAaLIUIO N3 00-
nacTtu CUH3HepreTUkn. Hanpumep, NnponsBoanUTENb C AOBEPMEM K CBOUM NpoLeccam 3aTpaTuT MeHbLUEe pecyp-
COB Ha OLEeHMBaHMEe MNpoayKTa, KOTOPbIA OH NPOM3BOAMUT MOCPEACTBOM npoueccoB, obecnevmBarolnX
aoBsepue.

5.1.2 ConocTaBneHue aoeBepus K npoueccy ¢ AoBepueM K cpeae

[1oBepue K npoueccy cocpeoToUeHO Ha npoLleccax, NPpUMeEHAEMbIX K MPOAYKTY Ha KOHKPETHLIX 3Tanax
XXM3HEHHOro UMKna, Torga Kak AoBepue K cpeae cocpeoToOUYEeHO Ha pecypcax U cpefe, B KOTOPOW UCNONb30Ba-
NMACb 3TN pecypcel.

YBepeHHOCTb B Npoaykre, obecnevynBaemas JoBepnemM K cpege, obycnaBnmBaeTcs yBEPEHHOCTbIO B
opraHmsaLnum 1 ee NnepcoHane, a Takke B ApYyrux pecypcax, NpuMeHsieMblX K NPoAyKTy. OTa YBEPEHHOCTb MO-
XeT ObITb 0becnedyeHa aTTecTaumen nepcoHana u/mnm opraHmsayum ¢ NpUMeHeHMemM COOTBETCTBYHOLLIMX CTaH-
0apTOB WM Xopollen npodeccnoHanbHOW NPakTUKA, Tae caMblM HU3KAM YPOBHEM ABNAETCA penyTauumd
rnepcoHana UM opraH1usaumn, OTBETCTBEHHON 3a MPOaYKT.
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O4yeBUAHO, UTO NPWU YCIOBUM NMPUMEHEHUA COMOCTaBUMOM CTerneHun getanusaunn gosepue K cpeje
0bObIMHO MeHee 3P EeKTUBHO, YeEM AoBepUe K npoueccy. PakTruveckn nodas opraHMsaunsa UM KoOHKpeTHoe
nruuo MmoryTt obnagatb 0OLLMMN 3HAHUSAMK O BO3SMOXKHOCTSX NMPOLIECCOoB, NpeaHa3Ha4YeHHbIX AN NpUMeHEHUS
K npoaykTy. OaHako AoKasaTenbCTBO TOMO, YTO NnpoLuecchl ObINU A0OKYMEHTUPOBAaHLI, OLIEHEHbI UM cepTUdn-
LMpOBaHbl, OTCYTCTBYET.

[loBepune K cpeae ABnaAeTcs caMon HU3KOW hopMOon AOBEPUS, KOTOPYIO obecneunTs nerde Bcero. Cyllec-
TBYIOT CUTYaLUKN, KOrga goBepue K cpege asndeTcd eAUMHCTBEHHOW OCYLLECTBUMOWM N AOCTYMHOW No LeHe doop-
MoW aosepus. [loBepue MOXeT UMeTb MecCTO:

- B HeDONbLINX OpraHnu3aumax, KOTopble HE MOTYT MNO3BONUTL cebe pacxoabl Ha obecneveHne A0BeEpPUS K
npoueccy Ui NPoAayKTy;

- B OTHOLWWIEHNN KOMMEPYECKNX CepUNHBIX NPOAYKTOB, KOraa NocTtaBLUMK He obecnevnBaeT A0BEPUS K
NPOAYKTY UMK NpoLeccy.

5.1.3 ConocTtaBneHue goBepud K NpoaykKTy ¢c AooBepUueM K cpege

Ncxoas 13 BbILLEU3NOXKeHHOro CTaHOBUTCS O4eBUAHBLIM Hann4vne obnacTti odbecnevyeHnsa 4oBepUs ornpe-
aeneHHoro nporpecca. Ecnu goesepue K NpoayKTy HeAOCTYNHO, AOBepUe K NpoLeccy ABNAETCH «MOYTU He YCTY-
narownm no kadvectsy». Ecnn HegoCTynHO AOBepuMe K Npoleccy, OCTaBlUeNcs BO3MOXHOCTbBIO ABNSAETCH
OOBepue K cpeae.

5.1.4 3aknw4veHue

B 3akntoueHue, npy ycnoBMmM oTKasa OT CONOCTAaBMMOCTU AaHHLIX NOAX0O0B K obecnevyeHno aoBepus
MOXXHO YTBepXaaTb crieayrollee:

- MPU caMbIX BbICOKUX TpeboBaHUAX A0OBepUs crneayeT BbidMpaTb A0BepMeE K NPOOAYKTY;

- AoBepue K npoueccy obecnevymBaeT npuemnemoe un, no Gonblen Yyactu, goNycTMMoe OoBepue Mno-
cpeACcTBOM obecnevyeHUsa JOBEPUS K KAYECTBY COOTBETCTBYHOLNX NPOLECCOB;

- OBepue K cpeae AOMKHO BblOUpaTbCa B HEDOMbLUMX OPraHM3aUnax UnmM B cnyvasx, ecriv npoaykr
n/mnn ero NpounsBoaAnUTENb HEe OAOCTYMHLI ANs OUeHUBaHUA npouecca U/nunu npoaykra.

B obwem MOXHO yTBepXKAaTb, UTO:

- OBepMe NOBLILLEHHOW CTPOrOCTU K NPOAYKTY OrpaHNYMBaETCS AOBEpPUEM K pa3paboTke OTHOCUTENBHO
MeHee CrNOXHbIX MPOoAYKTOB, TOrga Kak

- JOBepUe K cpeade NpUMeHUMO B OCHOBHOM K JOBEPUIO K SKCnnyaTauun, ecnii CUCTEMBI ABMNAIOTCSA OTHO-
CUTENBbHO CNOXHLIMA 1 AOBEPUE MEHEE CTPOTNM.

BO3MOXHOCTb MCMNOMb30BaHNS MeTOA0B obecnevyeHUst A0BEPUA NOKaszaHa Ha pUCyHKe 3.

oBepue
Hdosepue Hoeepwue .

K YHKUMOHW- | CTporoctb
- ‘PaspaROTIE | HHTeTpaS pOBaHuio

ey |+ | o |
Rosoercpeme | o | o | o

c NMOXHOCTDL {::

PucyHok 3 — BO3MOXHOCTb MCNONb30BaHUA METOA0B obecneveHus 4OBEPUA

5.2 ®opmMmupoBaHue MeToAoB obecnevyeHUAa AoBepuUA

HecomMHeHHO, MHOMMe nonb3oBaTenn byayT NPUMEHATb HECKObKO MeToA0B ocbecneveHus AoBepns Kak
no MCO/M3K 15408 n NCO 9000, tak n no UCO/M3K 15408 n NCO/M3K 21827.

B HacToAweM cTaHdapTe npeacTaBieHa CTPYKTypa, KOTOPYH MOXHO MCMNob3oBaTh ANA 3an1Ucu cBUae-
TenbCcTBa/onbiTa NuL, NpUMeHaBLWMX bonee ogHoro metoga obecnedeHus aosepud. B Hem Takke npeacras-
fleHbl NOHATUA U YHUBEPCanbHbIA A3bIK, KOTOPLIM MOXHO U3MOXUTb B3aMMOAENCTBUE MeXay MeTodamMn W
nogxogammn U Takum obpasom cnocodbCTBOBATb N3YHEHUIO BO3ZMOXHbBIX KOMOUHALMIA MEeTOA0B U NoaX0A0B.

CnocobHOCTb 0OBbEANHATL XapaKTepUCcTUKN AOBEPUA pasnUYHbIX NOAXOOA0B K obecrnevyeHno JoBepus

obneryaeT AOCTWXEHME AOBEPUS K NPoayKTam U cuctemam nyTemM npUHATUA KOMNOHEHTOB JOBEepUs U3 ApYrnx
noaxoaoB K obecnevyeHno JoBepus B AOMNOSTHEHME K UCMOSTb3YyEeMOMY B AaHHbIA MOMEHT noaxoay.
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Hanpumep, ecnun opranmsauns dobina ceptudpuumporaHa no yposHio 3 NCO/M3BK 21827, er MoxXeT ObITb
obecnevyeHo aoBepme B pamkax cTpykTtypbl oueHnsaHua MCO/M3K 15408 be3 HeobXxoanmMocT ans opraHusa-
M1 MOBTOPHO NPeacCcTaBNATb CBUAETENbCTBO, KOTOPOE OHa YXKe npeacTtaBuna Ang apyroro noaxoaa K obec-
levyeHUo aoBepud. bonee Toro, 1o obnerdynt paboTty cepTUdPULUpYoLLIEN opraHn3aLnn, NOCKOMNbKY Y Hee
MMEeEeTCH OOMNONHUTENbHOE CBUAETENLCTBO, KOTOPOE Tenepb byaeT npueMmnemMo npu onpegeneHnn obllero
OOBEPUst K CUCTEME.

CpaBHeHMe MeToaoB obecnevyeHuns AoBepust MOXEeT CcrnocobCTBOBATb MOHUMAHMIO MOTEHLUMaNbHbIX
orpaHun4eHnn nogxocaga popmupoBaHnUa aosepusi. CpaBHeHUe MeToaoB obecnevyeHns 4oOBepust CBSI3aHO C BO3-
MOXXHOCTbIO YCTPaHEeHUS XapakTepUCTUK A0OBEPUSI, ECINN CYLLIECTBYET BEPOATHOCTb UX DasnpoBaHMst Ha ApYrnx
aTpudyTax.

[Tpn NpUMEeHeH MeToa40B obecnevyeHns AoBepusa 6e30nacHOCTb PaccMaTPUBAETCS C Pa3HbIX CTOPOH U
B pasnmM4yHoOM obbeme, 1 3T MeTodbl NpeaHasHavaleTcs ANs pasHbIX NoNbL3oBaTenen n noapasaeneHnin opra-
HUA3aLWM AN BbINMOMHEHUNA pa3HbIX Lenen. H1 oanH mMeToa, paccMmaTtpuBaemMblid B HACTOSALWEM cTaHaapTe, He
MOXET rapaHTMpoBaTb «BceobLlen» 6e30nacHOCTU, KoTopasa AOIMKHBIM obpasomM obecrneynT 3alnTy MMeto-
lencs cuctemol AT oT Bcex 3HaunMMbIX yrpos. CneaoBaTtenbHo, B BOMbLUMHCTBE clyvYaeB HEOOXOAUMO UC-
Nofib3oBaTb KOMOUMHALMIO MeTOA0B obecnevyeHnst AOBEPUSt CUHEPTreTUYECKUM CrocOboM.

OnNTUManbLHOro ypoBHA 6e30NacHOCTU MOXHO AOCTUYb NPU YCMOBUU COTPYAHUYECTBA MOCTaBLLUUKOB U
nonb3oBaTtenen UT.

[Tpumepsbl, AeMOHCTPUpPYIoLLKE acnekTbl GopMUPOBaHUS MeTOA0B obecneyeHUs AOBepUst, NPUBEOEHBI B
npunoxeHun C.

5.3 CpaBHeHUe MeTo40B obecnevyeHUn goBepusn

Onsa cpaBHEHUSI OTHOCUTENbHOIO 3Ha4YeHUst MeToaAoB obecnevyeHuss [O0BEPUS, VYKa3aHHbIX B
NMCO/M3K TO 15443-2, moryT UCNOMb30BaThLCS ABa OCHOBHLIX Noaxoaa:

- MaTpULAa XapaKkTepPUCTUK;

- obpazoBaHue nap (CpaBHeHMe MaTpul, NO NPUHLUNY «OAUH K OQHOMY» ).

Ecnu TpebyeTca cpaBHEHME MHOTUX, TO €CTb Bonee Tpex 3NeMeHTOB APYr C APYroMm, Kak nokasaHo Ha pu-
CyHKe 4, CTaHOBUTCS OYeBUOHOWN HEODXOOAMUMOCTL CpaBHEHUSA SNEMEHTOB MO UX OBLWKMM XapakTepuctukam. C
yBeNnuiyeHnem Yyucrna anemMeHToB CTAHOBUTCHA OYEBUOHBIM HEOCMOPUMOCTbL 3TOro noaxoaa. besycnoBHo, npea-
MOCLINKOW HEOCMTOPUMOCTU SBASAETCH 3HAYUTENbHOE YACIO aHaNornMn B pamMkax 3Tx MeToaoB.

MaTtpuua xapakrepuctuk gosepus

PucyHok 4 — [pyHumn cpaBHEHNA MmaTpul

[ns cpaBHeHMS MaTpuUL, Haao paspaboTaTth nepeveHb xapakrepuctuk aosepus. OCHOBHOW TPYAHOCTbLIO
3TOro noaxoaa aAsnaetcss GopMUPOBAHNS ONTUMAIBLHOMO NepeYvHs XxapakKTepucTuK, NpruemMnemMsix 4N N3noxe-
HUAS B ODLLIMX YepTax OCHOBHbIX pasnuynii Mmexay sTuMm MetogamMmum.

CpaBHeHUe MaTpUL, XapaKkTepUCTUK AOBEPUS MeTOA0B obecneveHnsa AOBEPUSA COCTOUT U3 UX ONUCaHUA U
PaHXUPOBaHUA OTAENbHBIX METOAOB MO NepeyHto. [NpeactaBneHne pesynbTaToB yNpoLwaeTcsl NpUMeHeHnem
KONUYECTBEHHBLIX Mep UaMepeHusa nnu cteneHen. MNoagxoaawmum crnocobom npeacTaBneHnst pyKoBoACTBY pe-
3yNbTaTOB OLEHUBAHUSA ABNSAETCA npeacrasneHne rpadonveckmx KOHTPOMbHBLIX CMTUCKOB.

O ns npnHATUA MHPOPMUPOBAHHOMO peLleHUs No BbIbopy MeTOA0B 0becnevyeHuUs AoBepUs ANst AalbHEW-
Leroc NpUMeHeHNs 1 3Ha4YeHMIo (LEHHOCTN) pesyrnbTaTa NPUMEHEHNSA KOHKPETHOro MeToaa Npu aHanuse cpas-
HEHWUA MaTPULL UCCNeayroT COBOKYMHOCTb Cneungprnieckux MmetoaoB obecrneyeHnss A4oBepus.

[MogobHble cpaBHEHUA MaTPUL, MOXHO aganTupoBaTh ANl KOHKPETHLIX NpobnemMHbix obracten B cOOT-
BETCTBMN C TpebOBaAHUSIMU 3aUHTEPECOBAHHLIX CTOPOH, HaANnpuUMep, Ans NpousBoAUTENS NPOoaAyKTa, KPYNHOM
opraHusaumm.

B pasgene 6 HacTodwero craHgapTa onpeaernexHsl TpyU npobrieMbl, CBsI3aHHbIE ¢ AOBEPUEM, KOTOPbIE
BbIOpaHbl B KA4eCTBE PyKOBOACTBA.

KpaTkoe M3noXeHne metona cpaBHEHUS MaTpuL, cneumdmniecknx obLnMX XxapakTepucTuk BblOpaHHbIX
MeTOO0B NPUBEAEHO B NMPUNOXXeHUn A.
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5.3.1 CpaBHeHMe No NPpUHUUNY «OAUH K OQHOMY»

[ns 6onee nogpobHOro cpaBHEHUA 3NEMEHTOB MaTPULL MOXET UCNONb30BaThLCS MNONb30BaTENbCKUN (3a-
Ka3HOW) nepeyeHb: anemMeHThbl AcDaBNAITCA UMK yOanaTCd, ¢ TeM YTODbLI COOTBETCTBOBATHL NMape BblbpaH-
HbIX 3nemMeHToB. OgHako No Mepe yBenndeHUda yncna cpaBHMBaAeMbIX MeTOA0B YUCIIO CpaBHEHUU «OOUMH K
ogHOMY» ByaeT yBennunBaThbCa ¢ ABOUYHBLIM KOSIRPULMEHTOM «N» U 2, TAe N — YACNO METOA0B (Hanpumep,
anst 6 sneMeHToB NOTpebytoTca 15 oTAenbHLIX cpaBHeHWUN). 1o 3TON NpUYMHE AaHHBLIA TN CPaBHEHUS B
HaCTOosILLEM CcTaHaapTe He NPUMEHSAETCS.

CpaBHeHWEe Mo NPUHUMNY «0ANH K 0AHOMY» NPpUemMnemo Ans nonb3oBaTtens, cnocobHOro NnpoBoanThL Ta-
Koe cpaBHeHMe Ha ocHoBe onucaHun, cogepxawmxess B NCO/MOBK TO 1544 3-2, n ncnonb3yemMoro CCblfovHOro
MaTepuana B HacTodwem ctaHgapTe. [Nonb3oBaTenb MOXET TakkKe nogroToBUTb pestoMe, ¢ TeM YTODbI cae-
NnaTb BbIBOAbLI M3 KOHKPETHOro Yncna cpaBHeHUN «o4QuH K OAHOMY» .

5.3.2 MaTtpuua xapakTepucTUK aoBepusn

XapaKTepUCTUKM aoBepust ABnarnTca pakTUYecknm NMCTOYHMKOM A0BEPUA U MOTYT UMETb COOTBETCTBYIO-
LLIYIO CUCTEMY noKasaTtenen. XapakrepucTuki oBepust BKMoYaroT B cebdsl LeHHOCTb (3HAaYMMOCTb) U pasnny-
Hble KauyeCTBEeHHble acnekTbl, Takue, Hanpumep, Kak CTPOrocTb, HaAeXHOCTb, BOCMPOU3BOAMMOCTD,
5P PEKTUBHOCTL U T. A.

Kakon metoa obecrnedeHnsa aosepust noaxoanT Ons paccMmaTpupaemMon npodbnembl AOBEPUST U KaK ero
NPUMeHATL? [1Na 0TBEeTa Ha 3TU BOMNPOCHI HAA0 MOHATL NPeuMyLLLeCTBa METOA0B obecnevyeHns A0BEPUA UCXO-
05 U3 JOCTUHYTOrO C UX MOMOLLBIO AOBEPUA U C yYETOM CBA3aHHBIX C HUM U3gepxek. dpyruMmmn cnosamu, ang
obneryeHuns1 cpaBHEHUA MeTOA0B 0becneveHunst AOBEPUSA CBOUCTBA (NPU3HaKM) A0OBepUst, onpeaensitoLlme 3Ha-
YAMOCTb MeToda, AOKHBI MONYYUTb XapaKTepUcTUKN.

5.4 CocpenoTOUYEHHOCTbL Ha XapaKTepucTukax goBepun

[1nsa cpaBHEHUSA NPUHATBLIX MEeTOOO0B obecnevyeHns aoBepus dbino paspaboTaHO HEeCKONbKO TUMUYHBIX
XapakTepucTuk goeepus. HasHavyeHMeM HacTodALWero ctaHgapTa sIBNYeTCs oKkasaHue nNoMoLLUn NoNb3oBaTeNto
MNP NMPUHATUN PELLEHNST O MPUMEHEHNI OOHOro MeToaa UM KoMbuHauunM U3 aAByx Unu d6onee mMeToaoB ANd
KOHKPETHOro crny4vas.

XapakTepuctuku goeepus (CM. Tabnuuy 7) UMeroT oDLLINMK XapaKTep, a onpeaeneHHsle MeTtoabl obecne-
YeHUa OOBEPUA aHaNM3UPYOTCHA Ha 0bLen OCHOBE B NMpUnoXeHun B.

Oblwaqa opneHTaumMa mMeToaoB, npeacraBrieHHasl B pestomMme, npuseageHa B npunoxexHun A. 13 Tabnun-
Ubl / MOXHO caenaTb BbIBOAbLI 0 MPUMEHUMOCTU UM HENPUMEHUMOCTI KOHKPETHOrO MeToda B KOHKPETHOM
KOHTEKCTe.

[Tpnmevanune—NWexogHyo 1 nocneaylowyo vHpopmauute o metogax obecnedeHust OOBEPUST CM. B
NCO/M3K TO 1544 3-2.

Tabnuua 7 —KnwoyeBbie acnekrbl CPaBHEHUS

AcnekT OnucaHue

'IpegycmaTtpumBaeT nNu MeToj onpeaenenue uenm obecneveHns aoBepusi’?

1 Llenb poBepus Kaknm metoaom bbina onpeageneHa ata uenb?
{aK 3T1a uernb goCTUraeTca?

Kakyto npobnemy obecneveHnss goBepus peliaeTt meton?

2 LleneBas aygntopus y . -
[1Na Kaknx KOMNaHUU U Kaknx ponen B pamkax npeanpuatua npegHasHaveH meton”

KakoBO HaszHa4veHue paccMmaTpuBaemoro metoga’”

Kakne MmeToaonormyeckmne 3rnemMeHTbl OH coaepXnT?

Hackonbko metod npuMeHnmM Ans 06LWENPUHATBIX CTPYKTYP NpeanpusitTun?
HacKoneko metoa NpUMeHUM At KOHKPETHOro crnydvan?

3 XapaKTepPUCTUKN

KakoBa B3anMOCBSA3b MeXay 0b6bemMom paboT no NnpuMeHEHNI0 MeToaa N ero CTou-
MOCTbIO"?

4 Pa3HOCTOPOHHOCTDb KaKon BENNYMHOW U CITOXHOCTBIO UCCIeAyeMoro ob0beKkTa MOXHO onepupoBaTb?
MOXHO N 3TO KOHTPONUPOBaTL NYTEM NPUMEHEHNS PA3HbIX CTENEHEN AeTannaa-

HAN‘?

OTpaxaeTt N HacTosWas Bepcus Metoa HoOBENLLNE TEXHONOMMN?

5 CBOEBPEMEHHOCTb "
Kak ob6ecrneynBaeTcs B criydae HeobXxognmocTu perynsipHoe obHOBNeHne MetToaa’
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OkonyaHue mabnuubi 7

AcnekT OnucaHune

O6pasyoT NI KPUTEPUN 3aKPbITbIM UCHEPMBIBAKOLWMIN KaTanor 3N1eMeHTOB UITN OXBa-
TbIBAKOT TONBKO BblDpaHHbIE acneKkTbl?

0 3aBepLIEHHOCTb y
[ns kKakoro ypoBHS 6e30nacHOCTU aganTUPOBaH PeneBaHTHbIW KaTanor COOTBE-
TCTBYIOWMX KPpUTEPUEBR?
M3aepXkun npwu Yero Haao »XaaTb B OTHOLLEHMM 0Obema padboT n n3gepXek Nnpu NpuMeHeHnn OaH-
I BHeapeHun/obbem HOW cucTembl KpuTepueB beaonacHocT VT K TUNWMYHBIM CLUEHAPUAM?

paboT NO BHEAPEHUIO

[Mopaepxka CyLEeCTBYIOT NN Kakne-nmbo MHCTPYMEHTbI NOAAEPKKA NONb3oBaTensi NPy Npume-
8 MHCTPYMEHTANbHbIMW | HEHUK paccMaTpuBaemMoro metoga’?
cpeacTBaMm

y CoaepXxuT nNn paccmartpuBaemasi cucrema kputepueB besonacHoctn T ka-
Cdhepa pencreus

9 Kne-nmbo nonoXeHust M pykoBOACTBO MO Kpuntorpadmnyeckum npoueaypam mnm
KpnnTtorpadpunu ,
anropuTMmam’
OUEHKA U CywecTtsyeT Nnu A4ns MeToga KBanuukaumoHHas n/mnm ceptnipnkaymoHHas cuc-
10 . Tema”?
cepTupmnkaumns

[TpumeHnm Nn metoa AnsA NPOAYKTOB UNN NTOMOBbLIX PELLEHNINTY

ABnsieTcs N BO34ENCTBUE YCIMELWHOro OLEeHUBaAHUA U cepTUdPUKaUNM NoTEHUMATb-
HO YAOBIETBOPAOWMM 3aKas3umKka nnnm agMUHUCTPaUUIO UNn, Nno MeHbLLEN Mepe,
OCHOBOW AN AONONMHUTErNbHbIX TECTOB?

KakoBa 3penocTb (pa3BUTOCTb) CTPYKTYPbLI?

KakoBO pbIHOYHOE NPU3HaAHWE U ero ABmxyLlme cunbl?

YbeanTenbHOCTb U
NpU3HaHne

11

5.4.1 Uenb obecneveHun gosepun

3agaven opraHa no obecnevyeHno OoBepus ABNAETCH YTBEPXKAEeHNUE aeKBAaTHOCTU AOBEPUSA, a TaKKe
yncna 1 KavecTBa CBUAETENbCTB A0OBEepPUs, KOTOPLIe Haao NonyyYnTs ANA AOCTMXKEHUA NPUEeMIIEMOro YPOBHSA
puUcka. ITO O3HaA4YaeT, UTO OCTaTOUHbLIM PUCK AN NpeanonaraemMon cpedbl He NPeBbICUT YPOBEHb, NpUemMrie-
MbI ONS 3aUHTepecoBaHHbLIX CTOPOH U MPUHATBIN UMI.

[1ns1 yBepeHHOCTU B pe3ynbTaTte obecnevyeHUsa OoBepus opraH no obecnevyeHnio aoBepust obsisaH ob-
OCHOBaTb 3TOT pe3ynbTaT paunoHanbHbIM CNOCODOM, NPOAEMOHCTPUPOBaB Tpebyemoe PyHKLUNOHUPOBAHNE
poaykTa ¢ obecnevyeHnem TpebyemMbiX PyHKLUOHANbHbLIX BO3SMOXHOCTEN U OOHOBPEMEHHBIM BbINMONHEHUEM
ONMNTUKM Be3onacHOCTU. CTeneHb YBEPEHHOCTU SIBNAETCA NPsSIMbIM pe3yibTaTOM NnpoLecca obecnevyeHnus ao-
BEPUA N cTeneHn yaobcTBa AN KOHKPETHOro 3anHTEepeCcoBaHHOMo nuua.

ChnegoBaTenbHO, NPOoLEecchl U cTaHaapThl, UCNoMb3yeMble Ans PopMUPOBaHUA O0BEPUSA, OOTTKHBbI ObITh
MOHSATHBLI U BKMOYaTh B cebs onpeaeneHne, coOop U NpoBepKy CBUAETENLCTB AoBepust. CBMaeTenbcTBa AoNycC-
KaeTcsl cobupatb MeToaaMu, NpUMeHsieMbIMA ANga pa3paboTKy, COCTaBMEHUS N NoaaepXXaHua pesynbTaTa
ooBepus.

Llenb obecneyveHUsa A4oBEpUS MOXKET OCHOBbLIBATLCS Ha OLLEHKE puUcKa, NoNMTuKe 6e3o0nacHOCTU UMK NPOo-
bmne s3awmnTbl (CM. Takke npunoxeHue E).

[1na XxapakTepucTukn aoBepUa «Lenb obecneveHna AoBepusa» cpaBHEHWE AaeT OTBEThI Ha crneaytoLme
BOMPOCHI:

- NpegycMmaTpuBaeT N MeTod onpeaeneHue Luenn obecnevyeHnUs JOBEPUS;

- KaKUM MeToa0oM Oblna onpegerneHa ata uenb;

- KaK 3Ta uenb gocturaetca?

Ecnu meToa He onpeadenseT Uenb obecneyeHnst A0BEPUSA UM €CNIA 3Ta LeNb HE COOTBETCTBYET TPebOo-
BaHWUAM opraHa no obecnevyeHUto A0BEPUA, TO ANS onpeaeneHns uennm pekoMmeHayeTcsi OLleHKa pucka Unu Be-
pudpnkauns od6ocHoBaHHOCTU. [pn HeoBXoAMMOCTU PEeKoOMeHAOBAHHAA Lenb obecneveHnsa JOBEPUSA MOXKET
ObITb paclinpeHa Ans oTpaXKeHUsa NpakTU4eCckon AeATENbHOCTA B NPOMBILLNIEHHOCTU U yrIpaBNEHUHN.

[TpumevaHuns

1 Cama no cebe oueHka pucka MoOXeT ObITb rapaHTUpPOBaHa, HaNnpUMep, OLLEHKOW nepcoHana, NPoBOASLLENO OLLEHKY
PUCKa HA OCHOBE CBOEr0 OMNbITa, €ro ypoBHA NOATOTOBKM /WM gpyrux PakTopoB, HAaNpUMep, MecTa, rae NnepcoHan npoxo-
OV NOArOTOBKY.
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Llenb obecneveHns QOBEPUA MOXET ONnpeaensiTh XapakTePUCTUKN, KOTOPbIMW A0IXeH obnagarb npeanonaraemMbin
MeTo obecneveHus goBepus, n/mnm cnocob npeacraBneHnst 4OBEPUS, TAKMM 0Dpa3oM yMEHbLLAS YNCITO METOA0B, KOTO-
PbIMW MOXHO MONy4YnTb JOBEPUE.

2 COOTBETCTBYIOLWME KOHLENLUU U NPOLECCHI BblpaXeHb! B CYLLECTBYIOLWMX CTaHAapTax U TEXHUYECKUX OTHeTax no
besonacHoctn UT, Takmx, Hanpumep, kak MCO/M3K 13335, MCO/M3K 27002, MCO/M3K 21827 n MCO/M3K 15408.

5.4.2 LleneBana aygutopus

Hactoawmnn ctaHgapT aganTupoBaH ANd npeaocTaBeHns pykoBoacTea no Tpem TUMUYHBIM CUTYaLUam
B COOTBETCTBUU C paszdenom 6. ITa XxapakTepucTmka oBepust UMeeT criegytolmne KaTeropum:

- AoBepue K paspaboTke: paspaboTtka npoaykros KT, Hanpumep, B obnactn 6e30nacHOCTU;

- JOBEpUE K MHTEerpauun. sakynka npoayktoB M UX KoMnoHoBka B cuctemy UKT, Hanpumep, B COOTBE-
TCTBUWN C onpeaeneHHoOW NoNUTUKon besonacHOCTU:

- joBepue K PyHKUMOHUPOBAHUIO CUCTEMblI MHPOPMAaLMOHHBIX 1 KOMMYHUKALUMOHHBLIX TEXHOOIMN, Ha-
NPUMeEp, B COOTBETCTBUM C NONUTUKOWN BE30NacHOCTU AaHHOW opraHu3aL .

Kpome Toro, cpaBHeH1e MOXET AaTb OTBET Ha criegyolme BONpoChl:

- ANg Kaknx KoMnaHun npegHasHaveH MeToa;

- ANgA KaknxX ponen B pamMKax opraHusaunn npegHasHa4vyeHo coaepXKMMoe;

- HACKOMNbKO MEeToAd NPUMEHUM K ODLLENPUHATBIM CTPYKTYPaM npeanpuaTmin?

5.4.3 XapaKTepUCTUKHU

[Toaxon k obecneveHunto aosepud, onpeaeneHue kotopomy npueaeHo B MCO/MOIK TO 15443-1 u
NMCO/M3K TO 15443-2, paccmaTpuBaeTcsl U pasbsicHAeTCs B 6.1 HacTosIlWero ctaHgapTa.

Kpome Toro, cpaBHeHMe MOXET AaTb OTBEThLI Ha cneaylolme BONpocChHl:
- HACKOMNbKO MEeToA NPUMEHUM K ODLLENPUHATBLIM CTPYKTYpaM npeanpusiTUi;
- KAKOBO Ha3Ha4veHne paccMaTpuBaemMoro Metoaa;
- KaKMe MeToaoNorm4eckme snemMeHThbl OH coaepXuUT?

[Tpnmedvanune—Obwee pykoBOACTBO NO BbIBOPY NpUeMnemMmoro nogxoga K obecneveHuio goBepust ans goc-
TUXXEHWA KOHKPEeTHOW uenu no obecne4veHnio 4oBepusi cM. B 5.1.

5.4.4 Pa3HOCTOPOHHOCTDb

BO3MOXHOCTb MOBTOPHOIO WUCMOMb30BAHUA YacTen npoueaypbl OUEHKAN NO3BOMAET aMOopTU3NPOBAaTL
CTOMMOCTb paboT, BbINMOMHEHHbLIX B OTHOLLEHWW KaKoro-nnmbdo npoaykra, Hanpumep, byayuero oueHmnsaHus. B
0COBObIX crnyvasix CTOMMOCTb paboT cneagyeT aMopTU3UPOBaThb C NMOMOLLLIO, HANPUMEP, cneunanbHON BepCcum
npoaykTa B OTNnYMe OT CEMEWUCTBA CYLLECTBYOLWMX M DyayLLIMX ODBLEKTOB.

Kpome Toro, cpaBHeHUE MOXET AaTb OTBET Ha creaytolme Bonpochl:

- KAKOBa B3aMMOCBA3b MeXay 00beMoM paboT N CTOMMOCTbIC MPUMEHEHUS;

- KaKOW BENMUYNHON N CNOXHOCTBIO UCCNeayeMoro obbekta MOXKHO ONepupoBaThb;

- MOXHO N 3TO KOHTPONMUPOBAaTL NyTEM NMPUMEHEHUSA Pa3HbIX cTeneHen getannsauum?

5.4.5 CBoeBpeMeHHOCTb

Kpome Toro, cpaBHeHUE MOXET AaTb OTBET Ha creaytolme Bonpochl:

- OTpakaeT NN HacTosLWaa Bepcusa MeToga HoBenLlne TEXHOMNOMN;

- KaK obecrne4ymBaeTca B crniydae HeobXoaMMoCTU perynsapHoe obHOBNEHUE METOAA;

- YTO TaKoe pbIHOYHOE NPU3HaAHUE 1N KaKoBbI €ro ABWXKYLLUUE CUNBbI?

5.4.6 3aBepLUeHHOCTb

Kpome Toro, cpaBHeHUE MOXET AaTb OTBET Ha creaytolme Bonpochl:

- 0OpasyoT NU KPUTEPUM MO OCHOBHOMY BOTMPOCY 3aKpbIThi UCHEPNbIBAOLWUNA KaTanor 3NeMeHTOB UM
OXBaTbIBAtOT TONbKO BbIOpAHHLIE aCneKThbl;

- ANS KaKOro ypoBHSA 6e30nacHOCTU aganTUpOoBaH peneBaHTHbIM KaTanor COOTBETCTBYIOLLNX KpUTEPUEB;

- paccMaTpuBaeT N MeTo Lenn 6e3onacHOCTU TOMbKO C MOMOLLbHO MOMTHOro UcHepnbIBatoLLero Katasno-
ra 31IeMEeHTOB UM OXBadeHbl TOSTIbKO BbIDpaHHbIE acneKThl;

- ANS1 KAKOro YpoBHS Be3onacHOCTU aganTupoBaH Metoa?

5.4.7 U3pepXKu npu BHeagpeHUU/o6beM padboT no BHegpPEeHUIo

Kpome Toro, cpaBHeHUE MOXET AaTb OTBET Ha creaytolme Bonpochl:

- Yyero Hago aaTb B OTHOLLEHMK obbeMa paboT 1 nsgepkek npu npuMeHeHnn AaHHOW CUCTEMBI KpUTe-
pueB besonacHocT T K TUNUYHBIM cLueHapusam?

XapaKTepucTuky aoBepust IBNA0TCSA dakTU4eCKUM MCTOYHUKOM A0BEPUSA N MOTYT MMETb COOTBETCTBYIO-
LLIYIO CUCTEMY NoKasaTenen. XapakrepucTukn JOBEPUS BKITHOYALOT B ceBA CTOMMOCTb U pasfnyHble Ka4eCTBEH-
Hble acrnekThbl, Takne, HanpuMep, Kak CTPOrocTb, HAAEXHOCTb, BOCMPOU3BOANMOCTb, 3PEKTUBHOCTL U T. A.;
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- Kakon meTon obecrnedyeHunsa AoBepus ABNSETCA NpaBuibHbIM AN UMetoLLencs Npodbrnembl 4oBepUs n
Kak ero npumeHaTb? Ons oTBeTa Ha 3TOT BOMNPOC HAAo NOHSATL NpenMyLlecTBa MeToaoB obecrneveHnst JoBe-
PUSA, NCXOOA U3 AOBEPUS, NPUOBPETEHHOro 3TUMU MeTodaMmn Hapsaay co CBA3aHHLIMU C HUMU U3JepKKaMu,
Opyrummn crnioBamun, CBOUCTBA AOBEPUS, COAEUCTBYOLLME ONpeaeneHnto ero 3Ha4MMoCcT, OMKHbLI U3MEPSITLCS
N CpaBHUBATbLCA Nocne naeHTUupnKkaumm ansTepHaTuB.

OueHKa siBnseTcst AONONTHEHUEM A0OBEPUS, ANSA MONyYeHUs KOTOPOoro TpebyoTcsa ACMONHUTENBHOE Bpe-
Msl, NepcoHarn 1 3HavYnTernbHble pacxoabl.

Takum obpasom, opraHy no obecrneveHno JoBepUa crieqyeT normdeckn c6ocHoOBaTh LLenecoobpasHoCTb
MCNONb30OBAHUS TAKOU OLLEHKMN.

[loBepune cnyXnt npuMunHoOn nsgepxek, 1 No3ToOMy X BENUYMHA MOXET ObITb OCMOopeHa.

[Tpn onpegeneHnn CTOUMMOCTU KOHKPETHOro noaxoda K obecneyeHno JOBEpUst BaXKHO YYUTBIBATb KOH-
KpEeTHOE OKPYXXEeHUE, B KOTOPOM AeNCTBYET opraH obecrneveHust foBepust. CTOMMOCTb ornpeaenseTcst KOHKpEeT-
HbIMW  TPEOOBaAHUAMWN oOpraHa obecrnedveHUa AOO0Bepus, AN KOTOPOro OHa onpegenseTcda, WU O0MMKHa
COOTBETCTBOBATb NOTPEOHOCTAM AOBEpUs, yaensia ocoboe BHUMaHUe KOHEYHOMY MOMb30oBaTEeNo A0BEPUS.

[Tpn HanNMuYMM anbTepPHATUB AOBEPUS HAA0 ONPeaennTb OTHOCUTESTbHYH CTOMMOCTb MEeTO40B obecneye-
HUA OOBEepUs.

[MonuTtuka 6e30nacHOCTN UNK KyNbTypa opraHusaunum MOXeT onpeaensatb dopmy aosepusi. Popma Ao-
BEPUSI MOXKET ObITb NPOANUKTOBAHA CYMMOW, KOTOPYHO OpraHm3aums rotoBa 3annaTtuTb, UMM KaKUMU-TO ApYrMMi
3HAYNMbIMU KPUTEPUSIMU, HANPUMEP, NMONTMTUYECKUM YKa3oM UM 3aKoHoaaTeNnbCcTBOM. Kputepun npegHasHa-
YeHbl AN NoNyvYeHUs1 AaHHbIX 0 TOM, NOYEMY NOMb30oBaTeNb rOTOB 3annNaTUTh 3a A0BeEpPUE U MPUMEHUTENBHO K
yeMy opraHmaaumsi HamepeHa okasaTb JoBepue, KOTOPOoe OHa oMnflavnBaerT.

[Tpumeyanwune—Ilpu paccmoTpeHnn metTogoB obecneveHuss 4OBEPUS MEPBbIM LLArOM MOXET CTaTb onpee-
NeHne NPUYNHbI TOTOBHOCTU NOMNb30BaTENs 3annaTtuTb 3a A0BEPUE U TO, AJ151 KAKOW Lenn OH HaMmepeBaeTCH MNPUMEHUTb 3TO
nosepune. OnpegeneHne nNpuYnHbI FOTOBHOCTU NOMb30BATENSA 3annaTuTb 3a AOBEPUE MOXET MOCNYXUTb NPUHYMHON OTKa3a
OT ApYyrux MeTogoB obecneYveHnss JOBEPUS, a TaKKe B 3HAYUTEINbHON CTENEHU BO3AENCTBOBATb HA JOCTMXEHNE LENen
obecnevyeHns JOBEPUS.

5.4.8 lNopgaepXKka UHCTPYMeHTaNnbHbIMU CpeacTBaMu

CpaBHeHMe MOXeT AaTb OTBET Ha BOMpPOC:

CYLLECTBYIOT N Kakne-nnbdo MHCTPYMEHTHLI Noaaep XK1 NoNb3oBaTeNs Npu NpUMeHeHN paccMaTpuBae-
MOro metoaa?

5.4.9 Cdepa aencteuga kpuntorpacdmu

CpaBHeHMe MOXeT AaTb OTBET Ha BOMpPOC:

coAepXXUT N paccMmaTpuBaemasi cuctema Kputepues besonacHocTn T kakme-nndo nonoXXeHUs Unm py-
KOBOACTBO NO KpunTorpadpuiyeckum npouegypam Unm anroputmam?

5.4.10 OueHkKa u cepTudUukauunsn

Elle Oonbllee yBenuieHne AoBEPUS AOCTUraeTCH Npu onpeaeneHun n/mnn ceptuukaunmm oLLEHKN pe-
3ynbTaTta AoBepus nNo Kakon-nmbo nNpusHaHHOW cxeme cepTudmkaLmnm.

CpaBHeHWE 3TON XapaKTepUCTUKA OOBEPUA MOXET AaTb OTBET Ha cneayioLiue BOMpOoChl:

- CYLLeCTBYET N ANns MeTtoda KBanudunkaunuoHHaa n/mnn ceptugukaLMoHHas CUCTEMA;
- noaxoanT Na MeTo AN NpodyKToB UM UTOTOBLIX pelleHUH;
- nonaratTCs N Ha He3aBUCUMBIX OLIEHLLMKOB MpuY Bblgave cepTUdUKaToB, Ny ceptTudmnkaumns obecne-
YnBaeTCcHd cneunanmManpoBaHHbIM OpraHoM UM opraHsaumen;

- NOANEXUT NMA caM opraH no cepTudunkaunm oLeHke 1 attectaummn’? KakoBbl NpaBuna atrectauui;

- AMEIOTCA N cornaweHns ¢ B3aMMHOM NPU3HaHWUA CepTUPUKATOB;

- KAKOBO BO3AEWUCTBME YCMeLlHOoro oueHuMBaHna ceptudpukaunn, To eCTb KakoBa noTeHuuanbHaa BO3-
MOXXHOCTb YAOBNETBOPEHUA TpeboBaHUAM 3aKasuunka Unn agMmMHUCTPaLnNK;

- KaKOBa 3peNioCTb CXeMbl?

[TpunmedyaHune—MeToabl obecneveHns 4OBEPUS CO CBA3AHHBIMU C HUMM CXeMaMU cepTUudmnkaumm npeacTan-
NEeHbI B MPUIOXeHUn A.

5.4.11 HapeXHOCTb U NpU3HaHue

HapgexHocTb MeToaa obecnevyeHns JOBEPUS U, BO3MOXHO, CBSI3aHHAs C HUM cxemMa cepTUdmnkaLmm oka-
3bIBAKOT CUIbHOE BITUAHME Ha NPUHATUE pesynbTaTta ero npuMMmeHeHusa nonb3oBaTenem.

HageXxHoCTb MeToaa ocbecneveHns A0OBEPUA OonpeaensieTcd ero U3BECTHOCTLIO Ha PbIHKE, MoAAepKKOU
3acnyxmesarouwle AoBepuda opraHmsaumen, NpUHATUEM NPaBUTENTbCTBOM UMK NMOoAAEPXKKOMN C ero CTOPOHHDI.

[Ons rnobanbHbIX Nonb3oBaTenen NpusHaH1Ue AOMKHO ObITh NONMYyYEHO Ha MeXAyHapoaHOM YPOBHE.
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6 PykoBoacTBoO

Ons ntoboro adppeKkTMBHOIO pykoBoacTBa TpebytoTcs obobueHne, ynpoLlleHne U cocpeaoTOYEeHHOCTb.
Ona ymeHbLIeHNa Yyiucna MeTodoB, CpaBHMBaAEMbIX CO 3HAYUMbIMKU U NPpUEMEMbIMU MEeTo4aMK, aHaNU3npy-
IOTCA TPU TUNUYHBIE CUTYaLUN. DTU CUTYaL MK Ha3bIBaloTCA «NpobnemMbl obecnevyeHna 4oBepusi» U onpeaens-
l0TCA cneayrowmm obpasom:

- oBepue K paspaboTke — paspaboTka npoayktoB KT obbIMHO € y4eTOM Lenein 6e30nacHoOCTH;

- JOBepUe K MHTerpaunm — 3akyrnka U KOMNoHOBKa NPOAYKTOB B CUCTEMY MHPOPMALMOHHBIX M KOMMYHU-
KaLMOHHbIX TEXHOMOMM 0bbIMHO AN AOCTWXKEHUS Lernen Unm nonmTukn 6e3onacHOCTU;

- poBepune K PyHKUMoHUpoBaHno cnuctemol IKT B COOTBETCTBUU C MONMUTUKOW BE30MacHOCTU AaHHOW
opraHusaLun.

Kaxgas npobnema nmeet cBoU 0COBEHHOCTU U OTNNYUA.

KoHuenumio npobnembl obecneveHns 4oBepUst MOXKHO Nerko npeactaBuTb HarnsgHo, UCNONb3ysa KOH-
LenLuunn XXM3HEeHHOro UnKna 1 nogxoga Kk obecnedveHunto gosepus, paspadboTtaHHble B UCO/M3K TO 1544 3-1,
HanonHeHHble coaepxaHnem B MCO/M3K TO 1544 3-2 n gononHeHHble 3aTanom KoHuenuusi/cneundpumnkaums B
COOTBETCTBUN C 4.2.3 HACTOosALLEero ctaHgapTa.

3HaHWEe pasnnYHbIX MeToa0B obecneveHnst AOBepPUS N NOAXCAO0B K HAM NO3BONSIET opraHy obecneyeHus
0oBepusa onpeaenatb MeTodbl, COOTBETCTBYHOLNE BU3HEC-TpeboBaHMSM 1 Npobneme obecneveHnst 4OBEPUS.
Ba)XHbIM acneKkToM, KOTOPLIA cneayeT UMeTh B BUAY, SIBNSAETCS KOHeYHasa Lefb obecnevueHnst A0Bepust: Nony-
YeHne yBepeHHOCTU 3anHTepeCcoBaHHbIX CTOPOH He3aBUCUMO OT NpuUMeHseMoro(bix) Metoaa(oB).

BeBunay cCnoXxHocTn TpedboBaHmin 6be3onacHoOCTU, pasHoobpasns MeToaoB obecneyeHUsa AOBEPUS U pasnn-
YN MeXQy pecypcamMu 1 KynbTypamMn opraHnsanynm pekomMmeHgauus, nprusedeHHas B HacTosWeM cTaHaapTe,
OyaeT HOCUTb Ka4yeCTBEHHLIN 1 0BOBLLEHHbIN XapaKkTep.

B HacToslem cTaHOapTe pyKOBOACTBO COCPeaoTOYEHO HA HECKOMbKUX MeTodax, UCMLITAHHbLIX U NMOBCe-
MECTHO MPUHATLIX AN 3TUX TPeX cutyaunin ¢ obecnevyeHMem JOBEPUS.

Jran
obecnevueHmsa —>
aoBepus

POYHKUMOH

NoaxoAn poBaHue

K obecneyeHuIo
AOBEpPUA

.

ObbeKT
(NpoAayKT, cucTema

MeTon obecneyeHus
aosepusa B

Unu ycnyra)

poBepus E

Cpepa
(nepcoHan

‘

obecnevyeHust
posepus H

WNIn opraHu3aums)

PUCYHOK 5 — ObecneveHne goBepus
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6.1 JoBepue K pazpabotke (OP)

[P MOXeT NPpUMEHATLCS BO BpeMS paspaboTKM NpoayKkTa, cucTtemMsbl UK yenyrn. TeopeTuieckn paspa-
boTKa:

- HAYMHaeTca ¢ KoHUenuuu;

- pasBMBaeT KoHLLenuuo B cneundmkaL o, Kotopas saTeM MmaTepuanmsyeTcs B npoLecc paspaboTKu;

- 3aBepLIaeTcs NoNyvYeHMeM NpoayKTa ¢ 3agaHHbIMKU TpeboBaHUAM, YCNeLWHoN AeMOHCTpaLnen 3aaaH-
HbIX XapaKTepUCTUK NpoayKTa Unu sanuagaunen ero CBOUCTB B LleNneBoun cpeae.

TpeboBaHWsS OOBeEPUSA MOTYT crneundnumpoBaThcs, a MeToabl obecneveHnst 4OBEPUS — BbIOMpAaTLCA U
MPUMEHATLCS B COOTBETCTBUN € TpeboBaHusmun [P.

6.1.1 Llenb obecnevyeHnna goBepusn

Llenb obecnevyeHns goBepusa Hago onpenenstb Tak, Kak nokasaHo Ha npumepe B npunoxeHun E. B ka-
YecTBe anbTepHaTUBbLI MeToabl obecnevyeHns AoBepPUA MOXKHO BblbupaTtb — KOMOUHUPOBATL AN obecneve-
HUAA 3Tana KoHLUenuun ¢ y4eTom onpeaeneHus Lenen 6e3onacHoOCTU ¢ HeobXxoAUMBIM YTOUHEHUEM.

Ona AP uenamm 6e30nacHOCTU MOTYT ObIThb!
a) ONns oTAeNbHOro NPOoAyKTa — NonUTUKa 6e30nacHoOCTU;

b) Ana cepunHOro npoaykrta — ooduine Lenm 6e3onacHOCTU, NPUHATHLIE B LIENTEBOM KONMEKTUBE NOJb30-
BaTenen.

6.1.2 CywecTtBYOLNE METOADI

HekoTopble cyllecTByoWnE MeToabl obecneveHus aosepusa ans [P B obLMX YepTax npmBeaeHs! B Nnpu-
nokxeHnn A.2. [Hpyrme meToabl obecnevyeHnst OOBepUA MOXHO BblOpaTb B COOTBETCTBUM C
NMCO/MOK TO 15443-2.

MeToabl, NnpuBedeHHbIe B NPUNOXeHUN A.2 HacTodWero craHgapTta, npuBedeHbl B COOTBETCTBUU C
NCO/M3K 15408, NCO/M3K 19790, MCO/M3K 21827, NCO/M3K 27001 n NCO 9000. OcHOBHbIe acneKThl
3TUX MeTOO0B NpMBedeHbl B NPUNOXeHUN B HacTodLWero ctaHaapTa.

6.1.3 OcHOBHbIe acneKTbl

[Tpn BbICOKMX TpeboBaHUSX AOBepUst K Be30nNacHOCTM HeODXoAMMO OLUEHUBATb CTOUKOCTb U KOpPEK-
THOCTb PYHKUMKW Be3zonacHOoCTU. B aToM cnyvae BblOpaHHBIN MeTod obecnevyeHUss AoBepUSA OCITDKEH coaep-
XaTb (CcblNatbCsl Ha HUX UMW OOMONHATLCS UMW) npoueaypbl OUeHKW, obecnedymBarollme CTOMKOCTb W
KOPPEKTHOCTb (PYHKUMIA BE30NacHOCTN.

6.1.3.1 Bepudunkauma ctonkocTti

Bepudunkaumst CTOMKOCTU siIBAsSieTc obecnevyeHnemM npoTUBOCTOSIHUSA TaKUX KPUTUUECKUX MEXaHU3MOB,
Kak LWngpoBaHne, X3WNpoBaHMe, anroputMel naponen npoTUBOAESUCTBUSA aTakamMm, B OCODEHHOCTU rpyObIM
aTakam.

6.1.3.2 Bepugpmkauna KoOppeKTHOCTI

Llenbio Bepudukau M KOpPekTHOCTU aBnseTcsa obecrnevyeHne NpaBUnbHOCTU BbINONTHEHUS 3TANOB MPo-
lecca pa3paboTki OT pyHKUMOHANbHLIX TpeboBaHUN A0 aKcnnyaTauum cuctemel. CnegoBaTtenbHO, Bepudu-
KaLUMa KOPPEKTHOCTU OTHOCUTCA K OLleHKe cornacoBaHUsl HWXKHEro YpoOBHA NPOEKTUPOBaHUSA (BKOYas
BHeApeHne) ¢ bonee BbICOKUMM YPOBHSAMWU. OTU AENCTBUSI HE CBA3aHbI C yrpo3aMmn Unu LiensamMm 6e30nacHoCTu,
a TOMbKO C OO0JMKHBIM npoBedeHUeM paspadboTku. OHM TeCHO CBA3aHbl C BepuUduKaumen kadecTBa WU
pyHKUMEN obecneyveHns1 JOBEPUS K KAYECTRY.

Bepudukauumsa KOppeKTHOCTU ABNSIETCSH NMPOLECCOM NOATBERKAEHUSA COOTBETCTBUA CUCTEMBI cneLmndu-
KaLWMn U NpoekTa HUXKHEro YpoBHSA, M COOTBETCTBUA cneuundgpmkalmm bonee BLICOKUM YPOBHAM NMpoekTa. JTa Be-
puprKaLms noagpasymeBacT MPOBEPKY COOTBETCTBUA TPeboBaHMU K CUCTEME crneludukalnm, nockonbKy
TpeboBaHMA CPOPMYNNPOBaHLI CNOCOOOM, NO3BONAOLLMM NPOBOANTL NPAMYIO NPOBEPKY COOTBETCTBUA Cne-
Lnpukaumn. Bepudukauma KOppekTHOCTU Takke BKoYaeT B ceda MeToanKYy UCNbITaHUA Hapaay ¢ Hedpop-
ManbHbIM UMM OpManbHbIM KOHCTPYKTOPCKMM aHanmmM3oM W cpeactesaMmun Bepudpukaumn. CTporocTb
BepudpurKaLnum KOPPEKTHOCTN 3aBUCUT OT TOYHOIo M OAHO3HAYHOro NpeacTaBieHUs pasnuUYHbIX YPOBHEWN NPo-
ekTupoBaHUA. na dpopmanbHbIX METOAOB aHanusa n sepudpukaunm npuy npeacrtaBneHnUn npoekta TpebyroTco
bonee BbICOKME YPOBHU TOUHOCTU, UTO OrpaHMYMBaET YMCIIO METOOO0B, KOTOPbIE MOTYT UCMNOMNb30BaTLCH AN
onucaHua npoekrta. NpoekT He AofKeH ObITb HeonpeaeneHHbIM, B 0CODEHHOCTU MPU BLICOKUX CTeneHaAX
(YPOBHSAX) YBEPEHHOCTU B NPaBUITbHOCTN CUCTEMBI.

6.2 JoBepue K UHTerpayum (OdN)

IO moxeT npuMeHATbLCS NPU MHTerpaLmn HECKOSbKUX MPoayKToB, 0ObIMHO MHOMMX NPOAYKTOB pasN4HO-
ro NPOUCXOXKOEHUA U C pa3HbIMW pe3ynbTaTaMin JOBEPUS, B CUCTEMY.
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MHorre npoayKTbl NnpeacTaBnaAoT cObOM roTOBYHO U NPOBEPEHHYHO KOMMEPUECKYHO NPOAYKLNIO C pe3yilb-
TaTaMun JOBEpUs, HO YacTo 3TN pe3ynbTaThbl HE OOCTYMHbLI MO 3anpocy nornb3oBatensa. CrnegoBaTenbHO, B
OoNbLUNHCTBE CryYaeB Mofb3oBaTento Kak nocnegHen MHCTaHUMN obecnevyeHnsa AoBepus K passopadmBae-
MO CUCTEME NPUXOJNTCA UMEeTb Jeno CO CNOXHOW cuTyaumen B oTHoLeHUn obecneyeHnem goBepus.

NHTerpaTop KOMMepYecKkon cUcTeMbI, paspabaTbiBaloLWMiA Kakyo-nmbo cnuctemy, obbIMHO NOCTaBAET U,
crnefoBaTenbHO, yY4UTbIBAET TOMbKO YacTb pa3BepHYTON CUCTEMBI, U cneAoBaTefibHo, Nepea HAM CTOUT MeHee
CNoXKHaa 3agada, ecn TONbKO OH He OTBeYaeT 3a CUCTEMY B LIESIOM.

OObIYHO ANA CMOXHbIX CUTYaLUWIA, CBA3AHHbLIX C MHTErpauuen, TpedbyroTca AoONONHUTENbHbIE NPOAYKTHI
M1 Mepbl 6e30MNacHOCTK, YTO MOXeT cosdaTb AeduumT Aosepus. dednunT goBepus HeobXxoaMMO 3anoNHUTL
NS Toro, Ytobbl JOCTUITHYTb YCTAHOBMNEHHbLIX Liefiein 6e30nacHOCTH.

[na nony4yeHnsa HeobXOOQMMOW YBEPEHHOCTU MOXeT noTpeboBaTbcA Banuagauma abcTpakTHOMo U
CIOXHOrO (KOMMMIEKCHOro) pesynbTaTta AoBepnsa B AeUCTBUN.

[MTpunmevanme —BUWNCO/M3IK TO 15443 He oxBayeHbl acnNeKTbl CNOCODHOCTU CUCTEMbI K KOMMOHOBKE N JOBE-
PUSA K HEW — JaXe ecnun Kakgasi nogcucrema B OTAENbHOCTU COOTBETCTBYET CBOUM (PYHKLNOHAINBHLIM TpeboBaHUAM W
TpeboBaHnsMm Be3onacHOCTH, 0bLWAan cocTaBHaAs CUCTEMA MOXET HE DYHKUMOHMPOBATL AOMKHBIM 06pa3om u He BbiTb Be3-
onacHon. ACNeKT A0BEPUS K CNOCOBHOCTU CUCTEMBI K KOMMOHOBKE MOXET NoABEeprarbCs A0NONMHUTENBHOMY CUCTEMHOMY
TECTY N Banuaauum.

6.2.1 Uenb obecnevyeHnsa gosepua

Llenb A gonxkHa onpeaensaTbcs B COOTBETCTBUU ¢ npunoxeHunem E. Llenamu [N asnatoTcea:

- ANs1 OTAENbHOW CUCTEMbI — NONMUTUKA 6e30MacHOCTU CUCTEMBI MM NPOodUNb 3aLWNThI;

- ANs1 CEPUNHBIX CUCTEM — OOLLIKeE Lienn 6e30NacHOCTU, NPUHATLIE B LIeNEBOM KOMNMEKTUBE NOMb30oBaTeE-

=

Nnewu;

- ANS1 04EeHb CMNOXHOM NONb30BaTENNbCKOU CUCTEMbBl — paHee CyLeCTBOBaBLUAasA NoNnTUKa 6e3onacHoOCTU
opraHmsauunn.

B kaudecTBe anbTepHaTUBbLI UMEoLLIMECS MeTOoAbl MOTYT BblIOMPaTbLCA/KOMOUHNPOBATLCA B UHTEepecax
onpeaeneHus uenen tesonacHoctn AN ¢ HeobXoAUMBIM YTOUHEHNEM.

6.2.2 CyuwecTBYOLWUE MEeTOObI

HekoTopble cyulecTBytolMe MmeToabl obecneveHns A B obLMX YepTax U3MOXKEHbI B NpUNoXKeHun A.
Opyrne metoabl gonyckaetca BblopaTth B cooTBETCTBUM ¢ MCO/MOBK TO 15443-2.

MeToabl, npeacTtaBneHHble B npunoxeHun A, B3atol 3 MCO/MOIK 21827 n UCO 9000.

[Tpunmedanune—KnepeyHio cywecTeyowmnx metogos obecnevenms A moxno gobasnte NCO/MIK 19791, B
KOTOPOM COOTBETCTBYIOLWEE PYKOBOACTBO HE MNPeACcTaBNEHO.

6.2.3 OcHOBHbIe Bonpochl

6.2.3.1 lNNpnumeHeHne KoMOUHaALUN TEPMUHOB

[ns nonyyeHns pesynbtaTa, COOTBETCTBYOLLEro Lenn obecnevueHuns 4oBEPUS, UCX0Os U3 COODpaXKeHUI
NONMHOTHI (3aBepPLUEHHOCTW) NPOoAYKTa UHTErpaTopy KOMMEpPYECKNX KOMMMEKCHLIX MPOAYKTOB MOTYT NOTpebo-
BaTbCSl HECKONBbKO METOA0B obecneveHns1 AOBEpUS.

ObbIvHO MHTErpaTop cBoboaeH B BbIDOpE KOHKPETHLIX MeToa0B obecneveHus goBepus. Tekylme mn oy-
ayune pacxoabl Ha cosaaHue NpoayKTa BNUSIIOT Ha 3TOT BbIOOP HApsaAy ¢ oXXMaaHUAMUM 3aKasudnka U PbIHOYHbI-
MW (pakTopamMu.

Bbibop MeTOA0B MOXET OCHOBbLIBATLCS Ha aHaNM3e CBOUCTB METOAOB 0becneveHnsa AoBEPUSt B TOM BUAe,
B KakoMm oHU npeactasneHsl B MCO/MOK TO 15443-2. Llenbto HacTosILero craHaapTa sIBMSIETCHA CpaBHEHME
OCHOBHBIX NPU3HAKOB MeToaa (apryMeHThbl «3a» U «NMPOTUB» ) ANsl BbINONHEHUS TPeDOBaHUN MHTErpaTopa.

Ctpaterna opMmnpoBaHnUa KOMOMHUPOBAHHOIO MeToaa obecrneyveHUsa AOBEPUSA NpeacTaBrieHa Ha Npu-
Mepe U3yYeHUs KOHKPeTHOro cny4yasa, npuseaeHHoro B npunoxxedumn D.1.

6.2.3.2 Vcnonb3oBaHWe pasHbIX pe3ynbTaToB AOBEepUd

[ Bcerga nogpasymeBaeT UHTErpauuo HeCKONbKUX (0DbIMHO MHOTUX) NPOAYKTOB B KAYeCTBE KOMIMO-
HEHTOB B 3aBepPLUEHHYI0 paboTOCNOCODHYI0 U/ UMK pasBopayvYnBaEeMyo CUCTEMY BMECTE C NakeToM TpeboBaHNM
OOBePUA ANsl 3TOU CUCTEMDI.

[1na cosgaHna Takoro nakerta UHTerpartopy cneayer:

- CKOMNNPOBaTh paHee CyllecTBOBaBLUee AoBepune MAEHTUYHBIX MU aHaNOorMYHbIX

MeToa0B obecnevyeHns 13 pasnmyHbIX NCTOYHUKOB;

- NpeobpaszoBaTb U rTAPMOHU3NPOBATL AOBEPUE, NONYyYeHHOoe pasIMYHbLIMUA MeToOdaMM;

- UHTEepnpeTupoBaTbh HeonpeaeneHHble pe3ynbTaThl A0BEPUS;
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- 106aBUTb HeCcyLEeCTBYOLLEE NOBEPUE;

- 00BeANHNTL BCe BbllLeyKasaHHoe.

Pe3ynbTaTbl 4OBEPUS HECBXOAUMO nepecMaTpmBaTh B KOHTEKCTE cUTyaLun, ANnst KOTOPOW BbINn ycTa-
HOBMEHLI Llenn 6e3onacHOCTU 1 OBINO NPOBeAEHO nocneayollee oLueHUBaHUe JOBEPUS.

MoxeT notpeboBaTbecs bopMUPOBaHUE OrpaHndYeHniA Ang n3dexaHms HenpegHaMmepeHHOoro NCrosb30-
BaHMA O0Bepusa OAnd HenpegyCcMoTPEHHBbIX Lenen.

KOHEeYHbIM pe3yibTaTtoM A0BEepust AoIMKHA ObiTb YBEPEHHOCTb B TOM, YTO «cuUcTeMa BesonacHa» Ans
NMPUMEHEeHUsa B paccMaTpuBaeMoun cutyauunn.

6.2.3.3 CpaBHeHMe N NHTerpaunsa JOBepuUs

Bricokasi cTeneHb YBEPEHHOCTN KaK pe3yrnbTaT UHTErpupoBaHHOro A0BEPUA K CUCTEME TECHO CBSI3aHa C
XOPOLLUMM 3HAaHWUEM OCHOBHOTIO rpoLecca obecnevyeHnUs JOBEepUs, KaxKaoro oTaenbHOro KOMnoHeHTa 4oBepus
MCXOAS N3:

- BXOAHbIX AaHHbIX, NPUBOAALLUX K obecredyeHno AoBepus:;

- norn4eckoro o6oCHOBaHNA U KOHLIEMNLUMKA COOTBETCTBYIOLWEro MeToga obecneveHns AoBepuUs:;

- 0O6beANHEHHOTO pe3ynbTaTta A40BEPUS.

MeHbLaga cTeneHb YBEPEHHOCTW NONyvaeTCcs NpU CpaBHEHNN Pe3yNbTaTOB AOBEPUSA NMYTEM OLIEHUBAHUS
TONbKO BXOAHbLIX AaHHbLIX U NOCNeayroWnX BbIXOAHbIX AaHHbIX, CHUTasA KaXKabl METO «YEPHBIM SILLIUKOM».

HanmeHbllas cTeneHb YBEPEHHOCTU MOXET ObITb NOflydeHa C y4eTOM TOMNbKO pe3ynbTaToB AOBEPUS.
OaHako Takasi cTeneHb YBEPEHHOCTU MOXET ObiTb €AMHCTBEHHBLIM BbIDOPOM, ACCTYNHLIM ANsl HEBONbLIMX
opraHusaumii v NpUMeHsIEMbIM B CUCTEMAX € He3Ha4YUTeNbHBIMW akKTUBaMM C HU3KOW CTEeMNeHbH pucka.

6.2.3.4 CpaBHeHWe pe3ynbTaToB AOBEPUS

[TockonbKy 6ONbLUMHCTBO PE3YNbTAaTOB AOBEPUSI HE MOTYT ObITb CpaBHUMbI HEMOCPEACTBEHHO, OHWN O0J1-
XXHbI ObITb YNOPAA0YEHbI.

MeToabl obecneyeHnst 4OBEPUs, a TakkKe CBA3aHHbIE C HUMIW pe3ynbTaThl 40BepUs MOryT 6biTb Bonee
NN MeHee CTPOrMMMN:

- cTporune (TodyHble) MeTodbl obecneveHnus JOBEPMS OCHOBAaHbI HA KOHKPETHOM MEeTOAONOMK, YTO NPUBO-
OUT K NAMEepPAEeMbIM 1 BOCTIPON3BOANMBIM pe3yribTaTtaM, AaXKe eCclin OHU ABMATCS 3MMNUPUYHBIMW U YHUKATb-
HBIMW ON9 caMmoro metoga obecneveHust 4OBEPUS;

- NSl MeHee CTPOrMx MeToaoB obecneyeHnst A4oBepust 0BbIMHO KOHKPETHas METOA0MNOMMSA OTCYTCTBYET, U
MX BPSiO N MOXHO BOCMPOU3BECTU C UOAEHTUYHLIMW pe3ynbTaTaMun. Takue peaynbTaThl, Kak, Hanpumep, oLe-
HEeHHas penyTaumsi opraHmsaunn, MOryT cHUTaTbCH «HeonpeaeneHHbIMU» N CYOBEKTUBHBIMMU.

B cny4yae ¢ pesynbtataMmm NpUMEHEHUS TONMbKO CTPOMMX MeTOA0B 0becneveHnsa AoOBEPUA CpaBHEHNE pe-
3yNbTaTOB CBOAUTCSH K COrMacoBaHuIo WKan. bonbWKUHCTBO NoACOHBIX METOAOB UMEKOT onpeaeneHHyto opmy
«LUKanbl JOBEPUST», Aa)Ke eCni 3Ta LKana CoOAepXUT TOMbKO OAHO NMOPSAKOBOE YNCMO, TO €CTh Pe3ynbTaT OT-
bpakoBKkW. [lomkHa BbITb BO3MOXHOCTb MAEHTUMMKALMK NYTEM aHanM3a TOUKU rnepeceveHnst U OTHOCUTESb-
HOCTU MeXay LWKanamm cTpormx MeToacoB obecnedveHUst OOBEPUS U CPaBHEHUS pe3ynbTaToB Mocne
COOTBETCTBYIOLLUEIrO COrnacoBaHns LIKan.

B cny4ae ¢ pesynbtataMmu NpUMEHEHNUA MeHee CTPOrnx MeToaoB obecrneveHnst 4OBEPUSA B COMETAHUN C
pesyrnbTartamMn NPUMEHEHUs1 CTPOrMx MeToaoB obecnedveHus AoBepUs obbeauMHEHUE pe3ynbTaTOB MOXET
ObITb Bonee cnoXxHbiM, 6€3ycnoBHO, 6oee UHTYUTUBHBLIM, CYOBEKTUBHBIM U, KaK CNeacTBUE, MOXKET CTaTb
npeaMeToM ocnapuBaHns UM obCyXXOeHUS.

6.2.3.5 PopMuUpoBaHMNE pe3yNibTaTOB AOBEPUSA

[Mpn HanNW4MK 3aTpyaHEHUA ¢ 0O beaAnHEHNEM PEe3yNbTaToOB AOBEPUS], B OCODEHHOCTM PE3yNbTaTOB MpU-
MEeHEHUs1 MeHee CTPOorMx MeToaoB obecrnevyeHUss OoBepust, 3T MeTodbl MOXHO paLuoHaribHbIM CNOCODBOM
CKOMBUHUPOBATH.

[MpUHUMNT KOMBUHNPOBAHUSA 3aK0YaeTCHa B rapaHTUPOBaHUN TOro, YTO:

- cobpaHbl noggepKmBaroLLne pesynbTaThl JOBEPUS;

- BCe cobpaHHble pe3ynbTaThl JOBEPUSI B COBOKYMHOCTU CNOCODCTBYIOT NOMYYEHUIO U NOBLILLEHU Ha-
OEXHOCTUN TpebyeMoro COCTaBHOIMO pesynbrarta;

- IOBEpUE Cepbe3HO He yMarsieT BKNad, BHECEHHbIW APYTrMMU pe3yrbTaTaMmm AoBepust (MHaYve Lefb KOM-
ODUHNPOBAHWNS CTAHOBUTCS HEAENCTBUTENLHON).

[TpoLecc oueHMBaHUS U TECTUPOBAHUA CUCTEM NOKasaH Ha PUCYHKE 6.

B cny4asix ¢ npoTUBOPEYUBLIMU pe3ynbTaTaMn AOBEPUSA cneayeT NpUHMMaTh pauuoHarnbHble peLlleHUs
00 Mcnonb3oBaHUM UCTOYHUKA A0BepUs. MNpUHATHE TaKoro pelleHnst MOXET ObiTb TPYAHO OCYLLECTBUMbBIM,
eCn Hapsaay ¢ pe3ynbTaTtoM B HEro He BKNoYeHo 000OCHOBaAHUE UCMONb30BAHNSA NCTOYHUKA OOBEPUS.
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KombuHUpoBaHme cneayeT orpaHM4nBaTh TOYHBIM UCMOIb30BaHNEM Pe3YySibTaTOB JOBEPUA NO Ha3HaYe-
HUto. Takoe orpaHn4eHmne AomKkHo ObiTb cdhopMynMpoBaHo Ansa n3bexaHusa HenpeaHaMepeHHoro NCNonb3oBa-
HUA NakeTa TpeboBaHMN JOBEPUSA MO HELLeNIEeBOMY HasHa4YeHNIO.

[1naH oueHuBaHus
N TECTUPOBaHWNSA
Oe30nacHOCTH

YnpaeneHue
KOHCpUrypaumen.
OueHka kauecTBa.
AHanus pa3paboTku

TecTnpoBaHue
KOMMOHYEMBbIX
cucTem

NcnbiTaHus TecTupoBaHue
NPOHUKHOBEHNEM hYHKLUNOHANLHOCTH

OTyeT
00 OLUeHUBaAHWNK
N TECTUPOBAHNM
be3sonacHOCTU

OTtyer
0 cepTUumKaLnm

PUCYHOK 6 — OueHnBaHne n TECTUPOBAHNE CUCTEM

6.2.3.6 [poBepka A4OCTOBEPHOCTU OOBEPUS

O moxeT BKNtovaTth B cebs aoBepue K nepemMeLleHnio npoaykra MHPopMauMoHHBIX U KOMMYHMUKALLIUOH-
HbIX TEXHOMOTM OT NOCTaBLUMKa K NOMNb30BAaTENI0, TO €CTb OT CTaaun paspadboTKU/MHTerpaLunm K aKkcnnyaTa-
L.

Llenbto AeaTenbHOCTU NO Banugauny AoBepus ABNseTCs BbiIBIIEHME KpUTUYecKnx npobnem ¢ besonac-
HOCTbIO, KOTOPbIE MOTYT OCTaBaTbCA NOcie AeMOHCTpaLMU COOTBETCTBUSA CUCTEMBI ee crieumndukaumn.

TpeboBaHMA Be3onacHOCTN MOXKHO XapaKTepu3oBaTh Kak BbICOKOYPOBHEBbLIE Lienn, He Bceraa npeobpa-
3yeMble HenocpeacTBEeHHO B TOUYHbIE TEXHUYEcKMe TpeboBaHus, cregoBaTenbHO, COOTBETCTBUE HENb3A NpPo-
OeMOHCTpMpOoBaTb AENCTBUAMU BU3yanbHON BepudmnKaLm NpaBUbHOCTA.

Banngauusa gosepusa MOXeT OblTb eANHCTBEHHBIM CPeACTBOM AoKasaTeNbCTBa 3PPEKTUBHOCTU PYHK-
LA obecnevyeHnss 6e30nacHOCTU U oxBaTa NoboYHbIX 3P EKTOB CUCTEMbBI, HEOXBAYEHHbLIX UMM HECOOTBE-
TCTBYIOLLUX aCNeKToB.

Banupauna aosepusa BKMOYaeT B cebs OUEHKY YA3BUMMOCTEN, UCTIbITAHWE MPOHUKHOBEHUEM, aHanu3a
CKPbITLIX KaHanoB, HaAeXXHOCTb aHannsa oyHKUMK obecrneveHns 6e30nNacHOCTU, aHanmM3 3M1oynoTpebneHnn,
Banugauuo gonyweHu aedektoB U UCNbiTaHME Ha NPOYHOCT.

6.3 OoBepue K akcnnyaTtauuu (43)

0O nmeet mecTto npu akcnnyataunn cuctembl UKT unu cosokynHocTtu cuctem UKT n akTUBHOro ynpas-
neHnsa 6e3onacHOCTbIO B onpedeneHHon oblwen besonacHoW cpeae, BkodaroLen B ceda nogen n obopyno-
BaHUe.

OBbIYHO opraH no obecneveHUo AOBepUS UMeeT AeNo ¢ AEUCTBYIOLWEN CUCTEMON, paboTatoLllen And
nogaepkaHusi 4enoBon AeATENIbHOCTM opraHnsaunn. BonbLWMHCTBO NPOAYKTOB obecneveHnst 4OBEPUs ABMS-
IOTCH FOTOBLIMWU, N OpraHy No obecnevyeHnto AOBEPUS NpUxoanTcd B OONbLUMHCTBE CyvYaeB MMETb Aefio co
CIMOXHOW cutyaumen ¢ gosepuem. CnegoBaTtenbHO, B NMHOOOM pYKOBOACTBE HEOOXOAUMO YYUTELIBATE MHOXEC-
TBO paHee CYLEeCTBYOLWMX U, BO3MOXHO, HeCYLLeCTBYIOLWUX UNN HeonpedeneHHbIX XapakTepucTuk goBe-
PUA, NPUCYLLMX KaXXOoOMy OTAENbHOMY KOMMOHEHTY npoaykta. B aTom cutyauum oObIMHO TpebytoTcH
OONONMHUTENbHbIE NMPOAYKTLI UM Mepbl De30MacHOCTU ANA KOMMNEeHcaL MM HeaoCcTalolWero ypoBHS AOBEPUS,
COOTBETCTBYHOLWEro Heobxoanmon uenn obecnevyeHUss 4oOBEPUS.
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6.3.1 Lenb o6ecnevyeHun posepus

Llenb obecneverHuns 3O onpenensoT, HanpumMmep, B COOTBETCTBUN € nNpunoxeHnem E. B kavecTBe anb-
TepHaTMBLI A0NycKaeTcs BbibpaTh U 00beANHUTL UMeroLnecs MeToabl obecnevyeHUs AOBepUst, YTODbI NONy-
UYMTb 3Tan KOHUEMNUUX, NOo3BONSIOLWLNA onpeaennTb Lenu 6esonacHocTn ¢ TpedbyemMbiM YTOUYHEHNEM.

[Mpn obecneveHun 3 Lensimn 6€30nacHOCTU MOTYT ObITb!

- B BoNbLWINX opraHn3aumnax — nonauTuka 6e3onacHoOCTU;

- B HEDOMbLUUX OpraHn3aunusix — Lenm 6e3onacHoCTU, NPUHATLIE B LeNeBbIX KOTNeKTUBaxX nonb3oBaTte-
e B KAYeCcTBE OCHOBHBIX;

- B NHOOBIX ApYrMX KOHKPETHBIX cryvasax — Lenn 6e3onacHoCTU, onpeaeneHHsle NocpeacTBOM OLUeHNBa-
HUSA PUCKaA.

B Lensix COOTBETCTBUA TPeOOBAHUAM peanbHOro OKpPy)XeHUs (To eCTb HECKOMbKUX KOMMOHEHTOB anna-
paTHbLIX CPeACcTB U NporpaMMHoro obecneveHus, yenyr no obecneyeHunto 6€30nacHOCTA, aCnNeKToB cpebl U
KOMOUHALMN 3TUX 3NEMEHTOB) PYKOBOACTBO NO obecnevyeHUo AOBEPUA OANA aTana akcnnyatauum AomKHO
ObITb NPpUEeMeMbIM AM1s1 CIOXHbIX CUCTEM, COCTaBMEHHbIX N3 MHOMMX 3/IEMEHTOB.

6.3.2 Umewowneca metoabl

HekoTopble MeToabl 0becneveHua 3 B oOLWMX YepTax npuBeaeHbl B npunoxeHun A. lpyrme MoXXHO Bbl-
opaTtb no MCO/M3BK TO 15443-2.

MeToabl, NpuBeaeHHble B NMPpUNOXeHnn A HacTodalwero ctaHgapTa, npeactasnedHbl B MCO/MOK 27001,
COBIT, PykosoagcTtee no ocHoBam T n NCO 9000. NaBHbIe acnekTbl 3TUX MeTOAO0B NpuBeaeHbl B NPUNOXKe-
HUKM B HacTosLlero ctaHgapTa.

6.3.3 OcHOBHbIle Bonpochbl

6.3.3.1 ObnacTtn 6e30nacHOCTA

CyuiecTByeT MHOro obnacrten 6e30nacHOCTU, HEKOTOPLIE U3 HUX CHUTAKOTCH YCTapEeBLLUMMK, HO BCE elLlle
NOBOJIbHO YacTo UCNONMb3YOTCS (CM. Tabnuuy 8). 3Tk obnactn MoryT UMeThb Lenn 6e3onacHOCTU 1 KaTanoru
Mep namepeHuns. Heobxogmmo ybeanTtbca B oxXBaTe 3TUX 0bnacTten B COOTBETCTBMM C COBPEMEHHOWN OLIEHKOM
pucKa.

Tabnnuya 8 — Obnactm 6e3onacHOCTU

ObnacTtb De30nNacHOCTH

AOMUHUCTPaATUBHAasA U opraHn3aumnoHHas 6e3onacHoCTb

be3onacHoCTb NnepcoHarla

dunanyeckas beaonacHocTb U Be30nacHOCTb cpeabl

BesonacHocTb annapaTHbIX CPeacTB

BesonacHoOCTb NporpamMMHOro obecneyeHus

besonacHoCTb PYHKLNOHUPOBAHUS

KoMMYyHUKaUMOHHAasA De30NacHOCTb

be3onacHOCTb nepeaayn

Kpunntorpaduyeckas 6e30nacHOCTb

Be3onacHocTb paboThl PpagnoanekTPOHHbIX YCTPONUCTB

CeTeBas bDe30nacHoOCTb

6.3.3.2 Obnactum ynpaBneHma 6e30nacHOCTbIo

B Tabnuue 9 npeactaBneH npuMep pasBepHyToro nepeyvHsa AoMeHoB (obnacten ynpasneHns besonac-
HocTblo). UMetrowneca metoabl obecnedeHns 4oBEpUS MOXKHO COMOCTaBUTb C 3TUM NepevyHeM A1 MPOBepKu
TOro, AOCTaTOYHO N NoApPOoOHO OCBeLLEeHbl COOTBETCTBYOLME obnacTu.
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Tabnuua 9—0Obnactm ynpaeneHnsa 6e30nacHOCTLIO

[lomeH HNomeH COBIT [Tpouecc
P01 Onpepensiet crparerndeckmn nnad AT
P02 Obecne4vnBaeT COOTBETCTBUE BHELLHUM TpeboBaHUAM
P03 YnpaenseT NogckumMmn pecypcavm
Inannposatme u P04 [lepepaeT uenu ynpasneHns n HanpaeneHme
opraHn3aums
P05 Ynpasnset nieectmumsimm B T
P06 OnpeaensieT TEXHUYECKOE HanpaBleHne
P07 [laeTt onpeneneHne opraHn3aymm N BaanmocesAssam T
P08 [HaeT onpegeneHne MHPOPMaLNOHHON CTPYKType
P09 OueHnBaeT PUCKN
PO10 YnpaenseT npoekramm
PO11 YnpaBnseTt KA4eCTBOM
MpuobpeTeHne n Al1 Ynpaenset uaMmeHeHUsMU
BHEAPEHNE Al2 YcTaHaBNMBaeT U akkpeamTyeT CMcTemsl
Al3 [TpnobpeTtaeT n nogaepmBaeT MHPPACTPYKTYPY TEXHONOTNN
Al4 PaspabartbiBaeT n nogaepXXmBaeT npoueaypb
Al5 [TpnobpeTaeT n nogaepXXmBaeT NPUKNaAgHoOE nNporpamMmmMmHoe obecnevyeHmne
AlG NaeHTnpnunpyet aeToMmatnsnpoBaHHbIE peLleHns
DS YnpasnseT paboTon
DS2 Ynpasnset 06opyaoBaHUEM
DS3 YnpasnseTtr JaHHbIMU
DS4 YnpasnseTt npobnemamn n MHUMAEeHTaMu
DS5 YnpasnseT koHdurypaymneu
DS6 OKa3sblBaeT NOMOLLb W BblAAET PEKOMEHOaUNN 3aKa3vunKam
ﬂc?ﬁ;iﬁag DS7 Oby4aeT n noagroTaBnMBaET NONIb30BATENEN
DS8 OnpenensieT n pacnpenensier pacxoabl
DS9O ObecnevnBaeT Be30NacHOCTb PpaboTbl CUCTEM
DS10 Ob6ecneynBaeT HenpepbIBHOE 0DOCNyXMBaHue
DS11 Ynpasnsetr QYHKUMOHNPOBAHNEM U MPON3BOACTBEHHBIMW MOLLHOCTAMM
DS12 YnpasnseT ycnyramv TPeTben CTOPOHbI
DS13 [daeT onpeaeneHne ypoBHAM ODCNY>KMBAHUS U YNPaBNAeT MU
M1 [lpeaycmaTtpmBaeT HE3aBUCUMbIV ayanT
M2 [lony4yaeT He3aBucumoe goBepue
MOHWTOPUHI
M3 OueHnBaeT ageKBaTHOCTb BHYTPEHHEr0 KOHTPOISA
M4 [TpoBOANT MOHUTOPUVHI MNPOLECCOB

6.3.3.3 3penocTb (pasBUTOCTb) AOBEPUA K 3KCnnyaTal

Peanusaunio noNUTUKM B6e30nacHOCTU B opraHM3aumm MOXHO UccnegoBaTh Ha npeaMeT 3penoctu. B
Tabnnue 10 npuBeageHo onucaHune spenoctn 3. CepTudpukaumsa (noarsepxaeHue) spenoctn 03 MOXeT
cTaTb LeHHbIM AOMNOMHEHNEM K JOBEPULO.
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Tabnnya 10— Onncanne ypoBHEN 3PENOCTU AOBEPUS K 3KCNNyaTaynm

YpoBeHb
apenoctun 3

OnucaHue

1 Bce nmetowmecs cneundumnveckne nnm obwme nonntukn

Zz YnpaBnsieMbl Y NPUHATBIA KOHKPETHbLIN UNn 00NN PUCKU
3 OnpegeneHHble, BHEAPEHHbIE U yrNpaBnsieMble Mepbl

4 OueHeHHble, nCnpaBleHHbIe U NoaaepXaHHble Mepbl

5 CepTndPnumnpoBaHHble MeEPLI U UX NogaepXaHne
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[MpnnoxeHve A
(cnpaBo4HoOe€)

CpaBHeHUA AaHHbIX Tadbnuubl

CopgepxaHne HaACTOAWEro NpunoXxeHus 6e1no chopmMmnpoBaHo N3 0BLWEAOCTYNHOro Matepuana.
A.1 MeTtoagbl  ueneBble rpynnbl NONb3oBaTenen

Ina napeHtnpmkaumm anetepHatme copmmpoBaHa cBogHasl Tabnuua. OHa XapakrepuayeT pasfnydble MeTOoAbI

obecneYvyeHus A0BEPUA B OTHOWEHNN TOIO.
- OPUEHTUPOBaAHbLI 1T OHU Ha OPraHN3aunoOHHbIE UITN TEXHUYHECKNE aClleKThl,

- OPNEHTNPOBAHO J1KM X NCINOJTb30BaHWUE HA MNMPOLAYKTbl WU 06u.|,me CNCTEMBDI,
- NpegHa3HavYeHdbl 11 OHU AJA NOoCTaBLWUKAa UTN nonb3oBartens?

Tabnunua A.1— MeToabl U LueneBble rPynnbl NONb30BaTENEN
|_
0 = - To — o =
- > R % & S S e Z
Kntou: LS o> — a3 I~ I~ o O
P. ocHOBHafa uenesas rpynna; D D N D NN M T
_ _ oVl e "l oVl i Vo O 8 g
S: BTOPUHHAA LereBad rpyrina, M M M M O mj o S
X: nobas opraHusauus = = = = = = B E = =2
O O O O ol o = 0 O
& O O O O O > T O &
= = = = == A & O =
[locTaBWUKK S P P S S X
annaparTHbIX CPeacTB
[locTaBWUKK P P P S S S X
NporpaMmMHoro obecneveHns
Ty OnepaTop cepBepa S > S S S X
npea- ) )
npusitus | CeTeBon npoBavgep S P S P P S X
[locTaBWMK OHNAMHOBOW P S P P X
nHdhopmaunm
[MpeanpusiTne B KQ4YeCTBE S S P P P P X
NoNb30BaTeNs
YnpaBneHue P P S P P
YnpaBneHne rnpoekTom P P P P P P P P
P0Mb OTBETCTBEHHbIW 34 P P P P P P S
B paMKax | geaonacHoctb AT
npea-
npusitus | Ynpaenenve UT S S P P P P P S
AOMUHNCTPATOP S S P S S
Ayantop S S S P S

OCHOBHbIE CXEMbl CEPTUDUKALIUN
HekoTopble meToabl obecneveHns 4OBEPUS UMEIOT aCCOLUMNPOBAHHbIE CXEMbI CEPTUUMKALUMN ANS OLEHKN PE3Yb-
TaTta goeepusa (cm. Tabnuuy A.2).

Tabnuuya A.2— OCHOBHble CXeMbl CEPTUDUKALIMN

[loaxoa K Kputepuun MeToagonorus ATTecrauna nepcoHana
Cxema oueHKA
obecneveHuio qoBepus OLLEHKMU OUEHKU n/mnmn obopynoBaHuA
[TpoaykT NCO/M3K NCO/M3K AttecTtaums? HaunoHanbHble OpraHbl NO cep-
15408 18045 TMPMKaALUMN C MeXAYyHapOaHbIM
B3aUMHBIM MNPU3HaHNEM
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OkonyaHue mabnuubi A.2

[loaxon K Kputepuu MeTtoaonorus ATTecTrauusa nepcoHana .
XemMa OUEeHKU
obecneveHno QoBepuUs OLLEHKU OLIEHKU n/nnmn obopynoBaHuA
[1pouecc NCO/M3K SSAM SSO HaunoHanbHble/MexagyHapoa-
21827 Hble OpraHbl N0 cepTUPUKaALNN,
Hanpumep, ISSEA
Cpepa NCO/M3K NCO/M3K 27006
(akcnnyartauust AT) 27001
Cpepa NCO 9000 HaunoHanbHble/mexay- | HaunoHanbHble/MexayHapoa-
(opraHusauus) HapPOAHble OpraHb! No Hble OpraHbl No cepTndurKaunm
cepTndmkaumnm

A.2 CyuwecTBylowme metoabl obecneveHmnsa gosepus
MeTtoabl, NnpeacTaBneHHble B NPUNoXXeHnn B, n BbIBOAbI B OTHOWEHUM NMpobnem nonb3oBaTens, NpuBeAeHHbIE B

5.1.4, npeacrtasnersl B Tabnunue A.3.

Tabnwuua A.3— CywecTtByowme metoasl obecneveHns goBepus

[oBepue K paspaboTke [loBepue K uHTerpaymm [oBepue K akcnnyatayuu
[loBepue K NpoayKkTy [To MCO/MO3K 15408,
[To NCO/MOBK 19790
[loBepwue K npoueccy [To MCO/M3K 21827 [To NCO/M3K 21827 [To NCO/M3K 27001,
COBIT,
OcHoa T
[loBepue K cpeae [To NCO/M3IK 27001, [To MCO/M3K 27001, [To MCO/M3BK 27001,
NCO 9000 NCO 9000 NCO 9000
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[MpnnoxeHve B
(cnpaBo4HoOe€)

XapaKkTepuUcTUKU goBepusa BblIoOpaHHbLIX MeTOOOB

CopgepKaHne HacTosLWEro NPUNoXXeHunst 6bino chopmmpoBaHO N3 0OWEAOCTYNHOIrO Marepuana.

B.1 NCO/M3K 15408

B ocHoBy MICO/M3K 15408 nonoxeHob! 06wmne Kputepun oueHkn 6eszonacHoctn AT. OCHOBHbIE NONMOXEHNUS METO0-
normn no MCO/M3K 15408 nogpobHo nanoxeHol B MCO/M3K TO 15443-1.

B NCO/M3K 15408 rpannuybl oueHmBaemoro onpeaeneHsl B pasgene « ObbLeKkT oueHKn».

O6BbeKT OUEHKN MMEET YETKOE onpeaeneHmne n npeacraBnseTr 3agaHHble PyHKUNOHANBbHbIE BO3MOXHOCTU MPOAYK-
Ta, CBSA3aHHbIE ¢ 6€30NacCHOCTbIO.

O6beKkT oueHKM He 0bsaA3aTenbHO NPeACcTaBNeH rOTOBbIM NPOAYKTOM. Te€M HE MeHee B UensX yrnpoweHUs B HAaCTOS-
LiemM pasgene 06beKT OLEHKM HA3bIBAETCH «MPOAYKTOMY.

B.1.1 Llenb obecneveHnsa noBepus

MCO/M3K 15408 gonyckaeT CpaBHUMOCTb PE3YNbTATOB HE3ABUCUMbIX OLEHOK Be3donacHocTu. [laHHbIin cTaHpgapT
OenaeT CPaBHUMOCTb BO3MOXHOW MyTEM NpeaocTaBneHns odwenpmHaToro Habopa TpeboBaHnm K PyHKLNOHAINBHBIM BO3-
MOXXHOCTSIM MPOAYKTOB, CBSA3aHHLIM C obecrneveHnem 6e30nacHOCTU, U K MepaM U3MEPEHUSA A0BEPUS, NPUMEHEHHBIM K
npoAyKTam npu oueHmBaHmm besonacHocTu. [poueaypa oueHnBaHns onpeaensiet CTeneHb YyBEPEHHOCTU B TOM, UTO (PYHK-
LWOHAanNbHbIE BO3MOXHOCTU NPOAYKTOB, CBA3aHHbLIe ¢ obecneveHnem 6e30nacHOCTU, N MEPbI U3MEPEHUS, NMPUMEHEHHbIE K
OOBEPUIO K 3TUM npoayktam UT, cooTBETCTBYIOT 0bWenpuHATOMY Habopy TpeboBaHun. Pe3ynbTaTbl OUEHUBAHUS MOTYT
NOMOYb NOJIb30BATENSIM B ONpPeaeneHmnm Toro, COOTBETCTBYIOT N 3TK npoaykTel AT TpeboBanmnsm 6e3onacHoOCTN.

MCO/M3K 15408 noneseH TakKe B KAYECTBE PYKOBOACTBA N0 pa3paboTke, OLEHUBAHUIO /UMK 3aKYINKe NPOAYKTOB C
dyHKUMAMK 0BecneveHnss 6e3onacHoOCTN.

MCO/M3K 15408 npegycmatpuBaeT 3aWwmTy OT Tpex TunoB cboeB B cncreme 6e30nacHOCTU. HECAHKLUMOHUPOBAH-
HO€ pacKpbiTne, MoaNdUKaLUNUS UM HEBO3MOXHOCTb MCNONb30BaHUA. KaTeropmm 3apnTbl, CBA3aHHbLIE C STUMU TPEMS TU-
namm cboeB B cucteme 6e30nacHOCTn, 0BbIYHO HA3bIBAKOTCH «KOHOUAEHUMANBHOCTEY, K UENOCTHOCTB» N « AOCTYMNHOCTbY
COOTBETCTBEHHO. CTaHAAPT MOXHO TaKXKe MPUMEHSATL K PUCKY, ABMAIOLWEMYCH pe3ynbTaToM YerioBe4YeCKOU AeATENBbHOCTH
(BPpEAOHOCHOW Unn niobon gpyron), N K pUCKy, SIBNAKLEMYCH Pe3yNbTaToOM AEATENBHOCTU, HE CBA3AHHON C HYEITOBEKOM.
MCO/M3K 15408 MmoOXeT Takke NPUMEHATLCSH K apyrum obnacrtsam VT, HO HE NpeTeHaYEeT HA KOMNETEHTHOCTb B 3TUX 06-
nactsax AT.

MCO/M3K 15408 MoXeT ncnonb3oBaTbCs TAKXKE NPUMEHNUTENBHO K PYHKUMAM 6€30MacHOCTU, BHEAPEHHbBIM B anna-
paTHble, NporpaMMHo-annapaTHble cpeacTBa unu nporpamMmmHoe obecneveHume.

B.1.2 UeneBana ayantopus

CyWweCcTBYIOT TPU IPyNMbl, 3aNMHTEPECOBAHHbIE B OUEHUBAHNN XapPaKTEPUCTUK Be30nNacHOCTU 0ObEKTA OUEHKU: NO-
Nnb3oBaTenu, pa3padboTvMKM U OUEeHLWWKNU. Bce oHM cunTaloTes rmaBHbIMKY NONb30BaTENAMM

B.1.2.1 [lonb3oBaTtenwm

[Tonb3oBarenn Moryt UCnonb3oBaTh pesyrbTaTbl OLEHMBAHUA A5 MPUHATUS PELEHNS O COOTBETCTBUM NPOAYKTA
npeabsBnsieMbiM TpeboBaHusaM BesonacHoCcTn. OBbIYHO 3TU TpeboBaHUA NOAEHTUDULNPYIOTCH B PE3yIbTaTe Kak B OTHO-
LLEHUWN OLUEHKM pUcka, Tak n HanpasneHus nonntukn. MCO/M3K 15408 npeacrasnseTt nonb3oBaTensiMm, B OCOOEHHOCTH
rpynnam n KonnektmBam rnofib3oBaTenen, HE3aBMCUMYIO OT peann3auun CTPYKTYPY Nod Ha3BaHUEM «MNPodunb 3alnThb»
(«[13»), B KOTOPON N3NOXEHBI UX KOHKPETHbIE TPeboBaHNs Be30NacHOCTN.

B.1.2.2 PaspaboTumnku

MCO/M3K 15408 npeagHasHaveH ansi cogencTens paspadboTymkam B NogroToBke OUEHNMBAHUSA UX NPOAYKTOB U Onpe-
aeneHnn TpeboBaHnm 6e30NacHOCTU, KOTOPbIM 3TN NPOAYKTLI AOIMKHbI COOTBETCTBOBATL. | peboBaHnsa 6&30nacHOCTU CO-
epXxaTcs B 3aBUCUMON OT peanusauum KOHCTPYKUMK, Ha3biBaeMon «3aaaHune besonacHoctu» («3by»). 3b moxeT umeTtb B
OCHOBE OAVH UNK HECKONBKO npodounen 3awmnTbl (C TpeboBaHnAMM BE30NACHOCTU, KaK BbINo onpeaeneHo paHee).

3atem NCO/M3K 15408 moxeT npuMeHATbCHA Ans onpeaeneHms obs3aHHOCTEN M Mep MO nogaepXke CBuie-
TENBbCTBA, HEOBXOAMMOTrO AN NOAAEPKKN OUEHNBAHUS NPOAYKTA B OTHOWEHUN 3TUX TpeboBaHun. OH Takxke gaeT onpeae-
NeHne coaepXaHuio 1 NpeacTaBleHno 3Toro CBUAETENbLCTRA.

B.1.2.3 OueHwWwnKn

NCO/M3K 15408 coaepxunTt Kputepunn, npegHasHavyeHHble A NpuMeHeHus oueHLWMKamm rnpm QopmMmpoBaHUN 3a-
KNIOYEHUN O COOTBETCTBUM NPOAYKTOB TpeboBaHusam nx besonacHoctn. B MCO/M3K 15408 onuncebiBaeTCs COBOKYMNHOCTL
OCHOBHbIX AEUCTBUN, KOTOPbIE OLEHLMK AOMKEH BbIMONHATL, U PYHKUMOHANbHLIX TpeboBaHumn 6esonacHocTn (PTh), B co-
OTBETCTBUU C KOTOPbLIMWN OOIMKHbI BbINMONMHATLCA 3TU gencteud. Cneagyet otmetntb, UTO MNCO/MOK 15408 He cneunopunum-
pPyeT npouegypb! BbIMONMHEHNA 3TUX OAENCTBUMN.

B.1.2.4 lpyrve 3anHTepecoBaHHble CTOPOHbI

NCO/M3K 15408 moxKeT Takxke MCnoNb3oBaTbCH B KAYECTBE CCbINOYHOro Mmarepuana anst Bcex CTOPOH, 3anHTepe-
COBaHHbIX B Bbe3onacHocTu VT nnm Hecywmnx OTBETCTBEHHOCTb 3a Hee. HeKkoTopble AOMONTHUTENBHbLIE 3aNHTEPECOBAHHLIE
rPynnbl, KOTOPbIE MOIYT U3BNEYb N3 HEMO MONb3y, BKIOYAKT B CEO4:

- UL, OTBETCTBEHHBLIX 3a CUCTEMY U €€ BE30NaCHOCTD;
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- BHYTPEHHUX U BHELWHNX ayauTOPOB,

- APXUTEKTOPOB M MNPOEKTUPOBLUMKOB Be30NacHOCTU, OTBETCTBEHHbLIX 3a cneundunkaunio Xxapakrepuctuk besonac-
HOCTWU NPOAYKTOB,;

- aTTECTYIOWMX NnL, OTBETCTBEHHbLIX 3a MPUHATUE PeLLEHNs Mo ncnonb3oBaHuto VT B onpegeneHHon cpege,;

- CNOHCOPOB OUEHUBAHUA, OTBETCTBEHHbIX 3a 3amnpoc n NoaaepPKKy OLEeHUBAHUS,

- OpraHbl OLEHKW, OTBETCTBEHHbIE 3a yrnpaBlieHne nporpammamm oueHnBannsa besonacHoctn VT n KoHTpoONb 3a ux
BbIMNONTHEHNEM.

B.1.3 XapaktepncTtnkm goBepuvs

YBepeHHOCTb B Bbe3onacHocTn T moxHO obecnevnTtb mepamu, NPUHMMAEeMbIMU B X04e NPoLeccoB pa3paboTku,
OUEHMBAaHWS U akcnnyatauuu. [poaykT cneunduympyetcs 3agaHmem no 6e3onacHoCcTU. [MpPOEKTHO-KOHCTPYKTOPCKAs UH-
dopmaunsa npegocraBnaeTca HedpopMarnbHO, NoNyPopMansHO UNn QopmMarbHO.

[ToapobHbIE MHCTPYKUMK MO ucnbliTaHnio gosepusi npeactasnenbl B MCO/M3K 18045 — aHanore «Obuwen metoao-
NornMm OUeHKU» 1 nNpegHasHadveHbl ans obecneveHns nocnegoBaTenbHOro NpoBeaeHns OUeHBaHUA U NPeaoCTaBNEeHUS
BOCIMPON3BOANMbIX pPe3ynbTaToB.

dopmanbHblie CTPYKTYPbI CO3A4aHbl 3a npegenamm obnactu gencremns MCO/M3IK 15408 ans ynpasneHus 4eUCTBUSI-
MU MO OLUEHMBAHUIO, OCYLWECTBNAEMbIMU HE3ABUCUMbBIMU TECTUPYIOWMMN OpraHn3aunsamm, 1 HabniogeHnst 3a HUMN.

B.1.4 Pa3HOCTOPOHHOCTDL

MCO/M3K 15408 npeagnaraeTt Habopbl Kak PyHKUMOHANbHLIX TPEOOBaHUW, Tak N TPeboOBaHMW A0BEPUS, BbiDupae-
MbIX MONb30BaTENEM B COOTBETCTBUM cO cBomMU noTpebHocTamun. MCO/M3K 15408 Takke coaepXuT cemb npegonpene-
NEeHHbIX NakeToB TpeboBaHun gosepus EAL1-7 ana obneryennsa Bbibopa nonb3oBaTenem v npM3HaHUA Ha PbIHKE.

B.1.5 CBoeBpeMeHHOCTL

[pynnbl MeToaoB 06ecneveHns oOBEPUS SBNAIOTCH OTHOCUTENBHO CTabUNbHbIMK U peako moanduumnpytotces. [Npe-
ablaywpye cuctemol kputepmes bezonacHocTn (TCSEC, ITSEC u 1. a.) 6b61nn 3ameneHsbl B ICO/M3K 15408, nepBas pegak-
LUMA KoToporo beina onybnukoeana B 1999 r. ¢ nocneaywowen pegakunen B 2005 .

B.1.6 3aBepLueHHOCTb

IlaHHan xapakrtepuctuka cneundunumpoBsaHa B 3b.

B.1.7 CtoumocTb peanusaunn/odobem padboT no peann3auuvu

Ob6bem paboT NoO OLEHNBAHUIO OQHOIO U3 HADOPOB KPUTEPUEB N PaCXobl HA HUX BO3pacTatoT Npu cneumnnumnpoBa-
HUK DONbLUEN CTENEHU OOBEPUS.

[TpOMEXYTOK BPpEMEHU, TPEDBYEMBIN AN OLUEHNBAHUSA, MOXET 3aBUCETb OT HECKONBbKUX PaKTOPOB, BKITHOUAS:

- CMOCOBHOCTL NOBTOPHOIO NCMNONb30BaAHUA Npeablaywen paboTsl;

- 3penoCTb TEXHONOINM4YECKOro npouecca opraHn3aunn-paspaboTymka;

- 3pEenocTb NPOAYKTa, OnbIT naboparopuu;

- MPUHATYIO CTPpaTErvio oueHuBaHus (Hanpmumep, BbINOMHEHNE OUEHUBAHUS NapannensHo pa3paboTke);

- pecypchl, AOCTYNHbIE ANA OpraHa no Banuaaumm (cxema).

CTOMMOCTb (POpManbHOro OUEHMBaAHUA BKNIOYAET B cebs cneayowme 3NemMeHThbI:

- onnara cxem (M3MEHSIETCH OT CXEMbI K CXEME);

- onnara nabopartopumn (M3meHaeTcs oT nabopatopum K nabopatopun);

- BHYTPEHHAS paboTta no KOHTPaKTam U He3HaYUTENbHbIE Moagndmnkaumm, Tpedyemble anst OUEHLMKA;

- paspaboTka 3agaHus Nno 6e3onacHoCTM.

Kpome Toro:

- HEKOTOPbIE AOKYMEHTbI, TAKME KaK MoAerb NONMUTUKM BE30NACHOCTU U aHaNU3 YS3BUMOCTEN, PEAKO NPeaoCcTaBns-
l0TCH pas3paboTUNKOM;

- npoueaypa oOUEHNBAHWS HacTO BbISIBNAET YA3BMMOCTU NPOAYKTA, TPebyowme yCcTpaHeEHUS. ITU YA3IBUMOCTU MOTYT
PaHXNPOBATLCH OT HE3HAYUUTENBbHbLIX 0 CEPbE3HbIX.

B.1.8 lNMoapepxkKka MHCTpyMeHTanbHbLIMU cpeaAcTBaMW

Ha KoMMep4eCKOM PbIHKE UMEIOTCH NULLb HECKOJIbBKO MHCTPYMEHTAalbHbLIX CPpeacTB. MIMetoTcsa BCrnoMmoraTtenbHble
noKymMmeHTbl, Hanpumep, MCO/M3IK TO 15446 «PykoBoactBo no paspabortke npodunen 3awmTbl 1 3agaHnin no bes-
ONacHOCTUY.

B.1.9 Cdepa npumeHeHunna Kkpuntorpadpmn

dopmanbHOE OUEHMBAHWE HE BKIMIOYAET B CebSA OUEHKY KavecTBa BblDpaHHbIX KpunTorpadpuyeckux anropuTtMmoB.
OaHako NpaBUNbHOCTbL BHEAPEHUS BbIDPAHHOIoO anropntMma MOXHO OLEHUTD.

B.1.10 OueHka n cepTtndmkayuma

OueHnBaHue ¢ NCronb3oBaHUEM MeTOAONOrMn, cootTeetTcTByowmx Tpebosannam NCO/M3K 15408, moxeT nNpoBo-
ONTbCA uUcnbiTaTeNbHbIMKM NabopatopusamMmn. Ha npumepe cuctembl OUEeHKW, onpeaeneHHon CoBeToM Mo paspaboTke
Obwux kpuTepunes, nabopatopum AoMmKHbI cepTudnumpoBatbes B cooTBeTcTBUM ¢ MCO/MOIK 17025, a pesynbraTtbl UCHbI-
TaHUW MOIYT AOKYMEHTUPOBATBLCA NyTEM ONMyDONMKOBaAHUA OTHETA O cepTUdUKaLmm n Bolgavm ceptucoukarta. CeptndomkaTo!
BblIAAIOTCSH aKKPeANTOBAHHBLIMW OpraHamm no ceptnpumkaumm (HaymoHarnbHble CXEMbI) U MYONUKYIOTCH HA MEXAYHAPOOHOM
YPOBHE.

B.1.11 YoeauntenbHOCTb U NPU3HaAHWe

MCO/M3K 15408 aBnsieTcsa MexayHapoaHbIM CTaHAapTOM, KOTOPbLIM COOTBETCTBYET cTaHgapTamMm ObWmnx Kputepu-
eB, onybnukoBaHHbIM COBETOM Mo pa3paboTke OBLWKX KpUTEPUEB.

MCO/M3K 15408 n Obwme KpUTepmumn MMEIOT LWMPOKOE NPU3HAHNE U B 4OCTATOYHON CTENeHn ybeanTernbHbl.
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B.2 NCO/M3K 19790

B.2.1 Llenb obecneveHnsa noBepus

HokymeHT « TpeboBaHus 6e3onacHoOCTM Ans Kpuntorpaduyveckmnx moayien» 6u1n naHavansHo onybrmkoBaH Kak doe-
aepanbHbi cTaHgapTt no obpabotke nHpopmaumm (FIPS) 140-2 HaumonanbHbIM MHCTUTYT CTAaHOAPTOB U TEXHONOIMA
(HACT) CLLUA v npumensinca ans cneumndoukaumm kpuntorpadpuyecknx mogynen. HACT n MHctntyt 6e30nacHOCTU KOMMY-
HuKaumn (CSE) Kanagbel paspabotanu B unone 1995 r. coBMeCcTHy0 nporpammy Bepndmnkaumm Kpuntorpapuueckmx Moay-
nen (CMVP), koTopas ncnonb3yet ucnoitatenbhyto cxemy n gononusaet FIPS 140-2 pokymeHTaumnen, Bkntovatowemn B cebs
«PykoBoacteo no peanunsaumm FIPS 140-2» n «l1ponssogHble TpeboBaHusa K ncnoitannsam FIPS 140-2», npeaHasHaven-
Hble AN NoaaepXKu n pasbsicHeHUs FIPS, a Takke npouecca nensiTaHMm U Banngauum.

[TpoBepka cooTBeTCcTBUA FIPS npoBoanTca nabopatopmusammn, akkpeamToBaHHbIMU HaLMOHaNnbHOW NporpaMmmon aob-
poBonbHOM akkpeanTaumm nadoparopmmn (NVLAP), n no crangaptam Kanagbel. CMVP aHanuaupyet pesynbTaThl NPOBEPOK
Ha COOTBETCTBME U NPU yCNELWHOM 3aBEepLUEHNN aHann3a nNnpoBepsieT 4OCTOBEPHOCTb U BblAAaEeT aTTeCTaUNOHHbIE CEPTHU-
domnkaTbl NPOBEPEHHBIM KpunTorpaduveckmm moagynsam. Ha cerogHawHMM aeHb Obino BblgaHo bonee 650 ceptudukarTon
bonee yem ans 1000 npoBepeEHHbIX MOAYIEN.

[Mogrpynna tpeboeanun FIPS 140-2 6bina onybnukoeaHa B 2006 r. kak NCO/M3K 19790.

B.2.2 UeneBana ayantopus

MCO/M3K 19790 npumeHsieTcsa Ans Kpuntorpapnyecknx moaynen n sBnsaetcs 6e3 nCKnoveHns o0bsa3arernbHbIM
ana npaeutensctea CLWA, kak n FIPS 140-2. Hpyrve opraHmnsaumm v npaBUTENbCTBEHHbIE yUpEeXAEeHUA NMOATBEPANIIN UX
NCMonb30OBaHWE.

B.2.3 XapakTepucTuKmn goBepus

MeTtop obecneveHnss 4OBEPUA NCMONb3YET NOAX04 NPOBEPKN HA COOTBETCTBUE U MPUMEHSIETCS rMaBHbIM 0Dpa3oM B
crnegyrowmx obnacTtsx:

- cneunouKaunsa Kpunrtorpaguyecknx mogyrneu,

- NMOPTbl U UHTEPIPENCHI;

- ponu, ycnyrm (CEpBUCHI) U ayTEHTUMDUKALUS;

- MALWWWHHAA MOAEeNb KOHEYHOIo COCTOSAHUS;

- hnanyeckas 3awmTa;

- AKCnnyaTtaynoHHas cpeaa,

- pacnpegeneHune KpunrorpahnyecKkoro Knoua;

- CaMOMPOBEPKMU;

- OBEpPUE K NPOEKTY;

- ocnabneHne artak.

B.2.4 PazHOCTOPOHHOCTL
PasnunyHble 06NacTu UCNbITAHUW CTPYKTYPUPOBAHLI MO YeTbIPeM YPOBHAM 1—4, pacnonoXXeHHbIM OAWH Ha APYrom.
Mcenbeitanne no NCO/M3BK 19790 npoBoannoch CO CCbINKOW Ha crneunguyecKkyo BEPCUIO Kpuntorpauyeckoro moayns. B
cnydvae nobbix moandukaumm ncnbiTaHne A0MKHO NpoBoanTbes NoBTOopHO. CMVP npepoctansieT cobon nporpamMmmHoe
PYKOBOACTBO NO pPasfnyHbIM MeTOAamM nogaepaHns sanvagaumm (B 3aBUCUMOCTU OT Xapakrepa nameHeHus1) ans obecne-
YeHUs1 CBOEBPEMEHHOIO N 3KOHOMUYECKN 3P DHEKTUBHOIO noaaepxaHns sanngauum.

IBonouns TpeboBaHMM K UCMbITAHUSAM NMpeacTaBneHa Ha pucyHke B.1.

TpeboBaHus
NCO/MOK
19790
2006 .

TpeboBaHuA
NCO/M3K 19790.
OueHka 2008 r-

TpeboBaHus
TpeboBaHus TpeboBaHus FIPS 140-2.
FIPS 140 FIPS 140-1 FIPS 140-2 VBeOMMeHie Tpebosatins

FIPS 140-3

1994 . 2001 r. O BHECEeHUU
N3MEeHEeHUI

PUCYHOK B.1 — 3Bontouns TpeboBaHUM K UCTIbITAHUSM

B.2.5 CBoeBpeMeHHOCTb
B.2.6 NMonHoTa

B KauyecTBe COOTBETCTBYIOLWEN NPOBEPKN — AOBEPUE K COOTBETCTBUIO KpUNTOrpadon4eckoro moayns TpeboBaHusam
cneundomkaumm (MCO/M3I3K 19790) sBnsieTcst BbICOKUM.

[TponaBogHblie TPebOBaHMA K UCMBITAHUSAM U PYKOBOACTBO MO peanu3auum npeaHasHadeHbl Ansa obecneveHus
NOMHOTbI U BOCMPOU3BOAMMOCTU UCMbITAHUMN.
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B.2.7 CtonmocTtb peanusaunn/obobem padboT no peanusaumm

Pacxogbl Ha NPOBEPKY AOCTOBEPHOCTU MOIYT BKITIOHaTh B ceB51 crneayiome 3nemMeHTbi:

- pacxoabl Ha opraHu3ayuio, NPOBOASALLYI0 MPOBEPKY (Hanpumep, ctonmocte CMVP HACT);

- pacxoabl HA ncnbITaTernbHYO NabopaTopuio;

- CTOMMOCTb BHYTPEHHUX paboT no NpoBegeHno Banngaymm, NPoBeAeHNI0 HE3HAYUTENBHBIX MOANUKaALUNNA, TPEDy-
eMbIX A4S UCnbiTaTtens, u HanNnucaHuio cneunanbHOU QOKYMEHTaUuM.

[TpoBepka no MCO/M3IK 19790 no BpemeHu Bcerga kopoye oueHmBanmst no NCO/M3IK 15408, nockonbKy 0bnacTtb
ee gencteus yxe. lpogonmxmntensHocTb npoBepkn no NMCO/MIK 19790 meHseTcsa B 3aBUCUMOCTHU OT:

- 3penocTn opraHn3aumnmn-paspaboTymka;

- KBanupumkaumm nabopartopuu;

- OrpaHuYeHnn No opraHy no Banngauwuu,

- 3penocTn NPOAYKTa;

- COOTBETCTBUS B CPABHEHUN C OUEHUBAHUEM.

B.2.8 lNMoapepxKa MHCTpyMeHTanbHbLIMU CpeacTBaMm

Kommepueckn gOCTyMNHbI NMULWLb HECKONMBKO MHCTPYMEHTOB. BecrnomoratenbHas OOKyMEHTaUus U MHCTPYMEHTapuu
npepocrtaenstotca HACT Ha caute http://csrc/nist.gov/criptval.

B.2.9 Cdepa pencreua kpnntorpadumn

MeToa obecneveHus goBepus onpeaenseT, Yto Ans Kpunrorpauyecknx Mmoaynen yTBepXgeHHolie hyHKumm obec-
nevyeHns 6e30NacHOCTU AOJKHbI MPOXOAUTb Banugauuio n ceptndmnumpoBaTbCs AN NpaBUNbHOM peanu3aumm no npo-
rpamme  Banugaumn kpuntorpadudeckoro anroputma (CAVP), paspabotanHon HWCT, kotopbin obecnedmBaer
anropuTMUYECKUE MHCTPYMEHTLI NPOBEPKN ANSA UcnbiTaTenbHbIX nadbopartopun, akkpegntoBaHHbIX NVLAP.

B.2.10 OueHka n cepTtndmkayuma

CeBepoamepukaHckasa cxema akkpegntaumm CMVP cywecteyeTt n nogaepxmBaetca comectHo ¢ HACT m CSE.

B.2.11 YOoeanTenbHOCTb U NPU3HaHWe

MCO/M3K 19790 ssiensieTcsa nponasogHbim oT FIPS 140-2, npusnannon cneundukaumm CLUA, onybnmnkoBaHHON
HUCT. CoorBeTtcTBUe cneundukauum tpebyetca agmmHnctpaunen CLUA ans npoayktoB 6e30nNacHOCTU, coaepKa-
WX Kpuntorpagunieckoe yCTponcTeo AN 3aWwnTbl YA3BUMbIX HECEKPETHbIX AaHHbIX. CepTudmnkartel BbligatTcsa Ans
Kpuntorpaguyecknx moaynewn, npoweawmnx NpoBepKy Ha COOTBETCTBME N COOTBETCTBYIOLWMX APYIUM NPOrpamMmMHbIM
TpeboBaHuAM.

B.3 UCO/M3K 21827

B.3.1 Llenb obecnevyeHnsa 0e3onacHoOCTH

Hasnavennem MCO/M3BK 21827 aBnsetcs obecneveHne AOBEpUs, OTHOCSALLErocs K npoueccam NpoeKTUpOBaHUS
6e30NacHOCTU CUCTEMBI OpraHn3aumm Nonb3oBaTens.

B.3.2 LleneBas aygutopwus

[HaHHbIN meToa obecneveHns JOBEPUS BKITIOHAET B CeDSl, B NEpBYIO ovepeab, JOBEPUE K pa3paboTke n aoBepue K
MHTEerpaunm n, Takum obpasom, NpeaHa3HavYeH Kak ansi pa3padboTuMKoOB, TaK U ANS MHTENPaToOpPOB CUCTEMBbI.

B.3.3 XapakTepuncTunkm

MeToa obecneveHns 4oBepust CNOMb3YET NOAX04 AOBEPUS K MPOLECCy.

B.3.4 Pa3HOCTOPOHHOCTDL

B NCO/M3K 21827 paccmartpuBatotces TpeboBaHUA Ha NATU YPOBHAX BO3MOXHOCTEN, CBA3AHHbLIX CO 3PEnocTblo
npouecca, onpegeneHHbIX opraHn3aunen Ha OCHOBE €€ AOMUHUPYIOWNX Lernen.

B.3.5 CBoeBpemMeHHOCTb

B ocHoBy NCO/M3K 21827 bbina nonoxeHa bonee paHHss paborta, nposeaeHHas ISSEA B nepuoag ¢ 1994 no
2001 r. Qanubin ctangapt 6bin onydbnunkosad MCO/M3IK B 2001 r. n ocHOBaH Ha npeacTaBneHnn obweaocTynHon cneum-
dukaumm ot ISSEA. lNepecmotp MCO/M3BK 21827 6bin HavaTt B 2005 1. n 3aBepuwieH B 2007 T.

B.3.6 3aBepLUeHHOCTb

B NCO/M3K 21827 noapobHO paccmaTpuBatoTcs NSATb YPOBHEN TPeboBaHUN K (PYHKLNOHANBHBIM BO3MOXHOCTSIM,
BKITHOYAOLWMM B cebs BCe acneKkTbl ANCUUMNUHBI NPOEKTUpoBaHuA besonacHocTn. OpraHnsaymsi 6a3oBbIX NPaKTUK, y4Hac-
TBYIOLMX B npouecce, obecne4vmBaeTt opraHm3aumm notpebutens rtbkoctb Ans KOMOUMHUPOBAHUA NPOLECCOB CNocobom,
COOTBETCTBYIOLLMM €€ OpraHn3aumnoHHON CTPYKTYpE.

B.3.7 CtonmocTb peanusaunn/obbem padboT no peanvsaumm

OcHoBHas yactb ctommocTn oueHmneaHus no NCO/MO3IK 21827 npuxoantcs Ha nepBbin NMpoekT. CTOMMOCTL A0rMOor-
HUTENBbHbIX NPOEKTOB, NCMNONb3YIOWMX aHANOINMYHYI0 METOAONOINIO, NpeacTaBnsieT coboM TONbKO Manyto YacTb 3TOWN Ha-
YyanbHOW CTOMMOCTU. HavyanbHas CTOMMOCTb YMEHBLLLAETCH NOCPEACTBOM MPUBIEYEHUSA BHYTPEHHUX OLUEHWMKOB. OBbIYHO
HUKaKas cneymanbHas QOKYMEHTaUUA HE NpunaraeTtcs.

[Tpn HanM4YMn HeobBXOANMOro NepcoHana NPoLect OUEHUBAHUA MOXET ObITb HEQOMNTUM U ANUTBCH OT ABYX A0 TPeX
Heaenb.

B.3.8 lNoapgepxkKa MHCTpyMeHTanbHbLIMU cCpeaAcTBaMW

CyLWweCcTBYIOT HECKONMBbKO 0BLWEAOCTYNHBbIX OCHOBAHHbLIX HA 3MEKTPOHHLIX Tabnnuax MHCTPYMEHTAaNbHbIX CPEACTB,
noagaepXMBaroLWmnX NpocneXxmBaHne pesynbTaToB OUEHKU, CYMMUPYIOLWNX N NMPEACTaBNAIOWMNX 3TN pe3ynbTaThl.
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B.3.9 Cdepa gencreua Kpnnrtorpacdpumn

Cneundunyeckne TpedboBaHUs OTCYTCTBYIOT.

B.3.10 OueHka v cepTndmkaumns

B oTHOWEHNM gaHHOro Metoga CyLeCcTBYIOT CUCTEMA NOArOTOBKU M KBanupunkaumoHHas cncrema.

B.3.11 YboeanTenbHOCTL M NPU3HaAHME

Cxema, npeacrasneHHas B MCO/MOK 21827, obecneumBaeTt oLeHUBAHWE TPYINON OLEHKMW.

Opranmsaums nogaepxkn SSE-CMM (SSO) npepocraBnsier OMbITHbIX METOAUCTOB W TPYMMNbl MO OUEHKE Mo
NCO/M3K 21827 ans okazaHus NOMOLLM OpraHmM3aumsam Npu oLeHKEe nX BO3IMOXHOCTEN NPOEKTUPOBAHMUA DE30NACHOCTH.
Hwxxe npuBegeHbl cnegyowme npeaocTaBnsemMble YCryru.

a) copgeuncreune B oueHke no NCO/M3IK 21827;

b) oueHka no NCO/M3K 21827;

c) nocneaywowmn ayant no MCO/M3K 21827;
d) cocraeBneHwe nnaHa ynydweHuns npouecca NnpoekTMpoBaHns 6e3onacHoCTw.

B otnnumne ot NCO/M3BK 15408 nnn MCO/M3K 19790 nioboe ocbmumansHoe nnm deaepanbHoe areHTCTBO, Npe-
CTaBnsioWEee Kaky-Hnbyab cucremy ceptndukaumm no NCO/M3K 21827, oTcyTCTBYET.

B.4 NCO/M3AK 13335

B 4.1 Llenb obecnevyeHnsa 6e3onacHOCTW

KomnnekT, B HacTtosiwee Bpems cogepxawmn NCO/MIK 13335-1, 6bin onybriMKOBaH Kak TEXHUYECKUN OTYEeT
(vactb 1 —B 1996 ., yactb 2—B 1997 r.,4yactb 3 —B 1998 ., yactb 4 — B 2000 r. n yactb 5 — B 2001 r.). B vactum 1
«KoHuenuum n moagenu beszonacHoctn N T» gaHbl onpeaeneHmns OCHOBHbIX TEPMUHOB, OTHOCALWMXESA K 6e3onacHocTn AT,
aNeMeHTapHbIM acrnekram (yrpo3abl, PUCK, YA3BUMOCTU U T. A.) U nNpoueccam (Hanpmmep, NnaHnpoBaHmne HenpeaBnaeHHbIX
0DCTOSATENBCTB, OLEHKA PUCKA, NOBbILLEHWE OCBEAOMINEHHOCTH). [laHHasn YacTb NpeaHasHaveHa ans OTBETCTBEHHbIX PYKO-
BoagnTenen n paboTHUKOB cnyXbbl 6e30NacHOCTM B opraHmn3aumnsx. B vactm 2 «YnpaeneHue 6esonacHocteio AT 1 ee nna-
HUPOBaHME» npeacTtaBneHa umHopmaumsa Mo NPoeKkTUpPoOBaHUIO npouecca obecnedveHns besonacHoctm UT wm ero
MHTErNPaLUMN B CYLLECTBYIOWMNE TEXHONONMYECKNE NMPOLECCHl NPeanpUATUA U npeanaraeTcs opraHmsaumnsa 6€30nacHoOCTH
NT. Buactn 3 «Cnocobbl ynpaenenns besonacHocTeio MT» yTouHAKTCA 3Tanbl npouecca obecnevenns 6esonacHoctn AT
N npegocTaBnaeTcss nHpopmaumsa o metogax u cnocobax, KOTopble MOIyT UCNONMb30BATLCH ANS AOCTUXKEHUS 3TOW LENN.
HakoHeu, B yactn 4 «Bbibop mep besonacHocTu» npeacraBneHa nHpopmauus 0 ToOM, Kakme mepbl 6e30nacHOCTU COOTBE-
TCTBYIOT KAKUM YIpo3aM N KakK MOXHO Onpeaenutb NpuemMnembin ypoBeHb 6a3oBon 3amTbl Ans opraHn3aumn. B vactm 5
«PyKOBOACTBO MO ynpaBleHUo ceTeBOU 6e30nacHOCTbIO» NPEeACTaBEHbl PEKOMEHAAUNN NO yNpaBleHno Be30MacHOC-
Tbto T Be3 permameHTUpOBaHUSA Kaknx-nnbdo onpeaeneHHbIX peLlueHun.

Bropas pegakums NCO/M3K 13335 6bina onydbnmkoBaHa Kak MexayHapoaHblin CTaHAAPT, COCTOSWMA U3 ABYX Yac-
Ten; MCO/M3K 13335-1 6bin m3gad B 2004 r.; oH otmeHsseT m 3ameHsseT MNCO/MOK TO 13335-1-1996 r. wu
NCO/MOK TO 13335-2-1997 r. NCO/M3IK 13335-2 3amensier NMNCO/MOK TO 13335-3 m NCO/MBK TO 13335-4.
MCO/M3K TO 13335-5 (ynpasnenue cetammn) o6begnHeH ¢ MCO/M3K 18028-1.

CywecTByeT HamepeHne namenntb 06o3Havenme crtangapra MCO/M3IK 13335-2 na NCO/M3K 27005.

B.4.2 LeneBana ayantopus

HaHHbIn meToa obecneveHnss AOBEPUS KACaeTCa AOBEPUS K IKCNyaTaunm.

OCHOBHOW LENEBON rPyrnnon ABNAKTCH PYKOBOAUTENN NPeanpuAaTUN NnNn opraHn3aumnn, HenocpeacTBEHHO y4acTBY-
lowme B NNaHMPOBaHUM U peanni3aunm npouecca obecnevenus besonacHoctn AT.

YacTe 1 npegHasHaveHa anst pykoBoauTENen Ha YPOBHE NpaBreHnsi, 0COBEHHO TeX, KTO HECET OTBETCTBEHHOCTb 3a
nporpammy obecnevenns 6eszonacHoctn T B macwtabe npeanpusTms.

UacTb 2 npegHasHaveHa ans pykopogntenen, OTBETCTBEHHbIX 3a cuctembl T npeanpusaTtrs, nnv ans 1ex, Ybs coe-
pa OTBETCTBEHHOCTU B 3HAYUTENBHOWN CTENEHN 3aBUCUT OT ncnonb3oBaHmnsa UT.

Yactn 3 un 4 npeagnasHaveHsbl Ansa TeX, KoMy npuxoautes MMeTb geno ¢ 6besonacHocTeio VT HaA pasnuyHbiX aTanax
XXN3HEHHOIO UMKIAa NPOEKTOB.

OT4YeTbl MOIYT UCMONBL30BATBLCAH YUPEXAEHNAMUN HE3ABUCUMO OT UX HAYanbHOW CTPYKTYpPbI. OQHaKo OHU npegHa3sHa-
YeHbl AINs U3YYEHUA U (NPU HEODBXOANMOCTH) MOoaNPUKaLUUKN CTPYKTYPbl HEOBX0ANMMbIX NpoueccoB obecneveHns besonac-
HocTn UT. lpepocraensgemas ansd atoro mHdopmaumsa He 3aBUCUT OT CIOXHOCTU MMEKLWUNXCH CTPYKTYP U LENEBOro
YPOBHSA HE30MacHOCTMN.

B.4.3 XapakTepuUCTHKM

MeToa obecneveHns AOBEPUSA BKITIOYAET B cebs noaxoa K AoBepuio K cpeae. B otaenbHbiX YacTax MCO/M3BK 13335
HE n3naratTcs Kakme-nmbo KOHKPETHLIE NpoLeaypbl U PpELLEHUs, a cogepxaTcs pekomeHgaumm no paspaboTke 3TUX nNpo-
Leayp v peleHnn n nx agantaymm ans KOHKPETHOro NpeanpusaTus, a Takke CyLWweCcTByoWwme ans 3tTux uenem Metogbl n Mo-
aenn. [HokymeHTauma He npeaHasHadveHa ans mamepeHust yposHsi Be3onacHoctn VT wnm nwobon gemoHcTpauum
COOTBETCTBUA CTaHOAPTY.

B.4.4 Pa3HOCTOPOHHOCTL

B ocHOBHOM cTaHgapTbl cneayeTr aganTtupoBaTh K KOHKPETHLIM OCODEHHOCTAM yUpeXaeHn N HAOPaACTPYKTYPeE nx
T nnu npoektam. PasnnyHblie 4YacTu cTtaHgapTa cogepxart pekoMmeHgauum ansi pasHbiX YPOBHEN — OT YPOBHSA NpaBiieHus
OO0 YPOBHSA npoekta. B peanbHOCTU Npouecchl N npoueaypbl MOryT peanu3oBaTbCs MOMHOCTbLIO TONBKO B yYpeXaeHUsX
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cpeaHero macwrtaba nnu KpynHoeiX yupexgeHunsix. OgHako noBCceMeCcTHO CTaHAAapPThl UCNOMb3YIOTCH B KAYECTBE PYKOBO-
NCTBA.

B.4.5 CBoeBpeMeHHOCTL

MCO/M3K 13335 6bin onybnukoBaH HeAaBHO M HaAXoAWNCs B npouecce nybnukaumm Ha MOMEHT pas3paboTku
NCO/M3IK 1544 3. OaHako obwmnm xapakrep nonoxenmnm MCO/M3IK 13335 He npegnonaraet HE0bXoAMMOCTU B NOBTOPHOM
NX nepecmoTpe B 0603pnmMom Byayuiem.

B.4.6 3aBeplleHHOCTb

[NaHHble cTaHgapTbl ABNAOTCH 3aBEPLUEHHBIMU OTHOCUTENbHO OMUCAHUSA OpraHu3auMm M KOMNOHEHTOB npouecca
obecnevenust bezonacHocTn MT. OHM gatoT TONbKO HANpaBneHne onpegeneHns 3TuxX NPoUecCcoB N CTPYKTYP BHYTPU Opra-
HU3auun; ypoBeHb 6e30nacHOCTU He 0D03HAYaEeTCs, TaK KaK onpeaeneHne 3Toro YpoBHS NPOUCXOAUT TONbKO B pamMKax
CHOPMUPOBAHHBIX C UX UCMOMNb30BAHNEM OpPraHmM3auum n NpoLeCcCcoB.

B.4.7 CtonmocTtb peanusaunn/obobem padboT no peannsaumm

Pacxoabl Ha BHeapeHne n nogaepkanme npouecca obecnevenns besonacHoctn AT Ha npeanpusaTun 3aBUCAT OT

NMEIOLLENCH OPraHn3aunoOHHON CTPYKTYPbl U HE MOIYT YTBEPXKAATLCA AI151 BCEX aCNEKTOB. AHANOINYHbIE COODPaXKeHUS
npumeHnmbl K NCO/M3IK 27002.

B.4.8 [MoapepxKa MHCTpyMEHTanNnbHbLIMU CpeacTBamMm

[ToaaepKka NHCTPYMEHTANBHBIMU CPEACTBAMUN HE KAXETCH LenecoobpasHon. PeweHus no ynpaBneHnto, KOTopble
OOJTKHBI MPUHUMATBCA € y4eTOM (PopMbl ynpaBneHnst besonacHocTbio VT Ha npeanpusitum, He 3aBUCAT OT CUCTEMbI NOKAa-
3arenemn.

B.4.9 Cdepa gencreua kpuntorpadhun

Kpuntorpatus paccMmaTpmBaeTcsi HA YPOBHE Mep (egnHUL namepeHuns). TpeboBaHus He 0603HAYEHbI, 8 BMECTO HUX
naetcs ceoinka Ha MCO/M3BK 11770-1, 0coOBEHHO B OTHOLWLEHUM YNPAaBIEHUS KIOYaMW.

B.4.10 OueHka n cepTndomkaums

CepTudurkaymsi He NnpeaycMmaTpmuBaeTCs U HE CHUTAETCH HEOBXOANMOMW.
B.4.11 YOoeanTenbHOCTb U NPU3HAaHWe

[lpu3HaH B Ka4eCcTBe MeXayHapoaHoro metacraHgapTa.

B.5 NCO/M3K 27001 n NCO/M3K 27002

B.5.1 Llenb obecnevyeHnsa 0e3onacHoOCTH

HasHaveHnem NCO/M3K 27001 n MCO/M3IK 27002 siBnsieTcs npeacraBnenmne TpeboBaHum K nogxoay «nepeaoBou
ONbIT» B ynpaeneHmn nnopmaumonHon besonacHocteio. B NCO/M3K 27002 patotcs pekomeHgauum no metogam obec-
nevYeHns nHdpopmaunoHHon beszonacHoctu, torga kak B MCO/M3K 27001 onpegenerHbl TPEOOBAHUSA K CUCTEMAM MEHE-
XMeHTa MHPOPMAaLMOHHOW BE30NAacHOCTM.

OCHOBHbIE paccMaTpyBaeMble TEMbI BKINIOYAKOT B cebs1 nnaHnpoBaHue, BHeApeHue (peanusaunio), akcnnyataumio u
yIyULLEHNE CUCTEMbBI MEHEKMEHTA NHPOPpMALMOHHON Be3onacHOCTU. CBA3aHHbIE C OCHOBHbLIMW TEMbI KACAKOTCH NOEHTU-
domnkaunm n OUEHKN PUCKA, a Takxe Bblbopa COOTBETCTBYIOWMX LUENEN CPEACTB YyNpPaBneHus.

B.5.2 LUeneBasa ayantopus

MCO/M3K 27001 n NCO/MO3K 27002 npeaHasHa4veHbl a4ns NnpeanpusaTtum n yupexxgeHum Bcex pasmepos, HO HE AN
YaCTHbIX NMoNb3oBaTenen. Kpome Toro, CtaHaapTbl MOMYT NPUMEHATBCH CEPBUCHBIMK dnpmamm B 0bnactax ayaura n cep-
Tndomkaumnn.

LleneBon aygntopmnen ctaHgapToB SBIAIOTCA:

- PYKOBOAUTENN, OTBETCTBEHHBLIE 3a obecneveHne agekBaTtHOW 3awWwmTbl MHpOpMaummn, COOTBETCTBYOLWEN NX 065-
3aHHOCTSIM;

- Nnua, OTBETCTBEHHLIE 3a BbIOOP 1 BHeApeHne mep besonacHoctn VT, Takne, Hanpumep, Kak paboTHUKKU CryKObi
besonacHocTn AT, nuua, otBeTCTBEHHbIE 3a UT;

- nepcoHan ¢ 063aHHOCTSAMU MO MOHUTOPUHTY, HANPUMep, BHYTPEHHUE U BHELLHWE ayanTOpPb;

- BHELLHWE 3aNHTEPECOBAHHbIE CTOPOHbI, TAKUE, HAaNPUMEP, KaK 3aKa3unKn U NOCTaBLUMKU, NoNnararWwmecss Ha Mepbl
besonacHocTn UT;

- opraHbl No cepTudukaumum cucTem MeHeKMeHTa MHOOPMaLMOHHON BEe30NacHOCTH.

[TPUMEHNMOCTL CTAHOAPTOB B LLEJTOM HE 3aBUCUT OT OpPraHn3aunoHHON CTPYKTYPbl. OpNEHTUPOBAHHLIN HA PYKOBO-
OCTBO NOAXo4d He OrpaHnYmMBaeT NMPUMEeHUMMOCTb CTaAaHOAPTOB K onpeaereHHblM TEXHOMOMMYECKUMM CUCTEMAaM U TUNam
CUCTEM.

B.5.3 XapakTepucTukm

[aHHbIn MeTO 0becneveHns AOBEPUSA NCNONb3YET NOAX04 K AOBEPUIO K NPOLIECCY U OXBaTbIBAET creayowme
sTansbl:

- hopMmMpoBaHNE CUCTEMbI MEHEMPKMEHTA MHPOPMALMOHHON BE30NACHOCTW;

- BHEQPEHME N SKCMnyaTaumst CUCTEMbl MEHEQKMEHTA MHAOPMALMOHHON BE30MACHOCTW;
- MOHUTOPUHI U NMPOBEPKA CUCTEMbBI MEHEIKMEHTA MHADOPMALIMOHHOW BEe30MacHOCTU;

- NogaepXaHne n yrnydleHne CUCTeMbl MeHeQXKMEHTa MHDOPMALMOHHON BE30MacHOCTW.
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byayumn cBazad ¢ atumm atanamun, NCO/M3IK 27001 coagepXuT TpeboBaHus K JOKYMEHTaUMKn, 06A3aHHOCTSM PYKO-
BOACTBA, BHYTPEHHUM ayauTam CUCTEMbI MEHEAKMEHTA MHPOPMALNOHHOW BE30NAaCHOCTU, €€ NPOBEPKAM CO CTOPOHbI PY-
KOBOACTBA U YNYYLLEHNIO CUCTEMbBI MEHEAXKMEHTA MHPOPMALMOHHOW BE30MNACHOCTN.
MCO/M3K 27001 copepXnT TpeboBaHua K BbIDOpy Mmep ynpaBneHns ob6paboTkon pucka nHdpopmaumnoHHon 6e30-
NacHOCTH, ocHoBaHHbIM Ha MCO/MO3K 27002.

[laHHble cTaHaapTbl MOXHO NPUMEHATL pasnunyHbiMu NyTamn. Bo-nepBbix, MCO/MIK 27002 MOXHO NCNonb3oBaTh
KaK CCbIJIKY Ol KOHKPETHOro PyKOBOACTBA B OTHOLWIEHUU CrieunuKkaumm n npuMeHeHns1 OTAENbHbIX Mep ynpaeBleHus.
Bo-BTopbiX, NCO/M3K 27001 moxeT ncnonb3oBaTtbes Ans BHEAPEHUS COBPEMEHHOWN CUCTEMblI MEHEKMEHTA MHADOPMaA-

LMOHHOW Be3onacHoCTU. B-TpeTbux, AN BHEAPEHUSA CUCTEMblI MEHE)KMEHTA MHDOPMaLMOHHON Be30NacHOCTU, KOTopas
MOXET cepTUdPnUnpoBaThCH HE3ABUCUMbIM OPraHOM Mo cepTndunkaunmn, MOXeT NPUMEHATbCA KOMOnHauus TpeboBaHmnn

MCO/M3K 27001 n MCO/MSIK 27002.

B.5.4 Pa3zHOCTOPOHHOCTL

MCO/M3K 27001 n NCO/M3K 27002 npegHasHa4eHbl ANs opraHn3aumy niodoro pasmepa, a takke ansa otaenbHO
naeHTNPUUMpyemMbIX nogpasgeneHnm opradmsauun. [pmn Hannumm y opradHm3aumm HECKOJIbKMX CUCTEM MEHEeKMEHTA UH-
dhopmaumnoHHOM BE30MNaCHOCTU, BKNIOHAOWMX B ¢ebs pasnuyHble cdrepbl NPUMEHEHUS (HAanpumep, pasnnyHbiX nogpasae-
NTEHUN OpraHm3aunmn), OTCYTCTBYET KaKOM-NMMOBO aBTOMATU3UPOBAaHHLIN Cnocob, nomorawwmn caenatb BbIBOO O
besonacHocTn nHdopmaymm Boobue. OgHako Ha OCHOBE AOKYMEHTAUMWN, UMEIOLLENCSH NO KAXKA0N CUCTEME MEHEIKMEHTA
MHOPMaLNOHHOW BE30MacCHOCTU, MOXHO MPOBECTU 3KCNEPTHYIO OLEHKY N ONpeaennTb COrmacoBaHHOCTb MOAX0A0B K UH-
dopmayMoHHON BE30NacHOCTU € OBLWMMN LIENMAMMN.

B.5.5 CBoeBpeMeHHOCTb

MCO/M3K 27001 n MCO/M3IK 27002 anpobunpoBaHbl U NONHOCTBIO COBMECTUMbI. 3annaHUpOBaHb! PerynsipHole 06-
HOBMEHUS B COOTBETCTBUM C 06WMM noaxoaom K moamndukaumm ctasvgaptoB MCO/M3K n coxpaHeHne npu Taknx obHoBNne-
HUAX COBMECTUMOCTU CTaAHOAPTOB.

B.5.6 3aBeplueHHOCTb

NCO/M3IK 27001 n MCO/MO3BK 27002 B 3HAYNTENBHON CTENEHN OPUEHTUPOBAHBLI HA HNCXOASALWMN NoaAX04 U CO-
aepxart obuwune TpeboBaHUS N PyKOBOACTBO Mo He30nacHOCTU. ITU TpeboBaHUS OXBaTbLIBAOT BCe 0b6nactun, UMelto-
LimMe 3HavYeHue B HacTtosiwee Bpems. CTaHaapTbl He coaep)XaT Kakmx-nnbo OPMEHTUPOBAHHBLIX HA MPOAYKT
TpeboBaHNN, @ OPUEHTUPOBAHHbIE HA TEXHONOIMK TpeboBaHma 060D LWEHBI M coaepXXaT NUWb HE3HAYNTENBHOE YNC-
no nogpodHOCTEN.

MCO/M3K 27001 n MCO/M3K 27002 He orpaHnynBaloTCs OQHUM KOHKPETHBLIM YPOBHEM Be30MacHOCTU, a PEKOMEH-
OyeMble UMW MEPbI YNPaBleHNA OPUEHTUPOBAHBI HA OCHOBHOW NOAX0oA4 K obecrnevenmnto 6€30nacHOCTU N NPUroaHbl TONbKO
a5 ypoBHEN Be30NacHOCTU OT BbICOKOIo 40 MakcumanbHoro nocne mogandpukaumm. OgQHako OPUEHTUPOBAHHBIN HA PYKO-
BOACTBO Moaxoa obecnevmBaeT NOAAEPKKY BCEM YPOBHAM DE30NacHOCTH.

NMCO/MO3K 27001 nosBonsiet NCKIOHYNTL Mepbl yripaeneHns, nanoxeHHole B ICO/M3IK 27002, Ha ocHOBaHuK, Ha-
NPUMEP, NX HECOOTBETCTBUA AEATENBHOCTU B pamMKax chepbl AENCTBUSA NN OTCYTCTBUS HEODXO0ANMOCTH 0B6paboTKN CBSI-
3aHHbIX C 9TOW AeATENbHOCTBIO PUCKOB BesdonacHoctu. [ns agantaumm K Hebonbwmvm npeanpussTUsaM BO3MOXHA
Moanpurkauns mep yrnpaeneHus.

B.5.7 CtoumocTb peanusaunn/odobem padboT no peann3auvu

[TpnaaHmne ocoboro 3HavYeHns AeATeNnbHOCTU PYKOBOACTBA AenaeT yeunus, Heobxoammslie ans BHEAPEHUS CUCTEM
MEeHePKMEHTa MHPoOPpMaUMOHHOW Be3onacHOCTH, B BOMbLION CTENEHN 3aBUCUMbIMU OT ODLWLEro Ka4ecTBa OpraHn3oBaH-
HOCTM yupexaenus. na HegoCTaTOYHO XOPOLO OPraHM30BaHHbIX yUpexXaeHui TpebyoTcs 3HauMTenbHO Bonbne you-
NVs, Yem Ans yupexgeHnmn ¢ BronHe onpegeneHHbiMU OpraHn3aynoHHbBIMU CTPYKTYPaMM.

MeTtoa ncnonb3oBaHus npasui ansa obecneyveHnss pekoMeHgaunm rno BHEAPEHMIO Mep ynpasneHns B OCHOBHOM Je-
NnaeT BO3MOXHbIM MPUMEHEHNE UMEIOLLMXCA MEP ynpaBneHnst Ans BbINONMHEHUA OTHOCALWMXCS K HUM TpeboBaHum 6e3 ao-
NONMHUTENBbHBLIX 3aTpar.

Obbem paboT No BHEAPEHUID CUCTEMbI MEHEMKMEHTa MHAOPMALMOHHON Be30nacHOCTN Ha OCHOBE TpeboBaHuK
MCO/M3K 27001 B 3HaUMTENBHOW MEpe onpeaensaeTcs obnacTbio AEUCTBUSA CUCTEMBI. BbiDOp MeToaa OLEHKU PUCKa OKa-
3biBaeT bonbluoOe BNUsHWE HA HeObxoanmbin o6bem paboThl.

CrounmocTtb ceptudpumnkauymm no NCO/M3BK 27001 aHanornyHa ctoumoctu ceptnddumkaumm no MCO/M3K 9000.

Cnegyert OTMETUTb, YTO CTOMMOCTb CEPTUMdUKALMN HAQ0 paccMaTpuUBaTh OTAENBHO OT CTOMMOCTU BHEAPEHUS COOT-
BETCTBYIOLLEN CUCTEMblI MEHEMKMEHTA MHPOpMaUnoHHOW Be3onacHocTu. [1oaobHble 3aTpartbl 3aBUCAT OT MacwTaba
OpraHm3aumnmn, xapakrepa rnpuHATLIX Mep N nmerwmxcest yrpos. O6obuweHHoe onpeaeneHne Takmx 3atpaT HEBO3MOXHO.

Ins oueHnBaHus o0bbIMHO TpebyeTcs onpeaeneHHbIn NeEpNoa BPEMEHN C NEPEPLIBAMU HA BHEAPEHNE PA3NNYHbLIX
acnektoB CMIBb nnu pewernne Bo3Hukawwmx npodbnem. ObbIvHO hakTuieckas NpoaorkKnTENbHOCTb OLLEHMBAHUSA COCTaB-
NAeT oT Tpex Ao 12 mecsues.

B.5.8 lNoggepxkKa MHCTPYMEHTaNnbHbIMKU cCpeacTBamMm

MCO/M3K 27001 n NCO/M3IK 27002 MOXHO nogaepXmBaTh pasnnyHbIMU MHCTPYMEHTarnbHbIMU cpeacreamu. ns
OLUEHKN pUcKa, NoAAEPXKKN paspaboTkm N COXpaHEHNS HEODBXOAMMbIX AOKYMEHTOB U 3arNNCeEN U CPaBHEHUS BHEOPEHHbIX
MEP YrNpaBrieHUs C NOCTaBNEHHbIMW LUENSMU CYLWECTBYIOT Creunpnyeckne MHCTPyYMeHTanbHble CpegcTBa B COOTBETCTBUM

¢ NCO/M3K 27001.
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B.5.9 Cdepa nencreua Kpuntorpadumn

Kpunntorpadwus paccmartpuaetcs B NCO/M3BK 27002, B KoToOpoM nNpeacTaBneH npakTMYeCkun onbiT, Kacaowmnes
NONMUTUKN NPUMEHEHUS KPUNTOrpaPmnyeckmnx mep KOHTPONSA U yrpaBneHns Kntovamn. YunTbeiBas 0bWMKM Xapakrep 4aHHOIo
cTaHgapTa, Kakme-nnbo cneumndmndveckmne ansa npoaykra pekomeHgaunum OTCyTCTBYIOT.

B.5.10 OueHka n cepTtndmkayuma

MCO/M3K 27001 6bin paspaboran ans Toro, 4YTobbl caenatb BO3MOXHON cepTudukauunio peanmsaumm He3aBUCK-
MbIMK OpraHamm no ceptudukaymsam. Hesasucnmas ceptndomnkaums CMUB pencrtentenbHa HECKONBKO NneT (06bIMHO TPW
ropa). HapsopHbie ayanTbl NPOBOAATCS Yepes Kaxable 6—12 mecsiueB B TEYEHME 3Toro nepunoga. Ceprnpukaums aHHynm-
PYETCA NPU HANNYNKN CEPLE3HLIX HECOOTBETCTBUN U/UINN €CIN OHN CBOEBPEMEHHO HE yCTpaHeHbl. Haxoaawmmncs B HACTOS-
uee Bpems Ha crtagum paspabotkm MCO/MOIK 27006 cneumncmumpyet TpeboBaHUS MO akkpeautTaumm OpraHoB no
cepTndmnKkaumn.

B.5.11 YoeauTenbHOCTb 1 NPU3HaHWeE

PasnunuHble hegepanbHbie U PpermMoHanbHble CNyXObl NO akkpeaguTauum obecnevmBaloT HE3aBUCUMOE JOBEPUE K
TOMY, 4TO opranbl no ceptudukaumm no NCO/M3K 27001 BbINONHAKT cTabunbHbIE NpOoLEeaYypPbl, 3a4ENCTBYIOT KOMMNETEH-
THbIN NEPCOHAaN U BbI4AT HENPOTUBOPEYMBLIE peaynbTaThl. [ lpyumepammn 3TnX opraHoB no akkpegntaynm aendanTca UKAS
B Benukobputanmm n JANSANZ B ABcTpanum n Hoson 3enangun.

DenepanbHble U PpernoHanbHble CNyXbbl N0 akkpeanTaumm COTPYAHUYAT B MEXAYHAPOAHOM mMacwTabe nocpe-
ACTBOM dhopyma mexgyHapoaHoro akkpeamtoBanus (IAF) n EBponenckon opraHmsaunm COTpyaHUYECTBA N0 akKpeaunTa-
LKW, DTU permoHanbHble U MEXAYHAPOAHble accounaumm obecneunBatloT cornacoBaHHOCTb AEUCTBUN NO MEXAYHAPOAHON
akKkpeanTauumn.

B.6 PykoBoacTtBo no bazosown 3awmte UT

B.6.1 Llenb obecneveHnsa noBepun

B pykoBoacTtee no 6asosoun 3awmte T npeactaeneHbl cTaHgapTHIE Mepbl 6e30nNacHOCTU, HanpaBneHHbIe Ha hop-
MUPOBaHME NpeaonpeaeneHHoro ypoeHs 6esonacHocTn ans cuctem UT. 3TOT ypOBEHBb MOXET TaKXe CINYXUTb OTMNPaBHOW
TOYKOW Ans obnacrten ¢ bonee cTpormmmn TpedboBaHnsmm besonacHocTu. PykoBoacTBo no 6azoson 3awmte T cogepxuT
NnepeYyHn CTaHAapTHLIX Mep Be30nNacHOCTU B KaxXaomn na obnacren: VInppactpyktypa, Nepconan, AnnapartHble cpeacTBa m
nporpaMmmHoe obecneveHne, KoMmmyHukaumst u nnNaHnpoBaHne HenpeaBuaeHHbIX 0b6cToaTenbeTB. [1oaxon BKkNOYaeT B
cebsi cneayowme aencteus: aHanma cTpyktyp T, oueHka TpeboBaHun K 3amTte, MogaennpoBaHne, OCHOBHbLIE MPOBEPKN
be3zonacHoOCTH, AONONHUTENBHBLIM aHaNM3 Be30NacHOCTU U BHeAgpeHne mep besonacHocTn UT.

B.6.2 LleneBasa ayantopwusa

HaHHbIn MeToa 0becneveHns QOBEPUA BKITIOHAET B Cebs1 AOBEPUE K SKCNNyaTauumn, a Takke goBepue K paspaboTke u
MHTErpaunm B ycnosusx akcnnyaraumm UT.

PykoBoacTtBo no 6azoBon 3awmnte AT npegHasHavyeHo ans y4pexaeHnum n npeanpusitum Bcex macwtabos, a He AN
4acTHbIX nonb3oBaTtenen. [na obnerdeHns agpecaumm ctaHgapTHbIX Mep Be30NacHOCTU OTBETCTBEHHbIM paboTHUKAM
TEKCTOBAas MHPpOpMAaLUUS NO KAXXKA0N Mepe Ha4YMHaAeTCs ¢ MHPoOPMaLUKM O TOM, KTO HECET OTBETCTBEHHOCTb 38 MHULMNPOBA-
HUE N BHEAPEHNE pacCMaTPUBaEMON Mepbl. B KaxXaom cnydae ans 31oro B pamMkax yupexaeHus nnv npeanpusitna 0603Ha-
YeHbl ogHa wnm bonee ponewn. lpumepamn Takmx ponen ABNATCH HadanbHUK otaenenmss AT, paboTHUK cnyxbbl
besonacHocTn VT, nepcoHan, MHCNEKTOP NOXAPHOW OXpaHbl, aaAMUHUCTPAaTOP ¥ nonb3oBatens UT.

OCHOBbLIBASACb HA TUMWUYHbBIX KOMIMOHEHTaX, KOTOPbLIE NPENMYLLECTBEHHO PACCMaTPUBAIOTCSH B PYKOBOACTBE NO Ha30-
BOW 3awmte VT, paHHoe pyKOBOACTBO O4Ye€Hb MONe3HO 4NA npoBangepoB yenyr, co3garwmx nim npeaoctaBnsaowmx co-
nepxanue B VIHTepHeTe, HO MeHee None3Ho Ans onepaTtopoB ceTu. 1o NnpuinHe paclumpeHHoro Habopa TpeboBaHnM NO
besonacHocTn T, cogepxawmxcsi B pykoBogctee no b6asoson 3awmte AT, AOKYMEHT TakKXe NPUMEHNM AN MOCTABLLMKOB
annapaTHbIX N3genun nnn nNporpaMmmMHbIX Npoaykros. OgHako o pa3paboTke NporpaMmmMHoOro obecnevyeHmns yrnoMmHaeTCcs
NUWb MUMOXoA0M. AOMUHUCTPAaTOPbLI HAWAYT B pykoBoacTBe No 6azoeon 3awmTte VT BceobbemMniowyo n nogapobHyto Tex-
HUYECKYIO HopMauunio.

[TockonbKy pyKOBOACTBO Mo 6aszoson 3awmte VT cneagyet obwemy NPpUHUMNY pacCMOTPEHUSA TUMNYHBIX KOMMOHEH-
TOB (M T), OHO B OCHOBHOM HE 3aBUCUT OT CTPYKTYPbI NpeanpusaTus. PykoBoacTBO NPUMEHMMO ANl BCeX 0bnacTen, B KOTO-
PbIX UCMONb3YIOTCA CTaHdapTHble cucTemMbl U npunoxenns T n B kKoTtopbiX (B 0bwem) TpedboBaHmns 6e£30NacHOCTU
aBnsTeA 0bbivHbIMKU. Mepbl 6e3zonacHocTn AT ¢ Bonee BbicOkKMMK TpeboBaHnAMM BEe30NacHOCTN COXPaHAITCH NMULLL B
OrpaHN4YeHHoOM obbeme.

B.6.3 XapakTepuncTunkm

MeToa obecneveHus JOBEPUSt NCMONb3YET NOAX04 K AOBEPUID K NPOLIECCY, HO BKITIOYAET B CebA TaKXKe 3NTEMEHT J0-
BEPUS K MPOAYKTY B cny4vae ero mogndpukaumm Bo BpemMs 3Kcnnyataymu. B 3aBUCMMOCTU OT KOMIMOHEHTOB paccMaTpuBae-
MoW cpeabl T nonb3oBaTens BelbupaeT nogxoasiwme pasaensl (MNn « Mogynny») B pykosoactee rno 6azosou 3awmte T w
ncnonb3yert nx ansa «mogenupoBanusa» cpeabl VT, lNoaxon genntcsa Ha NATb YPOBHEW: acneKkTbl BbICWWEro nopsigka, MH-
bpacTpyktypa, cuctemol T, cetn n npunoxeHus.

YpoBeHb 1. ACNEKTbl BbICLLEro nopsaka oxBaTtbiBatoT acnektbl 6e3onacHocTn AT, koTopble Henb3s 3addmnkenpoBaTh
ans oraensHon T nnn KOMNOHEHTAMU MHPPACTPYKTYPbI, HO KOTOPbIE OKa3bIBAKOT BNUSHUE Ha bonbwmne obnactn mnu
naxe Bcto cpeay UT.

B.6.4 Pa3zHOCTOPOHHOCTL

[TockonbKky pykoBoACTBO No 6asoBou 3awmte VT npegHasHaveHo ans KOMNOHEHTOB paccmaTtpuBaemon cpeabl AT,
ob6bem paboT un pacxobl, 3aTpavYeHHbIe HA NMPUMEHEHME 3TOro MeToa, B 3HAYUTENbHOW CTENEHU 3aBUCAT OT OAHOPOHOC-
TV paccmaTpmBaemon cpeabl. B pykoBoactee no 6azoson 3awmte AT coaepXUTcsa MEXaHN3M rpynnMpoBaHus MAEHTUYHbIX
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KOMIMOHEHTOB, YTOObI 3bexatb HeobxoanmocTn obpabaTbiBaTb KAXAbIM KOMMNOHEHT B oTAenbHOCTU. OaHaKo, ecnum cpeaa
T HeogHOpoaHa B Lenom, obbem padboT n pacxogbl BO3pactaeT NPONoOpUNOHanbHO YMCy KOMMNOHEHTOB (cuctem UT,
npunoxexHun T, n 1. a.).

B.6.5 CBoeBpeMeHHOCTb
PYKOBOACTBO No 6a3oBon 3awmnte VT nepecmatpuBaloT U paclunpsoT ABaXAbl B rod. 3170 0CODEHHO HEOHBX0ANMO
0Nns agantaunm TEXHUYECKOro coaepXaHus K HoBenwmnm pazpaboTtkam. JononHUTENbHbIM MaTeEpMan 0CHOBaH Ha TpeboBa-
HUAX, ONMpPeaeneHHbIX 3aperMcTPUpPoOBaHHbIMM NONb30BaTENSMU PyKoBoAcTBa No basoson 3awmte UT.

B.6.6 3aBeplueHHOCTb
PYKOBOACTBO No HaszoBon 3awmte T coaepXuT Kak obuwme, Tak n cneunuyeckme ansa npoaykra n TeXHONOrnm
cTaHaapTHblEe Mepbl be3donacHocTu. Obwme Mmepbl OXBaTbIBAIOT BCE BaXHble acnekTbl 6e3onacHoctn AT, Hanpumep, nna-
HUPOBAHME OPraHN3aUNOHHOW CTPYKTYPb! NN HENPEABUAEHHbLIX 06CTOATENBCTB. C y4E€TOM OrPOMHOIo PasHoobpasuns Npo-
OYKTOB U pewennn B obnactn T HensbexeH oxBaTt cneyndundvecknmm ang npoaykra n TEXHONOrMm mepamm 6e3o0nacHoCcTu
TONbKO Hanbonee WUpPoKo NPUMEHAEMbIX KOMMOHEHTOB.
PYKOBOACTBO o 6azoson 3awmte AT opneHTUpoBaHoO, B NEPBYIO oYepeab, HA 3anTy MHPOPMaLKK, NPUIMOXEHUSA
AT n cnctembl T, K KOTOpbIM NPEABABNAIOTCH TaK Ha3biBaeMble «KHOpMarnbHblie» TpeboBaHusa besonacHocTu. [pu bonee
BbICOKMX TPEDOBaAHUAX K CTAHAAPTHLIM Mepam 6e30nacHOCTH, NPUBEAEHHBIM B pykoBoacTBe no 6azoson 3awmte VT, He-
ob6xoaMMo NpuBNeKaTb AONONHUTENbHbIE MEPHDI.

B.6.7 CtonmocTtb peanusaunn/obbem padboT no peann3aumm

[TockoNbKy CTaHAAPTHbIE Mepbl 6e30MNacHOCTN OPUEHTUPOBAHbLI HA HOPMAarbHble TpeboBaHus 6e30nNacHOCTH, ObbIY-
HO AOPOroCToOALWMNE YCNYIM NN KOMMOHEHTLI B€30NaCHOCTU UMM MHAPPACTPYKTYPLI HE TpebytoTes. CnegoBateribHO, OCHOB-
HbIMW M3OEPXKaMN BHeApeHUss mep 6e30nacHOCTU SABMAKTCH OpPraHm3aunOHHbIE YCUITUA U 3aTpaTbhl HA onnarty Tpyaa.
CneayeT Takke yunTbiBatbh paboTy NO NPOBEAEHNIO aHanmia. 3TO B 3HAYMUTENBHOW CTENEHN 3aBUCUT OT OAHOPOAHOCTH
paccmaTpuBaemon cpeabl. lna aHanmnaa basosou 3awmntbel T npegnpusatna cpegHero macwraba Heobxoammo nnaHnpo-
BaTb MO KPANHEN MEPE TPU MecsLla.

B.6.8 lNoggepxkKa MHCTPYMeEHTanNnbHbLIMU cpeacTBamMm
PYKOBOACTBO No 6azoBon 3awmTte VT nogaepXMBaeTca MHCTPYMEHTANbHbIMU CPeACTBaAMU B OTHOLEHUM KaK NOAXO0-
aa (nporpamma 6asoson 3awmntbel T BSI), Tak n cogepxanna (agmmHnctpauyms UNIX nporpammel USEIT-BSI).

HanbHenwan paspaboTka UHCTPYMEHTANbHbLIX CPEACTB OPUEHTUPOBAHA HA NpoalieHne AeNCTBUS PYKOBOACTBA MO
bazoson 3awmte AT. dpyrme nHcTpymeHTtanbHble cpeactea obecneveHns 6e30nacHOCTN, OPUEHTUPOBAHHLIE HA NOAX0A
UNn cogepxaHne pykosogcrtea no 6aszoson 3awmte T nnm K ero cogepxaHuio, Takke UMEIOTCH B Npoaaxe.

B.6.9 Cdepa gpencremna Kkpuntorpadmnm

[TogobHo gpyrnm pekomeHagaumsim pekoMmeHgauum no NPUMEHEHNIo Kpuntorpaguiecknx npoueayp Takke OpUeHTU-
POBaHbl HA CTaHAApPTHbIE TPeboBaHMA BE30NAaCHOCTN. PYKOBOACTBO BKNOYAET BBEAEHNE B OCHOBHOE MNOHATUE O KPUNMTOI-
pacdum, obwme pekomeHgaumm no NPUMEHEeHUIo Kpuntorpanyecknx MexaHmamoB 1 cneyndunyeckne pekomeHgaumm rno
NpoayKTam.

B.6.10 OueHka n cepTndmkaumna

HepaBHO paspaboTaHa knaccudmkauymoHHas cxema, npeanararowas agMUHUCTpaumum n NpeanpusaTusim BO3MOX-
HOCTb OOKYMEHTUPOBATL (PaKT yCrnewHoro BHeagpeHns nmm b6azoeon 3awmntel VT B nHTEpecax BHeEWHero mupa. bbinm
NpeayCcMOTPEHbI TPU YPOBHS: CaMOMNpoOBO3rmnalleHHbIM «Ha4vanbHbIM YPOBEHL», CAMOMPOBO3rNalWweHHbIN «NOBbILWEHHbLIV
YPOBEHb» U AENCTBUTENBbHLIN cepTudukaTt bazoson 3awmtel AT. Takon cepTndunkaT BblAaoT TONbKO HE3AaBUCUMbIE CEPTU-
POUKALUNOHHbIE OpraHmn3auum.

B pamkax oTaenbHbIX rnas pykoBoactea no basoson 3awmte AT gaetcsa pasbsCHEHUE O TOM, KAKUE Mepbl TPebyioT-
CA ANA KXA0ro KBannpmkaunoHHOro ypoBHs. 3aBeplieHne paspadboTkm KnaccnhukaunoHHOW CXeMbl NNTaHUPOBAIoOCh K
koHuy 2001 r.

B.6.11 YOoeanTenbHOCTbL U NPU3HAHWeE
PYKOBOACTBO No 6azoBon 3awmte VT aBnseTcs HaUMOHANbHLIM CTAHAAPTOM, AOCTYMHBIM HA HEMELKOM N aHITINN-
CKOM $13blKaXx.

B.7 COBIT

B.7.1 Llenb obecneveHnsa noBepus

MHTeHcuBHOE ncnonb3oBaHne T ansa noaaepXkm n odbpaboTku 3Ha4YmnmbIX ans buaHeca onepaunn aenaert KpamHe
Ba)HbIM cO34aHne cooTBeTcTBYOWEN cpeabl KoHTponsA. COBIT (uenn KoHTponsa MHPOpMaUNOHHbBIX U CBA3AHHBIMWU C HUMU
TEXHONOrnm) bbinn paspabdotanbl ISACA Kak MeToq TECTUPOBAHUSA NONMHOThI U 3P PEKTUBHOCTY TAKOW CPEabl KOHTPOIS NPW
OrpaHUYeHnn pucka.

B.7.2 UeneBana ayantopus

ITOT MeTo obecnevyeHnsa JOBEPUS BKNOHAET B cebsl A4OBEPME K IKCNNyaTauun.

COBIT npumeHsieTcs cnegylowmMmmy LeneBbiMy rpynnamu:

- PYKOBOACTBOM — A5 OKa3aHusA NogaepXky rnpu B3BeLUMBaHNM PUCKa B COMOCTABIEHUN C KAaNUTanoBNoOXeHUsMN,
COMPSKEHHBIMU C MPUMEHEHNEM MEP KOHTPOIS;

- Nonb3oBaTeENAMN — AN yNy4lWeHUs OLEHKN HAOEXHOCTU N MOHUTOpUHra yenyr AT, npeaocraBnsiemMbiX B pamMkax
opraHu3aumm unm TpeTbUMU CTOPOHAMM;

- UcnblTatensaMmm — anst 06 bEKTMBHOIO 060CHOBAHUSA (PAKTOB UCTbITAHUI U BblAa4YM KOHCYNbTALUWN B CBSA3N C CO3a-
HUEM W 3KCrnyaTtaunen BHYTPUPUPMEHHbBIX CPEACTB KOHTPOIMS,

- BNnagenbuamm npouecca unm nuuamm, oTBETCTBEHHbIMU 3a T — Ansa nogaepXku cBoen paboThl.
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COBIT moxeT npuMeHATLCSHA B KAYeCTBE OPUEHTUPOBAHHOIO Ha NpoUecc MeToga HE3aBUCUMO OT BHYTPEHHEN CTPYK-
TYPbl NN NPaBOBON POPMbI NPeanpPUATUS.

B.7.3 XapakTepucTukm

ITOT MeTo, obecneveHnss JOBEpPUs NPUMeEHseT Noaxoa K JOBEPULID K cpee.

[1pn ncnone3osannm COBIT nonb3oBaTtens BHavane onpegenser npouecco! VT, 3Ha4vnmble a8 KOHKPETHOW CUTya-
LMK, 3aTem Ans KXXA0W Lenn KOHTPons BelbpaHHbIX npoueccoB AT emy He0bXoaAMMO B3BECUTB U PELLUNTL, B KAKOW CTENE-

HU CYLLECTBYIOWMNE MEPBLI KOHTPONS COOTBETCTBYIOT €ro TpeboBaHuUsM.

COBIT paanunyaet cemMb pa3sHbiX BU3HeC-TPebOBaAHNN U TPYNNUPYET UX NO TPEM KAaTEropusMm — KavecTBa, beszonac-
HOCTU U PErynsaApHOCTH:

- kKadvecTBO VT, onpepensiemoe shPEKTUBHOCTBLIO N 3KOHOMUYHOCTbBIO BBINONMHAEMbIX MPOLECCOB, BblpaXXaeTCs KpU-
TepusamMun 3PPEKTUBHOCTU N PE3YNbTAaTUBHOCTN,

- TpeboBaHMA BE30NACHOCTU NO KOHPUMAEHUNANBHOCTHU, LENOCTHOCTN N JOCTYNHOCTN — oTpaxeHsbl B COBIT;

- KpuTEPUU HagexXHoctn — npumMmensietca B COBIT ans obecneveHnss HageXXHOCTU (PUHAHCOBOW OTHETHOCTU (Tpe-
boBaHus N0 PMHAHCOBOW OTHETHOCTU) HAPSAY C KpuTepuem cobniogeHmnsa NnpaBoBbIX TPebOBaHUN BHYTPEHHUX U BHELLHUX
CTaHOJapTOB.

B cootBeTcTBUM ¢ COBIT nogagepxmnBaemblie T BuaHec-npouecchl OCHOBLIBAKOTCH HA CNeaylowmnx pecypcax:

- JAHHbIE: 3NTEMEHTbI 4aHHbIX OT BHYTPEHHUX N BHELUHUX UCTOYHUKOB B CAMOM LLMPOKOM CMbICIIE;

- COBOKYMHOCTb PY4YHbIX U 3anporpaMmmMmmnpoBaHHbIX Npoueayp, HasbiBaeMmast KNpUnoXeHnsMmny;

- TEXHONOIMK, BKItoYawLwWwme B cebs annapaTHble cpeacTBa, onepaumoHHble CUCTEMbI, CUCTEMbI aAMUHUCTPUPOBA-
HUA BazamMun gaHHbIX, CETU, KOMMYHUKALMNOHHbLIE NPUNOXEHUA U T. A.;

- aKTUBbI. BCE PECYpPChl, NCMONb3yemMmble Ans obecneyveHnss n NoaaepPXkm MHPOPMAaLNOHHBIX CUCTEM;

- NepcoHar: 3HaHnsi, OCBEA4OMITIEHHOCTb U NPOAYKTUBHOCTb, CBA3AHHbIE C NMAaHNPOBaAHMEM, OpraHu3aumen, 3aKkyr-
Kon, obecne4veHnem COOTBETCTBUSA, NOAAEPXKKON 1 MOHUTOPUHIOM MHDOPMALMOHHBIX CUCTEM U YCIVT.

Pecypcol T cneagyet nnaHnpoBarth, paspabaTtbiBaTb, BHEAPATL, SKCNNyaTUPOBAaTh U NOABEPraTb MOHUTOPUHIY KOH-
TponupyembiMm cnocobom. B COBIT gano onpeaeneHne 34 KpUTUHECKUM NPOLECCAM, UTPaICLUMM BaXXHYIO POIb B Onpeae-
NEHUN ycnewHocTn ynpaenennsa V1. 9tn npoueccol, ncnonbadywowme pecypeosl AT, MOXHO crpynnupoBatbh B YeTbipe
OCHOBHblE 0BNacTh, KOTOpbIE OBPAa3yIOT CreayowWwmn 3aMKHYTbIN XXU3HEHHbBIW LIUKI:

- NNaHNPOBAHUE N OpraHn3auns;

- 3aKyrka v BHE4pPEeHWeE,;

- AKCnnyarauusa u noaaepxka;

- HabnwaeHne.

Ins 34 kputndeckmnx npoueccoB AT ykazaHo obwee yncno n3 300 ocHOBHbIX 3aaav (3agaHun). nsa kaxaoro 3aga-
HUA pacnpeaeneHsl HEObXoaAMMBbIE PEeCcypCbl U ONpeaeneHbl Lenu KOHTPONs, OCHOBaHHbIE HA TPebOBaAHUSX KATEMOPUIN Ka-
4yecTBa, 6€30NACHOCTU U PErYINSAPHOCTW.

B.7.4 Pa3zHOCTOPOHHOCTL

Bnarogaps matpuyHon cTpykType COBIT nonb3oBaTenb MOXeT paccmMmaTpmuBaTh TONbKO OTAENbHbIE 06NAacTU Unu
npouecchl /nnu Belbuparte nogarpynny na cemm buaHec-tpeboBaHum (Hanpumep, ToNbKo TpeboBaHus 6e30MNacHOCTU K KOH-
dnaeHUManbHOCTH, LENOCTHOCTU U AOCTYNHOCTH).

B.7.5 CBoeBpeMeHHOCTb

COBIT 6binu pazpabotansl B 1996 r. Accoumaumnen ayamta n KOHTPOIns MHPOpMaUMoHHbIX cuctem. B 1998 r. oHn Bbinm
pacLUMpPeHbl U NMONHOCTBIO NepepaboTaHbl. Bo BTopon peagakumm bbinmv npeanoxXeHbl MaTtepuanb U nporpaMmmHoe obecneveHme
ans pabotel ¢ COBIT. Tpetbs pegakums (onydbrnmkosanHHas B 2000 r.) 6bina nagaHa kak «OTKPbITeIM CTaHAAPT».

B.7.6 3aBeplleHHOCTb

COBIT npegnaraet metog PuKCcnpoBaHusa opneHTnpoBaHHbIX Ha T n conyTcTByOWMX UM npoueccoB. CBA3aHHbIE
C HUMW LeNN KOHTPONS onpeaensoTca HE3aBUCUMO OT TEXHOMOMMN U MOTYT MCNOMb30BaTLCA AN Pa3fINYHbIX CUCTEMHbIX
OKpyXeHunn. OgHako a4ns co3gaHus KoHuenuum 6e3onacHocTn Heobxoanmo AobaBUTb AONONHUTENBbHbLIE MEPb! KOHTPOMS,
cneununyveckmne ans Tom UM MHOW CUCTEMBI.

COBIT opueHTupoBaHbl HA MHTEPECHI TUMUYHOIO NPeanpuUATUSA, CBA3aHHble ¢ Be3onacHoCTbo. PaccmaTpuBatotcs
COXpaHeHNE OCHOBHbIX MHTEPECOB KOMMAaHUN (LLENOCTHOCTb U KOHhnAaeHUManbsHOCTb BHYTPEHHEN MHhOpMaL KM N MPoLec-
coB) u cobntogeHne 0b6s13aTenbHbIX MONOXEHNN (3aWNTa CEKPETHOCTU AaHHbIX, PUHAHCOBAsS OTYETHOCTD).

OUKCNPOBaAHHBLIN YPOBEHL BE30MacHOCTU OTCYTCTBYET, @ OPUEHTaUUS AeNaeTcs Ha uenu npeanpusaTus.

B.7.7 CtonmocTb peanu3aunn/paboTa no peanusayumm

[TonHBbIM aHaNW3 BCEX Lenen KOHTPONSA B paMkax npeanpusatus cpegHero macwrtaba ¢ COBIT anutecs He bonee oa-
HOro paboyvero mecsiua.

B.7.8 loapepxKa NHCTPpyYyMEHTanbHbLIMU CpeacTBamMm

[TpumeHeHne COBIT nogaepxuBaetcs pasnnyHbIMN MHCTPYMEHTAlIbHLIMY CPpeacTBaMmn, cpean KOTOPbIX:

- « KoHcynbTaHT no COBIT» — Methodware Limited, r. BennuurroH, Hoeas 3enangus;

- «CamooueHka no COBIT» — MHcTuTyT no obydvenunio B obnactm ceptndoukauymm, CLLIA.

Bropas pegakumna COBIT cogepXuT Takxe rnonesHyo 4ononHnTenbHyo MHopMauunio, 3asdBOYHbIE MaTepuanbl v
Marepuansl no NnpeacTtaBleHnto.
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B camom COBIT ynomuHatoTcs npuMepbl NpoBeaeHnst NpoBepok (crneundunyeckne mepbl beszonacHoctn). C no-
MOLLbIO 3TUX MPUMEPOB MOXHO OLEHUTL CTENEHb YAOBNETBOPEHUSA Lenen KoHTponsA. OaHako, Kak npaBuno, Nofb3oBarTenu
COBIT (Hanpumep, ayanTopCcKne opraHn3aummn) NpUMeHsI0T COBCTBEHHbIE CXEMbI OLIEHKW.

B.7.9 Cdepa gencreua Kpnnrtorpacdpumn

Kpuntorpaguyeckme npoueaypbl paccmaTpmBaloTCH Kak Mepbl, NPUMEHUMbIE ANA 3aWnTel MHOpMaLnn N BEPUPN-
Kauun ayTEHTUYHOCTU. B 3TON CBSA3M y4MThIBAKOTCS Kak cobniogeHne obsasaTtenbHbiX TpeboBaHumn, Tak n npobrembl nerarb-
HOro COXpaHeHUs 3amndPPOBaAHHbBIX AaHHbIX.

B.7.10 OueHka n cepTndmkaumnsa

Ceptncpukat COBIT B nonHOM cMmbiCcne 3TOro crioBa He cywecteyet. OgHako MeTo UCMOonb3yeTcs ayauToOpPCKNMK
opraHn3aynsimun B yCIOBUSX €XErogHoro ayamra cHeToB Ans tectnpoBaHus cpebl KoHTpons N T. PeaynbTaTtsl TECTUpOBA-
HUA T nomewatoTcs B PEBU3NOHHBLIN OTHET O rOA0BON OTYETHOCTMW.

B.7.11 YoeaunTenbHOCTbL U NPU3HAHWeE

COBIT sBnsieTcs cTaHAapTOM, NOAAEPKNBAEMbBIM KPYMHEULLUMU MEXOAYHAPOAHBbIMU Byxrantepckumm donpmamm.

B.8 NCO 9000

B.8.1 Llenb obecneveHnsa noBepus

HasHaveHnem cepumn MCO 9000 siensieTcs onpeaeneHmne metoga ncrnbliTaHUW, B KOTOPOM 0D603Ha4YeHa Heobxoau-
MOCTb AOKYMEHTUPOBAHNSA TPEDOBAHUN K CUCTEME MEHEQKMEHTA KA4YECTBA KaK A0Ka3aTeNnbCTBO €€ CnoCOBHOCTU COOTBE-
TCTBOBATb TPEeDOBAHMAM 3aKa34dmka W BO3MOXHOCTM OUEHMBATb 3Ty CNOCODHOCTb BHYTPEHHUMW W  BHELUHUMU
KOHTponepamu. [1poBOAATCH TAKKe NPOBEPKU B OTHOLWWEHUM BbliNnoNHeHUs cpeaon T opraHmnsaymm tpeboBaHUM 3aKas34vmka
N ee COOTBETCTBUS DU3HEC-LensaM 3akas4mka.

[aHHbIn cTaHZapT HE noapa3ymeBaeT 0 AHOPOAHOCTL CUCTEM MEHEXKMEHTA KavecTBa. Ha npoekTupoBaHne n BHeA-
pEHNE CUCTEMbl MEHE)KMEHTA KA4YECTBA B OPraHmn3almumn 0KasbiBatoT BNUSHWE Lenn opraHn3aunm, TpeboBaHUA 3aKa3umnKa,
NPOAYKUMS UMK npegnaraemble yCryrm n npoLeccsl.

B.8.2 LleneBasa ayantopus

K gaHHoOMy meToay obecnevyeHns 4OBEPUS OTHOCUTCH QOBEPUE K Cpeae B pamMKax Nnobon opraHnsaumm Ha OTHO-
CUTENBLHO BbICOKOM ypoBHe. Coaepxawmecsa B MCO 9000 tpeboBaHua SBNAITCSH BbICOKOYPOBHEBLIMU U HE3ABUCUMbI-
MW OT KaKoro-nmdo npombiWLNIEHHOro Ui 3KOHOMUYECKoro cektopa. OHM OTHOCATCH K opraHn3aumsam noboro tmna u
macwTaba.

B paHHOM cnyvyae gOKyMeHTauua no npoueccam NOMoraeT opraHm3aumm 4octndb eanHoobpasus, onpeaenntb 00-
NacTn B3aMMOAENCTBUS U PA3BbACHUTb YCTAHOBUBLLYIOCH NPAKTUKY KXXAOMY PabOTHUMKY.

bnarogaps vHTerpaumm B npouUecchbl MEHEMKMEHTA CTPYKTYpa cTaHgapTa CTONPOUEHTHO NpUMEHNMA K NPeanpusi-
™Mo, CTaHagapThl NPUMEHUMBI KO BCEM 0DNacTsiM, B KOTOPLIX CTPYKTypa VT npumeHsieTca ansa nogaepXkm BHYTPEHHUX
npoueccoB n/mnun TpedboBaHnm 3akas4vuka. bonee Toro, No Npn4YMHE NX JOMUHUPOBAHUSA AaHHbIe CTaHAAaPTbl MOXHO MPUMe-
HATb KO BCEM KaTEropusiMm NPoaAyKTOB UINMKU YCINyr 1 B N0OOM NPOMBbILLNEHHOM UITKU 3KOHOMUYECKOM cekTope. OHU TakKe He-
3aBMCUMbI OT TUMNa U MmacwTaba opraHmaauum.

B.8.3 XapakTepucTuKm

ITOT MeTo obecnevyeHns JOBEPUST UCNONb3yeT JOBEPUE K CPeE.

Copgepxalwpmecs B JaHHOM cTaHgapTte TpeboBaHus He 3acTaBnsAlT NPeanpuaTUS N3MeEHsTb CTPYKTYPbl CBOUX CUC-
TEM MEHEQKMEHTA KadecTBa UM NoAroHATb CBOK AOKYMEHTAaLUMIO Mo4 CTPYKTYPY cTaHaapTa.

Bonee Toro, AOKYyMEHTaUnA No npoueccam B CUCTEME MEHE)KMEHTA KQYeCTBA OpraHm3aumnm gosmkHa beiTb co3gaHa
B BUae, Hanbonee COOTBETCTBYIOLWEM AEATENBHOCTU 3TON OPraHmn3aunm.

HokymeHTauns no conpoBoxaeHuto T Ha npeganpusatum MHTErpupoBaHa B cpegy npouecca CUCTeMbl MEHEXKMEHTA
Ka4yeCTBa U B KA4YECTBE TAKOBOIo MOXET BOCMNPUHUMATBLCH TONBKO B KOHTEKCTE APYIUX MPOLECCOB YrNpaBrieHUA.

B paHHom cny4vae AT cnyxuT ansa nogaepXkn BHYTPEHHUX MPOLECCOB N TPeboBaHUM 3aKasynKka u goImKHa Bcerga
paccMmaTpuBaTbCs Kak CpeacTBO ConpsiXeHns. PyHKUMOHAIBbHBLIN aCMNeKT CYLECTBYET TONbKO KaK (PYHKUUA OPYIMX OOKY-
MEHTUPOBAHHbLIX NPOLECCOB yNpaBleHns opraHn3aumm.

B.8.4 Pa3zHOCTOPOHHOCTL

[Tockonbky AT B cepumn ctangapToB CO 9000 3aBncuT oT gpyrnx npoLeCcCcoB yrpaBneHus, 0obem paboT, 3aTpadeH-
HbIX HA TECTUPOBaHME, 3aBUCUT OT COIMMacoBaHHOCTN AOKYMEHTaunn n PyHKUMOHANbBLHOCTU gpyrvx npoueccos. Ecnn gons
T B npon3BoACTBEHHOM NpoUecce, Npouecce NpeaocTaBneHns yenyr unm n3-3a TpeboBaHum 3akasdmka OYeHb BENUKA,
MeToa ucnoiTaHum byaet bonee aetanbHbiM. OgHako, NOCKONbKY W T-npouecc HUKOraa Henb3s paccMmaTpuBaTb OTAENBbHO
OT APYrmx NPOLUECCOB yrnpaBneHus, 06bemMm TECTUPOBAHUA OCTAETCH NPONOPLNOHANBHO NOCTOAHHbIM.

B.8.5 CBoeBpeMeHHOCTb

Copepxawmecsi B NCO 9001 tpeboBaHmns OTHOCUTENBHO CTAbUINBbHbI 1 MOANDULNPYIOTCH PEaKO.

OOHAaKo OHM 4YacTo NepecMaTPuUBaloTCs Ha NMpeaMeT X COBPEMEHHOCTU U NONe3HOCTU. Hanpumep, TEXHUYECKUUN KO-
muteT NCO onybnukoBan nepepabotaHHOe nagaHmne aaHHoro cradgapra nog obosHadveHnem MCO 9000:2000. B HasBa-
HUW, @ TaKKe B NEPEeCMOTPEHHON 0DNnacTn NPUMEHEHUs OaHHOro M3gaHus ctaHgapTa UCKIMIOYMEH TEPMUH «JOBEepue K
KQ4eCcTBY». ITO O3HAYAET, UTO OCHOBHOE 3HA4YeHWe UMEET CNOCODHOCTL BbINOMHATE TPEOOBAHMA 3aKa34vMKa U OCYLLE-
CTBNATb NOCTOSAHHOE YIyYLlEeHNEe KavecTBa Npoaykra. bonee 1oro, pesynbrar Nny4we COOTBETCTBYET TPEOOBaHUAM Cepun
ctaHgaptoB NCO 14000 n cucrteme ynpaesneHus cpegom.
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B.8.6 3aBeplueHHOCTb

TpeboBaHMs B OTHOLWEHNN CUCTEMbBI MEHEPKMEHTA KAYECTBA, B NEPBYIO O4epeb, CNyXaT Uenu JOCTUXKEHUS YO 0B-
NETBOPEHUSA 3aKa34MKa Yepes BbIMNONHEHNE ero TpeboBaHumn, Kak MUHUMYM, NMyTEM NPUINOXEHUS 3TUX TPebOBaHMW N NOCTO-
AHHOIO UX COBEPLLUEHCTBOBAHNSA U NPeaoTBPaLLEHNS OWLNDOK. Takum 0bpasom, B JaHHOM criyvae obecnevmBaeTCs TONbKO
dyHKUMOHanNbHOCTL cpedbl T B pamMmkax AOKYMEHTUPOBAaHHLIX NpoueccoB. CnegoBaTenbHo, TpeboBaHne 0 nepecmoTpe

CaMOWN TEXHONOIMM OTCYTCTBYET, a CYLECTBYET TONbKO NepecMoTp PYHKUMOHANBHOCTU B PpaMKax OpraHm3auum, Harnpu-
MEepP, KOHUEeNUUs HenpeaBnaeHHbIX 06CTOATENBCTB, HA3HAYEHNE NNLA, OTBETCTBEHHOIO 3a 3aUTY CEKPETHOCTU AAHHbIX.

B.8.7 CtonmocTtb peanusaunn/obbem padboT no peanvsaumm

Ob6bem paboT n N3aepKkn, CBA3aHHbIE C MHTErpaumnen cpeabl T B npoyecc, OTHOCUTENBHO HEBENUKN. [1pun ycrnoBmu
COCPEeOTOYEHNS HA BHYTPEHHMX npoueccax n TpeboBaHmnsX 3akasvmka 0ObIMHO OTCYTCTBYET Kakasi-nnbdo notpebHoCTL B
OOPOroCTOAWMX yCyrax unm KomnoHeHTax obecneveHns 6€3o0nacHOCTU. BONbLWKNHCTBO N3aepXeK B 4aHHOM Criy4vae oTpa-

KaoT TPYAOBbIE N OPraHn3aLUMOHHbIE YCUNUS, 3aTPavYeHHble HA MHTErPUPOBaHUE MPOLLECCOB B NPOLECCHYIO Cpealy U Bblaa-
4y onpeaeneHnn CPpeacTB CONPsSHKEHUS.

Tak kak aToT npouecc T Henb3sa oTaenuTb OT 06wero pacecmoTpeHus gokymenTtauum cepum MCO 9000, oueHka ycu-
nms, Tpebyemoro ansa atom nogobnactu, BPsSA N1 BO3MOXHA.
B.8.8 lMoapepxkKka MHCTpyMeHTanbHbLIMKU cCpeacTBamMm

B AaHHOM CIiy4ae BOrpocC 0 TOM, Kakue UHCTPYMEHTAallbHblE CPEACTBa criedyeTt UCMNOINb30BATb, B 3HAYUTENBHOWN CTE-
NMNeHn 3aBUCKUT OT TNPearpuAaTng.

[lonyckaeTca paccmaTtpuBaTbh BCE UMEIOLWLMECH B NpogaXe NHCTPYMEHTarbHbIE CPEeacTBa.

B.8.9 Cdepa pencreua Kpnntorpadumn

Kak n BO Bcex apyrux npoueccax cpegbl T, cepusa ctangaptoB NCO 2000 opueHTUpoBaHa Ha 4eNoBble onepauun
opraHmn3aumm n TpedboBaHUA 3akas4vuka, NpUMEeHMMbIe AN 3TOW opraHn3aumn. CnegoBaTenbHO, BO3MOXHbI CEpPbe3Hble
NPOTUBOPEUNSA MEXOY HUMMWN.

B.8.10 OueHka n cepTtndhmkayuma

TectnpoBaHne un ceptndukaumsa no cepum cradHpgaptos MCO 9000:2000 npoBoasTcs HE3ABUCUMbBIMW aKKpPEeaNUTO-
BaHHbIMW OpraHammn, u pe3yrnbTaThl TECTOB AOKYMEHTUPYIOTCA NOCPEACTBOM BblAaun ceptTndukarta. 3mm ceptudmkaThbl Bbl-
OaTes U NyBnuKyoTCA BO MHOMMX CTPAHAX MHOTMMW OPraHn3auusmMmu.

B.8.11 YOoeaunTenbHOCTb M NPU3HaHWe

CyLweCcTBYET BO3MOXHOCTb HANBOnee WNPOKOro NPU3HaHms B KAYeCTBE MEXAYHAPOAHOro craHgapTa.
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[MpnnoxeHwne C
(cnpaBo4HoOe€)

dopmMmunpoBsaHme MeTogoB obecnevyeHna 4oBepuUs

CopaepXaHne HaACTOSALWEro NPUNoXeHnsa deIno chopMmmpoBaHoO M3 0DLWLEJOCTYNHOrO Martepuana.

[Tpon3BognTenn annapaTtHbiX CPeAcTB U NnporpaMmmHoro obecneveHus JOMKHbl obecnevmBaTbe CBOK NPOAYKLUNIO
dyHKUMAMKM 0becneveHnss 6e30NacHOCTU, COOTBETCTBYIOWMMM 3a4aHHON LENU 1 npeanonaraeMmomn skennyataunoHHON
cpeae. C y4eToM CUCTEMATUYECKOIO Noaxoaa Ans 3Toro cnegyeT NnpUMEHsITb YCTaHOBMNEHHbIM METOA 0becneveHus 4oBe-

pusa, Takon kak B MCO/MIK 15408 n NCO/MIK 19790.

CO CTOPOHbI NMONb30BaTENEN AOMKHbI NMPEANPUHMMATBLCH Warn no 0b6ecneveHntio BHEAPEHUS COMYyTCTBYOWMX
Mep, Heobxognmblx ans 6e3onacHoro PyHKUMOHUPOBAHUSA BCENO PELUEHUs], YTO nogpasymeBaeT 3hPEKTUBHOE YIPAaB-
neHue besonacHocTbio VT, a Takke opraHu3aumnoHHble U TEXHUYECKne Mepbl obecneveHmnsa 6e3onacHoCTU N mepbl obec-

neyeHnss 6e3onacHoCTU nepcoHana. B 3Tmx uensax OOMmKHbl MPUMEHATLCH Takne MeTodbl, Kak npeacrtaBneHHble B
MCO/M3K 13335, NCO/M3K 27002 n PykosoacTtee no bazosoun 3awmte UT.

[Tpodonnn sawmtel 3 NCO/MOIK 15408 MOryTt Cny>Xmtb MOCTOM MEXAY NPOU3BOANTENAMU M Nonb3oBaTtensimu. [1po-
donnun 3awmnTbl MOryT NOMOYb MONbL30BaTENSM COOPMYNUPOBATL TOUYHbIE TPEDOBAHUS K XapakTepucTtukam n PyHKUUAM
besonacHocTu npoaykuun. Co cBOEN CTOPOHbI NPON3BOAUTENN MOTYT KOHKPETU3NPOBAaTb, Kakne npodunm 3awmTbl COOT-
BETCTBYIOT KOHKPETHOMY MPOAYKTY, U CONMPOBOXAATb Takne 3asiBNeHnst ceptudumnkatom.

YacTo ncnonbayot KoMbuHayuio, NpeacTaBneHHY0 B HACTOSIWLEM MPUITOXKEHUM.
C.1 UCO/M3K 15408 + PykoBoacTteo no 6azoson 3awmnte AT

Ctangapt cepun NCO/M3K 15408 n Pykosogcteo no 6azoeomn 3awmte AT moryT ncnonb3oBatbCs B KOMBUHaLMN.
[TpMmeneHne cTaHgapTHbIX Mmep 6e30nacHOCTU, YKa3aHHbIX B PYKOBOACTBE No 6asoson 3awmte AT, npuBoguT K 3awmTe
BCEWN CUCTEMbI, OXBATbIBAS KaK yrnpasnenmne 6e3onacHocteto VT, Tak  TEXHMYECKne mepbl 6€30nNacHOCTN Ha YPOBHE KOM-
noHeHToB. OaHako o6blvHO BO BpeMs OLEHKU TpeboBaHUN 3aluTbl UNIU CPaABHUTENBHOIO aHanmn3a 6e30nacHOCTU CTaHOo-
BUTCA OYEBUAHO, YTO B noApasgeneHUusX ydpexaeHus, KOToOpble HEBO3MOXHO 3aWMUTUTb C MNOMOWbIC OQHOIMO NULlb
pykoBoacTea no baszoeon 3awmte AT, nmetotcsa cneundundeckmne notpedbHocTn nnu tpeboBanust. B aTom cnyyvae ans dop-
MYynUpoBaHus TpeboBaHmnm 6e3onacHOCTU N BbIbopa Noaxoasilen No BO3MOXHOCTU AOIMKHbIM 00pa3om cepTndnymnpoBaH-
HOW MPOAYKUUM MOIYT MNPUMEHATBLCHA Npodunn 3awmTel, obecnevmBawowme Heobxoaummble YHKUMKM obecneYveHus
bezonacHoCcTU. Taknm 0bpasom, COOTBETCTBYIOLLEND YpPoBHS BbesonacHocTn T MOXHO 4OCTUYb NOCPEACTBOM KOMOUHNPO-
BAaHHOIO UCMonb3oBaHus pykosogacrtea no basoson 3awmte T n MCO/M3IK 15408.

C.2 NCO/M3K 27002 + PykoBoacTteo no bazoBoun 3awmnte UT

MCO/M3K 27002 cBsizaH ¢ ynpaBneHnem MHhopmMaumMoHHOM Be30nacHOCTLIO U npeanaraeTt NPUMeHeHNe OPUEHTU-
POBaHHOro Ha npouecc goctyna. OCHOBHLIM COAEpXaHNEM AAHHOIO cTaHaapTa sABNsieTCH Katanor obWwmx mep, NoOyYeH-
HbIX HA OCHOBE NepeaoBoro onbita. Ansa sawmtel 06LWero peweHnst oT NPOrHO3NPYEMOUN yrpo3bl 3TU 0bWmMe Mepbl AOSKHbI
peanu3oBbIBaTbLCA NPU NMOMOLWM CrieynarnbHbiX 1 TEXHUYECKUX MHCTPYKUMW MO AENCTBUSAM MO UX peanun3aumm n Mep no
obecnevenunto bezonacHocTn. B gaHHOM cnyvae pykoBoacTBO no H6asoson 3awmte AT MOXeT okasaTb CyLWEeCTBEHHOE CO-
nencTeme. PYyKOBOACTBO COAEPXKUT KaTanorn ¢ nogpodHbIMmn pekoMmeHgaumnsamMmm, NnoCTPOEHHbIMM HA MHGoOpMaummn no ob-
nactam «Opranmnsauus», «lepconan», «MHdpacTpykTypa» n « Texnonorusy». CnegoBaTtenbHO, KOMOUMHaAUMS PYKOBOACTBA
no 6azosoun 3awmte AT n MCO/M3IBK 27002 moxeT obecneunTb Noaxoa, KOTOPbIW YETKO OTAENSAEeT KOHTPOI1b 6e30nacHOCTH
T o1 npaktndeckoro BHeapeHus. o aTomy cueHaputo B cnydae ¢ nogodbnacrsamm co cneymndmnyecknmm TpeboBaHnamm
besonacHocTn MOXXHO obpaTutbes K MCO/M3K 15408 n/vnu npodhunam 3awmTsbl.

C.3 UCO/M3K 27001 n UCO/M3K 27002

MCO/M3K 27001 cneuncomumpyet TpeboBaHUs K cCUCTEMAM MEHEMKMEHTA MHPOpPMaUNOHHOW Be3onacHocTh. Cy-
LLECTBYIOT CTaHAapThl HA cepTudmkauunto, ocHoBaHHble Ha Pykosoacrtee 62 VMICO n MCO/M3OK 17021. HaHHbin nogxon
MOXXHO NPUMEHUTL K COBEPLLEHHO Pa3sHbiM NPeanpUATUSM M OpraHn3aumnsiMm, YTo Nno3BonsieT MHTErPUPOBaTh AeATENBHOCTb
No MEHEMKMEHTY MHPOPMALNOHHOW Be30NacHOCTU B CUCTEMbI MEHEXKMEHTA, OCHOBAaHHbIE HA Apyrux ctangaprtax NCO.

Ha Bcex atanax XU3HEHHOro LUMKNa onpeaerneHs! noanexawme oueHke TpeboBaHnA Mo MEHEIKMEHTY MHOpMaLU-
OHHOW Be3onacHOCTU. JJOKYMEHTUPOBAHHbIE NPOLECCHI MOTYT BbITh OLLEHEHBI B KOHTEKCTE Lenen opraHnsauun. [ns onpe-
OeNeHnst NPaBuIibHOCTU CregoBaHuA npoueccam n QOCTMXKEHNS HYXKHbIX PE3yNbTaToOB MOXHO OUEHMBATL ACCOUNATUBHbBIE
3anucu. B cnyvyae BO3HUKHOBEHUS ODCTOATENBCTB, KOrga CUCTEMA MEHEKMEHTA HE MOXET A0CTUYb TPEDBYEMbIX pe3yb-
TaTtoB, TPEOOBAHUS K CUCTEMAM MEHEQXKMEHTA BKITIOHAIOT B ¢ebs TPebOBaAHUSA K KOPPEKTUPYIOLWLMM U NPEBEHTUBHbLIM ME-
pam. Cobniogenne NCO/M3K 27001 TpebyeT oT pykoBoACTBaA NPOSIBIIEHUSA OTBETCTBEHHOIO OTHOLWEHUA K MEHEKMEHTY
nHopmMaunoHHOW Be30MNacHOCTU, Urpast B HEM IMaBHYO ponb 1 obecrnevmnBasi ageKkBaTHbIE PECYPChl U NOATOTOBKY NEPCO-
Hana.

MCO/M3K 27001 TpebyeT ncnonbaoBanHust mep ynpaenenusi no MCO/M3K 27002 kak ocHoBbI Ans o6paboTkn He-
NpPUeMNemMoro pucka.
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C.4 UCO/M3IK 27002 + NCO 9000

B NCO 9000 onpeaeneHbl TpeboOBaHUA K CUCTEMAM MEHEKMEHTA Ka4veCcTBa U AaHO onpeaeneHne COOTBETCTBYIO-
Lero Mmetoga ncnoltaHnn. Metoa MOXeT NPUMEHSATLCH HA COBEPLLUEHHO Pa3HbIX NPeanpPUATUAX U B Pa3HbIX OpraHn3ayusx;
OHAaKO KOHKPEeTHble coobpaxeHus 06 nHopmaymoHHOM Be30nacHOCTU OTCYTCTBYIOT. CrieundnumpoBaH TONbKO TECT HA
cooTBeTCcTBUE cpeabl T opraHnsauum TpeboBaHnsiM 3akasdmka n busHec-uensam. ns yeenundeHuns obnactn nHdopmaum-
oHHoW Be3onacHocTn MCO/MOIK 27002 MmoXeT NCnonb3oBaThbCs Kak NMPUNoXeHne, KOHKPETHO CBA3aHHOE C yrNpaBlieHUEM
MHoOpMaUMoOHHON Be3onacHOCTbIO.

B vactHoctn, MCO/M3K 27002 Takke coaepXuUT Mepbl, OXBaTbiBaOWME MPOLECCHI pa3paboTku Tak, 4Tobbl ABa
cTaHgapra gononHanu apyr apyra. TpeboeaHunst Heob6xoanmo 060CHOBATB U BbIMOIHUTL, TaK KaK BbINONHEHWE TpeboBaHui
n ACO 2000, n MCO/M3K 27002 npegnucaHbl HA YPOBHE PYKOBOACTBA.

C.5 COBIT + baszoBasa sawmta AT

B 1o Bpems kak 6a3oBas 3awmTta T opneHTnpoBaHa Ha TexHudeckme cuctembl, COBIT cocpeaoToyeH Ha rnaBHbIX
Lensax KoHTpons. [MoCKONbKY BHYTPEHHASA opraHn3auus npegnpusatua CTPYKTYPUpoOBaHa, B OCHOBHOM, C OpUeHTauuen Ha
BbINOJTHEHME 3a4aHNIN, a HE Ha TeXHoNormu, ¢ nomowbio COBIT yacTo nerve onpeaensats AEeNCTBUSA N pacnpeaensatb 00s-
3aHHOCTU OTAENbHbLIM OpraHn3aynoHHbIM eauHnuam. C apyron ctoponbl, COBIT npeabsiBnaeT TpeboBaHns TONBKO K HE-
obxoaumMmbiM MexaHudmam beasonacHoctn T DOe3 koHKpeTu3auum Kakux-nmbo cneundunyecknx TeXHUYECKUX Mep.
KombuHupoBaHme AByX METOA0B MOXET NPUBECTU K NONYy4YeHU0 3P PEKTMBHOIO Noaxoaa K GOpMUPOBAHNIC KOHKPETHbIX
Ona NnpeanpusaTusa KoHuenuum obecnevenns beszonacHoctn T, Ons atom uenu ¢ nomowbto COBIT BbibupatoT bnaHec-npo-
Llecchbl 1 onpeaensoT nx TpeboBanns besonacHocTU. PopMUPYETCH TEXHONMOrMYECKMN NPpodunb (TEXHONOrMM) (pacnpene-
nenne cuctem VT no busnec-npoueccam), cnegys kotopomy metog 6azoson 3awmtel T CTAHOBUTCH NPUEMITEMbBIM NMYTEM
Nony4eHns cneunprnyecknx mep no BbINONHEHUIO peneBaHTHbIX TpeboBaHMK Be30nNacHOCTW.

N3noXeHHble Bblile CUeHapun cneayeT paccMmaTpmBaTb NPOCTO KaK NPUMEPBLI CNocoboB yCrneLwHoro KomonHnpoBa-
HMUA HABOPOB KpuTepmneB BeszonacHOCTU. B 0CcobbIX crniyvyasax 4onyckaeTcsl NPUMEHEHNE APYIMX Noaxoao0B. Hanpumep, npu-
meHeHne COBIT pekomeHgyeTcss, ecnu npoBedeHne ayguTta SBMAETCA OCHOBHOW Uenblo, a rMnpuMeHeHue
NCO/M3IK 19790 — ecnn npegmeToM MHTEPECA ABMAKTCH KpUnTorpauyeckue npoueaypsi.
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[MpnnoxeHwne D
(cnpaBo4HoOe€)

N3yuyeHMe KOHKpPETHLIX cny4vyaeB

D.1 Ctpaterna dbopmnpoBaHNa KOMOMHUPOBAHHOIO MeToda obecnevyeHNa AoBepus npon3BoanTtens
MUKPOIMPOLEeCCOPHbLIX KAPTO4eK

[Tpon3BoauTens MUKPONPOLECCOPHbLIX KapTodek Bbibpan kombuHaumto NCO/M3I3K 15408 + NCO/MIK 19790 +
+ NCO/M3K 21827. Ctpaterns obecneveHmnss 4OBEPUS OCHOBbIBANach Ha NPOLLNOM OrnbiT€ U CHUXEHUN CEDECTOMMOCTU B
Oyayuiem.

KomMnaHus npoBena ycnewHyo pacllMpeHHYI0 OUEHKY Mo oUueHOYHOMY ypoBHIO aoBepus (OYI) 4 n paclumpeHHyto
oueHky no OY][] 1. 310 03HA4aEeT, YTO HECKONBLKO rpynn nmeroT onbiT pabdotel ¢ NCO/M3IK 15408.

[ ononHnTensHO KOMNaHMA NpoBerna Tpu ycnewdble oueHkn ypoBHA 3 no NCO/MOIK 19790.

KoMmnaHuio npuBnekna uaesi ceptupukaumm npoueccoB, HO, K COXaleHuio, OHa He umerna onbita pabdoTbl ¢
NCO/M3K 21827.

[TpyumHOM co3gaHns 3TON KOMBMHaLMKM ABNSAETCHA NOTPEOHOCTb NPOM3BOANTENSA B ONTUMarbHOM COMETaAHUN BUOOB
NOBEPUS.

ObocHoBaHuneM KOMOMHaUMM cTan cpaBHUTENbHBLIM aHaNu3 npoun3soauTenbHOCTU. Bblibop bbin caenad Ha OCHOBE
Creayrwmnx nornoXXeHnM:

- NCO/MBK 19790 paccmaTpuBaer:

cooTBeTCTBME PYHKUMN Be3onacHOCTU nNpoaykTa TpeboBaHusaM,

CTOMKOCTb NPOAYKTA,;

- NCO/MBK 15408 paccmaTtpuBaer.

cooTBeTCcTBME PYHKUMN Be3onacHOCTUN nNpoaykTa TpeboBaHusaM,

CTOMKOCTb NPOAYKTA,

METOAONOINMIO U cpeay paspaboTKu;

- NCO/M3K 21827

paccMaTpuBaeT npouecc pas3padboTkm 6e30nacHbIX YCNyr n npoayKToB,

o4veHb xopowo cornacyetcs ¢ MCO/MOIK 15408.

O6wunn nogxon 3aknoyaeTcs B UCNOMNb30BaHMM COOTBETCTBYOWMX npoueccoB NCO/M3IK 21827 ansa obecneveHuns
paspabotkm npoaykto, a NCO/M3IK 19790 nnn NCO/M3IK 15408 — ans nx oueHkn. NpenmyLecTtBoM sSIBNAETCH TO, UTO:

- BOKyMeHThI, Tpebyemble ana OY4 no MCO/M3K 15408 nnmn MCO/M3K 19790, moryT ObITb B BUAE OObIYHbLIX Bbl-
XOAHbIX AaHHbIX NPOLECCOB, COOTBETCTBYIOWMNX BCEM TEXHUYECKUM TPEOOBaAHUSAM;

- N5 MEHEE KPUTUYHBIX NPOAYKTOB AoBepue nonydaetca B cootBeTcTBMU ¢ MCO/M3IK 21827 6e3 He0DX0aNMOCTH
onnarTbl OUEHKN rOTOBOIo NPOAYKTAa U 3a4EPXXKN Ha 3Ty OUEHKY. Kak cepTnihpnyumnpoBaHHbIN NPOLECC, TaK U CChINKa Ha oLue-

HEHHbIE NPOAYKTbI AAl0T YBEPEHHOCTb, AOCTATOUHYIO A5 3aKa34UKOB;
- AN KPUTUYHbBIX NPOAYKTOB U B 3aBUCUMOCTU OT (DMHAHCOBLIX TpeboBaHunM n TpeboBaHMN 3akasdunka NpPoOBOAAT

oueHky n ceptndpukaumnto no OYl 4 NCO/M3IK 15408 n MCO/M3K 19790 cooTBETCTBEHHO.
D.2 NMpoBangep ycnyr obecnevmBaeT MmoaepHu3auuro bnsHec-npoueccos

[TpegocTaBnsaloWen yenyrm kKomnaHmm notpebosanocb MOAEPHU3NPOBATL CBOWN DU3HEC-NPOLECCH! AN

- MOCTaBKU TOBAPOB M YCIYT B PEXUME «OH-NavuH» B AOMOMNHEHNE K UCMOSNb30BaHNIO TPAAULNOHHbBIX KAHArNOB,

- CHUXKEHUNS pacxodoB, CBA3AHHbIX C TOProBbIMW OnepaumnsaMm no LUenovke nocraBok;

- NPEeAOCTaBNEHNS NEPCOHANy BO3MOXHOCTU paboTtatb AUCTAHLUMNOHHO.

MupopmaunoHHas 6e30nacHOCTb U KOHPUAEHUNANBHOCTL ObINMN NPU3HAHBI KPUTUYHBIMW AN YCNELWHOro U3MeHe-
HUA BruaHec-npoueccoB n cnctem UT. CneunaneHble TpeboBaHus bbinn chopmMmynMpoBaHbl HA OCHOBE OTHETOB BHYTPEHHE-
0O N BHELWHEro ayanToB N 0DpPaTHOW CBSA3U OT 3aKA34YUKOB, MAPTHEPOB Mo DM3HECY U NOCTaBLUKOB.

Komnanusi Beibpana NCO/M3IK 27001 n MCO/MIK 27002 n3-3a mexxayHapoaHoro npu3HaHust NepeaoBoro onblita nx
NPUMEHEHNS U NPUTOAHOCTU A1 BCEX BUAOB ynpaBneHnss MHPOPMaLUNOHHOW 6Ee30MacHOCTLIO.

Bbino NPU3HaHo, YTO Nporpamma ynpasneHnst MHPoOpMaUnoHHON 6e30NacHOCTBLIO 4OKHA OXBAaTbIBATb BCHO MHAPOP-
MaLUIO HE3ABUCUMO OT €€ HOCUTENEN N TEXHOIOTNIO, NCNONb3yeMyo Ansi ee 0bpaboTkn. MeToas! n cpeacTBa MeEHEAKMEH-
Ta PUCKOB U AOKYMEeHTauus ocHOBbIBanucb Ha TtpeboBanusix MCO/MOIK 27001. B MCO/M3K 27002 Obinn BHECEHD!
N3MEHEHUS MO MHULMATUBE NONb30BaTENen ¢ AONONHUTENBbHLIMY NMOAPOOHOCTAMMN, OTHOCAWMMUCS K TPEOOBAHUAM KOH-
Tponsi 6e3onacHoOCTU, OTBEYaWUM cneundnyeckum NoTPEedbHOCTAM KOMNAHUM.

BHeapernne bBbino npeanpuHATO B BUAE NPOEKTA C NCMONb30BaHUEM 0DbIYHBIX BHYTPEHHUX Npoueayp yrnpaBneHns
NPOEKTOM, KOrga BHeApPEHMe 0byCcnoBnMmMBanoch Npodunem pmcka KaxxXgon 3agencrsoBaHHon obnactu. [ns BHegpeHus
BbIDpaHHOro nogxoaa notpeboBanocb MHOMO YCUIMMKA, OTKPLITOMO U Y€CTHOIO MHPOPMUPOBAHNS 3aUHTEPECOBAHHbLIX CTO-
POH N NONy4YeHUs HEOBXOANMOW NoaaepPXku. logaepxka, NoNyYeHHas NPy 3TUX HaYarnbHbIX YCUNUSX, B pe3ynbTaTe 3Ha-
YyUTENbHO Obnerymna npouecc BHeAPEHUS.
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[TpoBeas nocne BHEAPEHUS aHanna, KOMMaHus NMpullna K BeIBOAY, YTO KPUTUYHBbIMU DakTopamMmm ycrnexa bbinu:

- NoagepXKa pykoBogcTBa Ha paHHEM 3Tane;

- NCMONb30BaHNE METOA0B MEHEeXKMEHTA PUCKOB Ans 000CHOBaHMUSA BbiIDOpa noaxoaa n Ha3HaveHus1 MPUoOpUTETOB
BUOaM OeATENbHOCTH;

- BOBITIEYEHMNE BO3MOXHO DonbLIero Yncna niogen B npouecces! NnaHMpoBaHUA U BHEQPEHUS;

- THoOpMUpOBaHUE PabOTHUKOB O MPOUCXOAALWEM U €ro NPUYNHax B NpoLecce BHEAPEHUS;

- MPU3HaAHNE HEOBXOANMOCTU HENPEPLIBHOCTU yNpaBreHns MHPopMaunoHHON 6e30nacHOCTBIO.

[Tony4YeHHbIMM ypOKaMun cTanm:

- COCPEAOTOHEHNE YCUITMN HA Hanbornee paHHeM 0DCNy>XMBaHNN CUCTEMbBI MEHEAXKMEHTA MHADOPMALMOHHON BE30-
NAacHOCTW;

- CTPEMITEHUE K MAKCUMAIIbHOMY YMNPOLEHUIO NPOoUeccoB (Bbino 0BHAPYXEeHO, YTO HEKOTOPbIE NPOLECCHl BHAYane
ObININ CITNWKOM YCITOXHEHbI);

- obecneveHne KOHUEHTPAUWN AOKYMEHTUPOBAHUS CUCTEM YMNPAaBlEHUA Ha BOMPOCaXxX yrnpaBieHns, a HE Ha TEXHU-
YeCKUX BOMpocax.

B peaynbTare BHeApeHUs CBOEN CUCTEMbI MEHEAXKMEHTA MHPOPMALNOHHOW 6e30NacHOCTU KOMNAaHUS YOOBNETBO-
peHa Hann4ynem o60CHOBaAHHOW CUCTEMbI MHOPMaLUMOHHOW BE30NAaCHOCTU, COOTBETCTBYIOWEN €€ NoTPebHOoCTAM. KoMna-
HUA TAKXXe UMEET BO3MOXHOCTb U3NOXNTb CBOKO Nporpammy obecneveHmns MHQopMaumMoHHON Be30NacHOCTU 3aKasdunKkam U
OPYIMM BHELWWHUM 3aNHTEPECOBAHHBIM CTOPOHAM, NPUMEHSAIOLLNM KPUTEPUN, MPU3HAHHbIE HA MEXAYHAPOO4HOM YPOBHE.
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[MpnnoxeHwve E
(cnpaBo4HoOE€)

OnpepeneHue uenn obecnevyeHun gosepus

E.1 OueHkKka pucka

B naeane uenb obecneveHusi AOBEPUA ABNAETCH Pe3ynbTaToOM OUEHKM N 06paboTkm pucka. OcTaToOuHbIN PUCK SIBIS-
eTCH PUCKOM, OCTaloLWLMMEs nocne ero obpadotkn. OCTaTOUYHbIM PUCK AOIKEH ObITh MPUEMNEMbIM U ObITb MPUHATBIM 3aWH-
TEPECOBAHHBIMM CTOpPOHaMu. Ecnn OH Henpuemnem, TO crneayer ero obpaboTka, Hanpumep, 3anpawmBatoT

AOMNOINMHNUTEIbHbIE MEpPb be3onacHocTw.

[TpumeyanHwme— OCTaTouHbIM PUCK MOXET MCNONb30BATLCA KAaK NOKasaTernb 3HA4YMMOCTH, obecnevynBaemMon
IOBEPUEM.

E.2 MeHegXMeHT PUCKOB

[Tpn BHegpeHun Nobon mepbl 6€30NACHOCTU M €€ LWKaIbl PYKOBOACTBYIOTCH MEHEIKMEHTOM prUcKka. MeHepKMEHT
pucKa SIBNSETCS NPOLECCOM MaAeHTUUKaALMK, yNpaBNeHus u yCTpaHeHUs UMM MUHUMU3aUun NocneacTBUM HEDnaronpusT-
HbIX COBbITUI, CNOCODHBIX BO3AENCTBOBATL HA aKTUBbLI, UMEIOLLMNE NpuemMnemyto cebectonmocTs.

[TpumeyvyaHune—IllpumeHaemas B HaACTOAWEM OOKYMEHTE TEPMUHONOINMA OCHOBaHa Ha PykoBoacteBe 73
NCO/M3K. BoamoxHo npumenenne MCO/MO3BK 27005.

Bo3aMOXHbIMK BUgamm obpaboTKu PUCKOB SBNAOTCS:
- n3bexxaHme pucka;

- CHMXXEHNE PUCKA;

- CMSAMMEHNe PUCKa;

- NepEeHOC pUCKa.
Ocratowpmncs nocne obpaboTKM PUCK ABNSAETCH OCTATOYHbIM. XOPOLWEW NMPaKTUKOW SABMAETCH IKCNNyaTaums npoayk-

Ta TOJbKO 1pu nnpunemMmsieMomMm N NnNpUuHATOM OCTAaTOYHHOM PUCKE. HDEﬂ,HaSHa‘-IeHHaFI AIA BHEOPEHUHA MNMOJIMTUKA be3onacHoCTH
CUCTEMbI COOTBETCTBYET aTally «KCMAIHeHune» O6pa6OTI{H PUCKa U ABJTHETCH pe3yIibTaTOM OLUEHKU PUCKA.
Cam MEeHEeKMEHT PUCKa U MOJIYyHEeHHAA B pe3ylibTarte NMOJIMTUuKa 6e30MacHOCTU CUCTEMBI MOIYT I'IpOIT’ITH rnpouecc

obecnevyeHnsa JOBEPUS.

E.3 Mopenb be3onacHoOCTH
B oTHOWeEeHUN npnBegeHHOro Huxxe pucyHka .1 moxHo chopmynupoBaTth criegyowme rnonoXxXeHus:

lonuTika 6e3oNACHOCTU | yry nomuo GhiTh AOCTUMHYTO?

(cuctema UT)

Mogenb 6e3onacHoOCTH
Apxutektypa 6e3onacHOCTH
Mepbl 6e30nacHOCTI Kak aTto gpenaerca?

Pucynok [1.1 — Moaenb 6e3o0nacHoOCTH

4 Jetannsauus

- MOAenb 0e30MacHOCTU ABMNAETCH CXeMaTUYECKUM ONUCAHMEM TPpynnbl OOBEKTOB U B3aUMOCBS3eN, NOCPeACTBOM
KOTOPbIX 3a4aHHbIN HAbOp ycnyr no obecneveHntio 6e30NacHOCTU NPEAOCTABNAETCH CUCTEMON UM B PaMKax CUCTEMBbI;

- apxuTekTypa 6e3onacHoCTU npeacraBneHa nNnaHoMm M COBOKYMHOCTBIO MPUHUKUMNOB, KOTOPbLIE CHMUTAKTCH YacTblo
NPOEKTUPOBaHUs BE30MNacHOCTU CUCTEMBI;

yCcInyru no obecneveHnto 6e30nNacHoCTU, Tpebyemble OT CUCTEMBI A5 BbINONHEHUS TPEebOBaHUN NONb30BATENNEWN,

SNTEMEHTBI CUCTEMBI, TPEDBYEMBIE AN BbINOITHEHUSA YCIVT,

YPOBHU MPOU3BOANTESNIBHOCTU, HEODXOAMMbIE B 3NEMEHTaX CUCTEMbI 4Ns paboThl B YCNOBUAX YIPo3;

- Mepa obecneveHns 6e30NacHOCTU ABNSETCH NPOLECCOM (NN YCTPOUCTBOM, OCYLLECTBNAWMUM NOAOOHLIN NPO-
LIECC), KOTOPbIN MOXET NPUMEHATBCH ANSA BbINOMHEHWS YCIYTY Mo obecneveHnto 6e30nacHoOCTU, NPeaoCTaBNAEMON CUCTE-
MOW UMK B paMKax CUCTEMbI, HANMPUMEP MEXaHN3MOM NpeaynpexXxaeHns cobbITUW, Mepon No 0bHapPYyXeHUO aTak, Mepoun Nno

BOCCTAHOBIEHUIO NOCNe CObbITUS.
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Ha ocHOBe pe3ynbTaToB OLUEHKU PpUCKa Mepbl Mo 0bpaboTke pucka MoryT BbITb onpeaeneHsl B pamMkKax npouecca pas-
PaboOTKN KOHUenuum 6e3onacHoCTu.

B pamkax koHuenuum 6e3onacHoCcTy gaeTcs onpegeneHne mep 6e3onacHoCTU, KOTOPbie onpeaensinncb B KOHTEKCTE
OLUEHKM PUCKa Kak Heobxoanmsbile.

OBbbekToOM OoBepusi, CBA3aHHbIM C MOAenblo He30nNacHOCTH, MOXET DbiTb aHann3 unu nNpoBepka AOCTYNHOCTU W
CBA3HOCTU Moaenn 6e30nacHOCTI.

MeTtoabl obecneveHns 4OBEPUS, OCHOBAHHbIE HA OLUEHKE pUCcKa, NpeanaraiT no3TanHbiv NoAxoa ¢ BO3pacTatoLlen
aeTanusaumen oT NONUTUKKU 4o onpeaeneHus BbIMONMHEHHbIX Mep 6e30nacHOCTW.

E.4 Nonutnka 6e3onacHOCTM opraHu3aunm

Cuctembl T cneayot onpeaeneHHon nonntuke 6esonacHoctn cuctemol T, KoToOpas MOXeT cnegoBaTth NONUTUKE
beszonacHocTu opranmsagmu. Nonutnka 6e3onacHOCTU OpraHn3ayumm B OCHOBHOM Ba3npyeTcs Ha OUEHKE PUCKa C y4ETOM
Luenen opraHnsaumm (Hanpumep, bustHec-uenen). OHa NpUMEHNMA KO BCeM npobnemam 6e30nacHOCTU opraHm3aumnm wu
obsizaTenbHa Ansl PyKoBOACTBA BCEMU YCUINMUSAMU MO obecneveHnto 6e30nacHoOCTM.

B atux cnyvasax nonutuka 6e3onacHoOCTU opraHm3aumm moandnumpyeTcs n aganTupyeTcs B MEPapXUYEeCcKom Buae
O BCEX noapasgaeneHny opraHmn3aumm n CUCTEM.

Mrobas nonutnka 6e3onacHOCTU A0NMKHA NEPUOANYECKN MHCMIEKTUPOBATBLCS A5 y4eTa BCEX UBMEHEHUN YIPO3, PUC-
KOB U aKTUBOB.

[TonnTnka 6e30NacHOCTN MOXET BKITIOHYaTb B CeDS crieayowme Tembl Ans 00CYyXAEHUS:

- obnacTb NpUMEHeHUs NONNTUKN DEe30MNacHOCTH;

- NOAOTYETHOCTb PYKOBOACTBA,;

- NoAYepKUBaHnUe BaXXHOCTU BE30NacHOCTH;

- onpegenexHne obLWmMX N KOHKPETHbBIX pornen n obasaHHOCTen; pacnpeaeneHmne QOMKHOCTEN;

- onpegenexHve uenen obecneveHnss 6e30NacHOCTH;

- Knaccupukauus MHAQOpMaLnu;

- BOMPOCHI KOMMYHMKaLUWKW, OCBEAOMMNEHHOCTU, OBYyYeHUs N NOATOTOBKN.

B KpynHbIX OpraHn3aymsix Ans KOHKPETHOro otaena, nogpasaeneHns unu dunmana, a Takke npu Hanmyamm pasHoon-
Pa3HbIX OTAENbHbBIX CUCTEM MOXET noTpeboBaTbes paspaboTka bonee cneyndunecknx nonuTuk 6esonacHoctn. Ha ypos-
HE KOHKPETHOW CUCTEMBbI, YCNYrn UNn Npoaykra paspabdbotka npuHumMmaeTt popmy UeneBon nonutukn besonacHoctn AT,
KOTOpasi COOTBETCTBYET NEPAPXUN MONNTUK.

BoamoxHas nepapxms nonnTuUK NnpeacrtasneHa Ha pucyHke E.2.

[TonuTukKa
opraHm3aLum

[MonuTtuka 6e3onacHoOCTU
opraHv3saumm

() D

NMonutuka 6e3onacHoOCTH

AT opraHusauun r___c;ﬁ_u:a_ﬂ___-l
() Dye r———'\\)i NOJINTUKA :

De3onacHoOCTH |

UT |

[MonuTuka 6e3onacHoOCTU
T Ha ypoBHE oTaena

[TonuTtuKa
Oe3onacHoCTwn
cuctemsl AT 1

[TonuTuka
De30nacHoOCTU
cucrembl AT 2

[Monutuka

0e30nacHOCTH
cuctemsl AT n

PucyHok E.2 — VNepapxmnsa nonntmk n 4oBepust
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[1ns obecnevyeHnsi 3aBUCUMOCTEN MepapxXumn NONMUTUK AOITKHbI NPeANPUHMMATBCH COOTBETCTBYIOLWLME Mepbl Mo obec-
neveHuto gosepus. [lononHutTenbHbIM 0ObEKTOM 0becneveHnst AoOBepusi MOXeT ObiTb aHaNU3 UMK NPOBEPKa AOCTYMNHOCTY
M COrNacoBaHHOCTU MONUTUK BE30MacHOCTM.

E.5 lNpnmennmasa uens obecnevyeHna goBepun

Llenbto obecneveHunsa noboro gosepus K besonacHoCcTu sBNsieTca obecneveHne yBepEHHOCTU B COOTBETCTBUN CUC-
TemMbl T 06bekTa pykoBoASALWEN NONUTUKE HA criegytowem bornee BbICOKOM YPOBHE ANA rapaHTUM COOTBETCTBUSA 0ObEKTA
NONMNTUKE OpraHun3auumn.

Takmm 0bpa3om, B JaHHOM Criy4dae 4oBEPUE MOXET BbITb NPON3BOAHON OLLEHKM PUCKA U/UIN NONNTUKK BE30MACHOC-
TN OpraHn3aumn.

s mHormx onepauun ¢ AT, B ocobenHocTn T cpeaHnx nnm HebonblUMX opraHu3auun, onpegeneHHas nonmtuka
He30nacHOCTU HE npeanuceiBaeTcs. B 3Tom cniyvyae MmOXXHO MCMONb30BaTh UMEIOLLYIOCH B HANMMYMK ODLLYIO NONUTUKY De3-
OMacHOCTM.

[laHHOe nonoXeHne TakxKe OTHOCUTCH K ClyYatlo, Korga nonb3oBaTerb BHEAPAET CTaHAapPTHYIO cnucTtemy besonac-
HOCTWU, HAaNpPUMep, N3 CNPaBOYHMUKOB NO Ba3oBOK Be3onacHOCTU. 3aeck AoBepue obecnevmBaeTcs Ansa obWmxX NOTPEbHOC-
Ten cpebl, KOTOpble AOMKHbI ObITh pa3bsACHEHbI B NpUnaraembiX cnpaBovHMKax no 6azoBon 6e3onacHoOCTW.

Hpyrum noaxoaom SBNSIETCH NPUMEHEHNE UMEIOLLLENOCH 3a1aHns Mo De30NacHOCTU UMK NPOMUNA 3aLUTbl, KOTOPLIN
Obln NoAroToBNeH ANA AaHHOW ueneson cpeabl B cooTBeTCcTBUM ¢ VNICO/MIK 15408.

[MTpumeyaHune—IlpoBegeHNe OLEHKN PUCKA ABNAETCH NPOLECCOM, KOTOPbIM cam No cebe MoxKeT ObiTb Npea-
MeToOM obecnevenusi goBepus K npoueccy. [pu gaHHoMm noaxoge Kk obecnevyeHnio AoOBEPUS OLEHMBAETCH NPUMEHEHNE

NPOLECCOB U UX PE3ynNbTaTOB, BKNOYas X obpaTHyO CBSA3b, KOTOpas obecneymBaeT BbINONMHEHNE NpoLecca, NonyvYeHue
PE3yNbTaToOB U MX 00PabOTKy 3a4aHHbIM CrOCOBOM CBA3aHHbIM C 6E30MacHOCTbIO MNEPCOHANOM.

E.6 Mepbl bezonacHocTwm

Mepbl be3onacHOCTH, onpeaeneHnst KOTOpPbIM AaHbl B NPOLLECCe MEHEAXKMEHTA PUCKOB, A00aBNAOT K PYHKLM-
OHalbHbIM TPEDOBaAHUAM 0ObEKTA C UEenbio NPOU3BOACTBA TEXHUYECKOW cneundunkaumm nnm cneumndmnkaumm no no-
CTaBKe.

B cnyyasix npumeHeHusi 0600WeHHON NONUTUKN NONUTUKA Be30nacHOCTY, MOAENb N apXUTEKTypa npegonpeaeneHsol
N He nameHsitoTes. OgHako B DONbLUMHCTBE CNyYaeB NpeanaraeTcs caenarb BbIOOp nnu npeanaraeTcsi Katanor, N3 KOTo-
pPOro BbIbMpaoT mepbl besonacHocTn, Hanbonee NOAXoAAWME ANA KOHKPETHOW CUTYyaLUKN C YIPo3amMu.

B gaHHOM cny4ae o4eHb Ba)XHO NPOBEPUTb ONMUCaHUe NMEISLLIMXCS uenen b6e3onacHoCTn, eCnv BeCb MPUMEHUMbIN
PUCK cMsrYaeTcs. TpeboBaHne He OTHOCUTCS K CNy4ato, Korga aktubl 0bnagatoT 0cobon LEHHOCTBIO U/ NOABEPratoTCS
ocobbiM yrpo3am. B 3ToM crnyyae v npu Hann4um Kakmx-nmdbo CoOMHEHUW cneayeT NPOBECTU CreumnanbHyo OLEHKY PUCKa,
KOTopasi NPUBEAET K MPUMEHEHUIO CrieunarnbHbIX Mep. 3T1a rmbpuagHas TEXHOMOrns NokasaHa Ha pucyHke E.3.

Cneundunyeckne pucku
AHaNn3 pUCKOB

N3MEeHUTb apXUTEKTYPY
Oe3onacHoCcTU?

O600LeHHbIe

(TUMWYHbIE) PUCKA

BHeapeHue

0606LEeHHbIX Mep KOHKPETHBIX Mep

PucyHoK E.3 — TmbpugHas mogenb 6e30nacHoOCTU

Ob6bekTOM A0OBEPUS], CBA3AHHbLIM C onpeaeneHnem mep 6e30nacHoCTn, MOXET BbITb aHaNU3 UK NPOBEPKA AOCTYIM-
HOCTU UK CBA3HOCTU MOogenn 6e30nacHoOCTW.

[TpumedaHnwune—B zaBucumoctn ot meToaoB obecneveHns 6e3onacHoOCTU NPUMEHSIOTCH Mepbl, MPUHUMALO-
lwue Bua, Hanpumep, mep 3awmntbl (cMm. MCO/M3IK 13335), mep koHTpons (cm. NCO/M3K 27002) nnu 3aganus no besonac-
HoCcTK (cMm. NCO/M3K 15408).
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E.7 NMpumep: MCO/MIK 15408

B MCO/M3K 15408 ncnonbayeTcs crneayrouwas TEPMUHONOMUA;

- 06beKkT oueHkn (O0) — npogykT unm cuctema AT n cBsA3aHHaA ¢ HUMKW PYKOBOAAWAA AOKYMEHTAUMA, Nnoanexa-
e OLEHKE,;

- nonutuka 6esonacHocTn obbekTa oueHkn ([MB0O) — COBOKYNHOCTL NPaBuIl, PErynupylowmnx yrnpasneHmne akTuBa-
MW, UX 3almnTy N pacnpegeneHue B npegenax 00,

- 3aganne no besonacHoctn (3b) — coBOKyNHOCTL TpeboBaHmn Be30MacHOCTU U crneunpurkaynm, NnpegHasHaveH-
Has 4A UCNOJIb30BaHNSA B KAY€CTBE OCHOBbI 418 OUEHKU NMPoayKTa;

- byHKUMs besonacHocTn (Pb) — dyHKUMOHANBHbIE BO3MOXHOCTU YacT UNn YacTen npoaykra, obecnevnsatowme
BbINOJIHEHME NOAMHOXECTBA B3anMoCBA3aHHbIX npasun [1bO;

- nonutuka dyHkummn bezonacHocTu (INMPB) — nonuTuka BesonacHocTun, ocywectenaemas Ob.

43



[1]
[2]
[3]
[4)
[5]
[6]
[7]

8]
9.

[10]
[11]
[12]
[13]
[14]
[13]
[16]
[17]
[18]
[19]
[20]
[21]
[22]
[23]
[24]
[23]
[26]
[27]
28]

[29]

[OCT P 54583—2011

bubnuorpadua

ISO/IEC Guide 611, General requirements for assessment and accreditation of certification/registration bodies
ISO/IEC Guide 65, General requirements for bodies operating product certification systems
ISO/IEC Guide 67, Conformity Assessment — Fundamentals of product certification
ISO/IEC Guide 73, Risk Management — Vocabulary — Guidelines for use in standards
ISO 9000, Quality management systems — Fundamentals and vocabulary
ISO 9001, Quality management systems — Requirements
ISO/IEC 13335-1, Information technology — Security techniques — Management of information and communications
technology security — Part 1: Concepts and models for information and communications technology
security management
ISO/IEC 15288, Systems and software engineering — System life cycle processes
ISO/IEC 15408-1, Information technology — Security techniques — Evaluation criteria for IT security — Part 1:
Introduction and general model
ISO/IEC 15408-2, Information technology — Security techniques — Evaluation criteria for IT security — Part 2:
Security functional requirements
ISO/IEC 15408-3, Information technology — Securily techniques — Evaluation criteria for IT security — Part 3:
Security assurance requirements
ISO/IEC 18045, Information technology — Security techniques — Methodology for IT security evaluation
ISO/IEC 17024, Conformity Assessment — General requirements for bodies operating certification of persons
ISO/IEC 17025, General requirements for the competence of testing and calibration laboratories
ISO/IEC 19791, Information technology — Security techniques — Security assessment of operational systems
ISO/IEC 19790, Information technology — Security techniques — Security requirements for cryptographic modules
ISO/IEC 21827, Information technology — Security techniques — Systems Security Engineering — Capability
maturity model® (SSE-CMM®)
ISO/IEC 27001, Information technology — Security techniques — Information security management systems —
Requirements
ISO/IEC 27002, Information technoloqgy — Security techniques — Code of practice for information security
management
ISO/IEC 27005, Information technology — Security techniques — Information security risk management
CEN/CENELEC EN 45013: General critena for certification bodies operating certification of personnel
FIPS 140-1. Federal Information Processing Standard: Security Requirements for Cryptographic Modules, National
Institute of Standards and Technology (NIST),hitp.//csrc.nist.gov/publications/fips/fins 140-2/fips 1402. pdf

IT Grundschutz (Baseline Protection) Manual, Bundesamt fur Sicherheit in der IT (BSI), 2004,
http:// www.bsi.bund.de/english/

A Comparative Study of IT Secunty Cnrteria, Initiative D21, Initiative D21 e. V., Siemensdamm 50, 13629 Berlin,
Germany

A Guide to Certification and Accreditation for Information Technology Systems (MG-4), January 1996, CSE, The ITS
Publications Section, (613) 991-7514/7468 or http.//www.cse.dnd.ca

A Guide To Risk Assessment and Safeguard Selection for Information Technology Systems, January 1996, CSE, The
ITS Publications Section, (613) 991-7514/7468 or hitp.//www.cse.dnd.ca

COBIT MAPPING — Overview of International IT Guidance, IT Governance Institute, January 2004, IT Governance
Institute, 3701 Algonquin Road, Suite 1010, Rolling Meadows, IL 60008, USA, (847) 590 7491 or hitp.//www.itgi.org
Fiona Pattinson, Comparing |SO 17799:2000 with SSE CMM V2, 2002,
http.// www.cccure.orq/Documents/ISO17799/I1SO17799 SSE CMM comparison. pdf

Susanne Rohrig, Using Process Models To Analyse IT Security Requirements, Thesis, Faculty of Economics,
University of Zurich, Switzerland, March 2003

1) OtmeHeHo n 3ameHeHo Ha ISO/IEC 17011.

49



[OCT P 54583—2011

YK 681.324:006.354

OKC 35.040

KntoueBble crioBa: MHOPMaLMOHHAA TEXHONOrna, 6esonacHoCTb MHPOPMaLUOHHBIX TEXHOMOMMA, AoBepue,
00BEeKT AOBEPUS, PUCK O0OBEpUS

Penaktop B.H. Konkicos

TexHu4veckun pepakrop B.H. lpycakosa

Koppektop B.E. Hecmepoga

KomnbloTepHas Bepctka B./. pulierko

CpoaHo B Habop 27.12.2012. [ToanucaHo B nevate 07.02.2013. dopmar 60x84"/s. [apHUTYpa Apmnan.  Ycn. ned. n. 6,05.
Yu.-u3n. n. 5,45. Tupax 96 3k3. 3ak. 131.

OIYN « CTAHOAAPTUUH®OPM», 123995 Mockea, ['paHaTHbIU nep., 4.
www.gostinfo.ru info@gostinfo.ru
HabpaHo Bo ®I'Y[1 « CTAHOAPTNHP®OPM» Ha TOBM.

OtnevaraHo B dunuane Oy

| «C

AHIAP

AR®OPM» — tun. «Mockosckum nevatHuk», 105062 Mockea, IlanuH nep., 6.



