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[lpeaucnoBue

Llenn nnpuHumnel ctTaHgapTusauum B Poccunckon egepaunmnyctaHosneHbl PegepanbHbiM 3aKOHOM OT
27 nekadpst 2002 r. Ne 184-903 «O TeXHMUYECKOM perynmpoBaHiun», a npasuna NpUMeHeHnst HauMoHanbHbIX
ctaHgapToB Poccunckon egepaunmmn — OCT P 1.0—2004 «CtaHpgapTtusauma B Poccunckon deagepauun.
OCHOBHbIE MOSTOXEHUSAY

CBepgeHUA o cTaHgapTe

1 NOAIrOTOBJIEH  ®epgepanbHeIM  rocygapCTBeHHbIM  ydpexgeHueMm  «locygapCTBeHHbIN
Hay4YHO-MccneaoBaTeNbCKAN UCNbITATENbHBIN UHCTUTYT NPobnemM TeXHUYeCKoU 3anTel MHGopMauun Pege-
panbHOW CNYXObl NO TEXHUYECKOMY U 3KCnopTHOMY KoHTponto» (PIy «THUWUKN TTT3N ¢CTIK Poccuny),
ObLWwecTBOM C orpaHnYeHHoOM oTBETCTBEHHOCTLIO «LleHTp BesonacHocTu» (OO0 «LUBW»)Ha ocHoBe cobCcTBEH-
HOro ayTeHTUYHOro NepeBoga Ha pyCccKn A3blK MeXayHapoaHOTro cTaHgapTa, ykasaHHOro B nNyHkTe 4

2 YTBEPXXOEHWBBEOEHB OEVNCTBUE Mpukazom deaeparnsHOro areHTCTBa no TEXHUYECKOMY pery-
nuposaHuo umMmeTponorin ot 1 aekabps 2011 r. Ne 690-cT

3 Hactosawmn ctaHgapTt ngeHTudeH mexayHapoaHomy aokymeHTty ISO/IEC TR 1544 3-2:2005 «NHGop-
MaLnoHHasa TexHonornsa. Metoabl n cpeagcTea obecneveHnsa besonacHocTn. OCHOBLI A0BEpUs K Oe30nacHOCTH
AT. Yactb 2. Metoabl agoBepusi» (ISO/IEC TR 15443-2:2005 «Information technology — Security
technigues — A framework for I'T security assurance — Part 2: Assurance methods»)

[Tpy NpUMeHeHU HacTodALWero cTaHgapTa pekoMeHayeTCd MCNONb30oBaTh BMECTO CChINTOYHbLIX MeXayHa-
POOHLIX CTAHOAPTOB COOTBETCTBYOLWME UM HaUMoHanNbHble cTaHgapTel Poccunckon ®egepaln, ceegeHnda o
KOTOPLIX NpUBeaAeHbl B AONONTHUTENbHOM NpUnoXxeHum A

4 BBEAEH BINEPBbIE

VIHpopmauua 06 UsMeHeHUsIX K HacmosuweMy cmaHoapmy rybrnuKkyemcsi 8 €Xe200H0 U30asaeMoM
UHOopMalUOHHOM yKa3zamene «HalyuoHanbHbie cmaHOapmbl», a meKkcm U3MeHeHUU U rornpagok — 8 exxeMe-
CSYHO U30asaeMbix UHPOPMaUUOHHbLIX yKa3zamernsax « HauuoHaneHble cmaHOapmei». B cniydyae nnepecmompa
(3aMeHbI) UTu OMmMeHbI Hacmosuie20 cmaHoapma coomeemcemeyroujee yesedomMreHue byoem ornydbriukoeaHo
8 EXKeMECSIYHO U3dasaeMoM UHpOpMalUUOHHOM YKazamerne « HayuoHanbeHble cmaHoapmei». Coomeemcmaeay-
rowast UHpopmMmauus, yeeooMiieHUSI U meKemel pa3Melaromces makxe e UHhbopMmalUuoHHoU cucmeme obuieao
roneL308aHUss — Ha obulyuanbHoOM calime PedepallbHo20 a2eHmemea ro mexHuU4ecKoMy peaynupoeaHuio U
Memporoauu e cemu ViHmepHem
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HacTtoawun ctangapT He MoXeT ObiTb MOMHOCTBIO UITN YacTUYHO BOCNPOU3BEAEH, TUPAXXNPOBaH U pac-
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BBenoeHue

B HacTosilem ctaHaapTe npeacTtaBneHo onmcaHne MeToaoB obecrneveHnst AOBEPUS U NOAXO0A0B, KOTO-
Pble MOXHO MPUMEHNUTL K 6e30nacHOCTN MHPOPMAaLMOHHBLIX M KOMMYHUKaUWMOHHBLIX TexHonoru (MKT), npeano-
)KEHHBIX UM UCNONb3yeMbIX PasmMYHbIMUA TUNAMKU opraHusaunn, He3aBUCUMO OT TOTO, YTBEPXKAEHbI TN OHMN,
oaobpeHbl HeodUMUManbHO WU CTaHOApTU3UPOBAaHbI, a Takke WX MPUBHA3KaA K Moadenn AoBepust no
[OCT P 54581—2011/ISO/IEC/TR 15443-1:2005. AkueHT genaeTtcs Ha naeHTUPUKauMe KadyecTBEeHHbIX
XapakTepucTuK MEeTOAO0B, CNOCODCTBYIOLLMX obecneveHnto AoBEPUsi, U Ha UX paHXuUpoBaHUe. HacTosLWMA
cTaHgapT npeaHasHaveH ans pasbacHeHUd cneunanuctam B obnactum besonacHoctn KT cnocoboB nony4ye-
HUAS AOBepPUsd Ha NIoOOM aTane JXKM3HEeHHOro LUuKna npoayKra Unm ycnyru.

B HacTosweM cTaHgapTe Takke NPUBoAATCA LieNb 1 oncaHmne MeTo4oB obecnevyeHnst 4OBEepUs, a Takke
yKasbIBaeTCHA X MeCTO B CTpyKType, onpeaeneHHon B FOCT P 54581—2011/ISO/IEC/TR 1544 3-1:2005.

CuunTaeTtcs, YTo MeTobl 0becnevyeHns AOBEPUS, YKazaHHbIE B HACTOSILLIEM cTaHaapTe, coaepaT obLue-
N3BECTHbIE 3aneMeHThl. MoryT nosaBnAaATbCH HOBbIE MeTOoA bl 0DecrneYeHns A0BEpUS, a TakKe MoanpuLnupoBaTh-
CH 1 COBEPLUEHCTBOBATLCH YV)Ke CYLLUeCTBYOLLMeE.

M3 HacTosilero ctaHaapTa paspaboTymMky, OUEHLNKA, MeHeKepbl NO KAYeCTBY U NMOKynaTenu MoryT
BbIOMpaTb MeToadbl 0becnevyeHunst AOBEPUST K NporpamMmMHOMY obecnedeHunto n cuctemam desonacHoctn VKT,
onpeaensa TpedboBaHNA 4OBEPUS, OLIEHMBAA NMPOAYKThI, U3Mepsia acnekTbl bezonacHoCcTU U T. 4. Kpome Toro,
OHU MOTYT UCMONb30BaTh METOAbl 0becneyYyeHUs A0BEPUS, HE BKIMIOUEHHBIE B HACTOALLIMA CTaHAAPT, KOTOphbIe
MPUMEHUMbI K MeTOAaM obecneyeHns JOBepust B OTHOLLEHNN acnekToB 6€30NacHOCTU, XOTH MHOTUE U3 3TUX
METOAO0B MOTYT Takke NMPUMEHATLCS B UHTepecax obecneyvyeHUsa AoBepust K ApYrMM KpUTUYECKUM acrekTam
NPOrpamMMHOro cbecnevueHunst U CUCTeEM.

HacTtosawui cTaHaapT npeaHasHa4eH ans COBMECTHOIO MCNONb30OBaHUSA C
[OCTP 54581—2011/ISO/IEC/TR 15443-1:2005.

B HacTosdlemM cTaHaapTe TakKke NpoBeAeH aHanms3 MeToaoB obecnevyeHUsa AoBepUst, He YHUKaNbHbIX ANS
besonacHocTu VIKT; oaHako pyKoBOACTBO, NPpUBEeAEeHHOE B HACTOSALLEM cTaHaapTe, orpaHnyeHo TpeboBaHUsA-
M besonacHocTU KT, B Hero BkNtoueHbl Takke TEPMUHBI A MOHATUA, MONY4YUBLLUME onpeaeneHne B ApYrmx AHU-
UMaTnBax MexayHapoaHou ctaHgapTtusauum (Hanpumep, CASCO) 1 mMexgyHapodHbIX cripaBOYHUKaX
(MCO/M3K PykoBoaCTBO 2); 0AHAKO pYKOBOACTBO, NMpUBeAeHHOE B HAcTosALWEM cTaHaapTe, OyaeT CBA3aHO
NCKMIOUNTENbHO ¢ obnacTbto besonacHocT KT 1 He npegHasHa4veHo Ang oblero MeHeaXKMeHTa 1 OLUEeHKU
KavyecTBa, a Takke cornacoBaHHocTu KT.
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HAUUWOHANBbHBILU CTAHOAPT POCCUUCKOWNW OGEOLEPAUUNMN

UHpopMaLUOHHaA TeXHonorusa
METOOblI U CPEOCTBA OBECIIEYHEHUA BE3OINACHOCTI
OcHOBbLI AoBepuUAa K 6e30nacHOCTU MHOPMaALUOHHBLIX TEXHONOINMIA

YacThb 2

MeToAabl AoBepun

Information technology. Security technigues. A framework for I T security assurance. Part 2. Assurance methods

[lata BBegeHnsa — 2012—12—01

1 Obnactb npuMeHeHus

1.1 HazHa4vyeHuUue

B HacToseM cTaHaapTe npeacTaBfieHa COBOKYNMHOCTb METOA0B 0becneveHns A0BepUst, BKNoYasi METO-
Obl, He SIBNSILMECH YHUKANBHBIMK ANg 6€e30nacHOCTM MHQROPMAaLIUMOHHBIX M1 KOMMYHUKALMOHHBIX TEXHOMOTNN
(MKT), nockonbKy OHM cnocobCTBYIIOT 0becneveHUo oben besonacHocTU KT, B HacTosawem cTaHgapTe npu-
BeJeH KpaTKni 0630p X Ha3HAYEeHUs1, OnNUcaHne, CCbINKM Ha AOKYMEHTHI U acnekTbl CTaHaapTUu3aLun.

B npuHuune pesynbTUpytollee aosepue kK besonacHoctn KT siBnsieTca AoBepuem K NpoAyKTy, cCUCTEME
MNn npegoctasneHHoU yenyre. CnegoBatenbHO, pe3ynbTUpylollee AoBepue ABMAETCA CYMMOU npupalleHnia
0OBepust, NONYYEHHbIX KaXXabiM N3 METOA0B obecnevyeHunst 4OBepUst, TPUMEHEHHBIM K MPOoAYKTY, CUCTEME UNU
yCrnyre Ha ctagusix UX XXU3HEHHBLIX LMKMOB. bonbLloe KonMM4YecTBO METOA0B AenaeT HeobXoaAUMbIM Co3aaHue
PYKOBOACTBA B OTHOLUEHWU TOro, Kakou Metod NpumeHaTb K gaHHou obnactu VKT ana obecnedeHuUs
obLenpn3HaHHOro AOBEpUS.

Kaxkabl1 311eMeHT COBOKYMHOCTU METOA0B 0becneveHns AoBepUs, NpeacTaBNeHHOW B HACTOSILLEM CTaH-
aapte, KnaccupuuupyeTca B BUae KpaTtkoro obsopa ¢ noMoLb OCHOBHBIX TEPMUHOB M NOHATUN O AOBEPUN,
pa3paboTaHHbIX B UCO/MIK TO 1544 3-1.

[locpeACTBOM Takoro pacnpegeneHusa no Kateroprusim HacTosWMA cTaHaapT OKasbiBaeT CoOAeUCTBUE
cneunanmcty no KT npu BbIDOpE 1 BO3MOXHOM KOMOUHUPOBaHUN MeTOA0B obecnevyeHns 4OBEPUS, COOTBET-
CTBYOLLMX AaHHOMY npoaykTy beszonacHocT KT, cucteme nnu ycnyre 1 nx cneundpuryHbiM cpegam.

1.2 O6nacTb NpMMeHeHUs

Hactoawunin ctaHgapT npeacraBnsiet cobon pykoBOACTBO B COKpalleHHOM 0B630pHOM BapuaHTe. Ero
OocTaTouHO Ansa opMnpoBaHnAa U3 NpeacTaBneHHON COBOKYMHOCTU METOA0B obecnevyeHuns 4oBepust Cokpa-
LLIeHHOTro Habopa MeToA0B, NPUMEHUMBIX MPOAYKTY, CUCTEME UMK YCIyre.

KpaTkoe U3noxKeHne npuMeHnmMbIX MeToaoB obecnevyeHnsa 4oBepust ABNsieTcd MHPOPMaTUBHBIM, NMpea-
CTaBMSAOLWMM OCHOBBI 4151 obneryeHnsa ero noHUMaHuga 6e3 ocbpalleHnUsa K NepBOUCTOUYHUKAM.

[MpegnonaraeMbiM1 NONbL30OBAaTENSAMU HACTOSLWEro cTaHgapTa ABNAOTCA:

1) nokynaTtenb (KOHKpeTHOe NUUo N opraHnsauus, npuobpeTatollast Unn nokynarLwasi CUCTemy, npo-
rpaMMHBIN MPOAYKT UM YCIYTY Y MOCTaBLLMKA);

2) ouUeHWUK (KOHKpeTHoe NULLC Ui opraHn3auus, NpoBoasLLast CLUEHKY; OLEHLLMKOM MOXET ObITb UCTIbI-
TaTeNbHas nabopatopus, oTaen TeEXHUYECKOro KOHTPOMNS opraHu3aunmn, paspabaTbiBalowen nporpaMmmHoe
obecneveHue (I10O), rocyaapcTBeHHasa opraHMsaL s Unu nonob3oBaTenb);

3) pas3paboTynK(KOHKpETHOE NMMLO NN OpraHn3aumst, OCyLLEeCTBSIOWas AeSATENTbHOCTL Mo pa3paboTke,
BKItoYasa aHanmsa TpedboBaHuUNn, NpoeKkTUpoBaHUe U TeCTUPOBaHME nocpeacTBOM NPUeMKN BO BpeMs npouecca
Xn3HeHHoro yukna lo);

U3paHune odbmumanbHoe
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4) obcnyxuearowlee nuLo (KOHKpPeTHOEe NULLO UM opraHn3auung, ocyLlecTBNAOWAaa AeATENbHOCTb Mo
0BCNYXNBAHNIO);

5) NOCTaBLMK (KOHKpeTHOE NAULLO U opraHnsaynd, saknodaroLas goroBop ¢ nokynaTtenem O nocTaBke
CUCTEMBI, MPOrpaMMHOTro NpoayKTa U ycnyr rno nporpaMmmMmmMpoBaHUIo Ha YCNOBUSAX A0TOBOpa);

6) nonb3oBaTeNb (KOHKPeTHoe MU0 UNN opraHm3aund, npuMeHsaoLwas nporpaMmmMmHbiA npogykT ans
BbINOJTHEHUS cneMPUYHON PYHKLUK) NPK OLUEHKEe KavyeCcTBa KaKoro-nnmbdo nporpaMmMHOro npoaykra BO BPpeEMS
npuemMo-caaToUHbIX UCMBITAHUNA;

/) pabOTHUK nNu otTaen cnyXobl 6e30nacHOCTU (KOHKpEeTHOEe NULO UMK opraHusaLns, NpoBoasilas cuc-
TEMHYIO MPOBEPKY NporpaMMHOro Npoaykra Unu ycnyr rno nporpaMmmMmupoBaHunio) npu oueHke kadvectsa O Bo
BpeMs KBanMPukaLMOHHBIX UCTMbITAHUN.

1.3 OrpaHu4veHun

Hactosawmin  ctaHpgapT npeacraBnsder coboi  pykKoBOACTBO B BMAe  KpaTkoro  obasopa.
MCO/M3BKTO 15443-3 onpeaensaeT HanpaBleHUsi COBEPLIEHCTBOBAHMS 3TOM0 BbIbopa MeToA0B 0becneveHUs
De30nmacHOCTU B Lendax nydwen peanusauunm TpedoBaHnU A0BepUs, Aenas BO3IMOXHbIM aHanus Ux cpaBHU-
TelNbHLIX N CUHEpPreTU4YeCcKnX XxapakrepucTuk.

TpeboBaHUA K MHPACTPYKTYpe NoaaepXKkn Bepudukaumnm nogxoaa kK obecnevyeHunto AoBepust U Tpedo-
BaHUA K NepcoHany npoBeaeHUs BepudgpmnkaLlm B HACTOSALLEM CTaHaapTe He paccMaTpPUBaKOTCAL.

2 HopmaTuBHbIE CChINKN

Ona npumeHeHna HacTosWero crtaHgapTa HeobxoOaumbl credyrowme CCblfiovHble AOKYMeHTanbHble
MCTOYHUKU. [Na HegaTUpOBaAHHLIX CChINMOK NPUMEHAT nocneaHee UsgaHne YNnoMsIHYTOro HUXKe OOKYMEHTa
(BKMOYast onyobnmkoBaHHbIE USMEHEHUS).

NMCO 9000 Cuctembl MmeHegxMeHTa KadecTBa. OCHOBHbIe nonoxeHusa n cnoeapb (ISO 9000, Quality
management systems — Fundamentals and vocabulary)

MCO 9001 Cuctembl MeHempkmeHTa KadectBa. TpeboBaHusa (ISO 9001, Quality management
systems — Requirements)

MCO/M3K 9126-11) MporpammoTtexHuka. KavectBo npogykta. Yacte 1. Moaenb KadecTsa
(ISO/IEC 9126-1, Software engineering — Product quality — Part 1: Quality model)

NCO/M3K 122072) UHdpopmaumoHHasa TexHonornsa. MNpouecchbl XXU3HEHHOro LuKia nporpaMMHOro
obecneveHuna (ISO/IEC 12207, Information technology — Software life cycle processes)

NCO/M3K 13335-13) NHdopmaLmoHHasa TexHonorus. Metoasl U cpegcrtea obecneyeHus 6esonacHoc-
TN. MeHepKMeHT be30nacHOCTU MHPOPMALIMOHHBIX U TENMEKOMMYHUKALIMOHHBIX TeXHonornmn. Hacts 1. KoHuen-
LMa 1 Moaenu ynpaesneHUa 0e30nacHOCTb WMHPOPMAUMOHHBIX U KOMMYHUKALMOHHBIX TEeXHOMNOrn
(ISO/IEC 13335-1, information technology — Security technigues — Management of information and
communications technology security — Part 1: Concepts and models for information and communications
technology security management)

MCO/M3K TO 13335-2%) WHdopmaumoHHasa TexHonornsa. PYKoBOACTBO NO MeHeaXMeHTy 6esonac-
HOCTU MHPOPMAaLMOHHBIX TeXHOMNOrMK. HacTb 2. [NnaHnpoBaHue UMeHeaXKMeHT 6e30nacHOCTU MHOPMAaLLNOH-
HblX TexHonorun (ISO/IEC TR 13335-2, Information technology — Guidelines for the management of IT
Security — Part 2: Managing and planning I'T Security)

MCO/M3K TO 13335-3°) WHdopmaumoHHasa TexHonornsa. PyKoBOACTBO NO MeHeaXKMeHTy Besonac-
HOCTU MHPOPMaLMOHHBLIX TeXHoNornn. Hacte 3. MeToabl MeHe)kMeHTa Oe30nacHOCTU MHROPMaLMOHHBIX TEX-
Honmormn (ISO/IEC TR 13335-3, Information technology — Guidelines for the management of IT
Security — Part 3: Techniques for the management of IT Security)

") 3amenen na MICO/MIK 25010—2011 «[1poekTmpoBaHne cuctem m paspabotka nporpammMmHoOro obecrne4veHus.
TpeboBaHusa K Ka4eCcTBY CUCTEM U NporpammHoro obecnevenust n nx oueHka (SQuaRE). Mogenu kavectsa cuctem u nNpo-
rpammHoro obecneveHunss (ISO/IEC 25010 Systems and software engineering — Systems and software Quality

Requirements and Evaluation (SQuaRE) — System and software quality models)».

°) 3amenen Ha MICO/MIK 12207 «HpopmaunoHHble TeXHonoruu. [ lpouecchbl 2KUW3HEHHOTO LMKNA NPOrpamMmmMHOro
obecnevenus» (ISO/IEC 12207, Systems and software engineering — Software life cycle processes).

3
) OTMmeHeH.
4

) OTmeHeH.

°) 3ameneHn Ha MICO/M3IK 27005 «NHbopmaunoHHas TexHonorus. Metoabl n cpeacrea obecnevyeHns 6e3onacHoC-
™. MeHemaxXmeHT pucka uHdopmaymoHHon 6esonacHoctuy (ISO/IEC 27005 Information technology — Security

techniques — Information security risk management).

2
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MCO/MIK TO 13335-41) UndopmaLumoHHaa TexHonorua. PykoBoacTBo no MeHeakmMeHTy 6esonac-
HOCTU MHPOPMAaLMOHHLIX TexHonornn. HYacts 4. Beibop sawmTtHeix mep (ISO/IEC TR 13335-4, Information
technology — Guidelines for the management of IT Security — Part 4: Selection of safeguards)

NCO/M3K TO 13335-52) NHdopmaLmoHHaa TexHonorna. PyKoBoACTBO No MeHeaXMeHTy Besonac-
HOCTU WMHPOPMALMOHHBIX TexHonormin. Yactb 5. PykoBOACTBO MO MeHeAKMEHTY ©0e30MnacHOCTU CeTu
(ISO/IEC TR 13335-5, Information technobgy — Guidelines for the management of IT Security — Part 5:
Management guidance on network security)

MCO/M3K TO 14598-1 NHopmaumnoHHaa TexHonorua. OueHka nporpaMmMmHoro npoaykra. Hactb 1.
Oobwmn ob3op (ISO/IEC 14598-1, Information technology — Software product evaluation — Part 1: General
overview)

MCO/M3K 15939 TexHonorusa nporpammHoro obecneveHusa. lNpouecc nameperus (ISO/IEC 15939,
Software engineering — Software measurement process)

MCO/M3K 15288 CuctemHoe  npoektupoBaHue. [lpouecchbl  XXU3HEHHOro  LUWKMa  CUCTEM
(ISO/IEC 15288, Systems engineering — System life cycle processes)

MCO/M3K 15408-1 UHdbopmaunoHHas TexHonorus. Metogbl ucpeactea obecrneveHns 0e3onacHoCTH.
Kputepmnm oueHkn besonacHocTu UHopMaUuMoHHBIX TexHonormn. Yactb 1. BBegeHune n obwasa moaens
(ISO/EC 15408-1, Informationtechnology — Securitytechniques — Evaluation criteriafor IT security — Part 1:
Introduction and general model)

NCO/M3K 15408-23) UHdbopmaLumoHHasa TexHonorna. Metoasl u cpeactea obecneyeHns 6esonacHocC-
TU. Kputepum oLieHKN Be3onacHOCTU MHOPMAaLIMOHHBIX TeXHONorn. Hacts 2. PyHKUKUOHamNbHbIE TpeboBaHUS
besonacHocTUu (ISO/EC 15408-2, Information technology — Security technigues — Evaluation criteria for IT
security — Part 2: Security functional requirements)

NMCO/M3K 15408-3 UNHdbopmaunoHHas TexHonorus. Metogbl ucpeactea obecrneveHns 0e3onacHoOCTH.
Kputepum oLeHKn 6e30nacHOCTM MHPOPMaLMOHHBLIX TeXHoNorn. Yacts 3. TpedboBaHUs 4oBepust K besonac-
HocTn (ISO/EC 15408-3, Information technology — Security techniques — Evaluation criteria for [T
security — Part 3: Security assurance requirements)

NMCO/M3K 15504-1 NHdopmaunoHHaga TexHonornd. OueHka npoueccoB. HacTtb 1. KoHuenuun 1 crno-
Bapb (ISO/EC 15504-1, Information technology — Process assessment — Part 1: Concepts and vocabulary)

NMCO/M3K 15504-2 WNHdopmaunoHHaga TexHonorna. OueHka npoueccos. HacTb 2. [MpoBeaeHme oLen-
kn (ISO/EC 15504-2, Information technology — Process assessment — Part 2: Performing and assessment)

MCO/M3K 15504-3 WNHpopmaunoHHaa TtexHonornua. OueHka npoueccos. Hacte 3. PykoBoACTBO MO
npoBeaeHunto oueHkn (ISO/EC 15504-3, Information technology — Process assessment — Part 3: Guidance
on performing an assessment)

MCO/M3K 15504-4 WNHpopmaunmoHHaa TtexHonorusa. OueHka npoueccos. Hacte 4. PykoBoaACTBO MO
MCMONb30BaHMIO AN YCOBEPLIEHCTBOBaAHUA N onpeaeneHna BosamoxHocten npouecca (ISO/EC 15504-4,
Information technology — Process assessment — Part 4: Guidance on use for process improvement and
process capability determination)

MCO/M3BK 15504-5 UNHdopmaumoHHas TexHonorns. OueHka npoLeccoB NporpaMmmHoro obecrne4yeHums.
Uactb 5. lNpumep mogenn oueHkn M pykosoactBo no ykazatenam (ISO/IEC TR 15504-5, Information
technology — Software Process Assessment — Part 5: An assessment model and indicator guidance)

NMCO/M3K 17799%) WHpopMaLmoHHasa TexHororus. Metoabl v cpeacTea obecnedeHust 6e30nacHocTu.
[TpakTuyeckme npaBuna ynpaesneHunst uUHdgopmaunoHHon ©esonacHocTbto (ISO/EC 17799, Information
technology — Security techniques — Code of practice for information security management)

NCO/M3BK 21827 UNndopmaunmoHHasa TexHonornd. lNpoektnpoBaHne 6e3onacHoOCTU paboTbl CUCTEM.
Mopgenb TexHonorudeckon spenoctun (SSE-CMM®) (ISO/EC 21827, Information technology — Systems
Security Engineering — Capability Maturity Model (SSE-CMM®))

MCO/M3K 90003 TexHuka nporpammHoro obecnedveHus. PekoMeHgauum Mo MNPUMEHEHUIO
MCO 9001:2000 «k komnbroTepHoOMYy nporpammHomMy obecneveHuto (ISO/EC 90003, Software
engineering — Guidelines for the application of ISO 9001:2000 to computer software)

") 3amenen na MCO/MOAK 27005 «MHdopmaymoHHas TexHonorus. Metoabl n cpeactBa obecneveHmns 6e3onacHocC-
™. MeHemaxmeHT pucka uHdopmaymoHHon 6e3onacHoctuy (ISO/IEC 27005 Information technology — Security

techniques — Information security risk management).
°) OTMmeHeH.

*) 3amenen Ha ICO/MIK 15504-2 MHdopmaymnmoHHas tTexHonorns. Metogbl u cpeactea obecneveHns 6e3onacHoC-
™. MeHempxmeHT pucka wuHpopmaunoHHon ©BesonacHoctn (ISO/IEC 27005 Information technology — Security

techniques — Information security risk management).
*) 3amenen na MCO/MIK 27002 MHdpopmaumnoHHbie TexHonormn, Ceog npasusi No ynpaeneHuno 3awmTon MHPopMa-
unn. ((ISO/IEC Information technology — Security technigues — Code of practice for information security management).
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3 TepMuUHbLI, onpeaeneHNda U COKpaLleHUA

B HacTosileM cTaHgapTe NnpuMeHeHbl TepMUHbI, onpeaeneHns u cokpaweHmnsano NCO/MIOK TO 1544 3-1.

4 KpaTkum o630p 1 npencraBrieHNe MeToaoB ob6ecnevyeHns noBepun

B UCO/M3K TO 15443-1 npeacTtaBnieHa cxema pacnpegeneHns no Kateropmsam CyLLeCTBYIOLLNX METO-
noB obecnevyeHnst 4OBePUS, NepeYvncrieHsl U npeacTaBneHbl CYLLECTBYIOWNE MeTOoAbl 0becneveHnst 4oBepuUs,
npeacTaBnsloWine NHTepec N HenocpeacTBeHHO CBsI3aHHble ¢ obnacTtbio besonacHocT UKT. B HacTodwem
pasgene 3T MeToabl KnaccudpuuMpyroTCcs Mo crieayoLlen cxeme:

- B COOTBETCTBUU C pasnMiHbIMA dpa3amun 4OBEPUS — ONMCaHNE aCNeKTOB XXU3HEHHOTO LKA  MPOEKTU-
pOBaHWE, peanusauns, UHTerpauunsa, sepudpunkaums, BBoa B A€ UCTBMNE, NepeMeLleHne Unn akcnnyaTauus;

- B COOTBETCTBUU C pasfMYHbIM NOAX0A0M K 0becnevyeHno A0BepUst: NPOAYKT, Npouece Unn cpeaa.

B NCO/M3K TO 1544 3-1 ykazaHo, UTo MeTo obecnevyeHns 4OBEPUS MOXKET BKITloYaThL B cebsa KoMOUHa-
LU0 noagxona K AoBeputo 1 dpasbl AOBEPUS.

B ka4yecTBe AONONMHUTENBHOrO PYKOBOACTBA ANA NoNb3oBaTens B Tabnuue 2 nogpasgena 5.4 HactosiLie-
ro cTaHgapTa npegcraBlieHo pacnpegeneHne no Kateropusm:

- CO 3HAYMMOCTbIO OTAEeNbHbIX MeToaoB And besonacHocT KT;

- CaKTyanbHOCTbIO OTAENbHLIX METOAOOB.

5 ®a3aXKU3HEeHHOro unkKna aosepus U ycCnoBHble 0603Ha4YeHUA

B Tabnuue 2 nogpasgena 5.4 HacTodwero craHaapTa nepedncnersl npeacrtaBneHHble HKe MeToabl,
KnaccupunumMpoBaHHbIe B COOTBETCTBUNM ¢ pa3on XKM3HEHHOTO LMKNa. B HasBaHUM KaXXaorc oTaenbHOro nepe-
YUCNEHUA MOBTOPSALTCH €ro KrnaccudgukaLuns.

[MpeactaBnswowme HanbonblMid MHTEpec dasbl XUZHEHHOro UWKNa npeacrtaBneHbl rpadnyeckn
yeTbipbMsi cToNOLamMK Tabnuubl. B cootBeTcTBUM € TRpeboBaHUAMN MCO/MOBK 15288 n MCO 9000 TexHonoru-
Yeckue Npouecchl XU3HEHHOTO LMKNa CrpynnupoBaHbl B YeTbipe cTaaun, No OAHOU Ha Kaxablk ctonbel, w
COKpaLweHHO 0603HaYEHBbI:

- D (Design) — npoektnpoBaHue, BKNOYas npoLecchl onpeaeneHnsa TpedboBaHUin 3aUHTEPECOBaHHbIX
CTOPOH, aHanmM3a TpeboBaHUN, apXUTEKTYPHOMO MPOEKTUPOBAHUSA N peannaalnu;

- | (Integration) — nHTEerpauua, BknoYaa npoLecchbl UHTerpaunm n sepudukaLmim;

- T (Transition) — nepexoa, BKNoYas npoLeccel AybnmupoBaHusl, nepemMeLleHmnsl, BBoaa B AeACTBMNE U
NMPUeMOUHbIE UCMbITAHUSA;

- O (Operation) — akcnnyaTtauumsi, BKoYasa npouecckl akennyarauum, 0dCcnyXuBaHusi U nUKsmnaaLmm.

[TpumevyaHwmns

1 KOHKpeTHbIN MeTod obecneveHns 4OBEPUS MOXKET OXBaTbIBaTb KaKyto-TO dpasy XXU3HEHHOIO LUKNA TOMBbKO Mpw-
bnnanTenbHo. B 3TomMm cnyvae ata pasa OTCyTCTBYET B rpanyeckoM NpeacTaBeHnM.

2 [lpouyecchl Xn3HeHHoro uukna D-1-T-O npumeHnmsbl K Ntodon KoHKpeTHOW cucteme VKT n ee KOMNOHEHTaM, T. €. K
annapartHbim cpeacteam n [10. PaspaboTka n ynydleHne npoue ccoB XU3HEHHOIO LUKIa SABNSAIOTCH BTOPbIM U3MEPEHNEM,
KOTOPOE MOXHO NPeacTaBUTb rpaPmnyeckn, HO B HACTOSILLEE BPEMSA STO UBMEpPEHMe He npeacTtasneHo. B obnactu 6be3onac-
HOCTU KT 3TO namepenmne nmeet ocoboe 3HaveHne n3-3a MeToaoB yrpaBneHns 6€30nacHOCTbIO, MPUMEHEHHbIX K CUCTE-
mam VKT Ha dhasze dyHkunoHnpoBanus B cooteetcteBun ¢ NCO/MOIK 17799 n BS 7799-2. o cywecTBy paspabotka wu
YTyl EeHUE NPOLECCOB XU3HEHHOIO LMKNA BKNIOYAET B CEDS OLEHKY M AOKYMEHTUPOBAHNE, pa3paboTKy, NaMepeHne, ynyu-
LEHME N cepTUPUKaALNIO NPOLECCOB. ITO BTOPOE N3MEPEHNE ABIAETCH NMPSMOYIONbHbIM (OPTOrOHaNbHbIM) MO OTHOLLE-
HWNIO K namepenunto D-1-T-0.

5.1 MNMoaxop Kk obecnevyeHno A4O0BEPUA U YCITOBHbIe 0003HaYeHUA

B tabnuue 2 noapasgena 5.4 HacTosILEro ctaHgapTra nepevynucneHsl npeacrtaBrieHHble HKe MeToabl,
pacnpegeneHHble No KaTeropmnsiMm B COOTBETCTBMUM C UX NOAX0A0M K obecneveHunto aosepusi. B HasBaHUM Kax-
OOro OTAEeNbHOro MeToa oTpaXkaeTCHd ero COOTBETCTBUE MO KaTeropumn.

KaTteropun metoaoB obecrneyeHnst 40OBEPUSt HArNAAQHo npeacTaBneHbl B Tadbnuue 1:

- JOBepue K NPoAyKTy: 0obO3Ha4YeHOo 3arnaBHOM OYKBOWM HasBaHUS pasbl KM3HEHHOro LWUKa mexay
cTpenkamu, Hanpumep, ->D—;

- JoBepue K npoLeccy: 06o3HaveHo 3arnaBHon bykson HasBaHUA dpasbl XKUSHEHHOIO LMKIa Ha TEMHOM
doHe, Hanpumep, D;

- JoBepue K cpeae: 0bo3HaueHo 3arnaBHoM OYKBOW Ha3BaHUA pasbl )KU3HEHHOTO LMKIIa C NOMockamun
cleBa ucnpaea, Hanpmmep,ID I
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Tabnwuua 1— Crpykrypa metoaoB obecneyeHns goBepus — ycnoBHble 0603HaYeHUS

Nosepue — pasza— [poexTt/ AHTerpauns/ Beon B nevicrene/
P
aspen — nopxon 4 peanulauus BepUpukaLus nepexon JKennyaraums
[TpoaykT —>D— >| — —> - >O—
[/Cuctemal/Yenyral[ 8 ]
Mpouecc [§ ] D | T O
Cpepa
[/Opranmnsauns/ D I T O
[lepcoHan] [ & ]

[TpumevyaHwmns
1 TMTockonbKy MeToabl obecneyveHns JOBEPUS MOTYT XapakTrepmnioBaTb KOMOMHALKMIO NOAX040B, CUMBOIbI MOXHO
00beANHUTBL, HANPUMEP, METOA, 0becnevnBaloLLMM Kak 4OBEPUE K NPoLECCY, TaK U JOBEPUE K cpeae, MOXET BbITb Npea-

cTaBneH BykBOM HA TEMHOM (POHE C NonocKkamm cnesa mn cnpasa.
2 KOHKpPETHbIM METOA MOXET OXBaTbIBaTb Bonee nunm meHee nonHo oguvH nogxod. lNpeseHtaymsi B BUAE BU3yalbHO-
ro ob63opaHe roguTca Ans npeacrtaBneHns CTeNeHn oxXBarta pasnuyHbliX Noaxoa0B KobecneveHuio 4oBepusi AaHHbIM METO-

OOM.
3 KoHKpeTHbIn meToa obecrne4veHnss JOBEPUSA MOXET OXBaTbiBaTb KAKOM-TO MOAX04 TONbKO NpubnmnantenbHo. B

3TOM Cry4vae B rpapnyeckomMm NnpeacTaBneHnmn JaHHbIM NOAX04 OTCYTCTBYET.

5.2 AKTyanbHOCTb U YCIIOBHbIe 0003Ha4YeHUA

Bcneacteue 60MbLLIOro YMcna MeToaoB NONb30OBaTENIO HACTOALLLEro CTaHAapTa 4aeTes yKkasaHe B OTHO-
LLUEHWUW NX COCTOSIHMS. B Tabnuue 2 3T COCTOAHUA OTpaXXeHbl creayrowmnm obpasom:

- B HacTosllee BpeMs ASUCTBYIOLLUME N LLUMPOKO NMPUMEHAeMbIe MeToabl npeacTtaBneHsl B Tabnuue 2
NONY>XUPHBIM LUPUATOM;

- ycTapeBawllue, BblTeCHAeMble, 0bbeaNHALLINECS UMM MHBIM 0Dpa3oM yTpadMBaloLWmMe CBO aKTy-
anbHOCTb MeToAdbl NpeAcTaBneHbl B Tabnuue 2 cBeTNbIM LWPUDTOM.

[TpumedyaHune— 3TanereHga He NOBTOPSAETCH B HA3BaHUM OTAENbHOIO NepeYHs AaHHOro noapasgena.

5.3 3HAaYUMOCTbL 6€30NacHOCTU U YCITOBHbIe 00603HaYeHUA

N3-3a o4eHb BONbLIOro Ynucna METOOOB NOJIb30BATEJ1HO HACTOALUEIO CTaHAdPTa AdHO YKa3daHUE B OTHO-
WweHum 6esonacHocTn Ux KT. B Tabnuue 2 3To COCTOAHME OTPaXXeHo creayoLwmnm o6pasom:

- OpUEHTUPOBaHHbIE HenocpeacTBeHHO Ha obecnedeHue 6esonacHocTn KT meToabl 0603Ha4YeHbl CUM-
BOJTIOM ( & ) («3aMOK»).

5.4 O630p MeTOAOB ObecnevyeHUa gosepus

B Tabnuue 2 npeacrtasneH 0630p paccMaTpuBaemMbiX MeTOAOB 0becneveHUsa AoBepust Hapaay ¢ UX Knac-
cndpuKkaLmen B COOTBETCTBUN CO CTPYKTYpoWu, paszpabotaHHon B UCO/MIK TO 1544 3-1.

Tabnwuua 2— Crpyktypa metogoB obecneveHns goepusi. Kpatkmm 063op

o [oBepue — haza— [TpoekT/ MHTerpauns/ Beoa B geucrene/ | ®yHKUMOHUPOBA-
asfen — noaxon peanusaums BepudpuKaL s nepexon H1e
6.1 NCO/M3K 15408 — kputepum
> [— >O—>
oueHkn besonacHoctn AT & —D- =
6.2 TCSEC — kputepum oUeHKH
NOBEPEHHON KOMMbIOTEPHOU —>D— >|— >O—
CUCTEMBI &
6.3 ITSEC/ITSEM — kputepumn oueHkn O
)
be3zonacHocTn AT n metoaonorna & —D- |-
DEC —
6.4 CTCPEC — KaHagckue kputepum Do >
OLEHKN OOBEPEHHOIO Npoaykra &
6.5 KISEC/KISEM — kputepumn oueHKun
MHPOPMALMOHHON BE30NACHOCTUN U —D— > — >O—>
meTogonornsa Kopen &
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[lpodomxerHue mabnuubi 2

5 HoBepue — paza— [1poekT/ MHTerpauus/ Beoa B pencreue/ | GyHKLMOHUPOBa-
asfen — noaxon 4 peanusauns Bepudurkauns nepexon HUe
6.6 RAMP — thaza nogaepxku
Knaccudumkaumm § —D- = —0-
6.7 ERM — nopaepxka knaccndpukaumm
oueHku (B obwem) & —D- 1= —0->
6.8 TTAP — nporpamma oueHKn
NOBEPEHHOWN TEXHONOMMN & —D- |-
6.9 TPEP — nporpamma oueHku
OOBEPEHHOrO NpoaykrTa & —>D- 1=
6.10 PaunoHanbHbIM KOMNNEKCHbIN
npouecc® (RUP®) —>D- 1=
6.11 MCO/M3IK 15288 — npouecchl D > T BN
XN3HEHHOIO UUKIa CUCTEMBI
6.12 MCO/M3K 12207 — npouecchl
XU3HeHHoro umkna 10 —>D- 1= > 1= 0>
6.13 V — mogernb —>D— > — > [— —0—
6.14 NCO/M3K 14598 — oueHka NI N
NpoOrpamMmmMmHOro Npoaykra
6.15 Yenyrn no obecneveHnio 6a3oBou Do
be3onacHocTn X/Open &
6.16 SCT — TectnupoBaHue cTpororo >
COOTBETCTBUSA
6.17 NCO/M3IK 21827 — npoeKkTnpoBaHne
beaonacHocTn paboThbl N | T 0O
CUCTEM — MOAENDb 3PENOCTU
(SSE-CMM®) &
6.18 TCMM — poBepeHHast mogernb B |
TEXHONOMMYECKOWN 3penocTn §
6.19 CMMI| — nHuTterpaumnsa mogenm 0 |
TEXHOMOrm4eckon apenoctn®
6.20 NCO/MOIK 15504 — oueHKka 0 |
NporpamMmHOro rnpowecca
6.21 CCM — moaenb TEXHONOMNMYeCKOn B |
3penoctu® (ans MNoO)
6.22 SE-CMM® — mopenb
TEXHONOMMYECKOWN 3PEenoCTy I
CUCTEMHOIO NPOEKTUPOBaAHUAR
6.23 TSDM — meToponorust paspaboTku B |
BbiBepeHHOoro [10
6.24 SdoC — 3asBneHne nocraBLlmKa 0O B
COOTBETCTBUMN
6.25 SA-CMM® — mogenb 3penoctm
BO3MOXHOCTEN NpuobpeTeHns T
nporpaMmmHoro obecnevyeHmnsa®
6.26 NCO cepunsa 9000 — meHeKMEHT I 0 | T o I

Ka4veCTBAa
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OkoHr4YaHue mabnuubi 2

. HoBepue — chaza— [1poekT/ MHTerpauums/ Beoa B aencrene/ | $PyHKUMOHUPOBA-
AShEn — nopxon ¥ peann3auus BepudurKauus nepexoa Hue
6.27 NCO 13407— CKOHUEHTPUPOBAHHbLIW 0
Ha YEeNOBEKE MPOEKT
6.28 [[eHeanornsa paspaboTtymka N
(B 0OWwem)
6.29 NCO/MOK 17025 — poBepume K |
akKkpeanTauum
6.30 MCO/M3K 13335 — pykoBoacTea o
yrnpaBneHuto besonacHocToo AT | T O
(GMITS) &
6.31 BS 7799-2 — cucremsbl ynpaBneHust
MHDOPMALIMOHHOW BEe30NacHOCTLIO. O
Cneundmnkaymsa ¢ pykoBogacteBomMm &
6.32 NCO/MOBK 17799 — npaktn4veckume
npaBwuna yrnpasneHus O
MHPOPMaLNOHHON BEe30NacHOCTbIO
6.33 FR — ncnpaesnexHne aedektoB O
(B 0OWwem)
6.34 ba3oBoe pyKoBOACTBO
no 3awmnte AT § —>0-
0.35 TecTtnpoBaHmne NPOHUKHOBEHUSA § —>0—
6.36 ATTecTtauunsa nepcoHana (He 0
CcBsAI3aHHasi ¢ 6e30NacHOCTbIO)
6.37 ATTectauus nepcoHarna (cefa3aHHas 0 | T 0
be3onacHoOCTbIO) &

5.5 MeTtoaonoruda npeacraBreHus

B pasgene 6 npeactaBneH aHannMs naeHTUPULUUPOBaHHBIX MeTOA0B obecneyveHUda AoBepus. NockonbKy
MHOrMe MmeToabl obecneyveHUs AOBEPUSA CBA3aHbI C pasnnYHbIMU NoAXo4amMmm K ocbecneveHno AoBEpUS, Kaxkabln
MeTod ACMKeH ObITb NpeacTaBneH co CBOUMM onnucaHnem. Ha gaHHOM aTane cpaBHEeHWMe MeTOAOB He npea-
YCMOTPEHO.

B noapasgenax pasgena 6 npeAcTtaBeH CTPYKTYPUPOBaHHBLIN KpaTKUN 0030p KaXkaoro Mmetoaa obecne-
YyeHus goBepud, MAEHTUPULMPOBAHHOIC B AaHHOU TEXHOOTMYECKON CXeME.

HanmeHoBaHMe MeToda oTpaXaeT ero CyTb U ABNSAeTCA NOMHbIM U opULManbHBIM Ha3BaHUeM MeToaa
obecnevyeHnsa 4OBEPUS NPU CChISIKE Ha Hero, a Takke npu HeodxoAMMOCTU UCNOMNb3OBAaHUSA B KA4YECTBE CCbIJl-
KN — CUMBOJTUYECKUM.

Kaxabld KpaTknin 0630p nogpasgensoT Ha cneayoLlne cocTaBHbIe YacTu:

- Uenb: KpaTkoe oTNn4YnTenbHoe Ha3Ha4vyeHe MeToaa;

- OnucaHue: KpaTkoe onmcaHne metoaa;

- UCTOUYHUKW, ONUCBIBAtOLLME: aapec/CChINKy Ha KOMUTETHLI U/UNMX opraHn3aLnun U AOKYMEHTHI Mo MeToay
n/nnn ctaHgapTmsannu.

6 MeToabl obecnevyeHunsa goBepus

6.1 NCO/MIK 15408 — kputepumn oueHkun 6ezonacHocT MHPOPMALUOHHBLIX TEXHONONUN &

>D— >|— > —->0—
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6.1.1 LUenb

ObecnevyeHne cornacoBaHHOM cxembl M NOAPODHLIX KpuTepues oLeHKn besonacHocT AT, npurogHbix
0151 ICNONb30BAHUA KaK B roCy4apCTBEHHBIX CTPYKTYpPaX, Tak U Ang obLero nonb3oBaHUs.

6.1.2 OnucaHue

Obune Kputepumn paspadboTaHbl N0 NOPYYEHUIO NPABUTENBCTBEHHBLIX YYPEXAEHNN, CBA3AHHbLIX C MHGOP-
MaLMOHHON 6e30NacHOCTLIO, KaK cnocod He3aBUCUMON OLIEHKM XapaKTepucTuk 6e3onacHoCT NPoAyKTOB U
cuctem UKT. Kputepun 66inm paspaboTaHbl BO B3aMMOAEUCTBMN C COBMECTHLIM TEXHUYECKUM KOMUTETOM 1,
nogkomuteT 27, «MeToabl U cpeacTsa obecneveHnsa besonacHocTu» (CTK1TIK27) n onybnukoBaHbl Kak MeX-
ayHapoaHbin ctaHaapT MCO/M3OK 15408.

Obune Kputepun pasaensaroT NOHATUA «PYHKLUOHAalNbHbIE BO3SMOXHOCTN BE30MacHOCTU» N «A0BEpUe K
Des3onacHoCTU» N geTarnbHO crneunudpnumpyroT MeToabl, cpeacTsa n PyHKLUKU, KOTOPbIE MOTYT CNOCODCTBOBATL
CO30aHUI0 YBEPEHHOCTM B COOTBETCTBUM NpoaykTa besonacHoCTM Lenam 6e3onacHoCcTU. KOHKpeTHbIe MeTo-
abl, cpeactea U pyHkumn aosepus onpeaeneHsl B MCO/MO3BK 15408-3 n B nepByto ovepeab (HO He UCKIMIOUN-
TeNbHO B 3TUX LensaxX) npeaHasHadveHbl ANA nonyvyeHUsa OoBepusa NocpeCcTBOM He3aBUCUMMOM OLUEHKU UMK
Bepugpmnkaumn. Nnannpyetca BO3IMOXHOCTb BepUdpUKaLnm cornacoBaHHOro npMMeHeHUsa Kputepmes oLEeHKN
nocpeacTBOM CXeM HalUoHarnbHOU cepTudguKkaLmnn.

B pamkax NCO/M3K 15408-3 meToabl U cpeacTsa obecneveHnst 4OBepUs pasaeneHbl HaYeTbipe obnac-
TU NMPUMEHEHUS, Ha3biBaeMble «Knaccamny». B npeagenax KaXkgoro Knacca onpeaeneHbl pasfnnyHble MeTOOHI,
Ha3bIBaeMble «ceMencTBaMn». B Kaxkaom ceMmencTBe MMeoTCsl OAUH U bornee YpoBHEN CTPOrOCTU. YPOBHM
CTPOroCTU, NO KOTOPbLIM MOTYT NMPUMEHATLCA MeTodbl, HAa3bIBAOTCA «KOMMNOHEeHTaMn» . Kaxxabl KOMMOHEHT
0b0o3Ha4YaeT HeobxoauMble TOUYHbIE AEUCTBUSI U SNEMEHTHI AoKa3aTelbCTBa.

B pamkax NCO/M3K 15408-3 onpeaeneHbl HECKOMbKO MaKeTOB KOMMNOHEHTOB AOBEpUs, paboTatonx
BMECTe Ha B3aMMHO AononHsitowenn ocHoBe. [lakeTbl KOMNOHEHTOB A0BEpUS, paboTatoLLMX BMECTE Ha B3aUMHO
OONONMHALWEN OCHOBE, HA3bIBAOT «OLLEHOYHBIMU YPOBHSIMU JOBEPUS» .

BcnomoratensHas MeTogonorig no npMMeHeHno 3TUX Kputepmes, obLas MeToaonorna oUeHKM paspa-
baTbiBatOTCH paboyeint rpynnon no obwen MeToaoIorMn OLeHKU, ABNAILLENCa NoArpynnon npoekta obLymx
KPUTEPUEB.

6.1.3 UCTOUYHUKN
NCO/M3IK 15408-1: UCO/M3K 15408-2: NCO/M3IK 15408-3.

[TpnmevaHne—WVMCO/MIK 15408 saensaetcsa pesynbratom gesarensHoctn MCO/M3IK ¢ coBMECTHbBIM TEXHU-
yeckum komutetom 1, nogrkomutet 27, pabouas rpynna 3 (CTKA/TIK 27/PT 3) «HdhopmaynoHHasa TexHonorus. Metogbl u
cpeacTBa obecneveHns besaonacHocTu. Kputepum oueHkn be3onacHoCTu»

6.2 TCSEC — kputepuu oLeHKkU 6e30nacHOCTU A0BEPEHHbLIX KOMNbITEPHbLIX CUCTEM §

—D— > >O—

6.2.1 Uenb
Knaccugpukauusa nnm onpegeneHne knacca 6e3onacHoCTm nNpoaykra KOMnboTEPHOW CUCTEMBI.
6.2.2 OnucaHue

Kputepum oLleHKM Be30nacHOCTU A0BEPEHHBIX KOMMbIOTEPHBIX cucTeM (TCSEC) aBNsIt0TCA COBOKYMHOC-
TbO KPUTEPUEB, paHee NCNOMb30BaBLUMUXCA ANSA Knaccndukaunum nnm onpegeneHns Knacca 6e3onacHoCTH,
obecrneynBaemMoun NPoayKToOM KOMMNbIOTEPHON CUCTEMBI. HOBLIE OLEHKU ¢ ucnonb3oBaHnem TCSEC B HacToS-
LLlee BpeMs He NPOBOAATCH, XOTH paspaboTku nx seaytes. MHorga TCSEC HasbiBaoT «OpaHXeBOU KHUTON»
N3-3a OpaHXXeBOro LBeTta ee 0DNOXKN.

[TpoaykT «cooTBeTCcTBYET» TCSEC Npun ycnosuu ero oueHkn no «lporpamme oLeHMBaHUSA AOBEPEHHOMo
npoaykta» (TPEP) nnu «lNporpamme oueHkn gosepeHHou TexHonorun» (TTAP) Ha cooTBeTCTBUE TPebOBaHU-
aAM ycTaHoBNeHHoro knacca TCSEC nnun ecnn HesaBUcMMad OLleHKa BbIABUNA Y NpoAyKTa Hann4ymne xapakre-
DUCTUK N AOBEPUSA 3TOTO Knacca.

Knacc asnsaeTcsa cneungpmnyieckon CoBoKynHOCTLIO TpeboBaHnn TCSEC, KOTOpbIM COOTBETCTBYET OLIEHU-
Baemasi cuctema. B TCSEC nmeetcsa cemb KnaccoB B nopsigke yobiBaHUS XapakTrepucTuk u gosepus: A1, B3,
B2,B1,C2,C1uD. ChegoBaTtenbHoO, cucTEMA, OLeHeHHad no Knaccy B3, umeeT bonblLue XapakTepucTuk 6eso-
MnacHoCTU n/unn Gonblle YBEPEHHOCTU B AOMKHOM (PYHKUMOHNPOBAHMNN XapaKTepUCcTUK BDe30nacHOCTU, Yem
cCUCTeEMaA, oLleHeHHasda no knaccy B1. TpeboBaHUA aAnst 6onee BbICOKOro Krnacca sceraa siBnsitoTCA pacllMpeHHON
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Bepcuen bonee HU3WeEro knacca. Takum obpasom, cuctema knacca B2 cooTBeTCTBYeT Kaxaomy PyHKLUMO-
HanbHOMY TpeboBaHUo knacca C2 n umeet bonee BbICOKUN YPOBEHb AOBEPUS.

YpoBHEM AoBepUa ABNAeTCA COBOKYNHOCTL kKnaccos (CM. Bonpoc 11)mn3 TCSEC [cm. FAQ (4acTo 3agaBa-
eMble BONpochl) KoHUenuun Kputepues, sonpoc 1]. B «OpaHxeBoun KHUre» onpegeneHbl YeThipe YPOBHS A0OBE-
pUs B nopsaake yobiBaHUA A0OBEPUSA U YMEHbLUEHUA xapakTepuctuk: A, B, C n D. CnegoBaTenbHO, cUCcTEMA,
oUeHeHHas Nno KOHKpeTHOMY Knaccy ypoBHA AoBepus B, meeT bonblle XxapakTepucTuk 6e3onacHoOCTn U/mnu
bonblue yBEPEHHOCTW B AOIHKHOM (PYHKLIMOHUPOBaAHUN XapakTepUCcTUK 6e30nacHOCTU, YeM CUCTEMA, OLIEHEH-
Has Mo KOHKPEeTHOMY Kraccy ypoBHS1 AoBepust C. XoTs MHTepnpeTaunsa nogcnucteM KOMnboTepHOW Besonac-
HocTn (CSSI) TCSEC cneynuunpyeTt KpuUtepun Ang pasnuyHbiX knaccoB D, oHM He oTpaXeHbl B caMUX
TCSEC, koTopble He npeavbsiBNsAT TpeboBaHUM K cucTtemMam ypoBHA aosBepust D. Mo ymonyaHuio
HeknaccupuUUpoBaHHON CUCTEMOU ABNAETCA YPOBEeHb AoBepnua D.

TpeboBaHUAMN K pasnUYHbIM KNaccam SABNSIIOTCS:

Knacc D: MuUHUManbHas 3aljmuta — pe3epBUPYIOT OLLEHEHHBIE CUCTEMBI, KOTOPLIE HE OTBEeYaloT Tpebo-
BaHUAM Bonee BbICOKOro Knacca.

Knacc C1:HeobssaTenbHad sawmta — goBepeHHas BbluucnnTenbHada basa (TCB) cuctembl knacca C1
HOMWUHalNBLHO yOOBNETBOPAET TpeboBaHUA HeobsI3aTeNbHON 3aLLUThLI NOCPEACTBOM pa3geneHunst nonb3oBare-
nen n gaHHbiX. TCB obbeanHsaeT HECKONBKO BUOOB HAAEXKHbIX Mep yrnpasieHUs, CNOCOOHLIX OCYLLECTBSATH
orpaHu4eHna gocTyna Ha nHanesuayansHOW OCHOBe, T. e. NO3BONALWKX NoNb3oBaTeNdaM 3aluaTte MHPOP-
MaLM o O NMPpoeKTe U NepcoHanbHble AaHHbIE UM NpeaoTBpallaTh CllydyauHoe CHUTbIBAHUE UK paspyLUueHne
CBOUX AAaHHbLIX ApyrMMuy nonb3oBatensamMmu. lNpeanonaraetcs, 4to kKnacc C1 obbeanHsIET nonb3oBaTenen,
obpabaTbIBalOWNX JaHHbIE HA OAUHAKOBOM YPOBHE KOHPUAEHUMANMbHOCTM.

Knacc C2: ynpasnsaemMas 3alurta goctyna — CUCTEMBI 3TOr0 Knacca OCYLLEeCTBNAT bonee TwaTenb-
Hoe Heobsa3aTenbHOoe yrpaBneHne gocTynom, Yem cuctembl knacca C1, genas nonb3oBarenen ntHanBMayanbs-
HO OTBETCTBEHHLIMU 32 CBOW AEUCTBUA NOCPEACTBOM PEerucTpaulMoHHbIX npoueayp, NpoBEPKU COObITUN,
CBSAA3aHHbIX C 6e30MacHOCTLIC, U U30NALIUN PECYPCOB.

Knacc B1: maHpaTHagq 3awmta — ans cuctem knacca B1 1pebyloTcs Bce XxapakTepUCTUKK, HeobXxoau-
Mble ans knacca C2. Kpome 1oro, 4omKHbl ObITh B HANUYUK: HeouLMansHasa Mmoaens NoMMTUKM 6e30nacHOCT!,
MapPKUPOBKa AaHHbLIX (HAnpuUMep, CEKPETHOW UMM YaCTHOM MHopMaLnMn) 1 0bsA3aTEeNbHbIM KOHTPONb A0CTYNA K
yKasaHHbIM cybbekTamM Unn obbvektam. Heobxoanmo cylecTsoBaHWUe NoTeHUMaNnbHbIX BOSMOXHOCTEN TOYHOW
MapKUPOBKN BblgaBaeMou MHopMaLnn.

Knacc B2: cTpykTypupoBaHHad 3awinta — B cucTtemMax knacca B2 TCB ocHoBaHa Ha 4YeTKo onpeaeneH-
HON N OOKYMEHTUPOBAHHOW ouLManbHOW MOAENU NMONUTUKN Be30NacHOCTU, ANl KOTOpoW TpebyeTca pac-
NPOCTPaHeHNne ANCKPELMOHHOIO U MaHa4aTHOro KOHTPONa agoctyna Knacca B1 Ha Bce cyObeKkTbl M 0OBbEKTHI B
aBTOMaTU3NPOBaHHOMN cucTeMe 0DpaboTKN AaHHbLIX. KpoMe TOro, yunuThbIBaOTCHA CKpbIThble KaHanbl. TCB aon-
)KHa ObITb TWATENbHBIM 0DPA30OM CTPYKTYPUPOBAHA Ha KPUTUYECKU N HEKPUTUYECKN BaXKHbIE€ B OTHOLLUEHNA
3awnTel anemMmeHThl. MHTepdenc TCB gomxkeH ObITb onpeaeneH A4octaTouvHO Xopollo, a npoekt TCB nero pea-
nnsaums AOMKHbI MO3BONATL NoABepraTh ee bonee TwaTtenbHOMY TECTUPOBAHUIO M DOoNee AeTanbHON NPOBEp-
Ke. MexaHnambl  ayTeHTUUKaLuMmM  OOMKHbI  ObITb  yCUNEHbI,  AOBEpeHHad  opraHusauuns
NPOU3BOACTBA — NpeAcTaBNeHa B BMUAe NoaaepXku pyHKUMA CUCTEMHOro agMUHUCTpaTopa U onepaTtopa
CUCTEMBbI, a TakKe NpedyCcMOTPEeHbI CTPOrMe Mepbl KOHTPONSA 3a KOHUrypaunoHHbBIM ynpasrneHunem. Cnuctema
OOJTDKHA ObITb OTHOCUTENBLHO 3alluLLeHa OT MPOHUKHOBEHUS.

Knacc B3: gomeHbl besonacHocTn — TCB knacca B3 gomkHa cooTBeTCTBOBaTbL TPpeboBaHUAM TOrO,
YTOOLI OHa CIyKUna CBA3YIOLLIMM 3BEHOM MeXay BCeMU A0CTYNaMn CyOBLEeKTOB M 0bbekTamMu, bbina 3aluileHa
OT HeyMenoro cobpatlleHnsa 1 dbina gocTaTouyHO NPOCTa, YTOOLI NOABEPrHYTh ee aHann3y ntectuposaHunio. TCB
CTPYKTYPUPOBaHa TakK, YTOObI MCKMIOYUTL KO, HeobasaTenbHbIN ANS OCYLLIECTBNEHUSA MONMUTUKN Be30nacHOC-
TW, C MPUMEHEHWNEM CYLLIECTBEHHOIO CUCTEMHOIO NMPOEKTUPOBAHMS BO BpeMs paspaboTKM NpoeKkTa 1 peanmaa-
umnm TCB, HanpaBneHHbIX HAa MUHUMU3ALUIO ee CNOXHOCTU. JoMmKHa NpoBOAUTLCA NoaaepKka CUCTEMHOIo
agMUHUCTPAaTopa, MEXaHM3MbI MPOBEPKN ACITKHbBI PACNPOCTPAHSATLCHA HA CUTHaNbHbIE, CBA3aHHbIE ¢ be3onac-
HOCTbIO CODBLITUS, N OOMKHA BO3HUKATL NMOTPEOHOCTL B NpoLleaypax BOCCTAHOBMNEHUA cuctem. Cuctema B
3HAYNTENbHOW CTENEHW ACITKHA ObITb 3aWuLILeHa OT NPOHUKHOBEHMUA.

Knacc A1:BepudunumnpoBaHHbIA NPOEKT — cuctemMbl Knacca A1 yHKUMOHaNbHO 3KBUBANEHTHLI CUCTE-
MaM Knacca B3 B 0TCyTCTBME OONONHUTENBHBIX apXUTEKTYPHBIX OCODEHHOCTEN NN TPeboBaHUA K NONUTUKE
besonacHocTU. OTNUYUTENBHON XapaKTepUCTUKON CUCTEM 3TOMO Knacca sIBNSIeTCA aHanus, cneaylowmn 13
popmManeHoOU cneundurkaLnm NpoekTa 1 MeToaoB Bepudukauumn, 1 noyvyeHHas Bbicokasi cTeneHb AoBepUs K
npaBunbHOCTU peanusaunn TCB. ['lo cBoeMy XapakTtepy 3T0 AoBepue ABNAETCA IKCnepuMeHTanbHbIM (OnNbIT-
HbIM), HA4YMHAas ¢ opULManbHOW MOAENN NMONUTUKM Be3onacHOCTU N 0P ULIMaNbHON BEICOKOYPOBHEBOW CreLm-
dukaumm (FTLS) npoekta. FTLS aBndeTca BbICOKOYPOBHEBOM cneundukaumnen cCUcTembl, 3anMcaHHOM Ha
dpopManbHOM MaTeMaTU4YeCcKoM A3blke ANs PopMUPOBaHUSA TUMOTE3 U3 TeopeM (AeMOHCTPUPYHIOLLNX COOT-
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BETCTBUE crneundurkaum cuctemMmsl ee opmMarnbHbIM TpeboBaHMAM) U X popManbHOro gokasartenbcrea. [Ans
COOTBETCTBUSA pacLUMpeHHOMY NPOEKTY U aHanuay npoekrta TCB, Heobxoaumelx ans cuctem knacca A1, Tpedy-
eTca 0Oonee cTporoe KoHUrypauuoHHoe ynpasneHne W QopMUupoBaHme npoueayp 6e3onacHoro
pacnpegeneHunsi CUCTeMbI Mo MecTam akcnnyaTtaunn. AaMUHUCTpaTopy 6e30nacHOCTU CUCTEMBI A0MKHA ObITh
OKasaHa nogaepika.

6.2.3 ACTOUYHUKIN
Cm. [45].

[TpumevaHnune—Bce TCSEC, nx utepnperaumm n pykoBoacTBa UMeKT pa3HOLUBETHbIE OBNOXKN N MHOraa
Ha3biBaloTCHA «PagyxHom cepueny». TCSEC saBNAOTCA BHYTPEHHUM CTaHAAPTOM U NPoaykToM Munnctepctea 060pOHbI

CLA.

6.3 ITSEC/ITSEM — MeTogonorua u Kputepumn oueHuBaHuAa 6e3onacHOoCTU MHPOPMALUOHHBLIX
TeXHONOrnn &

—D— > —0—

6.3.1 Lenb

[TpegocTaBneHmne CTpYKTYpbl KPUTEPUEB U MeTOO0NOrMK oUeHUBaHuUsa besonacHocTn AT anga esponen-
CKOTo pblHKA.

6.3.2 OnucaHue

«Kputepuun oueHmnBaHnUa 6esonacHoCTU MHopMaLUnoHHbIX TexHonornn (ITSEC)» n «PykoBoacTtso no
oUeHUBaHUO Be3onacHOCTN MHopMaLUMOHHBIX TexHoornun (ITSEM)» HaxoaaTca cpean AOKYMEHTOB, nNpea-
LLIECTBYOLLMX ODLLMM KpUTEPUSIM U 0DLLEN MeToa0NOrnn oUeHKU. OHU DbINn paspaboTaHbl YETHIPEMSA €BPO-
nenckumm ctpaHamu: paHumen, NepmaHunen, HnaepnaHgamm n Benukobputanumen.

[oeepune B ITSEC ocHoBaHo Hanoaxoge, npeactasneHHoM B TCSEC. OaHako pasgeneHne mexay oyHK-
LMOHaNbHBIMK TpeboBaHMAMNU N TpeboBaHUaAMK aoBepua B ITSEC gonyckaeTt 6onblUyto TrMbKoCTh. TpeboBa-
HUS OOBEpUsA, B CBOKO odepedb, OAeNATCA Ha ABa acnekra — 3PekTUBHOCTbL M NpaBunbHOCTL. OUeHKa
3P EeKTUBHOCTU BKITIOYAET B ceDA paccMoTpeHme cneayowmnx acnektoB odbekTa oueHkn (O0):

- NpnemMnemMocTtb pyHKLUA obecneveHusa 6esonacHocT OO Ans npoTUBOAENCTBUA yrpo3am besonac-
HocTK OO, naeHTUMPULNPOBAHHBIM B HEM;

- CNOCODOHOCTb PYHKLMA M MexaHN3IMOB cbecneveHns besonacHocTn OO 00 begMHATLCS HA OCHOBE B3a-
MMHOW NoaaepXKnu n popMUpoBaTh MHTErpupoBaHHoe U 3P eKTUBHOE Lenoe;

- cnocobHOCTL MexaHn3MoB obecneveHunsa beszonacHoCcT OO NPOTUBOCTOATL NPAMBIM aTakaMm;

- BO3MOXXHOCTb Ha NnpakTuke KoMmnpomeTaLum 6e3onacHOCTU NM3BECTHLIMU YSI3BUMOCTAMN Be30nacHOoC-
T B KOHCTPYKUKK OO;

- HEBO3MOXXHOCTb KOHUrypmnpoBaHus nnu ncnonsbiosaHmns OO HebeszonacHbIM CrocoboM, HO CHUTAIO-
LLIMMCH Be3onacHbIM agMUHUCTPaTOPOM UMK KOHeYHbIM nonb3oBaTtenem OO;

- BO3MOXXHOCTb KOMMpOMeTaL WL Ha npakTuke 6e3onacHOCTU M3BECTHLIMU YSI3BUMOCTAMM Be30nacHOoC-
TV npu pyHKUMoHUposaHum OO,

TpeboBaHUsA K 3P PEeKTUBHOCTU AOBEPUS COCPEAOTOUYEHbI B OCHOBHOM Ha cryvasax, Korga oUueHLMKY Npu-
XoAUTCHA NPUMEHATL CODCTBEHHbIE 3HAHUA 1 ONbIT AN OLUEeHKKU 0BbOCHOBaAHHOCTM noaxoaa K 6e3onacHoCTU B
oLeHeHHOM nNpoaykTe unu cucteme UT.

TpeboBaHUA aoBepus K npasunbHOCTUB I TSEC cocpeaoToyeHbl B OCHOBHOM Ha acnekTax, KoTopble A0N-
XXHbl NOATBEPXAATb NPaBUNbLHOCTL MHOPMAaL MK pa3padboTynka oTHOCUTENLHO Be3zonacHocTU UT oLleHeHHO-
ro npoaykTa Unm cUCTeMbI.

ITSEC pasnuuatot TpeboBaHUA K NpaBUNbHOCTU KOHCTPYKUMU N yHKUMOHUPpoBaHMa OO. Kputepun
KOHCTPYKL WX BKNOYaOT B cebs npouecc paspaboTky ¢ pasfnMyYHbIMU YPOBHSIMU crieundpmkaLmm, HauymHas ¢
BbICOKOYPOBHEBOIO U3NMOXEHUA TpeDOBaAHNIN, KOTOPbLIE MOXHO NMPOUNMTIIOCTPUPOBATL HA NPUMEPE apXUTEKTYP-
HOrO NMpoeKTa, 3aTeM Ha npuMepe paboyero npoekra u, HakoHel,, Ha npumepe peanunsaum OO. KOHCTPYKTUB-
HBIMW acnektamMu cpeabl pa3paboTkn, oxBaThiBaeMbiMn ITSEC, aBnaroTcs ynpasneHue KoHgurypaumneu,
A3bIKW MPOrpaMMnUpPOBaHUSA N KOMMUMATOPLI, a TakKe 6e30nacHOCTb pa3paboTKu.

danee TpeboBaHns K PYHKLUUOHNUPOBAHWUIO NOAPA3AeNATCs Ha acneKThl 3KCNyaTauMoHHON AOKYMEH-
Tauun ¢ AOKyMeHTauuen nonb3oBaTend u agMuHncTpaTopa n cpeabl PYyHKUMOHNUPOBAHUSA C AOCTAaBKOWU N KOH-
durypaumnen, sanyckom n pyHKLNOHUPOBaAHUEM.
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TpeboBaHua aoBepusa K npasunbHoCcTU B ITSEC npeacrtaBneHbl B BUAE LLECTU NepapXn4eckn yrnopsao-
YeHHbIX ypoBHeW aoBepust oT E1 oo E6. OT ypoBHSA K YpOBHIO AONONHUTENBbHBIE TpeboBaHUA obecneunBaroT
bonee cTporoe oueHmnBaHue npoaykra n cuctemol UT. B ypoBHM aoBepus TpedboBaHNA A0BEPUA K 3 eKTUB-
HOCTW He BKIMToveHbl. OaHako nHdpopMaLumd, nonyvyeHHas npu oLueHke npaBUnNbLHOCTU, KOTopas ACJKHA NpUuMe-
HATLCA AN NPOBeAeHUdA aHann3a ya3BUMOCTeW, onpegeneHa.

OononHutenebHo ITSEC B 00WKMX YepTax HaMevyaeT B3aMMOCBSI3b YPOBHEW OLEHMBAHWUS C KNaccamu
ITSEC.

ITSEM ocHoBaHa Ha ITSEC, onuceiBagq, kak cneayet oueHuBaTe OO B COOTBETCTBUM C 3TUMU KPUTEPUSA-
M. Cneundundeckon Lensto ITSEM sasBnaeTcs obecnevyeHne HanU4ns rapMoH1M3InMpoBaHHOro Habopa MeToaoB
oueHuBaHUA, gononHarwmnx ITSEC.

ITSEM He ocHOBaHa Ha npealwecTByOWKMX AgoKyMeHTax. OHa BnepBble npegcrtasinina MHOMO A0NOMHU-
TernbHOWU UHOPMaLUKA NO NPUMEHEHUIO MeToAOoB obecneveHnsa aoBepus, B obLMX YepTaxX U3MOXKEeHHbIX B
ITSEC, n, kocBeHHO, MeToA0B obecnevyeHnsa aosepus, ncnonb3oBaHHbiXB TCSEC n CTCPEC.

6.3.3 UCTOUYHUKN
Cwm. [40], [41].

[MTpumevanune—ITSEC/ITSEM aBnatoTca pesynbtatom paspabotok EBponenckon kommceun, linpekropara
rMaBHOIro MHPOPMaALMOHHOIO 0BWeCcTBa, oTAeNneHnsa nHpopmaumm n kommynmkaummn, BU 24 0/41, Rue de la Loi, B-1049

bptoccens.

C OupekropaToM rnaBHOro MHgopMaLnoOHHOTO ODLLECTBA MOXHO CBSA3ATbLCA Yepe3 YHUBepcabHbIN yKa-
3aTenb pecypca http:/europa.eu.int/pol/infso/index en.htm.

6.4 CTCPEC — kaHagackue Kputepum oueHUBaHUA OOBEepPeHHOro NpoayKra &

6.4.1 Llensb

[lpegocTaBneHne cucTemMbl UsMepeHU, NpuMeHae Mo aAnsa oueHMBaHUAa PyHKLUMOHaNbHBIX BO3SMOXHOC-
Ten 1 A0Bepust CepBUCOB Be30NacHOCTU, NPeaoCTaBNSAEMbIX NPOrPaMMHBLIM MK annapaTHbIM NPOAYKTOM UM
CACTEMOMN.

6.4.2 OnucaHue

KaHagckue kputepumn oueHnusaHms aosepeHHoro npoaykra (CTCPEC) 6binu paspaboTtaHbl co cneayio-
LMW TPEMS LIeNSIMU;

1) npenocTaBneHne cpaBHUTENbHOW Tabnuubl AN OLLEHUBAHNA KOMMEPYECKMUX MPOaYKTOB;

2) nNpepocTaBneHne 0CHOBLI ANs pa3paboTkm cneumndukal i ans A0BePEeHHbIX KOMMbIOTEPHBLIX NPOaYK-
TOB;

3) npegocTtaBneHuWe MeToga cneynpunpoBaHna AOBEPEHHBIX NPOAYKTOB NPU 3aKyrkKe.

[Tpn poBepeHHON 0OPaboTKe AaeTcs onpeaeneHne ABym Tunam TpedoBaHUN:

1) cneundpunyeckme TpedboBaHNA K cepBUcam Be3onacHoOCTU;

2) TpeboBaHNA OOBEPUS.

CTCPEC cneungpuumnpytot TpedoBaHUA PYHKLUNOHANbHBLIX BO3MOXHOCTEN N TpeboBaHUA A0BEPUSA NO
OBYM OTAEeNbHbIM rpynnam Ans BblAeNeHNUs yHUKanbHbIX yCnyr no obecneveHuto 6e3onacHoCTM aAns NnpoaykK-
TOB. ['pynna TpedboBaHNN pyHKLUOHAMBHBIX BO3MOXHOCTEN COCTOUT U3 KpUTEPMEB KOHPUAEHLUMUAMNBHOCTMN,
LIleNOCTHOCTU, AOCTYNHOCTU N NOAOTYETHOCTW, TOraAa Kak rpynna TpedoBaHnn 0OBEPUSt COCTOUT U3 KPUTEPUEB
0OBepus.

HekoTopble TpeboBaHWS A0BEPUs NO3BONSAOT ONpeaeninTb BO BpEMS OLIEHUBAHUS HAnNn4Ymne TpedyemMblix
XapakTepucTuk (CBOUCTB) U X PYHKLUMOHNPOBAHNE HAMEYEeHHbIM 0Dpa3soM. ITU KPUTEPUN OOIKHbBI NpUmMe-
HATLCS! K COBOKYMHOCTU KOMMNOHEHTOB, COCTaBMSICLLUNX AOBEPEHHLIA NPOAYKT, U HEODA3aTENbHO K KaXA0MY
KOMMOHEHTY Npoaykra B oTaenbHoCcTU. CrneaoBaTenbHO, HEeKOTOPblIe KOMMOHEHTHI MpoayKTa MOryT ObiTh
COBEPLUEHHO HEHaAEXHbI, TOrAa Kak gpyrne MoryTt oueHMBaTbCs MHAUBUAYaNbHO Mo Doree BbICOKOMY UMK
bonee HMU3KOMY KIaccy OLEeHUBaHUSA, YeM paccMaTpUBaAEMbIN B LIENTOM AOBEPEHHBIN NPOAYKT. B AOBepeHHbIX
NpoayKTax Ha caMoM BepXxy paHXUpPOBaHUA YCTOUNYNBOCTb MEXaHU3MOB U30NALUK U NocpeaHNYeCcTBa TAaKOBA,
YTO MHOTME U3 KOMMOHEHTOB NPOAYKTA MOTYT ObITb COBEPLUEHHO HEHAAEXKHHI.

TpeboBaHUA OOBEPUSA MOTYT NMPUMEHATLCH KO BCEMY CNEKTPY NPOAYKTOB 00pabOoTKM 3MEKTPOHHBLIX AaH-
HbIX NN cped 0bpaboTKM NpUKNagHbIX NporpamMmm b6es cneunansHoON MHTepnpeTauun.
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6.4.3 ACTOUYHUKIN
Cm. [31].

[MTpumevanune— CTCPECasnsetcacrangapTom Ansi BHYTPEHHENO MOJSIb30BAHUSA U PE3YNbTATOM pa3paboTKu
MHcTuTyTa KOMMYHMKaumoHHoM BesonacHocTn (CSE), P.O.Box 9703, Terminal, Ottawa, Ontario K1G 3Z4, Canada.

6.5 KISEC/KISEM — Kopeunckue kputepum n Mmetoaosnorusa oueHnBaHma nHgopmMmayuuoHHON 6e30-
NacHOCTU &

—D— > >»O—>

6.5.1 Lenb

[MpenocTaBneHne CTPYKTYpPbl KPUTEPUEB M METOAONOMNU OLeHUBaHKUA Be3onacHoCTN AN MeXCeTeBbIX
3KpaHOB 1 cUcTeEM ODHapy)XeHUsa BTop)KeHUs B Kopee.

6.5.2 OnucaHue

«Kopeunckume kputepun oueHnBaHus besonacHoct Hpopmaunun» (KISEC) n «KKopenckaa MeToaonorus
oueHnBaHuns besonacHocTU UHPopmauun» (KISEM) obinu paszpadoTtaHbl B 1998 r. ¢ Tpemsa Lenamu:

- obecnevyeHne nepapxn4eckon oueHOYHOM WKanbl Ang oueHnBaHnAa QyHKLM 6e30NacHOCTU MeXceTe-
BbIX 3KpPaHOB U CUCTEM ODHapPYXEeHNA BTOPKEHUS;

- obecneyeHne MeToaa CI'IeLI,MCbI/ILI,I/IDOBaHI/IFI BbICOKOHAAEXHbIX MEXCETEBbLIX 3KPaAaHOB N1 CUCTEM ObHa-
PYEHUA BTOPXKEHUA TP 3dKYTIKE,

- HakonneHune 3HaHun, CBA3aHHbIX C OLeHUBaHMEM De30nacHOCTN, NyTeM aKcnnyaTaunum cobCTBEHHbIX
KpUTEepueB U MeToaoNorMm oLeHMBaHUS.

KISEC onpeaengaeT dpyHKLUMOHANbHbIE TPeOOBaHUA U TPebOBaHUA AOBEPUS K KXKOAOMY U3 CEMU YPOBHEN
oueHuBaHua (0T K1 ao K7). Ha kaxkxaom ypoBHe nmeeTcst Habop pyHKUUOHANbHLIX TpeboBaHUN U TpeboBaHUN
nosepuna KISEC, koTopbIM AOMKHBI COOTBETCTBOBATL OLLEHUBAEMbIE MEXCEeTEBLIE 3KpaHbl U CUCTEMBI ODHapPY-
XeHuns sTopxkeHunsa. KISEC nmeeT Heckonbko apyrnx pyHKLKUOHAaNbHBIX TpeboBaHNN, 3aBUCALLMX OT TUNAa Npo-
OYKTa, TaKOro Kak MexXceTeBble aKpaHbl U CUCTEMBI ODHapYXXeHUs BTopKeHUA. OaHako TpeboBaHUA A0BEpUS
0ObIMHO UCNONb3YIOTCS KaK ANS MeXCeTEBbIX 3KPaHOB, TaK U AN cUCTEM ODHapYyXXeHUs1 BTOPXKeHUS. PYHKLINO-
HanbHble TpeboBaHUA BKNOYAOT B cebs naeHTUgpUKaLuo U ayTeHTUudmnKauuo, LenoCcTHOCTb, NPOBepKY De30-
MacHOCTU, MeHemXMeHT ©be3onacHocT W T.4. TpeboBaHUA O0BepuUA BKMOYaOT B ceba paspadoTky,
yripaBneHune KoHguUrypaumen, TeCTupoBaHue, sakcnnyaTayMoHHYIo cpeay, pykosogdalme AOKYMeHThl M aHanns
YA3BUMOCTEWN.

KOHKpEeTHBLIN YpOBEHb ONpeaensaeTcs B COOTBETCTBUM C peann3oBaHHbIMU PyHKUMSAMN BE30NacHOCTU U
YBEPEHHOCTU B COOTBETCTBUN MEXCETEBbLIX 3KPAHOB U CUCTEM ODHAPYKEHUNA BTOPXKEHUA TpeboBaHUAM A0OBe-
pua. B 3aBUCUMOCTM OT PYHKLMOHaNbHBIX TpeboBaHMA U TpeboBaHWUN AOBEPUS OLLEHOUYHBIN YPOBEHb AENUTCH
Ha ceMb ypoBHeW. Hn3wunn ypoBeHb npeactaesneH K1, Beiclian — K7

Hwxe npnBeaeHbl XapakTepUCTUKN KaXKa0ro OLL.eHOYHOro YpOBHS:

- ypoBeHb K1 OomkeH COOTBETCTBOBATb MUHMMATIBHOMY YPOBHIO (PYHKLIMA BE30MacHOCTU, TaKMX KakK
naeHTUpMKaLnMa nayTeHTudgpukauns, 4N CUCTEMHOro agMMHUCTpaTopa U pykoBoacTBa 6e30MnacHOCTLIOUT. A.
Takxke O0KHbI ObITb B HANUYMK 3adaHUe No 6e30nacHOCTU U PYHKLUMOHAaNbHbIE cneundgpmnkaLmn;

- ypoBeHb K2 aomkeH cooTBeTCcTBOBaTb TpeboBaHMAM ypoBHA K1 1 ObITb cnocobOHbIM co3daBaTth U
COXPaHATb 3anncu ayanta eaTeflbHOCTU, CBA3aHHOW ¢ Be3onacHoCTbio. Takke MoXeT noTpeboBaTbCca AOKY-
MEeHTaLua apXnTeKkTypHOro npoekta. Heobxoanmo npoBecTn aHanm3 ysa3asBMMOCTEN N HeNnpaBUITbHOTo NpuMe-
HEHUA MeXCeTeBbIX 3KPaHOB U CUCTEM ODHapYXeHUs BTOPXXEHWS;

- ypoBeHb K3 ooMKeH COOTBETCTBOBAThL TpeboBaHUAM YPOBHA K2 N ObITb cnocobeH NpoBepATb Hanu4ue
NodbIX MOAUPUKALMA XPaHUMbIX AaHHLIX BHYTPU MEeXCeTEBOro 3KkpaHa Unu cucTeMbl 0OHapy>XeHUa BTOpXKe-
HUA U NepedaHHbIX AaHHBIX. TpebyeTcs Takke NoApobHaa AOKYMeHTaLusa No opraHnsaummn NpoeKTUpOoBaHMS U
KOHPUrypaunoHHOMY yripaBlieHUIo;

- ypoBeHb K4 gomkeH cooTBeTCTBOBaTL BceM TpeboBaHMAM ypoBHA K3 1 obecneumBaTb DyHKLUIO MOEH-
TUdpnkaumm n ayteHTudnKaLum, 3allvLLatoLLyo MeXXceTeBOoM 3KpaH Uy cucteMy oOHapyKeHUSA BTOPXKEHUSA OT
aTak MeToaoM 3arnmcu U NoBTOPHOM Nepegavn 61okoB WndpoBaHHoro tecta. lNpeanaratoTca Takke UCXOAHbIN
Kod /N1 AoKyMeHTaLusa No NpoekTupoBaHuo obopyaoBaHns;

- ypoBeHb K5 A0oMmKeH COOTBETCTBOBATHL BCeEM TpeboBaHUAM ypoBHA K4 n obecnevnBaTtbh PyHKLUMIO B3a-
MMHON ayTeHTUgpUKaunn. Heobxogmnma takke popmanbHas Moaernb NoNMUMTUKA 6e30nacHOCTU MEXCEeTEBOIo
aKpaHa nnu cuctembl 0OHapyXeHust BTopXXeHus1. PyHKLUMOHANbHbIE XapaKTePUCTUKA, AOKYMEHTAaLUS NO apXK-
TEKTYPHOMY MPOEKTUPOBAHMIO N paboveMy NPoeKkTy AoMMKHa 0OopMNATLCS B NonydgpopmansHOM BUAE;
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- YpOBeHb K6 A0MmKeH COOTBETCTBOBATL TpeboBaHUAM YpoBHS KS. Ha aToOM ypoBHe A0MKHA BepUdULLN-
POBATbLCH COrMacoBaHHOCTb MeXay AOKYMeHTauMen paboyero npoekra, MCXoaHbIM KOAOM U/ UMM AOKYMEHTa-
LiIen No NpoeKkTUpoBaHnUio 0dDOpyaoBaHUSA;

- ypoBeHb K7 AoMKeH COOTBETCTBOBATL BCEM TpeboBaHUAM ypoBHA K6. Ha 3ToM ypoBHE pYHKUMOHAMNb-
Hble cneyndgukaunmn U AoOKYMeHTaLMUA NO apXUTEKTYPHOMY NPOEKTUPOBaHUIO AOMKHLI ObITh 3anncaHbl B Goop-
MaTe Ang ero CUHXpPoHu3auun ¢ gpopmManbHOM MoAenbio NOIUTUKNA Be30MacHOCTU CUCTEMBI.

KISEM cos3gaHa Ha ocHoBe KISEC ¢ Lenblo onnucaHus, Kak MexXceTeBble 3KpaHbl 1 CUCTEMBI ODHapyXe-
HUA BTOPXXEHUA ACITKHBI OLLeHUBATLCA Mo 3TUM Kputepuam. Cneundmnyecknm HasHaveHnem KISEM asnaeTcs
obecnevyeHne Hann4yns rapMoHU3NPoBaHHOro Habopa MeToaoB oueHnBaHud, gononHsawnx KISEC.

6.5.3 UCTOUYHUKN
Cwm. [50], [51].

[MTpunmedyaHnune—KISEC/KISEM asnsaetcsa pesynbtatom paspadboTkm AreHtcTea no MHQOPMaLMOHHON BE30-
nacHoctn Kopewm, 78, Karak dong, SonOl'la-Gu, Seoul 138-160, Korea.

6.6 RAMP — chaza nogaepxaHua knaccudpukauyum g

>D—> >|—> >O—>

6.6.1 Lenb

ObecneveHne mMexaHM3aMa pacnpocTpaHeHus npeagblayuwen knaccundpukaumm (aosepust) TCSEC Ha
HOBbIE BEPCUN.

6.6.2 OnucaHue

[Tporpamma asbl nogaepxadus knaccugpukaunum (RAMP) 6bina paspaboTaHa anga obecnevyeHmnst Mexa-
HMU3Ma pacnpocTpaHeHua npegblaywen knaccudpukaumm TCSEC Ha HOBYIO BepcUio paHee oLUeHEeHHOro npo-
OyKTa KomnboTepHou cuctembl. RAMP npegHasHadeHa gnga cokpalwleHUa OUueHOYHOTro BpeMeHU U yCeunun,
TpebyemMbiX ANs noaaepKaHusa Knaccudgukasmm, nytemMm UCnonb3oBaHUg nepcoHana, y4dacTByoLWero B 00Chy-
XXUBAHMN NPOAYKTA, C Uenbto yrnpasreHUs npoLLeccoOM BHECEHUSI UIBMEHEHWUN U BBINONHEHUA aHann3a besonac-
HOCTWU. Takum obpasom, 0bs13aHHOCTb AoKadaTtenbcTBa padoTel RAMP nexnt Ha nuuax, oTBETCTBEHHbIX 334
obCcnyXnMBaHMe CUCTEMBI (T. €. MOCTaBLIUKE ), BMECTO rpynnbl OLeHNBaHUS.

B O0LWmnX KpUtepmax no oLeHuBaHuo besonacHoCcTU MHgopmMaunoHHbIX TexHonorun (CCITSE) umetotcs
TpeboBaHUA No coXpaHeHuto cyllecTBYoLWMX ypoBHe EAL. B HacTosiLee BpeMsi paspabaThiBaeTCsi Nporpam-
Ma, noaobHas RAMP, ¢ ydeToM aTuX TpeboBaHuni.

6.6.3 UCTOUYHUKIN
Cm. [32].

[TpnmedaHnune—RAMP aensetcs peaynetatom paspabotkm National Computer Security Center (NCSC),
9800 Savage Road, Fort George G. Meade, Maryland 20755-6000, USA.

6.7 ERM — noapepxaHue knaccudukauymm npm oueHMBaHum (B oowem & )

>D—> >|— >O—

6.7.1 LUenb

PacnpocTpaHeHune Nony4eHHOro Ao0BEpUst 3a paMKn XXU3HEHHOTO LMKITa W/KUnn nepuoaa BpeMeHun, 0co-
beHHO nocne moandurkaumnn.

6.7.2 OnucaHue

[Tocne nonyvyeHnst 4OBEPUS K CUCTEME U NMPK MoandUKaLmmm 3TOM CUCTEMBI eLLie NoTpedbyeTcsl AOMOMNHU-
TenbHOe AoBepue KHel. CYLLEeCTBYIOT CXeMbl COXPaHeHUA OOBEPUSA K cUcTeMe nocpeacTBOM He3HauYNTe NNbHOW
Moandprkaumm 1, Takum obpasom, NoAOEPXKKN NpoLecca OUEHKU (T. . «cepTUguKaLmsa» Unn «knaccudguka-
LLS» ).

[MoaaepxaHne Knaccudpukau i Nnpn oLleHMBaHUK siBNSieTCs pason oLEHKN, cneayollein 3a gason ole-
HUBaHuA. [log 3TUM TepMUHOM NOHUMaeTCA COBOKYMHOCTb ASUCTBUX Mo nogaepXaHuw kKnaccudpukauunm, ¢
MOMOLLIbIO KOTOPLIX OLEHUBAIOT COOTBETCTBUE NPUMEHSIEMbIX TPeDOBaHNN OODHOBNEHHbLIX BEPCUN NPOoaYyKTa, U
MNO3BONSETCHA COCTABUTL NepeyveHb 3TuX Bepcun. Npn ERM nocTaBLlUK ocyLLEeCcTBNSAET OONbLUYIO YacTb paboThl
no onpegeneHuio nogaepXxaHnda paHee AOCTUTHYTOTO peUTUHra UIsMeHeHHOro npoaykTra.

B cxeme ERM umerotcs pasnuyHble CYLWHOCTU C COOTBETCTBYHOLWMMN 0DSI3aHHOCTAMU (NOCTaBLUMK,
nonb3oBaTtenb, opraH no ceptudukaummn). I'No OTHOLWEHUIO K cXeMe AOBEePUsA 3TO O3HaYaeT CUTbHYIO 3aBUCKU-
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MOCTb MeToda obecnedyeHunst 4OBepPUst, HasbIBAeMOro «nogaepxaHme knaccudukaumm npm oueHUBaHUMy, OT
0beunx pas goBepunsa — nNpoekTupoBaHme/paspaboTka 1 akcnnyartauus.

CxeMbl noggepxaHus knaccudgpukaum npu oUeHMBaHNUN CYLLECTBYIOT B pasfinyHbIX dopMax n 0bbIYHO
COCTOAT U3 creayrowmx KOMMOHEHTOB:

- NpUMeHsieMble TpeboBaHUA: TpeboBaHUS, MO KOTOPLIM NPCAYKT AOMMKEH OLUEHNBATLCS;

- ayant ERM: aHanus gokasatensctBa RAMP, ocHOBaHHBIN Ha noaxoasilem TUNUYHOM obpasue W
peagHa3HaveHHbIM Ansa obecneyvyeHns peanmsay TONbKO YTBEPXKAEHHBIX USMEHEH U U YAOBNETBOPUTENBHO-
"0 NpoBeaeHunst aHanusa beaonacHocTu. B gononHeHue K HeobxognmeiMm ayantam RAMP, npoBognmbiMm VSA,
PYyNnouv aHanmasa 6e30nacHOCTU MOTYT BbINOMHATLCS anepuoguyeckue ayantel RAMP:;

- nnaH ERM: aokymMeHT noctaBLMKa, B KOTOPOM daeTcd onucaHnme mexaHu3aMoB, npoueayp U MHCTPY-
MEeHTapusd, NCNonb3yemblX Ans BeinonHeHua TpebosaHn RAMP. INpoueaypbl 3TOro nnaHa BbINOMHAKTCA Ha
drase nogaepxxaHua Knaccudpukaumn. ['lnad nogaepXaHua Knaccupukaum npegnaraetcd NoCTaBLWMKOM W
YTBEPXAaeTcsa Kak4vacTb npoLlecca oLueHUBaHUA. ITOT NflaH MOXeT U3MeHATbCA BO BpemMd npumeHeHna RAMP
ONs1 NpoaykTa, 0cobeHHo Npu naeHTUdUKaLmMm HasHa4eHHOro nepcoHana;

- aHanus 6e30nacHOCTU: NPOBEepPKa TOro, COXpaHseT N NnpeanoXXeHHoe U3SMEeHEeHNe UM COBOKYMHOCTb
N3MEHEHWNIN XapaKTepUCTUKN Be30NacHOCTU U A0BEepUE K UCXOOHOMY NPOAYKTY U ero nocneayowmnm BEPCUsiM,
KOTopble paHee nogaepxunsanmcb no RAMP B cCOOTBETCTBUM C NpueMnemMbiMy TpedoBaHUAMN.

OnepaTtopamn RAMP 0b6bI4HO SIBASIOTCA!

- rpynna aHanu3a 6e30nacHOCTU: OTAEeNbHble NUua (Hanpumep, VSA, AONONHUTENbHBIE OLEHLLNKN),
OTBETCTBEHHbIE 3a NpoBedeHNe aHann3a, a TakKe 3a npeacrasneHune U sawnty gokasatenosctsa RAMP nepeg
KOMUTETOM NO TeEXHUYECKOMY Haa30pYy;

- KOMUTET N0 TEXHUYECKOMY HaA30pY: NPOBOANUT rMaBHbIM TEXHUYECKNA aHanu3 pesynbTaToB paboThl,
BLIBOAOB U pekoMeHaAauUny oTaeNnbHbIX Tpynn cueHUBaHUA. KOMUTET No TEXHUYECKOMY Had30py CIy»XUT opra-
HOM MPOBEPKU KavyecTBa, eaAnHoobpasuns n nocnenoBaTeribHOCTU OLLEHUBAHUA.

B CLLUA ERM 6binoc dpopmanuszoaHo kak RAMP 1 npumeHanocb anga knaccudpukaumm B TPEP n
MCO/M3BK 21827 (SSE-CMM).

B Benunkobputannn ERM 6b1no doopmannaoBaHo Kak cxema nogaepkaHust cepTudprukaToB M OCHOBAHO Ha
paHxuposaHun ITSEC.

Kputepumn oueHnsaHuss MCO/MO3OK 15408 npusHaroT ERM, HO npegocTaBnstoT nogaepXaHue Ha QoIK-
HOM YPOBHe OLleHMBaHNA HaLMoHanbHbLIM OpraHam, HaasuparLwmm 3a cxeMamiu OLLeHUBaHUS.

6.7.3 UCTOUYHUKK

[Tporpammy nogaepxaHna Ha 4oMKHOM ypoBHe oleHnBaHua CLLUA cm. 6.6.
[Tporpammy nogaep>xaHns Ha AOMKHOM YPpOBHeE oLleHUBaHUA BenukobputaHun cm. [44].

[TpumevaHnune—Cucrema nogaepxaHms ceptmduKaTtoB HABMAETCH pe3ynbraTtom paspaboTkm Senior
Executive, UK IT Security Evaluation and Certification Scheme, Certification Body, PO Box 152, Cheltenham Glos GL 52
5UF.

6.8 TTAP — nporpamma oueHKU AoBepPeHHbIX TEXHONOTUN &

—D— >

6.8.1 Lenb
CospaHue, yTBepXXaeHne KOMMEPYECKNX CPeaCTB OLeHUBAHUA N KOHTPOMb 382 HUMM.

6.8.2 OnucaHue

[Tporpamma oueHKkn goBepeHHbIX TexHonornn (TTAP) aBnsieTcsl COBMECTHOW pa3paboTkon AreHTCTBa
HauuoHanbHoW besonacHocTn (AHB) n HaunoHanbHOro MHCTUTYTa ctaHgapTtoB U texHonorn (HACT) no
CO34aHUI0 KOMMepYeCKUX NpeanpudaTui angd oueHnBaHna gosepeHHbIX npoaykToB. TTAP oopMupyerT, yTeep-
XgaeT KoMMepyeckue npeanpusaTms no oLeHnBaHui U HagsnpaeT 3a HUMU. B HavanbHOU cTaaun nporpamMma
HanpaBneHa Ha NPOoA4YKTbl CO CBOUCTBAMU U CTENEHSIMU AOBEPUSA, XapaKkTepusyemMbiMn OBDLLMMKU KPUTEPUSIMU
oLeHKN be3zonacHOCTU MHpopMaLunoHHBIX TexHonorun (CCITSE).

[ns npoBegeHns oueHmneaHusi no TTAP opraHmnsauuns gommkHa ObITb aTTeCTOBaHa Kak opraH no oLeHUBa-
Huto no TTAP (TEF). CHavana byayuwee TEF obpauwaetca k CoeTy no Hagsopy TTAP 3a BpeMeHHbIM paspe-
leHnem. B nonoxutensHoM cnydae oyayuwemy TEF patotca nonHomouus Ha npoBedeHue npobHoro
OoLeHMBAaHUA U AaHHbIe 0 HEM NoMeLlaroTces B cnucok nepcnekTtuBHbIX TEF. 3aTem nepcnektuBHoe TEF 3aknto-
YyaeT OAOroBOP C NOCTaBLUMKOM U NPOBOAUT NpobHOoe oleHMBaHWUe A0OBEePeHHOro npoaykra. Nocne npodbHoro
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oLUeHMBaHNA cTaTyCc «BpeMeHHoe» aHHynupyetca U TEF mMoxeT npoBoAUTbL oUueHUBAHUA B COOTBETCTBUU C
TTAP.

HansopHbi coeT TTAP npoBoant moHUTopuHr TEF anga obecnevyeHunsa kauectBa v cornacoBaHHOCTU BO
BpeMs oueHuBaHuA. lNocTaBWMKM NPpoaYKUUN MHPOPMALMOHHEIX TEXHONOINMIN 3aknoyaroT goroesop ¢ TEF m
onnaJvMBaroT oueHUBaHue ceoen npoaykumin. [locne sapeplueHUs ocLueHUBaHUA NPOAYKT 3aHOCUTCA B NepeyeHsb
oLeHeHHbIX npoaykToB AHD.

6.8.3 UCTOUYHUKIN
Cm. [28].

[TpnmedvaHnune— TTAP aBnsaertcs BHyTpeHHMM cTaHgapTom npasutensctBa CLUA v siBnsieTcs paspaboTkon
CoBeTa no Hagasopy TTAP ans nepeaaqvm AreHTcTBY HaumoHansHom BbeaonacHoctn, 9800 Savage Road, Suite 6740, Ft.
Meade, Md. 20755-7640.

6.9 TPEP — nporpamMmmMa oueHUBaHUA OOBEepeHHOro NpoayKra &

6.9.1 Uenb

CTUMynnpoBaHue LIMPOKOW AOCTYNHOCTU AOBEPEHHBIX NMPoAYyKTOB obecrnevyeHns KOMMNboTePHON Be3o-
MacHOCTMW.

6.9.2 OnucaHue

[To nporpaMmme oLeHUBaHUA AoBepeHHoro npoaykrta (TPEP) noctaBwunkn obpawatotca B AreHTCTBO
HaLMoOHaNbLHOW 6e30NacHOCT CO CBOUM KOMMEPYECKUM NPOAYKTOM obecrneveHnsa KoMnbioTepHOU Besonac-
HOCTW C 3anpoCOM Ha ero oLeHuBaHue, HaleneHHoe Ha onpeaeneHHbIn YPOBEHb paHXUPOBaHUA O0OBEPUS.
OueHwukn, padboTtatrowme no TPEP, nucnonbaytoT TCSEC 1 ero nHtepnpetauum ang oUueHKU Ka4ecTBa COOTBET-
CTBUA NpoayKTa TpeboBaHUAM LLeNeBOro paHXnpoBaHuda. PesynbTaThl oueHnBaHus no TPEP nybnukyroTcs
eXXekesaptanbHO B nepedHe oueHeHHbIX NpoaykTtoB (EPL) B pasgene 4 Katanora ycnyr n npoaykToB Mo
obecnevyeHunto 6e3onacHoCTU MHOOPMALIMOHHBIX CUCTEM.

KoHeuHoU uUenbio TPEP aBnsetca ctumynupoBaHue LWWMPOKOU AOCTYMHOCTU OOBEPEeHHLIX NPOAYKTOB
obecneveHNs KOMMNbIOTEPHOW DE30NacHOCTU ANA BNaaenbLUeB AaHHbIX Y NoNb3oBaTeNen, XXenawwmnx 3aLlm-
TUTb CBOK CEKPETHYIO U/UNIN KOHPUAeHUMaNbHYO MHQopMauuno. JononHUTENbHBIMUK LENSIMAU ABMNMAOTCS:

- obecnevyeHne OOCTYMHOCTM MNOME3HbIX AOBEPEHHbLIX MPOAYKTOB, OTBEYAlOLMX 3KCnNyaTauUoHHbBIM
NoTPebHOCTAM KOHEYHOr o rnonb3oBaTens;

- obecnevyeHne NCMonNb30BaHNS AOBEPEHHBLIX NPOAYKTOB NPU KOHCTPYMPOBAaHUM BHEOQPSIEMON AOBEPEH-
HOW CUCTEMBI;

- obecneveHune cneunansHOro pykoBoacTea No NpakTUYHOCTU AOBEPEHHBIX NPOAYKTOB;

- obecnevyeHne cneumanbHOro PyKoBoACTBaA MO (PYHKUUOHANBHON COBMECTUMOCTU XapaKTeEPUCTUK
De30MnacHOCTU C YPOBHEM A0OBEPUSs], CBA3AHHbLIM C onpedeneHHbIMUN XapakTepUcTUKamMmy oTaAeNbHbIX OLEHEH-
HbIX NPOAYKTOB;

- CTUMYNUPOBAHNE OTKPbITBIX U CKOOPAUHUPOBAHHBLIX AEeNOBbIX OTHOLWEHWA ¢ HauuoHaNbHbIMUA U
060POHHBIMN MHDOPMALMOHHBIMU UHAPACTPYKTYPAMMN.

6.9.3 UCTOUYHUKIN
Cwm. [46].

[TpnmedvaHnne— TPEP bbina 3ameHeHa nporpammon OLLEHKU AOBEPEHHBbIX TEXHONOMMN. B HacToswee Bpems
HOBble oueHku ¢ nomowbio TCSEC He npoBoasitesa. Cm. TCSEC.
TPEP saiBnsieTcsa BHYTPEeHHUM cTaHaapTom npaeutenbctea CLUA mn paspabotkon AreHTcTBa HaUNOHaNbHOW Be30-

nacHoctn, 9800 Savage Road, Suite 6740, Ft. Meade, Md. 20755-7640.
6.10 PauuoHanbHbIN YHUBepcanbHbiU Npouecc® (RUP®)

I >D—>

>|— I —> >

6.10.1 LUenb

ObecneyvyeHne NONHOCTbO 3aNOTHEHHOW CXeMbl X KU3HEHHOro LuKkna npoektupoBaHus NO, Bkoyada cpe-
oy, npoueccol, AeUCTBUA, MeTodbl U CpecTBa, a Takke UHCTPYMEHTapUN.
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6.10.2 OnucaHue

PauunoHanbHbIN YHUBepcanbHbi npouecc®, unn RUP®, asnsieTca cxemoin npouecca paspaboTKu KOM-
mMepueckoro cepumnHoro MO, paspadboTtaHHoro n nogaepxmsaemoro N0 Rational®. Cxema NnocToOsIHHO OOHOB-
nseTcs U ynydwaeTcs AN oTpaXKeHUd caMoro rnocrnegHero oneita v passuTUg Nyyllnx NpakTUK.

B otnnune, Hanpumep, oT MCO 12207 «nyctaa» cxema RUP 3anonHeHa pykoBOACTBOM, NpoLeccamu,
MEeToAamMm, cpeacTBamMu, LLabrnoHamMmu, MHCTPYMEHTapUEM N NpUMepamMin, N3 KOTOPLIX MOXHO CO3aaTb KOHKPET-
HYIO CXeMy npouecca, ynpaBnaTb eto U ynydllaTh ee.

[ToaobHO Npon3BCAMMBIM UM NporpaMmMHbIM npoayktam cam RUP cnpoekTtupoBaH M AOKYMEHTUPOBAH C
MOMOLLLIO YHUBEpcanbHOro a3bika mogenuposaHma (UML), ObvekTHoU moaensio RUP siBngeTcs yHUBepcarb-
Hasd moaens nporpammHoro npouecca (USPM).

C To4KkU 3peHus ynpasneHus npoektom RUP obecneunBaeTt CTpyKTYpPUPOBaHHLIN NOAX0A K pacnpegene-
HUKO 3aaa4 M 0baA3aHHOCTEN B paMKax opraHmnsaumn-paspadotymnka. OH npungaeT ocoboe 3HavYeHne paccMmoTpe-
HAKO 0DNacTen BbICOKOINO pUcKa Ha OYeHb PaHHen cTaaum KU No3BoNnsdeT ODHOBNATH TpeboBaHUS NO Mepe
Pa3BUTUA NMPOEKTA, YTO NMO3BONSAET co3aaBaTth BbicokokadecTBeHHoe 10, oTBevatollee TpedoBaHNAM MOMb30-
BaTENs B paMKax NporHo3nupyemoro rpaduka n broaxera.

HOeunctena RUP appekTUBHO MCNonb3yoT YHUBepcanbHbIX A3bik MogenuposaHna (UML) ana cosgaHnua
nogaepXaHusa Moaenen, a Takke npugaHnusa ocoboro sHadeHust paspaboTke U nogaepKke Moaenem — cemMan-
TUYECKN LieHHbIX NpeacTaBneHnn Haxoasilerocs Ha ctaaun paspaboTtku IO, koTopble NOAAEPKNBAIOTCH KOM-
NbOTEPHBIMU MHCTPYMEHTanbHbIMMU cpedcTBaMu. OTU UMHCTPYMeHTalnbHble CcpedcTBa aBTOMaTUSUPYIOT
3HaunTenbHbIe YacTu npoLecca, Takoro, HanpumMmep, Kak Bu3yanbsHoe MmoaenmpoBaHue, nporpaMmmMmmpoBaHue,
TeCTUPOBaHME N KOHPUTypaLMOHHOE yNpaBneHue.

RUP npeactasnsiet cobon KOHPUIypUpyemyro cXxemy npouecca, npucrnocodbnaemyto ansd HedonbLnx
"pynn paspaboTynkoB 1 And O0NbLINX opraH1u3aLUnn-paspadboTunkoB. Ero apxurtektypa obecnevmnBaeTt yHUpU-
1MPOBAHHOCTbL CEMENUCTBA NPOLECCOB N NoAAEPKUBAETCHA pa3paboTOUHBIM KOMMMNEKTOM, KOTOPLIA COXpaHAET
<oHurypauuo RUP anga ee cooTBETCTBUA NOTPEOHOCTAM AaHHOW OpraHmn3aLun.

B RUP obbeanHeHbl, B YaCTHOCTU, LUECTb OCHOBHbLIX NMYyYLUNX NPaKTUK:

- MHTepaKTuBHag paspaboTka NO;

- ynpasneHune TpeboBaHNAMMN;

- CNONb30BaHWE OCHOBAHHbLIX HA KOMMOHEHTaX apXUTEKTYP;

- BuM3yanbHoe moaenupoBaHue [10O;

- Bepudunkaums kavectea lNO;

- KOHTpOIb 3a BHeceHnem nameHeHnn B NO.

C TouYKN 3peHuns ynpasneHus npoueccom nero ynydweHunsa RUP cornacossiBaetcss c CMMu tpeboBaHus -
Mn MCO/M3K 15504 Ha npoekTHOM ypoBHe. pu npaBunsHou peanmsaumm RUP COOTBETCTBYET OopraHisaum-
OHHBIM ypoBHAM 2 1 3 CMM. OH npurogeH ans 6onee BbICOKOW 3penocTu npouecca BCNeACcTBME XOPOLIEero
onpeneneHnUsa nporpaMMHoOro npouecca M sHaHuUa pykoBOACTBOM OpraHuM3alnn TeXHUYEeCKoro nporpecca Bo
BCeX NpoeKTax.

6.10.3 UcTOUYHUKMK
Cm. [92].

[TpunmedaHune—RUP®asnsaeTcsa pazpabotkon rpynnel no 'O dpupmbl Rational, govepHen KomnaHnm Kopno-
pauum IBM, Route 100, Somers, NY 10589, USA.

6.11 UCO/MIK 15288 — npoueccbl XU3HEHHOIO LLUKNa CUCTEeMbI

—D— >l —>T— >O—

6.11.1 Uenb

HDELI,OCTaBJ'IeHI/Ie MoAeneun, NMpoLEeCCOB 0EeNCTBUN NONHOMO XXU3HEeHHOT O LMKIa Noboro Tuna CrioXKHbIX
TEXHUHECKNX CUCTEM.

6.11.2 OnucaHue

NCO/M3BK 15288 asnaeTtcs nepBbiM cTaHgapTom MCQO, cBsI3aHHBIM € NpoLeccamMm }KU3HEeHHOTo LuKia B
OCHOBHOM CITOXHbIX CUCTEM, COCTOALLMUX U3 annapaTHLIX CpeacTB, YeNloBeKo-MaLUMHHOTro nHtepgenca nllo.

[daHHbIM cTaHOAPT pacnpocTpaHAETCH Ha XKU3HEHHbIN LMK MCKYCCTBEHHBIX CUCTEM, OXBaTbIBasi nepunoa
OT KOHLUEMNLUNN, nOen CUCTEMbI A0 U3BATUS ee U3 3KcnnyaTauun. B HeM npegycMoTpeHbl NpoLecckl NpruobdbpeTe-
HAS U MOCTaBKM NPOAYKTOB CUCTEMBI N YCNYT, KOTOPbLIE KOHUTYPUPYIOTCH U3 OQHOro Unn bonee cneayoLwmnx
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TUMNOB CUCTEMHbLIX KOMMNOHEHTOB: annapaTHble cpeacTBa, YenoBeko-MmallnHHbIN MHTepdrenc n MO, daHHaa
CTPYKTYpa TakxXe npeaycMmaTpuBaeT NepeyHn AeUCTBUN, a TakKe OLUEHKY N ynydlleHUe XU3HEHHOro LuKna
CUCTEMbI U €€ NPOL,eCCcoB.

[Tpouecchl, NpuBeAeHHbIE B AaHHOM cTaHaapTe, obpasyroT BCHO COBOKYMNMHOCTb MPOLIECCOB, HA OCHOBE
KOTOPOW opraHmsaLmm MoryT CTpOUTb MOAENN XKU3IHEHHOTO LMKNa, noaxoadlime Angd npoaykra, BUaoB yenyr
PDbIHKOB, Ha KOTOPbLIX OHWU MPOABNASAOT aKTUBHOCTL. OpraHnsaunsa B 3aBUCUMOCTA OT ee Ha3Ha4YeHUS MOXET
BbIOMpaTb U NMPUMEHATb COOTBETCTBYIOLLYIC NOArpynny npoLeccoB ANS BbINOMHEHUS CBOEro HasHaudeHUs
nocpeaCcTBOM aganTaLn K CBOUM LENAM 3TUX NPOLLEeCCOoB.

Hanbonee peneBaHTHLIMUN, C TOYKN 3pEeHUS Ka4eCcTBa, NpoLeccamMmun ABNAOTCH:

- npoLuecc MeHeIKMeHTa Ka4ecTBa;

- MNpoLecchl MHTEerpaumnn, sepndpmnkaym 1 sanngavuum;

- MpoLuecchl NNaHUPOBaHUA NPOeKTa, OLeHKN 1 ynpaBleHns.

[1aHHBIM CTAHOAPT MOXeET TakKe NCNONb30BaTLCA:

- NpW Co3gaHUn yCnoBUX Ana TpedbyemMblX NPpoLEeCcCOoB, KOTOPbIE MOXHO NOAAEPXKMBATE MHPPACTPYKTY-
PO U3 0OYUYEHHOro NnepcoHana, NPUMEHSsIoLLLEro cneunansHble MeToabl, NpoLeaypbl, cpeacTsa U UHCTPYMEH-
Tapuni. STU YCNOBUS UCNONb3YIOTCA OpraHusaumen angd ynpasneHUs CBOUMMU MpoekTaMun U coaencTBuUA
MNPOrpeccy Ha Bcex CTaandaXx UX )KU3HEHHOro LUnKNa;

- Ang BbIOOpa, CTPYKTYPUPOBAHUS, NPUMEHEHNS N BbINMONHEHUS 3NTIEMEHTOB CO34aHHbIX YCMOBUM ANS
NPOU3BOACTBA NPOAYKTOB U NPpeaoCTaBNEeHUS YCNVT;

- NOoCpeaAcTBOM AOroBopa UMM cCornalleHnsl B pamMkax B3auMMOOeUCTBUA NOCTaBLUMK/MOKyNnaTenb no
BbIOOPY NPOLIECCOB U AEUCTBUN, NPUHSTUS cornalleHnst No HUM U UX BeINONMHeHUs. KpomMe Toro, AaHHbIA cTaH-
OapT MOXeT Takke NPUMeHATLCA ANS OLeHKU COOTBETCTBMA AEUCTBUM NMOKynaTenya U nocTtaBlmKka NyHKTam
cornaweHus.

OaHHbIM cTaHaapT nogaepxunsaetca pykosoacteoMm (MCO/MOIBK 19760), TeEXHUYECKMM OTYETOM, Npea-
Ha3Ha4YeHHbIM A9

- NPUMEHEHNS B KavecTBe conpoBoautTensHoro aokymeHta Kk MCO/M3BK 15288;

- NpeacTtaBneHnUsa pekoMeHaaunin no peannsaunMm gaHHOro ctaHgapTa.

PykoBOACTBO npeaHasHavyeHo Ansi NpUMeEHeHNs K 00NbLWMM 1 ManbiM cUCTeMaM, CUCTEMAM, NS KOTO-
PBIX TPEOYIOTCA Kak bonMbLUMe, TaK U Marible NPOEKTHLIE FPYNMbl, a TakkKe HOBLIM M YHacneaoBaHHbIM CUCTEMAM.
PykoBOACTBO BKMOYaET B Cebs:

1) cBa3n ¢ gpyrummn gokymeHtamm UCO, HeobxoanMMbIMK Kak Ang noaaepXku peanusaunn gaHHOro
cTaHgapTa, Tak U ANnd oLueHKN 3P PEeKTUBHOCTU ero peanmsaunm 1

2) hbakTopkbl, TpebyroLlne paccMOTPEHUS NPU peann3aunum gaHHOro ctaHgapTa.

PyKOBOAOCTBO NONE3HO ANSA TeX, KTO:

- peannayeT NCO/M3BK 15288 B opraHmnsaLum;

- nucnonesyet MCO/M3IK 15288 ansi cneuuanbHOW CUCTEMBI;

- cocTaBnseT ctaHgapTbl opraHm3aunm Ha ocHoBe MCO/MOK 15288 ans opraHnsaunm B LLenom Unim ee
YacTMu.

HekoTopble cnocobbl NPUMEHEHUA MOXHO aganTUpOoBaTh K pasMepam, KagpoBoMy obecrneyveHUo NpoekK-
Ta UK TUNY cUcTeMbl. PykKoBOACTBO Mo aganTtauum npeactaBneHo B NpUoXXeHnn A gaHHoOro ctaHgaprta U B
pasfgene 4 HacTosILWEro cTaHaapTa. B pyKoBOACTBE HE NpeayCMOTPEHO Normyeckoe ob6ocHOBaHUeE TpeboBaHNN
OaHHOro cTaHaapTa.

6.11.3 UCTOUYHUKN

Cwm. pasgen 2 NCO/M3K 15288.
Cm. [15].

[MTpunmevanune—MNCO/MIK 15288 asnsaetca paspabotkon PIT 7/TTIK 7/CTK 1 MCO/M3K «MHdhopmaunoHHas
TexHonorus. [lpoektnpoBanune 10 n cuctem. YnpaBneHme XXU3HEHHbIM LUKITOM».

6.12 UCO/M3K12207 — npoueccbl XU3HEHHOTO LUKNa nporpaMMHoro obecnevyeHus

>D—> >|— —> > >O—

6.12.1 LUenb
[lpegocTaBneHne Mmoageneun, NpoLUeccoB U AeNCTBUU BCETo XKU3HEeHHOTo UuKna cuctem 0.
6.12.2 OnucaHue

3HaumMmocTb O Kak HeOTbEMIEMON COCTABHOW YaCcTU MHOTMX MPOAYKTOB U CUCTEM onpeaenseT ooy
MeXayHapoaHYo CTRYKTYPY onpeaeneHns yCTaHOBUBLLUMXCA NMpakTUK ANa NpoueccoB, Aeuctesun U 3agad 0.
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B NCO/M3K 12207 0encTBUS, KOTOPbIE MOTYT BEINOMNMHATLCH BO BPeEMSI XKM3HEeHHOoro Lukna MO, rpynnupy-
IOT crneayoLmm 0bpasom:

- OCHOBHBbIE NpoLecchl (NpoLecchl 3aKynok, NOCTaBKU, paspaboTku, akcnnyaTtauun, obCcnyXxmBaHus);

- BcnomoraTtenbHble npouecchl (Npoueccbl AOKYMEHTUPOBAHUA, KOHMPUIypauMoHHOTC ynpaBieHUs,
co3daHna OOBepUs K kayecTBy, Bepugpmkauum, sanuagaulm, COBMeCTHOU NPOBEPKU, ayauTa, paspeLlueHna npo-
bnem);

- opraHusaunoHHbIE NpoLuecchl (NpoLecchl ynpasneHUs, MHPPacTPYKTYpbI, yydLIeHUs, 0byueHuns).

Kaxkgbln U3 NpoLeccoB geTannsnpyeT BKINoYeHHbIE B HEro AeUCTBUSA U 3adadin, onpeaenstolme KoOHKpeT-
Hble 0BA3aHHOCTU NO UX BLINOMHEHUIO, @ TAKXKe onpeaenseT pe3ynbTaThl BbINMONHEHUA AeACTBMA/3aaau.

HeobxoaumMo 0TMEeTUTb, YTO B JaHHOM CTaHAapTe He NpeayCMOoTPeHa KOHKpeTHasa Moaenb XXU3HEHHOro
LKna.

[Mpouecchbl NCO/MOK 12207 npeactaBnsoT cobon NOMHYHO COBOKYNMHOCTL NPOLLECCOB XXM3HEHHOMO LINK-
nallO. B 3aBUCUMOCTUOT CBOEIro Ha3HAYEHUA opraHMU3aLUna MOXeT BbibnpaTh NOAXOASALLYIO e NoArpynny 3ToU
COBOKYMHOCTU. KpoMe TOro, MOXKHO AenaTth BbIOop U3 BCeX AENCTBUNA M aaanTUpOoBaTb UX C y4EeTOM cpepbl NpK-
MEeHEeHU4, pasMmepa, CNOXKHOCTU U KOUTUYHOCTU NPOrpaMMHOro Npoaykra n camMon opraHmusaLun.

Hanbonee sHa4YMMbIMU NpoLeccamMm € TOUKN 3peHUSA KavecTBa ABNSIOTCA NpoLecchl CO34aHNsA A0BEPUS K
Ka4vyecTBY, Bepudnkauum, Banmaaunm, COBMECTHON NPOBEPKN, ayanTa u peeHnsa npobnem. bonee Toro, B AaH-
HOM CcTaHgapTe 0cobO BbIAENSAOT BHYTPEHHME OLIEHMBAHKUA NpoLecca, NpoBoasaLLMecs B Xoae noBcegHEeBHON
O0eATenbHOCTI.

NCO/M3BK 12207 npeaycmMoTpeH Ans:

- OpraHusauun, sakynarwwmx cuctemsl, kKotTopble cogepxat O nnm aBTOHOMHBIN NporpamMmMHbIA NPO-
AYKT,

- MOCTaBLUMKOB NporpaMMHbIX MPOAYKTOB;

- OpraHusauunmn, y4acTBYOLWMX B aKcnnyaTaunm n obcnyxmsanmun 0.

Pykosoagcteom ansa MCO/MIK 12207 aBnsieTca TEeXHUHECKUA OTYET, NpeaHasHavYeHHbIN ANl KOHKpeTU3a-
LUK akTopoB, KOTopble AOKHBI y4UThIBaThLCA Npn npumeHeHnn MCO/MBK 12207 B KOHTEKCTE pasfIMYHbIX
CNoCcobOB NPUMEHEeHNsI HacTosLWero cTaHgapTa.

B NCO/M3K 12207 npusoantca obcyXaeHUe Tpex OCHOBHLIX MOAEeNen XMU3HEHHOro LuKna 1 nprumepsl
aganTtavuunn.

PykoBOACTBO He coaepXuT norndeckoe ocbocHoBaHume TpedbosaHnmn MCO/MOK 12207 .

6.12.3 ACTOUYHUKN

Cwm. pasgen 2 NCO/M3BK 12207 .

Cm. [10].

[MTpumevanne —MNCO/M3IK TO 12207 ssnsaetcsa paspabotkon P 7/TMIK 7/CTK 1 MCO/M3K «lNHDopmaumnoH-
Hasa TexHonorus. [1lpoektnpoBanmne 10 n cnctem. YnpaBneHme XM3aHEeHHbIM LIUKITOM».

6.13 V-mopenb

—>D— >l — — - >O—

6.13.1 Uenb

N3noxeHne B 0aHOPOAHOW N CBA3AHHOW hopMe TOro, YTo ACIMKHO BbITh cAenaHo, Kakum obpasom A0N1-
XXKHbI ObITb BbINMOMHEHBLI 334aHNS U KaKUe MHCTPYMEHTarlbHble cpeacTBa AOIMKHbI MPUMEHATLCA Npu paspaboTke
cuctem 0.

6.13.2 OnucaHue

V-mogens npeacraBneHa cepuen obmnx anpektmns (250, 251 n 252), B KOTOPLIX U3NOXeEHA MOAENb NPOo-
L1eCCOB XXU3HEeHHOro UMKNa, cocTodAllas 13 npeanonaraeMbsiX K NpUMeHeHUo npoueayp U MeToaoB, a Takke
(PYHKLUUOHANBHBIX TPEDOBAHUN K MHCTPYMEHTAaPUIO, NpeagnonaraeMmomy Ansg npMMeHeHus B pa3paboTke cUc-
Tem NO. NepBoHavansHo V-Moaens bbina paspabotaHa ans repMaHckux pegepanbHbIX BOOPYXXEHHbIX CUTT.
V-moaens Obina npusHaHa ctaHaapToM no pa3paboTke Ha MeXayHapoaHOM YPOBHE.

V-Modenb onpeaendeT, KakMe wWark gorkHbl npearnpuHUMaTbea U Kakmue MeTodbl NPUMeHATbCA ANd
BbINONHEHMS 3aaa4 no paspaboTtke O, a Takke Kakme yHKLUUOHAlNbHbIE XapaKTEPUCTUKA OOMMKEH UMETH
npedHasHa4vYeHHbIN ANg NpUMeHeHNAa MHCTpyMeHTapun. B V-Moaens BkNoYeHbl Moaenb NpoLecCoB )KU3HEHHO-
ro uukna, pacnpeageneHue mMetoaoB U yHKUUOHalNbHbIE TPeOOBAHUSA K UHCTPYMEHTAaNbHLIM CpeCcTBaM.

V-Moaenb XXU3HEeHHOTo LuKa CTPYKTYpUpoOBaHa Nno TpeM YacTam:

- YyacTb 1: nonoxeHwus.
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B gaHHOM 4acTu cogepxatca obasaTenbHble NOMOXEeHUA OTHOCUTEeNbHO npearnonaraemMbiX LUaros
(0enCTBUN) U UX pe3ynbTaToB (MPOAYKTOB);
- YacTb 2: AONONTHEHNS1 OTHOCUTENBHO Pa3fIMYHLIX BMACTHLIX CTPYKTYP.

[1aHHas YacTb CYLWLEeCTBYET Kak ANdA BOOPYXXeHHbIX cun [ epmaHun, Tak n anga doegepanbHOU aaMUHUCTPa-
U, B Hel coaepXaTtca UHCTPYKLUMKX NO NMPUMEHEHUIo Moaen NpoLecCoB XXU3HEHHOTO LuKa B TOU UM MHOW
obnacTu;

- YyacTb 3: cOOpHUK pyKOBOACTB.

B AaHHOW YacTn coaepXUTca Habop PyKOBOACTB, OTHOCSALUXCH K KOHKPETHLIM TEMaM, TakuM Kak 6e30-
nacHocTb IKT nnu ncnonb3soBaHne opUeHTUPOBAHHBLIX Ha 0O BEKT SA3LIKOB.

V-Mogenb npegnonaraeTcsa UCMofib3oBaTb Kak OCHOBY A AOrOBOPOB, 00y4YeHNsa 1 CBA3N MeXay ydac-
TBYOLLMMK cTOpoHaMK. cnonb3ya AoKyMeHTauuto 1 rinoccapuin, V-mogernb CNy>KUT OCHOBOW B3aMMOTOHKUMa-
HUSA U cMArYaeT KOHMNUKT bl MeXay HAMMU.

MonoxeHnsa V-moaenn o6 bekTUBHbI B OpraHnU3aLMoOHHOM OTHOLWEHUU. OHU OrpaHuUYeHbl UCKITIOYUTENBHO
Mo TeXHOMNorn4eckomy npoleccy paspaboTtkn. CnegosaTenbHo, V-Mogenb NpurogHa He TONbKO B rocygap-
CTBEHHOW aAMUHUCTPaLUM B KaYecTBe cTaHaapTa rno paspaboTke, HO U A9 NPOMBbILLNEHHOCTW.

[MpumeHeHue V-moaenu ceBoboaHo oT NUUeH3noHHOro nnaTtexa. OHa He aBnaeTCca YacTHOW COBCTBEH-
HOCTbIO 1 He 3alMLeHa OT KOMMPOBAaHUS.

V-Mmoaenb coaepXut npasuna, Heobxoaumele ans cosgaHus MNO. lenctBuTenbHble B HACTOSILLEE BPEMS
KpuTepun deszonacHocTU (ITSEC) BbINOMHAKTCS C YY4ETOM UX NMONOXEHWUNA, YNPaBASIOLWMX MPOLLeCCoM paspa-

60Tk nocpeacTBoM V-mMogenu. 3To 3Ha4YNTENbHO ynpoLlaeT cepTudurkaunto paspaboTaHHOro Takum obpasom
[10.

V-Modernb B COBOKYMHOCTU CO cTaHAapTaMn Ha MeToAbl U cpeacTBa NOMHOCTLIC OXBaThbiBaeT PYHKLMNO-
HanbHble cbnacTu (paspaboTka 1O, cosgaHne AoBepUst K Ka4YeCTBY, KOHUrypaLuMoHHOe ynpaBeHne U ynpan-
NeHne MNpPOeKTOM), SIBNSIETCA CMNOXHOW, HO B TO Xe BpemMmsi TMbkon n cbanaHCUpPOBaAHHOWU CUCTEMOWN,
obnagaroLen LUMPOKMM CNEKTPOM BO3IMOXKHOCTEW, 0becnevnBatollen KOHKPETHYIO NoAAePXKKY AeATEeNbHOCTA
rpynn no HabnaeHUIo 3a BHECEHUEM U3MEHEHWI, Yepes KOTOPYH NPOoBOAATCS HeobXoanmMble ynyUdlleHUs U
KOppeKkTUpyroLwmne nusmeHeHus.

BnnaHne nonb3oBaTenen, Heobxogmmoe AnNga nogaepxxaHua n mogudpukaunm npoueccoB V-moaenu,
obecne4ynBaeTcs rpynnomn no HadbngeHMo 3a BHeCeHUEM M3SMEHEHUI, KOTopasda cobupaeTca pas B ro COBMeC-
THO C NpeacTaBUTENAMU NPOMbILLUIIEHHOCTU U BNacTen. 31a rpynna obsszaHa TwaTensHo paccMmaTpuBaTth BCe
nonyyeHHble 3anpockl NC BHECEHUIO U3SMeHeHUU B V-Moaens.

6.13.3 NcTOUYHUKN

Cm. [42].

[TpnmedaHnwune—\V-mogens saensietcs paspabotkon BWB IT 15, Postfach 7360, D-56057 Koblenz, Germany.

6.14 UCO/MIK 14598 — oueHuBaHMe NPOrpaMMHOro NpoayKra

>D—> >O—>

6.14.1 Uenb
[lpeagcTaBneHne metoga UsMepeHust, OLLIeHKU U OLeHUBaHUA KavyecTBa NporpaMmmMHOro Nnpoaykra.
6.14.2 OnucaHue

NMCO/M3K 14598 ocHoBaH Ha obwen mogenn kadectea no NCO/MOIK 9126. Takum obpasom,
NMCO/MOK 14598 npeacTaBnsieT CTPYKTYPY CLUEHUBAHUSI KAYECTBA BCEX TUMOB NPOrpaMMHOro npoayKra nycra-
HaBnMBaeT TpeboBaHUA AN MeTOA0B ero U3MepeHns U oLeHUBaHUA.

NMCO/M3K 14598 npegHaszHavyeH Ans paspadboTynKoB, NOKynaTtenem n HesaBUCUMbIX OLIEHLLMKOB, OCO-
ODEeHHO OTBEeYalLWmMX 3a OLEHMBAHME NPOrpaMMHOro npoaykra. PesynbtaTtel OUEHUBAHUSA, NMONyYeHHbIe NP
npumeHeHn MCO/M3BK 14598, MOoryT MCNoNb3oBaTbCs PYKOBOAUTENSIMU N paspadboTynkammn/odecnykmeato-
LM NepcoHanom ans onpeaeneHnsl COOTBETCTBUS KAYECTBa OLUEHMBAEMOro Npoaykra npeabsaBnsieMbIM K
HemMy TpeboBaHUSIM U, NPU HEOBXOANMOCTN, BHECEHUS HEOBXOQUMbIX YCOBEPLUIEHCTBOBAHUN. Pe3ynbTaThl
OLIEHMBAHUSI MOTYT TaKXKe NPUMEHATLCH aHaNMMTUKaMK ANs1 yCTaHOBNEHUS B3aUMOCBSI3EN MEXAY BHYTPEHHUMMU
N BHELWHUMW cucTeMamMmun namepeHus. lNepcoHan, saHUMatroLWMACA YIyYLLIEeHUEM npoLecca, MOXeT UCMOMNb30-
BaTb pe3ynbTaThl OLEHUBaHUA ANdA onpeaenieHns BO3MOXHOCTU ero ynydlleHnsa nocpeacTtBoM U3yHeHUs n
NPOBEPKU MHPOPMAaLMK O KaYeCTBE NPOAYKTa AN NpoeKTa.
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B ctaHaaptax cepun MCO/M3BK 14598 npeanaraet meToabl U3SMEpPEHUS, OLIEHKN U OLLEHNBaHUA Ka4YeCcTBa
nporpammHore npoaykra. B ctaHaaptax cepun MCO/M3BK 14598 oTcyTCcTBYET oOnncaHne Kak MeTOA0B OLIEHU-
BaHMA NpoLeccoB M3rotoBneHua MO, Tak M MeToa0B NPOrHO3UpoBaHUA 3aTpaTt. KOHeYHOo, UsMepeHUd KauecTBa
NPOrpaMMHOro NPoayKTa MOXXHO MCNONb30BaTh B 0benx Lensix.

bnok-cxema npouecca oueHmnsaHuda n3 MCO/MOIK 14598 npusegeHa Ha pUcyHKe 1.

YcTaHOBUTH Lienb OLEeHMBaHUA

YCTaHOBUTb
TpeboBaHUS

NaeHTUMLUMpoBaTb TUMNDI
npoayKkTa{oB)

9126-1 KavecTBeHHbIe

OoueHnBaHWs

- 9126-2 CTOpOHHAA cucTtema
BuiOpaTb cucTeMy naMepeHun == nsmepenmi

9126-3 BHyTpEeHHAA cucTtema

Cneuunduum-
poBaTh
OLleHNBaHUEe

N3MepeHnn
9126-4 NpnmeHsiemoe Ka4ecTBOo
14598-6 Mogynu oueHuBaHUSA

YCcTaHOBUTL YPOBHU paH)XMpPOBaHUA
ANA cUCTEMbl U3MEPEHUIA

YCTaHOBUTDL KPUTEPUUA OLLEHKU

CnnaHupo-
BaTb
oLeHMBaHue

[MpeacTtaBuTL NNaH OLeHMBaHWA

XapakTepucTuku uamepeHus

BbINONMHUTBL
OUEeHUBAHME

CpaBHUTb C KpUTEPUAMA

OueHuTb pes3ynbTarhl

PucyHok 1 — bnok-cxema npouecca oLueHNBaHUS

6.14.3 UCTOUHUKN

CMm. paspgen 2 NCO/M3IK 9126-1; UCO/M3IK 14598-1.
Cm. [1], 2], [3], [5], [6], [7], [8], [9].

[MTpumevanune—MVMCO/MIK 14598 asnsietca paspaboTtkon pabouven rpynnel Pl 6/T1K 7/CTK 1 NCO/M3K
«NndbopmaunoHHas texHonorus. [poektnposanume [10 n cuctem. OueHMBaAHUE N CUCTEMA NOKA3aTeENeEN».

6.15 OcHOBHbIe ycnyru no 6esonacHoct 6azoBoun cTpYyKTypbl X/Open &

—>D—

6.15.1 Uenb

ObecneveHne 4OBepUst YepPE3 COOTBETCTBUE CTaHAapTaM KoHcopuuyma X/Open, cepTUPULUMPOBAHHBIM
TPETbUMU CTOPOHaMN.

6.15.2 OnucaHue

CHabxeHune npoaykummn ToproBon mapkon X/Open siIBNsieTcH ewle ogHUM TUNOM O0BEPUst, MOCKOMbKY
obecnevnBaeT goBepUMe NocpeacTBOM TECTUPOBAHUSA HA COBMECTUMOCTb rapaHTUUHOro 0bs3aTenbCTBAa Mpo-
OaBsLa U TOProBoM Mapku (noapasymMmeBaloTca cpeacTBa KOHTPONSA TpeTben CTOPOHLI). HacTodawmn noaxon
obecrneynBaeT AoBepue K TOMY, UTO cucTeMa byaeT yaOBNETBOPATb NPETEH3NN NOCTaBLUMKA NYyTEM Mpeaoc-
CTaBleHUsA AOKYMEHTUPOBAHHOIO CBMAETENLCTBA U NMPUMEHEHUA CTaHOapTOB TPETbeN CTOPOHOMN.

X/Open npeacrasndet cobon KOHCOPLMYM KOMMaHWU, paspabaThiBaloWmMX OTKPbITEIE cTaHAapThl ANS
hopMUPOBaHUA cpebl OTKPbITBIX CUCTEM, HA3biIBAEMON «Cpeaon ObLL X NPUNOoXeHUn (npumeHeHnin) (CAE)».
OTacpena obecneynsaeT COBMECTUMOCTb U MODUIMBHOCTL NPUNOXEHNN U cucTeM. MNpoayKThl, CUCTEMBI U MPU-
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NOXEHUA, COOTBETCTBYOWME cTaHaapTam X/Open, UMeoT TOproBblk 3Hak «X/Open» anst 0b6o3Ha4vYeHUs
COOTBETCTBUA.

[TpucBoeHne ToproBoro 3Haka « X/Open» aBndaeTcs npoueaypon, nocpeacTBOM KOTOPOM NpoaaBeL, No-
TBEPXXOAEeT COOTBETCTBME ero npoaykra ogHOMY U Heckonbknm ctaHgaptam X/Open. CepTudgukat cogep-
XUT Aeknapauuto cooTBeTCTBUA AeTanen gaHHOW CUCTEMBbl M CBMAOETENNIbCTB TECTUPOBAHUA B MOAAEPXKKY
npeTeH3n NpoaaBLa.

OTtBeTOM X/Open Ha npobnembl 6e30MacHOCTU ABNSETCA cneundumkaLma OCHOBHBIX yCnyr no besonac-
HocTn X/Open (XBSS), paspabotaHHada Anga npegoctaBneHnsl nokynartensiM CUCTEM C TOProBbIM 3HAKOM
«X/Openy», rapaHTUpYOLWMM, YTO Takne CUCTEMBI obecnevaTt onpegeneHHbli MUHUMarbHbIA YPOBEeHb PYHKL M-
OHanbHbLIX BO3MOXHOCTEN 0becneveHnsa besonacHoCcTU. PakTndeckn XBSS aBnsetca npodpunem 3awurhl,
cogepXalnm B OCHOBHOM (PYHKUMOHaNbHbIE TpeboBaHUS 6e30nacHOCTM N NUWb HeKoTopble TpeboBaHUSA
aoBepusi. 70T Npodunb onpeaensieT MMHUManNbHbIN YPOBEHb PYHKLIMOHANbHbBIX BO3MOXHOCTEN obecneve-
HAS 6e30NacHOCTU, KOTOPLIE AOITDKHBI 0becnevnBaThed npoaykramn. XBSS Takxke onpegensiet cneundguyec-
Kne ctaHaapTHble HACTPOUKK B cniyvasix, korga TpeboBaHMeM SIBMSIETCA nNpedocTaBrieHne cneungpuyeckmnx
n3bupartenbHbIX BApnaHTOB obecnevyeHna besonacHocTU. Cuctema Ang perucrpauum COBMeCTUMOW C 3TUM
npodounem 3anTel A0KHA obecnevnBaTth 3TOT UMK Bonee BbICOKUN YPOBEHb BEe30NacHOCTN.

ITtobasa cnucrtema, COOTBETCTBYOWAA onpeaeneHHOMY YPOBHIO Be30NacHOCTU, MOXET MapKMUPOBaTLCS
Kak coBMmecTumasl. letann gencreytoLllen cuctemMel/onepayMoHHON CUCTEMBI AOMKHBI ObITb 3adPUKCUPOBaHbI B
aeknapaunm 0 COOTBETCTBUW. DTO TpebyeT noaaepKkn npoaykramum obssatenbHbIX QYHKLUUOHANBHBIX BO3-
MOXHOCTEN obecnedyeHna 0e30MacHOCTU M CTaHAApPTHLIX HaACTPOeK napamMeTpoB, KakK onpegeneHo B
cneundukaunn XBSS X/Open.

MeToagonorna X/Open oTnn4aeTca OT TpeX ApYrnx Mmetoaonornm AA, NnockonbKy OHa He cocpeaoTodeHa
Ha JOBEpUn, CBA3aHHOM C pa3paboTKon.

Cneundukauma XBSS cogepXnt B OCHOBHOM (PyHKLIMOHANBHbIE TpeboBaHUSA, a CTeneHb AoBepust obec-

[NeYvYnNBaCeTCH I'IDOBEDKOIZ Ha COBMECTUMOCTDb, rapaHTMﬁHblM 0bA3aTEeNbCTBOM npodaBliad N TOPIOBbIM 3HAKOM
«X/Openy.

6.15.3 UCTOYHUKMK
Cwm. [30], [39].

[TpunmedaHnwune— bpeHauHr X/Open asnsetcs paspabotkon The Open Group, 44 Montgomery Street, Suite
960, San Francisco, CA94104-4704, USA.

6.16 SCT — cTporoe TtectTupoBaHue COOTBETCTBUA

>|—

6.16.1 Lenb
TecTupoBaHue pyHKUMNOHaNbHBLIX BO3SMOXHOCTEN obecneveHnsa 6e30nacHOCTH.

6.16.2 OnucaHue

CTporoe TeCTMpoBaHUE COOTBETCTBUSA (TpeboBaHMAM be3onacHOCTN) onpeaensieT MeTo TECTUPOBAHUS
Des3onacHbIX cMcTeM No obleaocTynHou cneyndnkaumm — obbl4YHO NO cTaHAapTy.

KoMnneKcHble TeCTbl CUCTEMATU3UPOBAHLI C LleNbio NoAYEepPKHYTh peanu3auno TecTtoB. IcxoaHoU Tou-
KON NpOBeaeHUs1 TECTOB AABNAETCHA abCcTpakTHoe 3agaHue no besonacHocth (A3b), BkntovyeHHOe B DA30BLIN
cTaHaapT no 6e3onacHoCTU. OTUM obecrnevnBaeTcs MeTOO CTPYKTYPUPOBAHUSA KOMMNNEKCHBIX TECTOB U UX NPO-
CNeXxXnBaemMocTb OT TpeboBaHMK be3onacHoCTU Yepes PyHKLKUKM obecneveHna 6e30nacHOCTU M BCNOMOraTenb-
Hble MeXaHU3Mbl A0 WCMbITAHUA 3TUX MexaHWU3MOB. TecTbl 3anmcaHbl Ha abCTpaKTHOM YPOBHE,
COOTBETCTBYIOLLEM YPOBHIO abcTpaKkunm 6a3oBoro ctaHgapta. 3aTeM MOXKHO 3a4aTb NapaMeTpbl KOMMNEKCHO-
MY TECTY ANns onpeaeneHHoro Tmna BHeapeHust, YtTo obecnevnBaeT NpenMyLLECTBO NPOBEeAEHUS onpeaeneH-
HOro cbbema npeaBapUTENIbHOIC OLLIeHUBAHUA abCTpaKTHOrO 3agaHunsa no 6e30nacHOCTM M COOTBETCTBYIOLLErO
KOMMNMNEeKCHOro tecta. Takum obpaszom obecneynsaeTcs 0a30BbIN YPOBEHb OXBaTa U YMEHbLLIAETCS 00LEM
paboThl, TpebyemMon AN NOAroTOBKNA CBMAOETENLCTBA, ECNMN CYDBLEKTOM (NpeaAMEeTOM) ABNAETCS peanm3auuns
cTaHaapTa.

SCT aBnseTca ckopee TeCTUpoBaHMEM (PYHKLUMOHANbHBIX BO3SMOXHOCTEN, YeM UCNbITaHMEM Ha MNpo-
YHOCTb.

6.16.3 UCTOYHUKMK
Cm. [20].
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[MTpumeuatnune—SCT aenserca paspabotkon National Physical Laboratory, Middlesex, TW 11 OLW, UK.

6.17 UCO/M3K 21827 — lNpoekTupoBaHue 6esonacHoctun cuctemM — Mogenb 3penocTu npouec-
ca (SSE-CMM®)

6.17.1 Uenb

Y nyJllueHUe npoLeccoB NPoekTupoBaHnUga 0€30nacHOCTU CUCTEM OpraH3aunn 1 nonyveHmne o0bLEKTOB C
aoBepuem K PyHKLMOHaNbHBLIM BO3MOXHOCTAM.

6.17.2 OnucaHue

MCO/MOK 21827 B nepBYyto ovepeab cocpeaoTodeH HavacTtax npouecca (Ul), Heodbxoanmbix ANs NpoekK-
TUPOBaHUA 0e30NacHOCTU CUCTEM, KOTOpPbIE Ha3bIBAlOT «4YacTAMU NPOEKTUPOBaAHUSA npoueccay.
MCO/MO3K 21827 Takxke BKntovaeT B cedbs Yl'l, Heobxogumble And nogaep Xk NpoeKkToB, OCYLECTBNAEMbIX B
paMKax YacTen NpoeKkTUpoBaHMUa 6e30nacHOCTU CUCTEM, Ha3biBaeMble «npoekTHbiMK Yl», 1 Yl, Heobxoau-
Mble B pamMKax opraHmsaunm B UEeNoM AN NoaaepKku vYacTen NpoekTUupoBaHUsa ©e30MacHOCTU CUCTEM,
HasbiBaeMbIX «H['1 opraHuzaymnmn».

OcHoBHoe BHUMaHne B UCO/M3BK 21827 yaensaeTca YacTtam NpoekTUpoBaHUAa 6e30NacHOCTU CUCTEM U
nx gencteusam. Yl SSE-CMM moxHO agantupoBaTth Ans NoTpedbHoCcTe opraHnsaumn, a B obnactb NpUMeHe-
HUA MCO/M3BK 21827 MOryT BXOAUTb KOHKPETHLIN NPOEKT, OTAEN opraHnusaLnum unm opraHusaLms B LLeNoM.

NMCO/M3BK 21827 npumeHum anst niobon opraHmsauun, ydacTeyrollen B obecneveHnm 6e30nacHoCTU
KT nnun sanHTepecoBaHHOM B HEU, N MOXET UCMONb30BAaTbLCSA 3TOM opraHusaumen. B YACcno Takmx opraHusa-
LA MOTYT BXOOUTb OpraHmsauunn, paspadaTbiBaoliMe KaK 3aliULLEeHHbIe, Tak U He3aluWEeHHbIe NPoayKThl
/NN MHTErpupyloLme nx, 1 opraHmsauun, NnpUMeHsroLWne 3allleHHble NPoaYKThl N NpeaocTaBnsowme
ycnyrv no obecneveHuo 6ezonacHocTn. Takum obpazom, NCO/M3BK 21827 MOXeT NpUMEHATLCH opraHu3aLn-
AMW AN yNyYlWeHUsa CBOUX NPOLECCOB NPOEKTUPOBaHNA De30MacHOCTU CUCTEM NpU pa3paboTke NPOAYKTOB
besonacHocT KT unun npegoctasneHnn ycnyr no obecnedyeHuto besonacHoctn KT (Taknx Kak oLleHKa yrpos
NN PUCKOB) ¢ DONEee BLICOKUM KAYeCTBOM 1 B COOTBETCTBUN C rpadpUKoM.

SSE-CMM aBnseTtcs yHMKansHOW Moaenbio, MOCKOMbKY OHa AeTannanpyeTt TpeboBaHUS No NPOEKTUPO-
BaHWIO Oe30nacHOCTK ANnsl cuctem obecrneveHnst be3onacHOCTU NPOEKTUPOBaHUSA B AOMNONTHEHUE K TpeboBaHN-
M 6e30nacHOCTU, KOTOPbLIM A0MKHAa COOTBETCTBOBATL cpeaa pa3pabdboTku. bonee Toro, moaens coaepXut Yl
0N LULMPOKOro psiga Takmx obnacrten paspaboTku, Kak onpegeneHune TpedoBaHMA 6e30nacHOCTU, TECTUPOBaA-
HUe CUCTEMBbI, aHann3 yrpos nyassmmocten. SSE-CMMoTnmnyaeTca oT AoBePeHHOU MoAenn TEXHOOrMYeCcKou
spenoctn (TCMM), cneundpuumpyrollen TonNbko TpeboBaHUA, KOTOPbIM AOMMKHA COOTBETCTBOBATbL Cpeaa
pa3paboTKN opraHmnsaLun.

MCO/M3K 21827 copepxnt UM, 6asoble npakTuku (BIN), obwimne npaktnkn (ON) n ypoOBHMU BO3MOXKHOC-
Tel Angd onucaHusi NpoLeccoB opraHusalnm n onpegeneHus kauecTsa OCcyLecTBNeHUdA opraHMsaumnen yacteu
npouecca (HIl1). Yl coctoat ns rpynnel poactBeHHbIX B, KOTOpble cocpeaoToYeHbl Ha KOHKPETHBIX AENCTBUSX
npolecca B paMKkax opraHusauun, Toraa kak Ol'lcesasaHbl co 3penocTbio Bcero npouecca opraHunsaunn. Yl bl
n Ol MOryT cunTaTbes TPeDOBaAHUAMN, a YPOBHU BO3MOXHOCTEN YKa3bIBAKOT HA COOTBETCTBUE TPebOBaAHUAM
MCO/M3BK21827, oaHako aTU TpebOBaHUA OTHOCATCH KKOHEYHOMY pe3ynbTaTy NpoLecca, a He KTOMY, Kak3ToT
pe3ynbTaT AOCTUraeTCcd, He OKasbiBada BNUAHUA Ha MoAeNb PYHKUMOHMPpOBaHUA opraHusaunn. Ana kaxaon 4l
pacnpenenstoT YPOBEeHb BO3MOXHOCTEN € YKazaHnem ypoBHSA cooTBeTCeTBUA MNCO/MO3IK 21827, KOTOPLIN paH-
Xunpyetca oT ypoBHA 0 «He BeINONHANCA» A0 YPOBHA S «l1ocTosaHHO ynydwaeTcar». [1podunb paHXnMpoBaHUS
npeacTaBneH B Buae rpagpuyeckoro npegcrasneHuna Yll, BeinoNHAeMbIX €O CBA3AHHBIMU C HUMW YPOBHAMM
BO3MOXXHOCTEW NN B BUAE YPOBHA 3pE€NOCTU, AOCTUTHYTOrO opraHmnsaumein B Lenom. YPOBEHb BO3MOXXHOCTEN U
npouUnn  paHXUPOBaHUA onpeaenstoTcd Trpynnonu no oueHke, npoBodsdllen OLeHKY COOTBETCTBUS
opraHusauunn TpebosaHuam MCO/M3BK 21827 no metogonorun oueHkn SSE-CMM (SSAM).

YpoBeHb BOSMOXHOCTEN AEMOHCTPUPYET AOCTMXKEHMEe opraHmsaymnen MMHUMalnbHOro YPOBHA BO3MOX-
HOCTeW no Bcem npumMmeHmnmbiM Yl (rpynna poactBeHHbIX npakTuk). Ol siBnsitoTca cneyuanbHbIMM Tpe DOBaHUS-
MW, NMpUMeHAeMbIMU TONbKO K YI1, cBA3aHHbLIM CO 3PenoCTbio BCEro npouecca U UHCTUTYLMOHanMsaunen
otaenbHbIX Il BO BCcen opraHusaunn. Kaxgbin nocneayowmn ypoBeHb yKkasbiBaeT Ha MOoBbILLEeHNe 3penocTu
obLuero npouecca opraHMsaunum n BOIMOXHOCTU BeinonHeHUa Yl B pamMkax opraHusaium.

B npodoune paHXmnpoBaHUa oTpakeH ypoBeHb BO3MOXHOCTeN opraHusaunmn gna otgensHoun Yll, ykasbl-
BaloOLLMA Ha ee cUNbHbIE U cnabble CTOPOHBLL. [podunb paHXMpOoBaHUS UCMIONb3YeTCs ANs ykasaHua obnacTu, B
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KOTOPOW opraHusauma AomkHa NPUNOXMTb yeunua ans ynydveHUa CBOUX NPOLLECCOB N AOCTUXKEHNA cneayio-
LLiero 6onee BLICOKOro YPOBHSA BO3MOXKHOCTEN. XOTS U3HAYabHO 3TO He Npeanonaranock, Npodusib paHXnUpo-
BaHUA MOXET CTaTb MHCTPYMEHTOM 3aKynKK, YTO NOTPebyeT OT opraH1M3aLmnm A0CTMKEHUS PA3NNYHBIX YPOBHEN
BO3MOXHOCTeWN Ans KoHKkpeTHbIX Y[, a He oaHoro ypoHA Anga scex Y1, Hanpumep, npodunb 3akyrnok MOXeT
0003HavaTh ypoBeHb BoaMmoxHocTen 2 ana Yl 1-5 nyposeHs 3 ansa Yl 6-10.

SSE-CMMINCO/M3K 21827 aBnsieTca HenpepbIBHOW MOAENbIO, KOTOpas siBNsAeTcs bonee rmbkon 1 npum-
rogHoW ANg NPOMbILLMIEHHbLIX OpraHn3aL i NOTOMY, YTO B COOTBETCTBUNU C HEN MOTYT BbIOMPAaTLCS TOMNbKO NOA-
xoasauwume YIl, oaHako B cnydae UCNofb3oBaHUA MHOMOCTyneH4YaTon mogenu nogodbHon TCMM cpaBHMBaATL
PaH>XXUPOBaHUA pasHbIX opraHnsaLUunm ropasao TpyaHee.

OpraHusaunsa gomkHa goctmdb anga Yl MuHUMansHOro ypoBHSA 2, Heobxogumoro ans obecneveHus
yOOBNETBOPUTENBHOM DE30NAaCHOCTU, TaK Kak YPOBHA 1 HeAOCTaTOYHO B CBA3M C TEM, YTO NPOoLLecchl Noaobpa-
Hbl cneumnanbHO M MOryT ObITb He3aBeplueHHbIMU. cxoas ns moaenn SSE-CMM, 3To 03HavaeT, YTo opraHusa-
LS NNaHUpyeT, NpocneXnBaeT BhINoNMHEeHME ee OCHOBHLIX MPaKTUK U KOPPEKTUPYET UX B criydyae NosiIBNeHUs
nedeKkToB B paboven npoaykum, TeM caMbiM AEMOHCTPUPYS MOBTOPAEMOCTb U NOCNeA0BaTENbLHOCTL NpoLec-
COB, YTO MO3BONAET NPONU3BOANTL NPOrHO3NPYeMbIN NPOAYKT U, B CBOIO oYepeb, ABNATLCA BaXXHbLIM (DaKTOpPOM
O0OBepus.

6.17.3 NcTOUYHUKN

Cwm. paznen 2 NCO/MO3K 21827 .

CMm. [24] 1 [25].

[TpyumevyaHNH

1 MCO/M3K 21827 aensietcs paszpadbotkon NCO/MIK CTK1/TIK27/PI 3 «MndopmaumoHnas texHonormsi. Metogb!
n cpeactBa obecnevyeHns beszonacHocTu. Kputepum oueHkn Be30nacHoOCTU .

2 OcnoBHon gokymeHT MCO/MOBK 21827 6bin npeacraeBneH n nogaepxueaetca MexaynHapogHon accoymnaumnen

NpoekTupoBaHus besonacHocTn paboTel cuctem (ISSEA).
13873 Park Center Road, Suite 200, Herndon, VA 20171, USA.
1327 Upper Dwyer Hill Road, Carp, Ontario, KOA 1LO, Canada.

6.18 TCMM — goBepeHHana Moaenb 3pefniocTU npouecca &

6.18.1 LUenb
[ToBLILWLEeHKe goBepus K besonacHocTu [0 opraHusaumm n ynydeHne npoLUeccoB ero paspaboTKu.

6.18.2 OnucaHue

[loBepeHHasa mogenb TexHonorndeckoun spenoctn (TCMM) asnaeTtca skcnepMmMeHTanbHbIM CTaHAaPTOM
nosepusa kbesonacHocT 10, 0cCHOBaAHHBLIM HA hyHAaMeHTanbHbIX NpuHUKMNax nuctpykrype CMM (moaenn Tex-
HOMOrM4YeCKOW 3penocTin), paspadboTaHHoON MHCTUTYTOM nporpammHon nHxeHepumn (SEI). Xota TCMM aBnseT-
CHl crneunanmsnpoBaHHOM Moaenbio 3penocTn, oHa bblna co3gaHa nyTemM CnuaHUa MeTo40Nornn paspadboTKn
aosepeHHoro INO (TSDM) n mogenu TexHonorndyeckomn sapenoct SEI, 4To npreeno B pesynbTaTte K co3gaHuio
MHOMMX ynyJdlleHHbIX KntoveBbix vacTten npouecca (KUlN) nHoebix KHI, HasBaHHbIX «pa3paboTkon A0BEPEHHO-
ro NO», coaepxawlen HOBbIe NpakTUKL, He COOTBETCTBYIOWME HM oaHoU U3 uMetownxea K4l TCMM cocpeno-
TOYMEeHa TONMbKO Ha cpede paspaboTKM WM npegHasHavdeHa AN UCNOMNb30BaAHUA B YNPaBNEHYECKON U
opraHn3auMoHHOWN AesATeNbHOCTA opraHnsauum, YTo B 3HaAYUTENbHOW cTeneHn otnundaetcd ot SSE-CMM
MCO/MOK 21827. TCMM npumeHMmMa TOMbKO K npoueccamMm U cuctemam. Bce npouecchl, CBA3aHHbIE C
pa3padboTkon OO, HaxoaaTcs BHe obnacTtn ee NpUMEHeHUs.

TCMM cogepxxut KH4I'l, Ol ypOBHU BO3IMOXHOCTEN ANA onucaHns NpoLeCccoB opraHM3aunmn ang onpe-
geneHnsl, HackonNbKO nNpaBUbHO opraHusauns BbinonHsAeT KYll B cootBeTCcTBMM ¢ Moaenbio SSE-CMM
MCO/M3BK 21827. YpoBEHb BO3SMOXHOCTEN NPUCBaNBaETCH OpraHn3aLnn ¢ LIENbio yKasaHUAa YPOBHSA COOTBET-
CTBUA, KOTOPbIA HAXo4MUTCA B AMana3oHe OT YPOoBHA 1 (MCXOAHLIN) A0 YPOBHA S (ONTUMUSUPYIOLWUN). YPOBEHb 1
cogepxut mano K4Il'l, ncuntaercq, Uto B opraHmsaLnm CyLLeCcTBYIOT cnelmanmnsnpoBaHHbIe NPoLEeCCHl.

Eyaydyn MHOroctyneH4yaton mMoaenbto, YpoBHU BO3MOXHOCTM TCMM obpasytoT nocnegoBaTebHOCTb
cTaauin Ans Kaxxaoro ypoBHS (KpoMe ypoBHS 1), coaepkallero yHukanbHbld Habop poacTBeHHbIX KYUI. B oTnn-
yme OT HenpepbIBHOW Moaenun opraHmsannm AoKHbI BeINOMHATE Bce KHI'l anga goctukeHMa COOTBETCTBYIOLL e-
ro onpegeneHHoMy ypoBHKO Bo3aMoxHocten TCMM, ogHako 3TM cTagum nomorarT opraHumsaunam
COCPEeaoTOUNUTLCA Ha YITyYLIEHUN CBOUX NPOLLECCOB N 0DEeCneYnTb YETKUA NYThb YNydLIEHUs 0 crneayioLwWero
YPOBHS1 BO3MOXKHOCTM TCMM. 3T cTagun obnerdyaroT npoLecchl 3akynkn n cpaBHeHU, nockonbky KUl ans

23



FOCT P 54582—2011/ISO/IEC/TR 15443-2:2005

KaXkaow ctagun He MeHsarTeA. byayumn mHoroctyneHvaton moaensto, TCMM ananormuHa OK (oOLwmm kpnutepu-
aM), oaHako, B otnnuune o1 OK, cpokycmnpoaHHon Ha besonacHocTy OO, TCMM orpaHuyeHa 6e30MNacHOCTbIO
cpeabl paspaboTKu.

6.18.3 UcTOYHUKMK
CmMm. [26], [27], [48].

[MTpumevatHune— TCMM bbina pazpaboraHa COBMeCTHO AreHTCTBOM HaumoHanbHon 6eszonacHocTn (NSA) 1
MuctutyTom nporpammuon nHxeHepum (SEI). TCMM Hukorga He 6bina onybnmukoBaHa, Tak kak AHB Bnocneactemm peLm-
No NoaAepXmMBaTh TONBKO 04HY U3 ABYX MHULMATUB, KOTOPbIE OHO (PHAHCUPOBAano.

6.19 CMMI| — nHTerpauma Mmogenu spenoctu npouecca®

6.19.1 Llenb

[TlpengocTaBneHme pykoBoACTBa No yNyYLIEHMIO NPOLUECCOB opraH1usaumm n ee cnocobHOCTU YNpaBnsiTh
paspaboTKon, NpuobpeTeHnem n obCnyKMBaHMem NPoayKToB 1 NogaepKaHnem yCnyr.

6.19.2 OnucaHue

HasHavyeHnem nHTerpaunm mogenu spenoctu npouecca® (CMMI SM) asnaeTtca npeaocTaBneHUe pyKo-
BOACTBA MO yNy4LlleHNo NPOoLECCOB opraH1u3aunm n ee cnocobHOCTM yNpaBnsaTh pa3paboTkon, NpnobpeTeHu-
eM 1 obcnyXxnsaHmMem NnpoaykToB nnogaepxanmnemycnyr. CMMI SM pasmellaeT anpobunpoBaHHbIE NPaKTUKA B
CTPYKTYpe, NnomMorarLien opraHmsaynm oueHMBaTh CBOK 3pefiocTb U BO3MOXHOCTKU YIl, ycTaHaBnMBaTb Npu-
opuUTEeThbl AN yNy4lleHUs NpoL,eccoB opraHM3aL i M pykKoBoAUTb BHeApPeHNEM 3TUX YydLleHUN.

KomnnekcHbln npoaykt CMMI 6epeT Havano U3 cTpykTypbl, reHepupyroLwen MHOXXeCTBEHHbIE MHTEerpupo-
BaHHbIE MOAENN, Kypcbl 0byveHUst 1 MeToq oueHKN. o mepe aobaBneHns K CTPYKType HOBOro maTtepuana
MOSIBASAOTCA ACMNONHUTENbHbIE UHTErpUpOBaHHbIE MOAENN U BCOMOraTenbHble MaTepuansl, BKoYatoLwme B
ceba aononHUTeNbHbIe AUCUUNTUHBI.

B HacTosdLllee BpeMAa UMelTCA cneaytolime moaenu:
- CMMI-SE/SW — nHTerpupoBaHHast Moaernb npoektuposaHus cuctem mn NO;

- CMMI-SE/SW/IPPD — mogenb pa3paboTKku npouecca, UHTErpPUpOBaHHOIO NpoayKTa, NPpoekTUpoBa-
HUA cuctem U loO;

- CMMI-SE/SW/IPPD/SS — moagenb noncka noctaBLlMKOB, pa3paboTKkm npouecca, UHTErpPUpPOBaHHOTIO
npoaykra, npoektupoaHusa cuctem nllo.

CMMI npegHasHaveHa Anst nogaep Kk ynydleHuns npouecca 1 npoaykra, CHMKeHUS N30bITOYHOCTU U
yCTpaHeHUs1 HECOBMECTUMOCTU MPU UCMONb30BaHUN OTAENbHbLIX aBTOHOMHBIX Moaenen. Ee HasHaveHue
COCTOUT B NOBbILWEHUN 3PPEKTUBHOCTU, peHTabEeNbHOCTU MHBECTULUA N MPOU3BOANUTENBHOCTU NYyTEM NMpUMe-
HeHUs Moaenen, obbeaAUHSALNX Takne QUCUMMIINHBL, Kak npoekTupoBaHue cuctem m MO, Hepasgenmmblie B
npoLecce paspaboTKN CUCTEM.

KoHuenuusa npoekta CMMI 3aknovaeTcd B COBEPLUEHCTBOBAHUU npumMeHeHus texHonormm CMM® B
bonee WMPOKOM psaay AUCUMNNKMH 3a paMKamMu npoekTtupoBaHus NO, roe BnepBble ero NnpuMeHeHmne dbINno
yCMeLHbIM.

KoHuenuusa TpebyeT npumMmeHeHna odLien TepMUHONOrMn, obLLIMX KOMMNOHEHTOB U NMpaBMi NOCTPOEHUS
Moadenen 3penocTn BO3MOXHOCTEW, KOTOPbIE CTaHOBSATCA AOCTYMHbI C YMeHblLUeHeM 0bbeMa 00yHEeHNA U yCH-
N1 No paspaboTke npouecca, HeobXxoanMbIX A4 Norb3oBaTenen MHOrMx aucunnnuH. No mepe paspadboTku
KOHLIeNUU1 pekoMmeHayeTcst orpaHnYnTb HavanbHyo obnacTtb npumMmeHeHua npoekta CMMI HekoTOpbIMK Han-
bonee BOCTpPebOBaAHHBIMU AUCUMNNUHAMKW A0 YTBepXaeHus koHuenuun. Beibop CMM npoekTuposaHus MO,
CUCTEM U pa3paboTKN MHTErPUPOBAHHOMO NPoAYKTa AN HaYanbHOW cTaann NoATBEPKOEHUS KOHLUENLUWW O0T-
)KEH OCYLLECTBNATLCA NpeACcTaBUTENAMN NPOMBILLNEHHOCTU U rocyaapcTa. Komnnekt npoayktoB CMMI 6bin
CNPOEKTUPOBaH C y4eTOM BO3MOXXHOCTU €0 pacnpocTpaHeHUda Kak Ha ANCUUNITAHBL, TaK U Ha XKU3HEHHbIN LUK
[10. MNocne Havana padboT No pacnpocTpaHeHuto koMmnnekta npoayktoB CMMI Ha npouecc 3akynoK U cTan Bo3-
MOXXEH OXBaT TakMX AOMONHUTENbHbIX ANCUMMINH, KaK MPoeKTUpoBaHne cuctem besonacHocTn. PewweHus no
pacnpocTpaHeHuo komnnekta npogykros CMMI npuHumMmatloTca Ha OCHOBe yCNeLwHOro npuMmeHeHna nepson
BEPCUW, NMOTPEDHOCTEN N NOAAEPXKKM CcOoODLLEecTBa Nonb3oBaTenen N Hanuinusa y4acTHUKOB pa3paboTKn ee
pacnpocTpaHeHus.
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Moaenu CMMI oxBaTbIBaloT Te Xe XXU3HEHHbIE LKL, YTO N UCXoaHble Moaenun (Moaenb 3penocT Npo-
Luecca (CMM) N0, CMM paspaboTkm uHTerpmpoBaHHoro npoaykra, EIA/IS 731 n moaens 3penocTtu npoLecca
CUCTEMHOTO NMPOEeKTUPOBaHNUSA).

Cxema CMMI cnpoekTnpoBaHa ¢ y4eToOM NprUcnocobneHnsa AonoNHUTENbHBLIX AUCUUNIINH, N CYLLIECTBYET
HamMepeHne Ao0aBUTb HeKOTopble AMCUUMIUHBLI NO TpeboBaHUo coobllecTBa nonb3oBaTtenen. lNpouecc
nobasneHUsa HOBLIX AUCUUNNWH NpeacTaBneH B AokyMmeHTe «KoHuenuua onepaunn (CONOPS) ana CMMI» .

A-cneundpukaumss CMMI TpebyeT cornacoBaHHOCTU M COBMECTUMOCTM Komnnekta npoaykta CMMI ¢
MCO/M3K 15504 1 becnpobnemHoro pasmeweHna AonoNHUTENbHBIX AUCUUMNIIUMH, HO HE UAOEHTUUKaLNK
KaKNX-nmbo KOHKpeTHbIX. Ha cerogHsilLHMA AeHb Obina gobdbasneHa gaucumninHa noncka noctasLwmka.

6.19.3 UCTOYHUKMK
CMm. [35], [306], [37].

[Tpnumeyanune— CMMI asnsaeTca paspabotkon VHcTuTyTa nporpammHon nHxenepumn, Carnegie — Mellon
University, Pittsburgh, PA 15213-3890.

6.20 UICO/M3K 15504 — oueHKa nporpaMMHOro npouecca

6.20.1 Lenb

ObecneyeHune CTPYKTYPbI KOHLIEMNLIUA A NMPOLLECCOB As1 OLLEHKN NPOLLECCOB XXNU3HEeHHOro Uukna MO B cooT-
BeTtcTBUM ¢ NCO/MOIBK 12207. 3Ta CTpyKTypa COBMEcTUMa C U3MEepeHMEM MnpoLiecca B COOTBETCTBUM C
MCO/M3K 15939.

6.20.2 OnucaHue

NMCO/M3K 15504 coBMeCTUM C MOAENbIO 3peNOCTN BO3SMOXHOCTEN opraH13aLnum M MCNOMb3YET U3Mepe-
HUe npoLlecca M BO3MOXXHOCTeN opraHu3aun. ba3zoBble NpaKkTUKXA NogpasaensioT Ha: opraHnsaluunio, ynpasre-
He, MPOEKTUPOBAaHKNE, NPaKTUKN noTpebutena-noctaswmka n nogaepxkn. MCO/M3K 15504 cneundpnymnpyet
crneayoLwyo Knaccugpunkaumo BO3IMOXHOCTEN opraHM3aLnn, OCcyLLeCTBNAIOLLEN NpoLiecc pa3paboTKK:

L0 — He3aBepLUeHHbIN NpoLLecc;

L1 — BbINOJTHEHHLIN NPOLIEeCC;

L2 — ynpaBnaemMbI NpoLecc;

L3 — ycTaHOBUBLLUMUCS NpOLIeCC;

L4 — nporHosnpyembin npoLecc;

LS5 — onTumMunusnpyemsiv npoLecc.

Knaccudpoukauma ocHoBaHa Ha oLleHKe KOHKPEeTHOro npumMmepa npouecca. Bce TUNLI OLLeHKU NoaaepXKuUBa-
lotca. MCO/MOK 15504 npMeHUM K CaMOCTOSTENBHON U HE3ABUCUMOW OLUEHKaM, a TakKe K HenpepbIBHOW U

OUCKPETHOM OLeHKaM.
YpoBeHb L3 MCO/M3K 15504 oTpaxaeT ycnewHyto ceptudgmkauunto no NCO/MIK 9000.

6.20.3 UCTOYHUKMK

CMm. nyHKT 2 UCO/M3K 15504-1, NCO/M3K 15504-2, NCO/M3IK 15504-3, MCO/MIK 15504-4,
MCO/M3K 15504-5.

[MTpumevaHnune—MNMCO/MIK 15504 ansetca paspadboTkon komuteta MCO/MIK CTK 1/T1K 7/PI" «Information
technology. Software and system engineering. Process assessmenty.

6.21 CMM — moagenb CMM® (gna nporpaMmmMHoro obecne4veHus)

6.21.1 Uenb
OueHKa 1 NoBblLLEeHWE 3peNOCTU BO3MOXHOCTEN NPOrpaMMHbIX NPOLEeCCOB B OpraHmnsaLnu.
6.21.2 OnucaHue

B Moaenu 3penocTn BO3MOXHOCTEN OpraHu3aL,Mm B OTHOLLEHWUM NPOrpaMMHbIX NPOLLeCCoB onncaHbl Npu-
HLUMUMNBI M NPaKTUKK, NexXallne B OCHOBE UX 3penocTU U NpeagHasHadeHHble Ansd coaencTeua saHmmarowmmes Mo
opraHnsaumsam B NOBbILLEHWUU 3pefIoCTU ee NPorpaMMHbIX NPOLLECCOB.
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Mogens CMM onpegenaeT nATb YpOBHEW 3PENOCTU:

YpoBeHb 1 — HavanbHbIW. [1porpaMMHbIM MPOLECC XapaKTepuayeTca Kak NPOon3BONbHBIN, MHOTAA gaxe
KaK xaoTudeckunn. OnpeneneHo oueHb Mano npoueccoB, M yCNeLlHOCTb UX BbINMOTHEHWUSA 3aBUCUT OT UHAUBUAY-
anbHbIX YCUITMN N pellNTeNIbHbIX 4EUCTBUMN.

YpoBeHb 2 — MOBTOPAEeMbIN. YCTaHOBNEHbl OCHOBHLIE NPOoLEeCcChl yripaBlieHUd NpoekToM AN npoce-
XXUBAHUS pacxoaoB, rpadpumka N yHKLUUOHaNbHbIX BO3MOXKHOCTEW. CyllecTBYeT Heobxoammast AucUmMninHa
npoLecca anst NOBTOPeHUd npeablayLmnx ycnexos no npoekram B aHalnormyHbIX NpUMeHeHMsax.

YpoBeHb 3 — onpegeneHHbIn. [NporpamMmHbIv Npouecc AN AeAaTenbHOCTU Mo YrpaBNeHUo N NMpoeKTU-
POBaHUIO AOKYMEHTUPOBaH, CTaHOapTU3INPOBaH M MHTErpuUpoBaH B CTaHAapTHLIM NPorpaMMHBIN NPoLEecc opra-
HM3auun. Bo Bcex npoekrax ans paspabotkm u conpoBoxaeHus 1O uncnonb3yeTca yTBEPXKAEHHbIU
aganTUPOBaHHbLIN CTaHOaPTHLIN NPOorpaMMHbIN NPoLLecc opraHusaLun.

YpoBeHb 4 — ynpasnsembin. CobupatoT getanbHble U3MePEHUs NporpaMmmMHOro npoLecca n KavecTsa
npoaykta. Kak nporpaMmmHbIn npoLuece, Tak U NpoayKThl A0MKHbI ObITb OCMbLICNIEHHBIMW B KONMUYECTBEHHOM
OTHOLUEHUX U ynpaBNsieMbIMU.

YpoBeHb 5 — ONTUMU3NPYEMBLIX. HenpepbIiBHOE yNydlleHWe npoLecca OCYLLEeCTBNAEeTCA NocpeaCTBOM
KONMMYEeCTBEHHOW 0OpaTHOW CBA3N OT NnpoLecca, HanpaBneHnst UHHOBALIMOHHBIX NOEWN U TEXHOMOTUN.

CunTaeTcd, YTO NPOrHO3NpyeMocCTb, 3P PEKTUBHOCTb NMPOTrpaMMHbLIX NMPOLECCOB OpraH1usaLnn U ynpas-
neHne MMM ynydliaeTtcs No Mepe NpoaBWMKeHUs opraHmsaunm no 3aTUmM NATU YpoBHAM. Ha cerogHsALWHNA AeHb
3TO MHEHMe NoaaepXMBaeTcsl SMNUPUYECKMMIA AoKa3aTeNnbCTBaMN.

3a UCKoYeHneM ypoBHA 1, Kaxkabl YPOBEHb 3penocTu noapasgensaeTcd Ha HeCcKonbko pasnnyHbixX K4I,
ABNAIOLMXCA ydacTKaMK, Ha KOTOPLIX opraHnsaunnM crnegyeTt cocpeaoTounTbea Angd ynydlleHUs CBOEero rnpo-
rpaMMHOIO npolecca.

KUl Ha ypoBHe 2 cBA3aHbl ¢ npobnemamun npoekrta no paspabdotke MO, ¢ ycTaHOBNEHUEM OCHOBHbLIX
CPeACTB KOHTPONA 3a ynpasneHmnem npoektom. K4l Ha ypoBHe 2 ABNAOTCA: ynpaBneHne TpedboBaHUSAMU, Nia-
HAPOBaHME npoeKkTa no paspadoTke O, npocnexmnBaHue npoekra no paspabdboTke MO 1 KOHTPOMb 32 HUM,
ynpaBneHue cybkoHTpakTtamu no paspabotke 10O, obecneveHne gosepust K kadectsy O n ynpaesneHue
kKoHpurypaumen NO.

B KUl Ha ypoBHe 3 paccmaTtpuBaoTcsl NpobneMbl Kak MpoeKkTa, Tak U opraHmsanmnm, NOCKObKY opraHusa-
LA onpeaensieT UHPPaCcTPyKTypy U UHCTUTYLUUOHaNMM3UpyeT NnpoLuecckl ynpasreHus n npoektuposaHusa 0O,
KUl Ha ypoBHe 3 ABNAIOTCA: KOHLEHTpaLMa Ha npoLecce opraHnsaunun, onpegeneHmne TeXHONorm4eckoro npo-
Llecca opraHusauuun, nporpaMmma oby4vyeHus, KoMnnekcHoe ynpasneHne paspabdotkon IO, npoekTnpoBaHme
NporpaMMHOro NpoayKrTa, MeXXrpynnoBag KoopaAnHaLnUa U 3KCNepTHbIE OLLeHKMN.

KUl Ha ypoBHe 4 cocpeaoTouEHbl HA YCTAHOBNEHUN KONMMYECTBEHHOIO cornacoBaHuUga nNporpaMmmMHoOro
npolecca n cosgaBsaemMmou nporpammHoin npogykunn. KMl Ha ypoBHe 4 ABNAKOTCA KONMMYECTBEHHBIM MeHe-
XMEHT npouecca n MeHeaXMeHT kadvecTtBa [10.

KUl Ha ypoBHe 5 oxBaThIBaOT NpobNeMbl, KOTOPLIE OpraHn3aL i AOMMKHbI paccMaTpuBaTh NPU OCYLLECT-
BMTEeHUN HenpepbIBHOIo ynydlweHUs namepsaemMoro nporpammHoro npouecca. KMl Ha ypoBHe 5 aBngatoTcs:
npeaynpexgeHue aedekroB, ynpaBneHWe UIMeHeHUAMU B TeXHONOrMax M yrnpasleHne M3MeHeHUsIMU
npolecca.

Kaxaaa KUl nsnoxeHa ¢ ToUKM 3peHns KNoYEBBIX MPaKTUYECKUX CUTYaLLUA, CNOCODCTBYOLLMX BEINOMHE-
HAO ee Lenun. KnoveBblie npakTuieckme cutyaLnm onnucbiBaoT UHPACTPYKTYPY U AENCTBUS, CNIOCODCTBYIO-
LLiMe 3P EeKTUBHOMY BbINONTHEHUIO MHCTUTYLMOHaNM3aL M1 KNio4eBon YacTM NpoLecca.

6.21.3 UCTOUYHUKK
CmMm. [34].

[MTpnumevatnune—CMM asnsetca paspabotkon VHCTUTYTa nporpammHOn uHXeHepun, Carnegie University,
Pittsburgh, PA 15213-3890.

6.22 SE-CMM® — Mopgenb 3penocTu npoLecca CUCTEMHOIO NPOeKTUPOBaHUA®

6.22.1 LUenb
YnyduwieHune npoLlecca CUCTEMHOIO NPOEKTUPOBaHUS.
6.22.2 OnucaHue

B moaenu 3penoctu npouecca cMcteMHoro npoektmpopaHua® (SE-CMM®) nsnoXeHbl OCHOBHbIE 3J1€e-
MEHTbI NpoLecca CUCTEMHOIO NMPOEKTUPOBaHUA opraHu3aLnn, KoTopble AOSMKHbI ObITb B HANU41Mm1 ans obecrne-
YeHUA Ka4eCTBEHHOr0 CUCTEMHOTIO NPOEKTUPOBaHUA.
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Kpome Toro, SE-CMM cny>xnt 3TanoHOM Npu cpaBHEHNU PakTUYeCcKUX AeUCTBUN MO CUCTEMHOMY MPoek-
TUPOBAHUIO C 3STUMN OCHOBHbLIMU 3nieMeHTamMmn. PaboTta no paspabdbotke SE-CMM Obina nHMymnpoBaHa B aBryc-
Te 1993 r. B OTBET HaA 3anpochkl NPOMBbILLINEHHOCTU B OKasaHWW NOMOLLKX ANS cornacoBaHUg U onyobnmMkoBaHUS
moaenu, aHanormdHon CMM, ansa coobllecTtsa, 3aHMMAaOLErocst CUCTEMHBIM NPOEKTUpPOoBaHNUEM. KOHCTPYK-
TOPCKME paboTbl ABUMUCL Pe3ynbTaTOM COTPYAHWYECTBA HECKOMbKUX opraHudauun, sknwdasa UHCTUTYT
NporpaMMHON UHXeHepUH.

PaboTbl B 31O 06NacTu B HacTosALWEee BpeMs ABNAI0TCA YacTbio UHTerpaumm Mmoaenn 3apenoctu npoLecca
(CMMI).

6.22.3 UCTOYHUKK
Cm. [21]1n [22].

[TpumevaHnune— SE-CMM® gaBnsetcsa paspabotkon WHCTUTYTA nporpaMmmHON  MHXeHepun Carnegie
University, Pittsburgh, PA 15213-3890.

6.23 TSDM — meToaonorusa paspadboTkm AoBepeHHOro nporpaMmMHoro obecnevyeHus

6.23.1 Uenb

ObecneyvyeHne gosepusa NocpeacTBOM MPUCBOEHUA YPOBHEW OOBepusa MONUTUKE yhnpaBneHus, cpe-
[ICTBaM KOHTPONSA OKpY»KatoLLien cpeabl 1 ee ynpaBneHus, a Takke CUCTEMHOMY NPOEKTUPOBaHNIO.

6.23.2 OnucaHue

MeToaonornua paspaboTtkm gosepeHHoro NO (TSDM) Obina paspabotaHa oTaenom cTtpaTerndeckou
obopoHHoU nHnumatuebl (SDIO) B cepeanHe 80-x roaoB Ansi noBblweHUA agoepus K MNO nyTemM MHTEHCUUKa-
LK npoLiecca paspaboTKu.

Bcneacteme oueHeHHOro pasmepa (MUANMNMUOHBI CTPOK NporpaMMbl) NpeanoXeHHbIX npoektoB SDIO
obblYHaga YacToTa NporpaMmmMHbIX OLLMOOK caenana bbl cuctemsl HepaboTocnocodbHbIMU. [1pn aHannse aoBe-
peHHoro [NO bObINo caenaHo npeanonoXXeHue, YTo ynydlleHna npotlecca paspaboTKk MOTYT CHU3UTL YacToTy
NOABNEHUSA NPOrpaMMHbIX OLLINOOK.

Kaxgasi xapakrepucTtuka npouecca paspaboTtku 10 OblNna npoBepeHa ¢ Lenbio BhIABMEHUS NoTeHUnanb-
HbIX cNabbliX MecT. Pe3ynbTaToM 3TOro aHanuaa ctano popmMmynmpoBaHme 25 npuHLMNoB AOBEPUS.

TSDM onpegenseT npuHuMnbl goBepus B otyeTe oT 2 uons 1993 r. B HeMm coagepxuntca obocHoBaHMe
KaXkaoro npuHumna gosepusi, Habop TpeboBaHWN K COOTBETCTBUIO, a Takke naeHTUdukaums npruemMmnemMbix
KnaccoB goBepus. Kpome Toro, AaHHbIN AOKYMEHT onpeaenseT nepeveHb CBsA3aHHbIX C HAM TpeboBaHUA, onu-
ChiBaOLWMX AeNCTBUA, aHaNOrM4yHele AeUCTBUAM, pacCMaTpUBaeMbIM B NMPUHLIMMNE AOBEpUs, U npegoctaBngaeT
nepeyveHb NofesHbIX CChINoK And NpUuHLUMna A4oBepus.

25 NPpUHUMNOB A0BEpUSa MOXHO CrpynnupoBaTh B creaytowme yeTbipe 0bnactu, cBA3aHHbIE ¢ 0DLLNM
npoueccom paspaboTtkm MO:

- NonMTUKa B obnactu ynpasneHUsa (NpuHLUUNbl Aosepua 1—-6);

- CcpeacTBa KOHTpONA okpyXatoLen cpeabl (NpuHUunel gosepuda 7—10);

- yrnpaBneHne oKpyxarwLen cpegoun (NpuHumnel gosepuna 11—14);

- npoekTupoBaHue INO (npuHUKMNbl goBepusa 15—25).

Kaxxabii U3 NPUHLUMNOB A0BEPUA namMmepdaeTcd NATbIo YPOoBHAMU TSDM:

T1 (MMHMManbHOE AOBEpPUE);

T2 (ymepeHHoOe aoBepue);

T3 (Nnpeano4yTUTENLHOE A0OBEPUE);

T4 (BpegoHOCHada ataka);

15 (ngeanbHoOe goBepUe).

TSDM npegnaraet nsmepenune goeepus K NO/mMHpopmaumn. Ansa cneumnansHoro nnada paspabotkmn MO
(SDP) TpebytoTca npuemnemeble npaktukn TSDM, npegHasHayveHHble Ans BbINOMHEHUS . [TpuMeHeHne npuem-
NnemMblX NpakTuk obycnoBneHo Tem, 4To B SDP ucnonekayrotca metoabl onpegenennst cootesetcteua TSDM
Hapaay ¢ pesynbtaTtamMy aHanusa puckoB Angd rpynnel npoektTuposaHusa MNO.

[Tpu oueHKe PyHKLMOHaNbHbBIX BO3MOXHOCTEN [10 BaXKHO NOHATL, Kak onpeaenseTcd U npocrneXnBaeTcs
cooTBeTCcTBMEe TSDM € nomollbio TakMX cTaHAapTOB aHanusa npoektupoBaHua 10O, kak Mogernb TEXHOOMM-
yeckon spenoctn (CMM) NHCcTUTyTa NnporpaMmmMHoOn nHXeHepun. Insa oLeHKN U3aepiKekK, CBsI3aHHbIX C 00y4eHU-
eM 4YneHoB rpynnel npoektupoBanua IO no nporpamme TSDM, TpebytoTcs onpegeneHHble 3HaHUs. HakoHel,
HeobXoaMMO 3HaHME NOBTOPHOMO UCNONb30BaHUSA 1O 1 COBOKYNMHOCTU UCXOAHLIX napameTpoB [10.
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[MTpumeyatnwne— OnanHterpaummn CMMun TSDM 6bina cchopmupoBaHa rpynna na npegcrasurenen AreHTcTea
HaunoHanbHOM be3onacHoCTU N VIHCTUTYTa NPorpaMmmHON NHXXeHepun. [onyyeHHas B pe3ynbrarte ee AesATENbHOCTU JOBE-
pPEeHHan moaernb TexHonorndeckom apenoctn (TCMM) aensieTcst OCHOBOW ANsi NPOBeAEHUSA OLEHUBAHUA (PYHKUNOHANbHbIX
BO3MOXHOCTEN aoBepeHHoro [10.

6.23.3 ACcTOYHUKK
CMm. [29]n[47].
6.24 SdoC — geknapauua nocTaBLUUKa O COOTBETCTBUM

6.24.1 Uenb

3aaBneHne o COOTBETCTBMMN NPOAYKTa, npoLecca UM ycryrm HopMaTUBHBIM JOKYMeHTaM nojJ OTBeT-
CTBEHHOCTb NOCTaBLWUKa U 0O0CHOBaHUE 3TOro COOTBETCTBUS.

6.24.2 OnucaHue

daHHbI noaxoa dopmannsyeT oba3aTenbCTBO paspaboTynka No OTHOLWWEHWUIO K ero npoaykTy nocpea-
CTBOM Aeknapauuun nocrtaslmka o cootsetctBuM (SDoC). AAnsa cuctem besonacHoct MKT aTa geknapauus
OOIKHA BKNOYaTh YTBEPXKOEHMSI O COOTBETCTBUM De3onacHOCTU cUcTeM. B pyKoBoACTBE ANS NOCTaBLMKA W
KOHEYHbIX Monb3oBaTenen gomkHa ObITe onpeaeneHa Tpebyemas CTpyKkTypa n cogepxaHne yHKUNOHaNbHbIX
BO3MOXXHOCTEeN obecneyeHna 6e30nacHOCTI.

CyuwecTBytoT cxemMmbl SDoC ana mHorux anemeHToB npoaykunn VKT, a B EBpone SDoC yxe aBnatoTcH
obaAzaTeNlbHLIMW NPpKU onpeaeneHnn COOTBETCTBUS NPOAYKTOB 3NEKTPOMarHUTHON cosmectumocTn (EMC)
HU3KOBOMNbTHOWU AnddepeHumnansHon cxembl LVD. OgHako B oTnn4ne oT apyrux cnyyvaes, nogodHo NCO 9000
N Apyrium gokymeHtam no kadectsy 10O, aproHomMuke, sawmTte okpyxatowen cpeabl U T. 4., SDoC asngaeTcs
NobpoOBONLHON.

[1o cux nop gexknapauunst 0 COOTBETCTBUM acnekTam besonacHoCTn He paccMaTpuBanack. OaHako bonb-
LUMHCTBO MOCTAaBLUMKOB BbIMNOMHSAKT OrpOMHBIN 0ObeM padboThl Mo cneunduLnpoBaHnto, NPOEeKTUPOBaHUIO,
TEeCTUPOBaAHUIO/TapaHTUPOBAHUIO U OOKYMEHTUPOBaHUIO (PYHKLUMOHANbHBIX BO3MOXHOCTEW obecnevyeHus
De30MacHOCTU, KOTOpast He BUAHA KOHEeYHOMY NOMb30BaTeNo, TOraa Kak Apyrue nocTaBL KA NPOBOAST NALLb
MUHUManbHOE TECTUPOBaHNE. AdeKBaATHbLIE YTBEPKASHUS NOCTABLLUMKOB B OTHOLLEHN 6E€30MaCHOCTU NOBLICAT
CTENEHb NPO3PA4YHOCTU U COMOCTABMMOCTU ANS1 KOHEeYHOro Mofib30BaTEeNsl, BblIOMpalOWEro HageXHyo
NPOAYKLUUIO.

Bonee Toro, yreep)aeHnUa o coOoTBeTCTBUMN TpeboBaHUaM besonacHocTn KT B SDoC OyayT cnoco-
bcTBOBAaTH DOMbLUEN cOCpeAOTOMEHHOCTU NMOCTaBLMKOB N KOHEeYHbIX Nonb3oBaTenen Ha besonacHoct UKT.
KoMmmMmepueckme opraHusaumum 6onblue 4Yem Kkoraa-nmbo 3aBUCAT OT Npobnem pbiHKa, U 3TO CNYXUT AaNbHENLLM
LLIarom K CTUMynmpoBaHUo obecrneveHns acnekroB 6€30nacHOCTM Ha 3KOHOMUYHOW 1 A0BPOBOSIbHOM OCHOBE.

B poacteeHHoM cTaHaapTe NCO/MOK cneunguunpyotcst odLmMe KpUtepu ansa CTpYKTYpbl BCNOMOra-
TeNnbHOWU AOKYMeHTauuu, ynpodnsarollen, ynpouwjamwen n cTUMynumpyrowen yBepeHHOCTbL B Aeknapaunin
nocTaBLUKa O cooTBETCTBUN, KaKk onpeaeneHo MCO/M3K 17050.

6.24.3 UCTOUYHUKMK
Cwm. [11], [12], [13].

[MTpumevaHune — SdoC «asnsetca paspabotkon 1SO/Casco WG 24 Committee on  conformity
assessment — Supplier’'s declatartion of conformity and its supporting documentation.

6.25 SA-CMM® — mopgenb 3pefioCTU BO3ZMOXHOCTEN NPUOOpeTeHUA NporpaMmMHoOro obecneve-
HUA®

6.25.1 Uenb
DTanoHHoOe TeCTUpPOBaHMe U ynydlleHue npoLecca npnobpeteHUa MNO.
6.25.2 OnucaHue

Mopaenb 3penocTtn Bo3aMoXXHocTen npuodpeteHuns MNO® (SA-CMM®) asnsieTcst Moaenbio 3TAaNOHHOMo
TECTUPOBAHUS U yny4dlleHuns npouecca npuodbpetenuns MNMO. Apxutektypa moaenn aHanormiHa mMoaernm 3pe-
noctn BoamoxkHocten anga MO (SW-CMM), HO ¢ akueHTOM Ha npobnembl nNpnobpeTteHns U noTpedbHOCTH
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noctn soamoxkHocten anga MNO (SW-CMM), HO ¢ akueHTOM Ha npobnembl npnobpeTeHna U noTpedbHOCTH
OTAENbHbLIX ML, U TPYNM, NNaHNPYoLWMX AencTeud no npuobpeteHuto NO n ynpasnsowmx Mn. Kaxabin ypo-
BEeHb 3penocT obo3HavaeT BO3MOXHOCTU Npouecca numeeT HeckonbKo KYI. Kaxgastyacte KMl umeeT uenu,
oOLMe NpU3HaKM N opraHn3aLnuoHHbIe MeTodbl, NpeagHasHavYeHHble ANns UHCTUTYLUoHanm3aumm ycTaHOBMB-
Lenca npakTukn. COBMECTHLIMU YCUNMUSAMU rocydapCTBeHHbIX opraHusaunn n IHCTUTyTa NporpaMmMHON UHXKe-
HEePU M NPOMBILLIEHHOCTU rpynna cneumanncToB No NpUobpeTeHno BHaYane paspaborana, a satemMm npoBena
KOHTPONbHbIE UCMIbITAHUSA K cnilaHnpoBana BHegpeHne SA-CMM. KU SA-CMM® npuesegeHa B Tabnuue 3.

[TOCKObKY 3HAYMTENbHLIA 0OBbeEM PaboT No MoaennpoBaHuto npouecca npnobpeteHns MO BbiN BLINOJI-
HeH apmunen, BM®, BBC 1 apyrumun dpegepanbHbiMU pOPMUPOBaHUAMU, B HACTOSILLEM CTaHaapTe ObINn obbe-
OVHEHbl U YTOYHEeHbI NyJllne pe3ynbTaThl 3TUX padboT, ncosgaHHad SW-CMM Oblna ncnonb3oBaHa B Ka4ecTBe
ApPXUTEKTYPHOU MOAENN.

Tabnwuwya 3— KnwueBas yactb npouecca SA-CMM®

YpOBEHb CocpenoTtodeHune KntoveBasa vyacTb npouecca
5 ONTUMMN3NPOBAHHbLIN HenpepbiBHOE yny4dweHue npouec- | VIHHOBaUMOHHOE yrpaBneHne npoueccom.
ca HenpepbiBHOE yny4leHne npouecca
4 KonnyecTBEeHHbIV KonnyectBeHHOE ynpaBneHne Konn4yecTtBeHHOE ynpaBneHne npuobpeTeHu-
eM.

KonnyecTBeHHOE ynpaBlieHne NpoLeccoM

3 OnpeaeneHHbIN CraHgaptusauuns npouecca [Tporpamma oby4eHus.
MeHepKMEHT PUCKOB NPUODBPETEHUS.

YnpaBneHne NcnoiHeHNEM KOHTPAaKTA.
YnpaBneHne BbIMONHEHNEM MNPOEKTA.
TpeboBaHus nonb3oBaTens.

OnpeaeneHve n obecnevyeHne npouecca

Z2 [loBTOpsiembin OCHOBHOE yrpaBlieHNe NPOEKTOM [lepexoq Ha NoagepxKy.
OueHnBaHue.

[TpocnexuBaHne M HAA30p 3a UCMONMHEHUEM
KOHTpaKTa.

YnpaBneHne BbINONHEHMEM MNPOEKTA.
PaspaboTka TpeboBaHUN 1 3anpoc Ha Npeano-
XXEHME K pyKoBoACTBY. [1naHunpoBaHue npmnob-

peteHusi [10

1 HavanbHbIn KOMMEeTEHTHLIN NepcoHar

6.25.3 UCTOYHUKMK
Cm. [38].

[TpnumedyaHnune— SA-CMM® asnsaetcs paspaboTkon VIHCTUTYTa nporpammHon nuxenepumn, Carnegie Mellon
University, PA 15213-3890).

6.26 CepnaACO 9000 — MmeHep)XMEHT KavecTBa

I D I I T O I
6.26.1 Lenb

ObecneveHne opraHn3auni CTPYKTYPON MEHEKMEHTA KavyecTBa U NpeaocTaBneHne BO3IMOXHOCTU cep-
TUpUKaL 1 ee ycnewHoro BHegpeHus.

6.26.2 OnucaHue

MCO 9000 aendaeTca cTaHaapTOM MeHeKMeHTa KadecTBa, cogepXxawmm 20 NyHKTOB, CBA3AHHLIX C
BbICOKMMW YPOBHSIMU Ka4eCcTBa, KOTOPLIM opraHM3aumns gofkHa cCoOTBETCTBOBAThL nepen nonyvyeHnem pernce-
Tpaunn no NCO 9000. NepBoHa4vanbHo paspaboTaHHbIv AN NPOMBbILLIEHHBIX OpraHmn3aLnmi gaHHbIA cTaHaapT
MOXET NPUMEHSATLCS ANS opraHnsaunn, paspabdaTtbeiBatowux O, HO anga atoro notpebyeTtcs ero bonee noa-
pobHoe TonkoBaHue. [No aton npnimnHe anga toro, 4tobbl MCO 9001 MoXKHO BLINO NCNONBb30BaTL AN pa3paboT-
K1, NocTaBkM KU conpoBoxaeHua MO, ¢ uenbio n3bexaHnsa TpyaHOCTEN N HESICHOCTEN ObINO paspaboTaHo
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pykoBoacTeo MCO 9000-3. NCO 9000-3 cogep:kunT 22 NnyHKTa, pa3paboTaHHbIX cneumanbHo Ans obnacTtu pas-
paboTku NMO. NMocKoNbKy 3T NYHKTEI bonee cneundundHel ans MNO, nx ypoBeHb A0CTAaTOUYHO BbICOK AN TOrOo,
4yTOOLI TPeboBaTh AanbHeuwen nHTepnpetaunn ACO 9000 ansa npumeHeHuUs K Kakon-nnmbdo opraHmsaunn, n B
HUX HE y4YnTbIBaeTCcHd 6e3onacHoCcTb MHPOPMAaLIMOHHBIX TexHonorn. CrnegyeT obpaTuTbe BHUMAHUE Ha TO, YTO
MCQO 9000-3 orpannunBaetcsa N0, Torga kak MCO 9001 nMCO/M3K 15408, kpome nporpaMmmMHBIX NPOAYKTOB U
CUCTEM, MPUMEHUMbBI TAKXKE K annapaTHbIM cpeACcTBaM.

CooTBeTcTBMEe NCO 9000 onpepenseTca HeE3aBUCUMBIMU ayanTopamMm, NpoBepsoWMMA PYKOBOACTBO
Mo KAYeCTBY U TEXHONOrMYecKMe npoLecchl opraHMsauumy, a Takke NnpoBoasaLmMmMm onpoc nepcoHana. CepTu-
dburkat MCO 9000 npegnaraetca TONbKO cneungprnyeckon opraHnsaumn, HanprumMmep, KOMnaHmm. 3TUM OH OTIN-
yaetcst oT moaenn SSE-CMM no NCO/M3K 21827, koTopast MOXET OLeHUBATLCS ANA OTAENbHOW rpynnbl U
NpoeKTa B paMKax KOMMaHun Unm opraHnsauunn.

MCO 9001 oxBaTbiBaeT 60nbLIYIO 0bnacTe npumMeHeHus, Yem TpedoBaHna MCO/M3BK 15408, o1 npuHa-
TUS KOHLUEeNUWUX NpoAyKTa A0 ero BbIBoAa U3 aKkcnnyatauun. 3To 03HaYaeT, YTo opraHusauunn, xxenarwen obiTh
sapeructpuposaHHon no MCO 9001 ¢ uenbo 3KOHOMUX BpeMeHM Ha OLeHKY, NMpuaeTcd BHEAPUTb CUCTEMY
yrnpaBneHuns Ka4ecTBOM, OXBaThiBalOLLY bonblue cbnacten, Yem tpebyetca ans oueHkn no NCO/MOK 15408.
OTa gononHutensHas pabota no obecneveHuto cooTBeTCcTBUA TpeboBaHnamMm MCO 9000 moxeT ObITb Heonpas-
naHHa.

BaxHo otmeTuth, 4To MCO 9000-3 asnsaeTcd nuulb pyKoBOACTBOM, U AN NONYYEHUA peructpaLmnm opra-
H3aLUWA OoIMKHa cooTBeTCTBOBaThL TpeboBaHmsim NCO 9001.

6.26.3 UCTOUYHUKK
Cwm. pasgen 2 MCO 9000, MCO 9001, NCO/MIK 90003 (nepecmoTtp MCO 9000-3).

[TpumevyaHms
1 NNCO 9000 n NCO 9001 aensitotes paspadboTkon komuteta MMCO TK 176 « MeHeg)XMeHT kayecTBa U rapaHTus

Ka4yecTBa» Co criegyowmnmMmm nogkoMmTeTamMmm:

NCO TK176/T1K 1 «MeHegXMeHT KavecTBa U rapaHTus KavecTBa. KoHUenumm n TEPMUHOIOTUNA R,

MCO TK 176/l1K 2 «MeHegXMeHT KavecTBa U rapaHtus kadectea. CuctemMbl ynpaBsleHnsa KavyecTtsoM. Benomora-
TelnbHbIE TEXHOIMOMMNY;

NCO TK176/T1K 3 « MeHegXMeHT KavecTBa U rapaHTuUs] KavecTBa. BcnomorarternbHble TEXHOMOTMN Y.
2 NCO/M3K 90003 siBnsietcs paspabotkom kommteta NCO/MIK CTK 1/TIK 7/PI" 18 «NHpopmaynoHHas TEXHOMO-

rvs. [1poekTnpoBaHue CMcTemM N NporpamMmmHoro obecnevyeHnss. MeHeXKMEHT KauecTBa.

6.27 UCO 13407 — opueHTUpOBaHHOE Ha YenoBeKka npoekTuposaHue (HCD)

1 - |
6.27.1 Uenb

[Mony4yeHne nocpeACTBOM OPUEHTUPOBaHHOIO Ha YenoBeKa NpoekTuposaHna bonee pabotocnocobHoro,
OOCTYMHOro Ana oby4yeHus UCNOoNbL3OBaHUIO N MPUEMIEMOro BO BCEX OTHOLLUEHUAX NPOoAYyKTa AN CHKEHUS
PUCKOB Be30nacHOCTN, CBA3AaHHbIX C PYHKLMOHUPOBAHNEM CUCTEMBI.

6.27.2 OnucaHue

[TpoLuecchbl OPUEHTUPOBAHHOIO Ha YenoBeka NpoekTUpoBaHmns MHTepaKTUBHLIX cnctem NCO 13407 0bb-
eauHeHbl cTaHaapToM, paspadboTtaHHbiM PI6 K4 TK 159/1CQO, B KOTOPOM AaHO pa3bsICHEHUE NPENUMYLLIECTB,
nony4vyaemblX NocpeacTBoM OOMbLUEro OPUEHTUPOBAHUSA XKUSHEHHOMO LUMKNA MHTEPAaKTUBHBIX CUCTEM Ha YEno-
BeKa, N MpuBeaeHbl Npouecckl, Heobxoanmble anst OpUeHTUPOBaHUS XXU3HEHHOTO LMKa Ha Yenoeeka. Moaenb
NPOLECCOB OPUEHTUPOBAHHOIO Ha YenoBeka XXU3HEeHHOro UuKna, npeacrtaBieHHasl B HACTOSALWEM cTaHgapTe,
ABNAETCA CTPYKTYPUPOBAHHBLIM U dopMann3oBaHHbIM onpegeneHnemMm opueHTUPOBaHHLIX Ha YernoBeKa Npo-
LeccoB, na3noxeHHbix 8 MCO 13407. NCO 13407 noneseH ansi cneumnanncToB B 061acTu OUEHKU U yIyUdLLIEHUS
NporpaMmMHbIX MPOLECCOB U TeX, KTO 3HAKOM C NMpoLeccoM MoaeNnMpoBaHUA UK y4acTBYET B HEM.

Mopaene, npeacTtaBneHHad B AaHHOM cTaHgapTe, npuMeHdaeT doopMmart, NpUcyLMi Mmoaensam oL eHKU Npo-
lecca. 9T Mogen onuceIBatoT npoLecchl, npeaHasHavyeHHble ANd BbINONMHEHUS opraHusaumnen ¢ Uenbio goc-
TUXKEeHUA NocTaBneHHbIX Uenen. Npouecchl B HacTodWwenn Moaenn onncaHel B goopMmaTte, onpeaeneHHoOM B
NCO 15504 B KOHTEKCTe OLEeHKM NpOorpaMmMHOro npoLlecca. XoTd Moaenb oLeHKU npoLecca B OCHOBHOM NPpUMe-
HAeTCca AN namepeHnsa adp@PeKTUBHOCT BbINONMHEHUSA opraHM3aunen npoLeccoB, BKIIOYEHHbBIX B MOAenNb,
noaoOHbIE MOAENN MOTYT UCTIONb30BATLCH KAK B KAYECTBE ONMMUCAHUS TOrO, UTO MOXET NoTpeboBaThCH ANA NMpo-
eKTUpOBaHUA W pa3paboTKM 3PPEKTUBHBIX NPOLECCOB YNpaBfieHUA MNPOEKTOM U OpraHM3aLUoHHbIX
NpPoOLEeCCOB.
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Mopaenb 3penocTtn BoamoxHocten (UMM), ocHoBaHHaa Ha NCO 13407, onuceiBaeT ceMb NMpoLECCOoB,
KaxkablA N3 KOTOPBLIX onpeaeneH Habopom Ba3oBLIX NPaKTUK. 3TU DA30BbIE NPAKTUKK onpeaenerbl. Kaxaomy
npoLeccy onpeaeneH Habop padounx npoaykto. B MCO/M3K 15504 npnBeaeHo KpaTtkoe onnucaHme wkansl
OLLeHKW 3penoCT NPOLECCOB, N3NOXEHBI OCHOBHbIE MPUHLUMNLI MPUMEHEHUA Moaenun, AaHa oopMa 3anmcu U
onncaHo ee NpUMeEHeHNe, a TakKe NpeacTaBeHbl 0TobpaXeHUda basoBbIX NpakTUK Ha npouecckl B SPICE (npo-
rpaMmmMa MoaenmpoBaHUsa ¢ opueHTaunen Ha uHTerpanbeHble cxemobl), CMM n SE-CMM. Moaenb npoueccoB
cooTBeTcTBYeT TpeboaHnam NCO/M3K 15504.

UTto KacaeTtcsa paspadboTtynkoB cuctem u N0, npuMeHeHne OpUeHTUPOBAaHHOIO Ha YenoBeka noaxoaa
naeT B pesynbTaTte bonee paboTocnocobHbIN, AOCTYMHLIN ANl 00YyYeHNS UICNOSb30BaHUIO U MPUEeMNeMBbIA NPOo-
OYKT U NPUHOCUT BonblUee yaOBNeTBOPEHUE nonb3oBaTtento. OpMeHTUpOBaHHOE HA YeNoBeKa NPOeKTUpPOBa-
HAE MOXET CHUXaTb PUCKU Be30nacHOCTU, CBA3aHHbIe ¢ akcnnyataunen cuctemol. OpUeHTUPOBAHHBIE Ha
YyerioBeka npouecchl TpedyoT DONbLUMX BIIOXEHUN HAa paHHUX CTaAUAX XKU3HEHHOTO LIMKNAa, HO, Kak OKa3anoch,
coKpallatoT pacxobl He TONLKO Ha OBCNyXMUBaHUe, HO KU Ha pa3paboTKy. B 4YaCTHOCTU, OPUEHTUPOBAHHBLIE Ha
yenoBeka NPoLecchbl CHMXKaT PUCK HEOXUAAaHHbIX N3MEeHEeHUN TpeboBaHMN N CBA3AHHbLIX C Nepeaenkon u
MHCTaNNALNEN PUCKN.

Llenbio OpueHTUPOBAaHHOIO Ha YenoBeka noaxoaa siBNsieTca HanoMuHaHmne paspaboTynKky 1 BnaaenbLy
00 NHTEpPaKTUBHOM CUCTEME O TOM, YTO CUCTEMA NnpeaHasHavYeHa B OCHOBHOM A1 UCNOMNb30BaHUS, a He ANs
OOCTaBKN UM 3aKyNKU. OpUEHTUPOBaHHbIE Ha YenoBeKa NpoLecchl MO3BONSAT pa3paboTyuMkamMm nBnagenbsLam
aHanMsnpoBaTh NoOBedeHNe CUCTEMEI B MpoLecce ee 3KkcnnyaTtauMm n oLleHUBaTh ee Ka4eCcTBO U A0oBepure KHel
B npouecce padboTbl. OprUeHTUPOBaHHbLIE HA YeIoBeKa NPOoLECCHl YYUTLIBAKOT YCIIOBUSI UCMOMb30BAHUS U Cpe-
Oy, B KOTOPOW ByaeT Mcnonb3oBaTbCs MHTEpaKTuBHaga cuctema. OpueHTUpoBaHHbIE Ha YefloBeKa NpoLeccehl
CBA3aHbl C UHTErpUPOBaHHOU CUCTEMOUN, KOMNMOHeHTaMn KoTopoun sasnatoTeAa 1O nannapatHele cpeactea. Opu-
EHTUPOBaHHbIE HA YeNIOBEKA CUCTEMbI OKa3bIBaOT NOAAEPXKKY NOMb30BATENSIM U MNOOYXAAKOT UX K 0DYUYEHUIO.
[TpenmyulecTBa 0by4YeHUA MOTYT BKNOYAaTh B CeDS: NOBLILLEHNE NPOU3BOANUTENBHOCTU, YNyYlleHNe KavyecTBa
paboThl, COKpalleHne noaaepKk1u U BpemMeHn obyueHuns 1 NoBblLLeHWUE A0BEPUSA K PYHKLMOHNPOBAHUIO.

6.27.3 UCTOYHUKMK
Cwm. pazgen 2 NCO/M3K 15504-1.
Cm. [4].

[MTpnmevaHnune—IMCO13407 snsaetcsa paspabotkomkomuteta Pl 6/T1TK4/NCO TK 159 « OproHomumnka. proHo-
MWK B3aMMOOENCTBUS YenoBeK — MalmHa. OpUeHTUpPOBaHHbIE Ha YernoBEeKa Npouecchl NPOEKTUPOBAHUSA UHTEPAKTUB-

HbIX CNCTEM?).

6.28 XapakTepucTuka paszpadboTyuka (B o6LLEeM)

: )

6.28.1 Lenb

lcnonb3oBaHKMe NPEXHETO YCNELWHOIo OfblTa N A0J1A YCTNELUHbBIX MNMOTMNbITOK KaK NMOKa3aTeJ1d KavHeCTBa Npo-
[PaMMHbIX CpedCTB 3dllTbhbl AaHHbIX.

6.28.2 OnucaHue

XapaKkTepuctuka paspabdboTymka npeanonaraet MeTo onpeaeneHns npuemMnemMmocTn CBUOETENbCTBRA,
OCHOBaHHbIN Ha MOoATBEPXAeHUU UOEHTUYHOCTU aBTopa CBMAETEeNbCTBA, UCMOMb3y4A npedblayLllyo Ao
YCMNELWHbIX NOMNbITOK (T. €. AOCTMXKEHUIN), KOTOPLIE ObINK NOMyYeHbl OTAeNbHBIM NLOM/OpraHn3aunen Npu pas-
paboTKe, aKkcnnyataunum 1 NPpoBepKe NPOayKTOB U CUCTEM DBEe30MacHOCTU. XapaKTepucTuka MOXeT OCHOBbI-
BaTbCH Ha NOATBEPXAEHUN NOEHTUYHOCTU KaKOro-nndo oTAenbHOro nuua unn opraHmsaumm, npeactaBuBLLINX
3TO CBUAETENLCTBO. bonee Toro, Xapakrepuctka MoXXeT KnaccupuumpoBaTbCcs Ha OCHOBaHWUU ponen oTaenb-
HOMo N a/opraHnsaLnmn Kak xapakTepuctika paspaboT4nKoB, OLIEHLLIUKOB N yTBEPXXAaroLWKUX ML,

[MpeablcTOpnSa MOXeET ObiTb popMannM3oBaHa B paMKax KoNnfeKTmBa, 3aHuMmarowerocs obecrnevyeHmem
besonacHocTu KT. byayun dpopmManmn3oBaHHOW UMW HET, 3Ta XapakTepucTmnka iBNSAeTC UCTOUYHUKOM MHAOP-
MaLnK, AICNONMb3YEMOUW B AaHHbLIN MOMEHT, XOTS Ha bonee HedpopManbHON OCHOBE, TAKOW KaK « OBEPUE» ; MHO-
rme NpPoAyKThl/CUCTEMBLI BEIDUPAOTCH Ha OCHOBE penyTauun paspadbotymka Mnm uHtTerpaTtopa.

BapnaHTOM XapaKTepUCTUKU, CeEpbe3Ho paccMaTpUBaEMbIM B HEKOTOPLIX MHCTAHLUUAX, SIBNSAETCH XapakK-
TepUCTUKa aoBepus K paspadbotumky. [loBepue K paspaboTumky nogpasymeBaeT nposegeHne paspadboTynkom
TECTUPOBAHUA U OLEHKN BHYTPU PUPMBI U POPMYNUPOBaAHNE YTBERXKAEHWNSA O AOBEPUN, OCHOBAHHOIO Ha BHYT-
peHHUX npoueaypax pupm. OTMeTKa paspadboTynka o AOBEPUN HE MOXKET 0DbecneYvnTb TakoM XKe YPOBEHb A0BE-
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PDUSA, Kak TECTUPOBaHWEe He3aBUCUMOW TPETbEN CTOPOHOW, HO HEKOTOPbLIE CTOPOHBLI CHUTAOT, YTO pa3paboTka
CXeMbl pacno3HaBaHUA AOBEPEHHbIX pPa3paboTUMKOB MOXKET COOTBETCTBOBATb MHOMMM KOMMEPUECKUM
TpeboBaHUSAM.

6.28.3 UCTOUYHUKMK
Cm. [43].

[TpunmeyaHnune— dopmanuizayuio NoHATUA «[1pegbicTopus paszpaboTynka» MOXHO HAUTU B TaKMX MeToaax
rapaHTum npouecco, kak CMM (cm. 6.21) n NCO/M3IK 15504 (cm. 6.20), B «ATTecTaumm nepconana» (cm. 6.36 n6.37)n B

Heknapaunm nocrasBwmKka 0 COOTBETCTBUM (CM. 6.24).
6.29 UCO/MIK17025 — poBepue K atrectauum

I D I I
6.29.1 Uenb

Llenbto obecnevyeHnst 4oBepus K aTTecTauun sSIBNSeTCs rapaHTUpoBaHWe COMoCTaBUMOCT BCeX NMpoLe-
Oyp v pesynbTaToB OLUEHKU Anst obecneyeHns COOTBETCTBUSI BCEM PENEBAHTHLIM CTaHAapTaM, a TakKe rapaH-
TUPOBAHNE OOBEKTUBHOCTU U HENTPANbHOCTH.

6.29.2 OnucaHue

COonocTaBUMMOCTb BCEX Npoueayp U pe3ynbTaToB OLEHKM Ans obecneyvyeHUs COOTBETCTBUA BCEM pene-
BaAHTHBLIM CTaHAapTaM, a Takke 00BbEKTUBHOCTb M HEUTPAanbHOCTbL 00OPa3yloT OCHOBY AOBEPUA K aTTecTaluu.
O ns npoueaypbl obecnevyeHnst AOBEPUA KaTTecTaLnum TpebyroTca cpeacTBa OLUEHKNU C Lenbo NpeaocTaBneHus
NoKasaTenbCTBa COOTBETCTBUSA YCNOBUAM U KBANUPUKALUOHHBIM TpeOOBaHUAM.

CornacHo UCO/M3BK 17025 TpeboBaHUsAMU No aTTecTaunm ABnsitoTCS:

a) 1 CobniogeHne cooteeTcTBYOWMX YacTen MCO/M3BK 17025 (Bknovas AokasaTeNlbCTBO KOMMNETEeH-
THOCTW Ansi Bcen obnactn bezonacHoctT UKT).

b) 2 dokazaHHaa TexHn4yeckasi KOMNETEHTHOCTb B KOHKPETHOW obnacTtu oLeHKU (ecnn Heobxoanmo, B
HEeCKONbKNX 0B1acTAX OLLeHKW).

CnepoBaTenbHO, Npoueaypa artrectauun, npusegeHHas B Tabnuue 4, obveanHdaeT 0a3oByO aTTecTa-
Lo (cobntogeHne TpeboBaHMK B AONONMHEHMNE K NYHKTY 1 nepe4vncneHnsd a) u, no MeHbllen mepe, oaHy npoue-
aypy nuueHsnpoBaHua [cobntogeHne TpeboBaHMA B ACNONMHEHUE K MYHKTY 2, NepevyncneHus B)J.

Tabnwua 4 —Tlpoueaypa arrectaumm

[lone nuyeHanpoBaHus 1 [Tone nuueHanpoBaHus 2 [Tone nnueH3npoBaHus n

ba3oBas akkpegntauus B coorBeTcTBuM ¢ MCO/M3IK 17025

CpeacTteaoueHKN, UCNoNb3yemMble prusnvyeckMMm Unn iopuanyeckumMmm nmuamMmm no YacTHOMY nNpaBy, MOTYT
ObITb aTTECTOBAHLI NO CornalleHunto No atTectaunm, AOCTUTHYTOMY MeXay cepTUPUKaLIMOHHON opraHnsaumein
nonepatopoM. [NpeasaputenbHoOe yCcnoBue ANgd atTecTalnm 3aknoyaeTcsa B TOM, YTO 3TU OLUEHOUYHbIe OpraHiu-
3aLun He MOTYT y4acTBOBaThb B pa3paboTKe, U3roTOBNEHNN UMW NpoJae Ha pbiHKe NpoayKuuK, noanexalueu
oueHke. CnegoBaTenbHO, B NPpUHLUMNE 3TO He MPensaTcTByeT BO3MOXHOCTM aTTecTauun Tak Ha3blBaeMblX
«nabopaTopun NocTaBLLUUKa» .

B KauecTBe OCHOBLI NpoLuecca aTTecTauum gaHHbIM cTaHaapT cneundnymnpyeT obLmMe KpUTEPUN TEXHU-
YEeCKOW KOMMETEHTHOCTU UCNbITATENBbHLIX NabopaTopui, BKNoYas NOBEPOUYHbIE NabopaTopun, HE3aBUCUMO OT
paccmaTtpusaemon otpacnn. NCO/M3BK 17025 npegHasHaveH Ang Mcnonb3oBaHUA UCNbITaTeMbHBIMK Nabo-
paTOPUAMU N UX CEPTUPNKALMOHHBIMU OpraHu3aLnaMi, a TakKe gpyruMmm opraHamm, CBA3aHHbIMW C MPU3HaHU-
eM KOMMETEHTHOCTU WCNbITATENbHLIX NabopaTopuin. ITOT Habop KPUTEpPUEB MOMNOMHAETCA B Clydae
MPUMEHEHUSA K KOHKpeTHOMY cekTopy besonacHocTn UKT.

[TpumeyaHune—OueHkaHe3aBNCMMON TpeTben cTopoHoUn No «Obwmm kputepmsam» no MCO/M3I3K 15408 npo-

BOOUTCH CEPTUPULNPOBAHHBIMU U JIMLLEH3NPOBAHHbLIMY OLIEHOYHbLIMY OpPraHM3aunsaMmn B COOTBETCTBUM C TpeboBaHNAMU
MCO/MOK 17025.

6.29.3 UCTOUYHUKMK
Cm. [11]1un[12].

[MTpumevanune—MMCO 13407 asnaetcsa pazpabotkon Pl 24 MCO/KACKO KomnteT no oueHke COOTBETCTBUA.
OueHKka n atrecrauus.
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6.30 UICO/M3IK 13335 — MeHeaXMeHT 6e30onacHOCTU UH(hOPMALMOHHBIX U TeNeKOMMYHUKaLU-
OHHbIX TeXHONOIrnun

6.30.1 Uenb
[MpegocTaBneHme obLero pykoBoacTBa No oLUeHKe U MeHEeKMEHTY PUCKOB Be30MacHOCTM.
6.30.2 OnucaHue

NMCO/M3K 13335 coCTOUT N3 cepumcTtaHaapToB U TEXHNYECKNX OTYETOB ANsi obecnevyeHnUs pykoBoACTBA,
HO HE ANA NPUHATUA peLleHIn No acnekTam ynpasneHunst 6e30nacHOCTbHO MHPOPMALMOHHBIX N TENEKOMMYHUN-
KaLWoHHBbIX TexHonornn (NTT). Jlnya, otBevatowne 3a desonacHoctb KT B pamkax opraHusaunm, O0DKHbI
yMmeTb agantupoBaTtb matepuan NCO/M3BK 13335 ansa yaoBneTBopeHUs ee cneundpmnieckmx notTpedbHocTen.
OcHoBHbIM HazHaveHnem NCO/MOK 13335 asngaeTcs:

1) onpegeneHue nonucaHne NoHATUN, CBA3aHHbLIX C ynpaBneHmem dbesonacHocTbio TT;

2) naeHTudpmKauna B3anmMocBssen mexay ynpasnenmem desonacHoctsio UKT n meHegpkmeHToM VKT B
LEenNoM;

3) NpeacTaBneHne HeCKONbKUX Moaernen, KOTopble MOTYT MCNONb30BaThLCA ANd pasbACHEHUSA NOHATUS
«besonacHocTb AT Tr»;

4) npepocrtasfieHWe obLEro pykoBoAcTBa no MeHemxmeHTy besonacHocTtelo UTT (PMBUTT).

MBEWT T onucbiBaeT 0OCHOBHbLIE MOHATUSA, NeXXalle B OCHOBE OLEHKU pUCKa U MeHeaKMEHTa PUCKA, BKITHO-
yasi TePMUHOIOTNIO U OB NpoLecc oUeHKN U MeHepKMeHTa PUCKOB.

MBUTT paspaboTtaHo ansa ynpasneHuns npobnemammn MHpopmMmaunoHHON 6e30nacHOCTU B LIeNIOM C y4e-
TOM TaKNX BOMNPOCOB, Kak TeEXHUYeCKMe, pU3nyeckume, npoLeaypHele M aaMUHUCTPATUBHEIE Mepbl yripaBneHus.
MBWTT He TONbKO ABNSIETCS OCHOBOW OKasaHUA MOMOLLM opraHusaLnm B pa3padboTke U ynydlleHnn cOOCTBEH-
HOW apXUTEKTypbl MHPOPMALUMOHHOW ©e30nacHOCTU, HO U npeaHasHa4vyeHo ANs yCTaHOBNEHUA OBLHOCTI
MeXay opraHusaumen.

MBUTT obecneunBaeT CTpyKTYpy MeHekMeHTa besonacHocT UTT. MBUTT coaepxnt obcyxaeHue
BbICOKOYPOBHEBLIX MOHATUN 00 ynpasneHun dbesonacHocTeio UTT 1 BBOAUT 0OLWLME TpeboBaHUA K aHaNN3Y U
MEeHeKMEHTY pUCKa M MeTodbl OCYLLECTBIEHUS 3TOrO aHanmsa n MeHepKMeHTa.

[Tpouecc MeHeaXXMeHTa pyUcka, onpeaeneHHbl B paspadbaTteiBaemon vactn 2 MBUTT, TpebyeT BHegpe-
HAS COOTBETCTBYIOLWNX Mep ynpaBneHus W npeanaraet KOHKPETHble Mepbl ynpaBneHusl, BblbpaHHbIE U3
MCO/M3K 17799 nnun ns PykoBoacTaa no 3awute 6asbl AT.

MBUTT ns NCO/M3IK 13335 HaxoauTca Ha cTagmm nepecmMmoTpa n4acTU4HOro MUSMeHeHUa npeablayLmnx
n gencteyrowinx PMBWT. o 3asepleHun atoro npouecca PMBUT moxeT BKNOUATEL criegyroline 4yactu noa
obwnm HanmeHoBaHneM «MHdopmaLnoHHaa TexHonornsa. Metoabl U cpeacTBa obecneyeHuUst 6e3onacHOCTN.
MeHepkMeHT Be3onacHOCTU MHPOPMAaLIMOHHBIX U TENEKOMMYHUKALMOHHbBIX TEXHONOMMN

- yactb 1. KoHuenuun n moaenn MmeHegKmeHTa 6e3onacHOCTU MHPOPMAaLMOHHBIX N TENTEKOMMYHKKa-
LMOHHBIX TEXHOOMN;

- Yyactb 2. MeToabl U cpeacTBa MEHEAXXMEHTa PUCKOB Be3onacHOoCTU MHPOPMAaLMOHHBIX U TENEKOMMY-
HUKALNOHHBIX TEXHOOTUN.

NCO/M3BK 13335-1:2004 OTMEeHSeT 7 3aMeHseT NCO/M3K 13335-1:1996 7
NCO/M3K TO 13335-2:1997. OH Takke BkntodaeT B cedba MCO/MIK TO 13335-5:2001.

NCO/M3K 13335-2 otmeHdaeT n 3ameHdeT MCO/MIK TO 13335-3:1998 u MCO/MOBK TO 13335-4:2000.

MCO/M3BKTO 13335 BkntovaeT B cebsd cneaytowne Yactn noa oowmm HanmeHoBaHem « MHpopmaLnoH-
Hada TexHonoruda. PykoBoacTBO N0 MeHeaKMeHTY besonacHoCTU AT»:

- yactb 3. MeToabl MeHeaxmeHTa besonacHocT UT;

- yactb 4. Bbibop 3alUTHBIX MEP;

- 4yacTb 5. PYyKOBOACTBO MO MEHEXKMEHTY DE30NacCHOCTU CEeTH.

6.30.3 UcTOUYHUKN

Cm. pasgen 2 WNCO/M3BK 13335-1, WNCO/MOBK TO 13335-2, MNCO/MOBK TO 13335-3,
NCO/MIK TO 13335-4, UICO/M3BK TO 13335-5, ICO/MIK 17799.

CmMm. [33].

[TpumevyaHwms

1 MCO/M3K 13335 siBnsietca peaynetatom paspabdbotku Pl 1/TIK27/TO 1 UCO/M3K «NHdhopmaunoHHas TEXHONO-
rmsa. MeTtoabl n cpeacrtea obecneveHns besonacHocTu. TpeboBaHus, yenyrm no obecneveHunto 6e30nacHOCTU U PYKOBO/-
cTBa.
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2 NCO/MOIK 13335 Kk momeHTy naganmnsa MCO/MOIK 1544 3-2 Haxoawnncs Ha cTaaum nepecmoTpa, BKIoYasa peCcTpyk-
Typu3auuio n uameHeHne HammeHoBaHus. [lnannpoBanocek, 4To HoBble YacTn MNCO/MOK 13335, paHee nmeBLLNE HAaNMe-
HOBaHMe «PykoBoacTBa no MeHemKMeHTy besonacHoctn UT», bByayT HOCUTb Ha3dBaHne «MeHeaXMeHT B6e30nacHOCTH

NMHPOPMALNOHHBIX U TENEKOMMYHUKAUMOHHbIX TexHonormm», MbUKT.
6.31 BS 7799-2 — cucrtemMmbl MeHe)KMeHTa UHcdopmMmaLnoHHou bezonacHocTU. Cneundumkaumnsa c

PYKOBOACTBOM NO NPUMEHEHUIKD &
| o |
6.31.1 Uenb

dopmunpoBaHne TpedboBaHUA NO CO34aHUO U MeHeQXKMEHTY 3p(PeKTUBHOWU CUCTEMBlI MEeHEedXXMEHTa
MHpopMaLoHHoM beszonacHocT (CMUB).

6.31.2 OnucaHue

B BS 7799-2 nogpobHo nanaratotcd TpeboBaHUA No co3gaHuio, BHeApPEeHUIo, akennyaTtaunum, MOHUTOPUH-
ry, NPOBepKe, noaaepXaHuo 1 ynydlleHno gokymeHtTnposaHHon CMUWB B KOHTeKCTe 00LWnX AeNOBLIX PUCKOB
opraHusauun. B Hem Takke onpegeneHbl TpeboBaHMS Mo BHEAPEHUIO Mep ynpaBneHnsa 6e3onacHoCTbIo, agan-
TUPOBaHHbLIE A1 NOTPebHOCTEen oTAENbHbIX OpraHmnsaLnm n ux nogpasgeneHui.

CMWB, paspaboTtaHHasa ¢ nomoubio BS 7799-2, yduteiBaeT oOLWME AENMOBbLIE PUCKUA OpraHM3aLnm npu
onpegeneHn agekBaTHbLIX M NPONOPLMOHaNbLHBLIX Mep ynpaBneHust 6e30nacHOCTbLHO ANS 3aluThl MHdopMaLL K-
OHHBIX aKTUBOB M obecneveHnst 40BepUda NoTpebutenen n apyrux 3amHTepPeCcoBaHHbIX CTOPOH. YYeT oDLKnX
0enoBLIX PUCKOB opraHusaunm n obecneveHune goBepust NoTpebutenen n Apyrux 3amHTepecoBaHHbIX CTOPOH
OOIMKHO nogaepXMBaTb U YCUNMUBATL KOHKYPEHTHOE NPpeuMyLLecTBO, YBeNMMYMBaTbh AeHEXHbIN MOTOK, NpuU-
ObINLHOCTL, yNy4lllaTh NPaBOBOE COOTBETCTBUE N KOMMEPYECKNN UMUK OpraHn3aLun.

OnaagpdpekTBHOrO PYHKUMOHNPOBAHUA OpraHmnsal g AoHKHa naeHTUPULNpoBaTb MHOTME BUObI CBOEN
OeATENbHOCTU U ynpaBnsaTb UMW, J1lobasi COBOKYNHOCTb BUAOB AEATENbHOCTU, UCMNOMb3YOLWAaa pPecypchl,
MOXET paccMaTpuBaTbCs Kak npouecc, npeobpasyrlnin BXoAHble AaHHbIE B BbIXoAHbIE. HacTo BbIXOAHbIE
OaHHble OAHOro Npolecca HenocpeacTBeHHO POPMUPYIOT BXOAHbIE AaHHble nocneaytolero npouecca. [pu-
MeHeHWe CUCTEeMbI MPOoLECCOB B paMKax opraHusauum, Hapagy ¢ uaeHTugpukaumen n s3anmMmoae UCTBUAMM 3TUX
NPOLECCOB N PYKOBOACTBOM UMW, MOXHO Ha3BaTb «MPOLLeCCHBLIM NOAX0A0MY.

BS 7799-2 ncnonb3yeT npoLeccHbIM Noaxod, 4Todbl NoAYepKHYTh AMA CBOUX MONb30BaTENen BaXXHOCTh:

a) 3HaHus TpeboBaHUN be3onacHOCTN AenoBon MHoOpMaL M M HeOBXoANMMOCTN POPMUPOBAHUS NMONN-
TUKA U Lenen nHpopmMaLMOHHON Be30NaCcHOCTU;

b) BHeapeHUs 1 akcnnyaTauum Mep ynpaBneHnsl B KOHTEKCTe MeHemKMeHTa o0LnX AenoBbIX PUCKOB
opraHunsauum;

C) MOHUTOPWUHra n aHanusa pyHkunoHupoBaHua n adpdpekTtusHoct CMUB;

d) NOCTOSAHHOMO ynydlleHNa Ha OCHOBE ODBLEKTUBHOMO M3MEPEHUS.

OCHOBHOW Modenbio npouecca, npumeHsaemon BS 7799-2, asndaetca moaenb «naHUpoBaHUE — OCY-
LiecTBNeHne — nposepka — aenucteue» (PDCA), KOTOPYIO MOXHO HAUTU BO MHOTMX cTaHgapTax TEXHOMNOIMU-
YeCKMX NpOoLLEeCCOB.

6.31.3 UCcTOYHUKMK
Cm. [53].

[TpumevyaHwmns

1 BS 7799-2 asnsaetcs paspadboTtkon BSI (bputanckum nHetutyT ctadgaptoB), 389 Chiswick High Road, London
W4 4AL, United Kingdom.

2 BS 7799-2 6bin onybnukoBaH B Ka4ecTBe HaunoHanbHoro ctangapta AS/NZS-2 — 2003 B AscTpanumn n Hogon
3enaHgum.

6.32 UCO/MIK 17799 — npakTu4deckue npasuna MmeHeg)XMeHTa UHpopMaLMOHHON Be3onacHoC-

T™] &
| O

6.32.1 Uenb

Co3gaHune CTpyKTypbl, no3sonstowen dupmam paspabdarbiBaTb, BHEAPSATE U U3MeEPSTb 3 EKTUBHYIO
NPaKTUKY yripasneHns 6e3onacHOCTbIO, Kak NpaBuno, Ha YpOBHE OpraHusaLmnu.
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6.32.2 OnucaHue

MCO/M3BK 17799 aBnseTtca mexagyHapoaHbIM CTaHO4apTOM, BKIoYaoWwmMM B cedsl nepeJoBOW ONbIT B
obnactn unHdpopmaunoHHon BesonacHoCTU. BnepBble OoH ObIN onybnukoBaH kak BS 7799 oo npuHATUSA
NMCO/M3K 17799 nocpeacTBOM YCKOPEHHOW NMpoLeaypbl ¢ UICNONb30BaHUEM 0DLLea0CTYNHON crieundnkau .
[TlepBOHa4anbLHO OH ObIN pa3padboTaH B OTBET Ha TpeboBaHME CO CTOPOHLI MPOMbBILLNIEHHOCTM NO CO34aHUIC
obLLen CTpYKTYpPbI, No3BoNsitoWwen drupmam paspabaTteiBaTth, BHEAPSATE U N3MePATb 3R EKTUBHYIO NMPAaKTUKY
yrnpaBneHunsi besonacHOCTLIO U obecneunBaTh aoBepue K Toprosne mexay dupmamm. MCO/MOIK 17799 ocHOo-
BaH Ha nepeaoBOM OnNbITEe B 0bnactu MHpopmMauMoHHOW Be30NacHOCTN BeayLUX BpUTaHCKUX 1 MeXayHapoa-
HbIX KOMMeEpYeCcKUX NpeanpusaT U nonyvyun LWMpoKoe MexayHapoaHoe npusHaHue.

MCO/M3BK 17799 asnseTtcsa cBOAOM NpaBn ANd Ka4YeCTBEHHOro ynpasfieHns MHQopMaLMOHHON Be30o-
nacHoCTblo. PoacTBeHHBIM BS 7799-2:1999 aBnsaeTca cneyundpukaumMen cunctem MmeHepkMeHTa MHpopMaLnOH-
HoW Be3onacHocTU. CTaHAapT NPUMEHANCH Kak cneundunkaumna TpedboBaHUN K CUCTEME MEHEMKMEHTa, B
CPaBHEHWU C KOTOPLIMU MOXXHO OLleHMBAaTb OpraHn3aLnio Ha COOTBETCTBME U NocneayloLWyo cepTugukauunio.
BS 7799-2 nybnnkoBancs Kak HaLoHalnbHbIM CTaHOapT B ApYrnMx cTpaHax.

NMCO/M3BK 17799 MOXKXeT NPUMEHSITLCH KO BCEU MHOpMAaLIMA HE3ABUCMO OT BUAa HOCUTENEN, HA KOTO-
PbIX OHa XpaHUTCA nnepeaaeTcd, U MecTa ee pasMelleHnsa. Kaxxgoe kommMmepyeckoe npeanpuaTme HyxxgaeT-
CHl B CUCTEME MOCTOAHHOIO MEHePKMEHTa PUCKOB ee MHopMaUMn, U JaHHbIM CTaHAapT NpeacTaBnsaeT cobou
PYKOBOACTBO MO NyYLlIUM AOCTYNHLIM MepaM yrnpaBneHus. BaxkHo, YyToObl COOTBETCTBYIOLLNE MEPLI U LIenun
yrnpaBneHunsi BeIbpanicsb ¢ UCNOMb30OBaHMUEM NpoLiecca OLEHKM pucka U NPUMEHeHUs NpaBUnbHOCTU YPOBHS
ynpaBneHus.

B UCO/M3K 17799 ycTaHOBNEHI crneayolme Mepbl ynpasneHUd, onpeaensaolme XopoLyo npakTuky
obecneyeHunst 6e3onacHOCTU B NPOMbILLUNTIEHHOM CEKTOPE:!

- NonNUTUKa MHpopMaLMOHHON Be30NacHOCTK;

- opraHusauusi besonacHoCTu;

- Knaccudukauma akTMBOB U yrnipaBieHne UMu;

- NMMYHaA 6e30nacHOCTb;

- unsmnyeckas n akonornyeckas 6e3onacHoOCTb;

- KOMMNbHOTEPHOE N CeTeBoe yrpaBneHne;

- ynpaBneHune goOCTYNOM K CUCTEME;

- paspaboTka 1 obcnyXnBaHme CUCTEM;

- NnaHupoBaHWe HenpepbIBHOCTU BU3Heca;

- COOTBETCTBME.

6.32.3 UCTOYHUKMK

CMm. paszgen 2 NCO/M3BK 17799.
CmMm. [53].

[MTpnumevanune—VNCO/MIK 17799 asnsaetcs paspaboTkon paboven rpynnel Pl 1/T1K 27/CTK 1 NCO/M3K
«nhbopmaymoHHas TexHonorusa. Metoabl n cpeactea obecneveHnss bezonacHocTu. TpeboBanHus, yecnyrm no obecneve-
HUIO BE30NAacCHOCTU N PEKOMEeHAALIMN ».

6.33 FR — ucnpaBneHue pgecektoB (B 00LLeM)

6.33.1 Uenb

[Nony4eHune LenecoobpasHon nHdopMaLuu o gedekTax n cbosax U ux ncnpasneHne, Koraa npogyKkT Haxo-
ONTCHA Ha cTagun BHeAPeHUsa U aKkcnnyaTtauun.,

6.33.2 OnuncaHue

[Mpwn BHEAPEHUX NN 3KCTyaTaunm Npoaykra HemcnpaBHOCTU U AedeKkTbl noasepratoT NHPopMaLMOH-
HYIO CUCTEeMYy OnacHOCTU HenpaBuIibHOro cpabartbiBaHUA W/nnn ataku. Ha aTon ctagun cneayeT BbINOMNHATD
cneayroLne npasuna:

- onepaTop ACIMKeH NoaaepKMBaTb CUCTEMY B 6€30MacHOM COCTOSAHUU, HAanNpuMep, NPUMEHSAS CUCTEeMBI

obHapyXeHus, OOHOBNSASA CBOHO CUCTEMY C MOMOLLbHO HOBENLLUX NaTyYen NN NocpeacTBOM BPEMEHHOIO orpa-
HUYeHUA ee PYHKUMOHATBbHBIX BO3MOXXHOCTEMN;

- onepaTop A0BKEeH HanpaBnaTe MHQopMauuo 0b atakax U cbosix B COOTBETCTBYIOLLME UHCTaHLNN,
Hanpumep, paspaboTuunKy, B LEHTP DOPLOLI C Ype3BbIYaNHLIMUA CUTYALMSIMU, aAMUHUCTRATOPY, NoNb3oBaTe-
NAM;
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- paspaboTyuK goSmKeH oTBeYaTh 3a CBOM MPOAYKLMIC M CUCTEMBI, BblaBasA COOTBETCTBYHOLLME PEKOMEH-
navunn BceM NoTeHLUanbHo 3aMHTEpPeCcoBaHHbIM NMofb3oBaTeNaAM, paspabaTbiBas 1 pacnpeaensas «3annaTtkuy
anauncnpasneHnsa cboes/aedekToB, yrpoxaowmnx besonacHocTn. CnegyeTt NpUMEHATb CUCTEMY pacnpejere-
HUA NPOrpaMMHbIX CPEACTB 3aLWnThl AaHHbIX.

Bce 06g3aHHOCTM AOTKHBI ObITh hopMann3oBaHbl, HAaNpUMep, OTBETCTBEHHOCTb pa3paboTymKa 3a CBOU
MPOAYKTBI U YCIYTN, CBOEBPEMEHHYHO KOPPEKL Mo OLLNDOK, a Takke paspellueHune Bcex npobrnemM nonb3oBaTens
1M 00a3aHHOCTb 3a pacnpeaeneHne «3annaTok» BCeM Nonb3oBaTensam nocne paspeleHns npobnemMsl ogqHoro
13 HUX.

McnpaeneHue aedekToB 0ObIMHO CHUTAeTCA HE3aBUCUMBbIM OT NMoaaepXXKu peNTUHra OLEHKMA.

«3annaTkamMmm» ABMAIOTCHA NporpaMmel, ycTpaHsawowme owndbkn nnm cnabelie mecta B 10, a Takke ogHUM
3 Hanbonee pacnpocTpaHeHHbIX METOA0B UcnpaBeHna AedeKkToB B cucTemMe 3awmTbl. OgHako MHCTannaums
HOBEWLLMX NOCTaBNAEMbIX NPOAABLOM «3annaTok» He ABNAeTCs naeanbHbIM pelueHmnem npobnem besonac-
HOCTW, TaK Kak:

- HenpepbIBHbINA NOTOK «3anaTok» MOXeT ObICTPO «3aTOMUTb» aAMUHUCTPATOPOB, KOTOPLIE U Tak obpe-
MeHeHbl APYrMMn aAMUHUCTPaTUBHBIMU 3a4a4aMu;

- Oaxke nocne ycTaHOBKM opraHmnsauune Bcex HOBEMLLIUX «3anfaTok» HOBble aTaku, Hanpumep, Yyepes
NMHTepHeT, MOTyT NPpo4CIMKNTLCH;

- Npu obHapyXeHUn HOBbLIX aTak 1 onybnMkoBaHuU nx B IHTepHeTe 6onblLLoe YACO ceTeln HeMeaneHHo
CTAHOBUTCSH YA3BMMbIM ANA3TUX aTak, Nnoka OyayT co3gaBaTbCA M yCTaHaBNMBATbLCA HOBbIE «3annaTkny. [lo Tex
nop, Noka He byaeT co3gaHa addeKkTuBHaa «3annaTka» Ang npoTUBOAENCTBUA HOBOW aTake, MOTyT MPONTU
Heaenn NN Mecsalbl, U NopaXeHHble cepBepbl OCTaHYTCSA OTKPLITbIMW ANS aTak;

- OpraHusauum MoryT nogaepXuBaTb CBOKO OCBEAOMIEHHOCTb O HOBLIX «3annaTtkax» nocpeacTBOM
MOHWUTOPUHra pekomeHaaLunn B obnact 6e3onacHOCTU B OTHOLLEHWUW YTPO3 UMM pacnpocTpaHeHHbIX aTak. Tak-
Xe pekoMeHaaLum BblaatoTcsa pasnMyHbIMN opraHn3aLnsamm n oObIMHO CChINaoTCA Ha KaKyro-nnbo «3annaTtky»
1Unu paboTy, B pe3ynbTaTe KOTOPO YNIOMAHYTas YA3BUMOCTb OyaAeT NMKBNONPOBAaHA;

- JEeWCTBUA MO uUcnpasneHuo owmnmdok obbldHO 0bbeanHeHbl B MeToAbl, KOTopble NpeAcTaBieHbl B
NCO/M3K 15408 nnn CMM.

6.33.3 UCTOYHUKMK

[TpumedaHwune—VICTOMHUKOM pekomeHaaumnm B obnactm He30nacHOCTU SBNSAETCH rpynna KoOMMNbIOTEPHON
«CKOpou nomowmn» yHueepcuterta KapHern-MennoHa.

6.34 PykoBopacTtBO no 6a3zoBou 3awjute MHpPOPMaLUUOHHLIX TEXHONMOIMN &

>O—>

6.34.1 Uenb

ObecneveHne Habopa npakTudecknx mep 6esonacHoct anga cuctem UKT, koTopble B cnydae ¢ 06bI4YHOM
opraHusaunen agekBaTHbl M 4OCTATOUYHbI A4S BbINONMHEHUS TPebOoBaHNN MO 3alUTE U KOTOPbIE TakKe MOryT
ObITb MOANDULIMPOBAHBI ANs bonee XXecTKnx TpedboBaHM No 3aLuTe.

6.34.2 OnucaHue

basoBas 3awuta T ¢ nOMOLLbHO COOTBETCTBYOLLErO NMPUMEHEHUA Mep Be30MacHOCTU, CBSAI3aHHbIX C
opraHusauunen, nepcoHanom, UHPPacTPpyKTypon N TEXHUYECKUMN TpeboBaHUAMIN, NpeaHasHaveHa anst obec-
neyeHus Takoro ypoBHsi besonacHocTn cuctem VKT, KoTopbIM agekBaTeH M AOCTATOYEH ANS BLINONTHEHUSA Tpe-
OoBaHWA Mo 3awWunTe 0DbIMHOW OpraHn3aumMm 1 MOXeET CNYKUTb OcHOBOW Anga npumeHeHun KT, Tpebyrowmnx
BbICOKOW CTENEHU 3alMThl. B 3TOM OTHOLLEHUN pYKOBOACTBO No basoBou 3awnTe T pekomeHayeT Takne ane-
MEHTbI, KOTOpble 0DBLeANHATCH B KOMMMEKChl Mep ©e3onacHoCTU And TUNUYHbIX KoHdurypauun UKT,
YrpoXKaroLWUX YCNoBUIA U opraHn3aLMoOHHBLIX TpeboBaHUN,

[1ns noaroToBKM HacTosILLEro pykoBOACTBa HeMelkoe AreHTCTBO No MHpopMaLMOHHOW 6e30NacHOCTH
npeanonaranc UCNonb3oBaHUe CUeHapUeB PUCKOB HA OCHOBE ODLLIEN3BECTHLIX YIPo3 U YA3BUMOCTEW. [N
NPOTUBOAEUCTBUA 3TUM yrpo3am Obin paspabotaH NOCTOAHHO OOHOBMNSIEMbBIN CTPYKTYPUPOBAHHBLIA KOMMMEKC
Mep BbesonacHocT. CnegoBaTenbHO, NONb30BaATENAM HAA0 TONbKO 0becnevnTb NOCTOSIHHOE U NOSNTHOE BHE-
peHne pekoMeHayeMbiX Mep. OpraHusauma npouecca BHegpeHUsa B BMAe KOHTPOMbHOIO Crcka no3songdeT
9KOHOMHO peann3oBbIBaTh TpeboBaHUA No 3awuTe 0bbIMHBIX UKT.
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[MTonuTukn 6e30nacHOCTM opraHM3aLnm MOryT CChiflaTbCsl Ha obLWKe Mepbl PYKOBOACTBA Mo 6a30BOM
sawmnte UT. Taknm obpasom, 6asoBas sawmta T cTaHOBUTCHA OCHOBOW cornalleHus no Mmepam, oTBevatoLmnm
OObIYHBIM TPEDOBAHUSIM 3ALLUTHI.

OaHako obobueHHble noaxoabl, UCnonb3yemble Ang 6a30BOW 3aLLUTLI, HENL3S cpasy NPUMEHSATL K CUC-
Temam VKT, Tpebyrownm 6onee BLICOKUX YPOBHEN 3aLUNTLI. HeobXxoanmo obecnednTb, YToObI B criydasix npu-
meHeHunss KT, Tpebytownx 6bonee BbICOKUX YPOBHEW 3aLLUTLI, 0TAeNbHbLIE CNOCObbl aHannsa 6e30nNacHOCTU
npumeHeHnn KT npoBoannmck bl B 4ONONMHEHWE K yCoBepLUeHCTBOBaHWUIO bDa3oBon 3awmTel UKT. 3To npuBe-
aeTKnony4vyeHuto dbonee cneyngpuyecknx pesynstaTtoB Nno Beibopy U/nnn paszpaboTke A0NONMHUTENbHBIX, KaYec-
TBEHHO bonee s PeKTUBHBIX MEP B ACNONMHEHUE K cyLlecTBYOWMM Mepam bazoron 3awmtel KT, INpn atom B
CBOO ovepeab NOBbILLAETCH CTOUMOCTL/3PEeKTUBHOCTL BazoBon 3anTel MKT.

[ns obecneveHnsa yaosnetBoputenbHon 6asoson 3awuTtel UT HeaocTaTouHO gaXe Ha OCHOBE PYKOBO-
acTtea no baszosou 3awnTe UT TonbKo oanH pas paspadboTaTh NONUTUKY De30onacHOCTU cucTeMbl. ToYHee, Npo-
eKTUpoBaHue, BHeapeHNne U MOHUTOPUHT Mep besonacHocTn UKT aBnsitoTcst LMKNMYecKMmMimn TpeboBaHNAMMN U
TaKke MOTryT MHUUMNPOBATLCH HapylleHUaAMM besonacHOCTU. 3aaada obecneveHnsl yaoBNETBOPUTENLHOW
bazoBon 3alnUTEI T MMeeT bonbLUOE 3HAYeHMEe N A0MKHA pellaTbCs PYKOBOACTBOM areHTCcTBa/pupmebl. B noa-
OepXKY pelleHnst 3ToU 3agadn pykoBoaACTBO No basoBou sawwmnte AT gomkHO npeanoXnTb nnaH 4eUCTBUMN.

6.34.3 UCTOUYHUKN
Cm. [33].
6.35 UcnbiTaHMe NPOHUKHOBEHUEM &

>O—

6.35.1 Uenb

NcnbiTaHne adhdhekTUBHOCTM BHeAPEHHbIX (PYHKUMIN obecnedveHnst 6e30nacHOCT NONbLITKOW npeogone-
HAUA Mep De30nacHOCTH.

6.35.2 OnucaHue

McnbiTaHUe NPOHUKHOBEHUEM NMPOBOAUTCS AN aHann3a 3 PekTUBHOCTU PYHKLUMNA obecneyvyeHUs 6eso-
nacHocTu. McneiTaHne NPOHUKHOBEHMEM MPOBOAUTCA MOcNe YCNelwHOro 3aBeplleHnd TeCTOB Ha KoppekK-
THOCTb. IcnbiTaHWe NPOHUKHOBEHUEM pacnpocTpaHsaeTcs Ha NPpoAYKThl, KOTOPbIe ABMNAKTCA NpaBUMbHBIMU, HO
He 3allULLEHBI.

Llenbto ncnbiTaHUs NPpOHUKHOBEHNEM ABNAETCHA OODHapPY)XeHME YS3BUMOCTEN NPOAYKTA. YA3BUMOCTU NO-
pasgenaT Ha YA3BUMOCTU B KOHCTPYKLUMKU KU 3KkcnnyaTalUoHHbIE YA3BUMOCTU. BO3MOXHBIMU YA3BUMOCTAMU
ABNSATCH BPeAOHOCHLIEe YaCcTu NpoayKTa UMM CKPbITble KaHanbl. YA3BUMOCTU MOTYT MOABNATLCH HENOCpea-
CTBEHHO MNpu 3anycke cUcTeMbl UNK nosaHee, Npy BBeaeHUN B ee AeNCTBUe cnelmanbHbIX BXOAHbIX AaHHBIX.
[TocnegHUn cueHapuii NO3BONAET OCYLLECTBIATh 3annaHNPOBaHHbIE aTakn Ha cucTeMy B Noboe Bpems ee
PYHKLUNOHUPOBAHUA. YA3IBUMOCTM MOTYT NOABNATLCA HENOCPEACTBEHHO NpK 3anycke cUCTeMbl UINX No3gHee,
NPy BBeAEHNU B CUCTEMY cnelnanbHbIX BXOAHBIX AaHHbIX. CriegoBaTenbHO, BCe YacTu Npoaykra OOMMKHb
noMeudaTbCsl Kak MoTeHUManbHC onacHble. YSA3BUMOCTU aKTUBUSUPYIOTCA B OCHOBHOM pegkuMMm W
HeOXNOaHHbIMM Yalle BCero HeABHbIMU (CKPBITbIMU) BXOAHLIMU AaHHBIMU.

[TnaH 1 meToamnKu UcnbiTaHUSA NPOHUKHOBEHUEM cneLndnLnpyoTCa Ha OCHOBE pe3ynbTaToB aHanmsa
be3onacHoCcTU NpoaykTa. AHanm3 6e3onacHOCTU ABNAETCA NOATBEPXAEHUEM HanU4nsa ya3sMmMocTu 6es npo-
BeJeHNA UCMbITaHUA NPOHWUKHOBEHMEM. B nnaHe mcnbiTaHnii cneunduuupyoTca atakm, KoTopble AOMMKHbI
ObITb BKITHOMEHbI B METOAUKN UCTIbITaHWIA. icnblTaHne NPOHNKHOBEHNEM ABNAETCA NOonbITKON 000MTK doyHKL N
3alnTbl npoaykTa. NMpoHNKHOBEHME ABNAEeTCA pe3ynbTaToM YCNELHOro UCMoNb30BaHUA YA3BUMOCTM.

CTpaTernsaMmm «4epHoOro snka» B UCMbITaHUN NPOHUKHOBEHUEM ABMNAIOTCH OOHapYXKeHNe « TPOSHCKOro
KOH$1», reHepupoBaHUe KpUTUYECKUX BXOOHbIX AaHHBLIX U MOHUTOPUHT yTBepXXaeHun. CTpaTermm reHepupoBa-
HAS KPUTUYECKNX BXOOHLIX AaHHbLIX BKMOYAOT B cebs yceueHne BXOAHOMo NOoToKa AaHHbIX, nepenofiHeHne
BXoaHoro oydepa naocbaBrneHne HEHYXKHbIX AaHHBIX K BXOAHbIM, BBO BpeAOHOCHBIX KOMaH4 U TECTUPOBaHNE B
npeaenbHbIX pexumax. CTpaTtermm « Npo3pavHoro siLka» BKIovatoT B cedsl NpuMeHeHune nnoxo cneundunLiin-
POBaHHOI0, MCNONb30BAHHOIMO U AOKYMEHTUPOBAHHOIO Koda, BHeceHne HeUcnpaBHOCTEN M OCHOBaHHLIL Ha
Koae MOHUTOPWUHI YTBEPXXOEHUN.

6.35.3 UCTOYHUKMK
Cm. [49].
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6.36 AtTecTauua nepcoHana (B obwem)

6.36.1 Uenb

ObecneveHune KBanuukaLm nepcoHana, 4oCTaToOuHON ANS BbINONMHEHUSA CTagun 3KcnnyaTauum cuc-
Tem UKT.

6.36.2 OnucaHue

ATTecTauunsd nepcoHana aABnsieTca opraHM3aLMoHHbIM MpoLeccoM, odbecnevymnBaroLLMM AOBEPUE K Nepco-
Hany n nogaepXaHne 3Toro AoBepust (Hanpumep, nocpeacTsoM obecneveHuns U rapaHTUpPoOBaHUSA HENPEPDIB-
HOTo 0Bby4eHus).

ATTecTauus nepcoHana, agantupoBaHHas K akcnnyaTtauun KT, BkntovaeT B ceba rapaHTUpoBaHMeE Npu-
emnemoro and VIKT oby4yeHus, ksanndpukaumm n onbita. ATTecTauns MOXET TakKe BKoYaTb B cebs rapaHTu-
DOBaHNE PUINYECKUX BO3IMOXKHOCTEN, NCUXONOrMYecKon CTabunbHOCTU M MOpanbHbIX Ka4ecTB OTAENbHOMo
nuua npumeHuTenbHo K akennyatauun VIKT, ocobo yunteiBas acnekt besonacHocTU. OnbIT BobnacTtu obecne-
yeHuns besonacHocTn KT MoXXeT nocnyXuTb AononHeHneM K obuein ksanmdgpukaumm B ocbnactn IKT nobiTh ee
Y4acTblO.

CyllecTByeT OonbLIOe YMCNO BUAOB aTtTecTaumn B obnactu UKT, koTopble MOTyT obecneunts onpeae-
NEeHHYo CTeNeHbL rapaHTu 6esonacHOCTU PyHKUMOHUPpoBaHUA cuctem UKT.

ATTecTtoBaHHble Bobnactn KT n1uua AomkHbl coobLaTh O NOBLILLEHUN CBOEW KOMMETEHTHOCT 1 NP On3-
BOAUTENLHOCTM paboTogaTensim, konneram U knmeHtam. C Apyromn CTOPOHbI, aTTectaumst MOXeT CNocobCTBO-
BaTb Kapbepe cneunanucra, obecnevnBast gononHntensHoe gosepue K MKT.

ATTecTauunsa B obnactn UKT moxeT npoBoANTLCA CrieayioLwnumMn nuuamm n opraHnsaumsiMin:

- paboTogaTtenem, cocpeaoToOUMBAsICb Ha aKkennyaTaynoHHbIX TpeboBaHUsax UKT;

- NMpounsBocguUTeneM, cocpeaoTounBadaCchb B OCHOBHOM Ha npoaykunm n ycnyrax NKT;

- TpeTben CTOPOHOW, COCPea0TOHNUBASICL HA MOTPEOHOCTAX PblIHKA UMK TpeboBaHUAX NOTpebuTens.

[TpnmeyaHnune— MexayHapoaHble CcTaHAAPThl MO arTecTaumm nepcoHana MMerTCs B APYINX TEXHUYECKNX
obnacTax, HO OKOHYaTenbHO He BBeAeHbl B 06nacTtb NKT.

KpynHble paboTogaTtenu n rocygapcTsBo MOryT MMeTb noapobHblie npaBuna BHYTPEHHeW aTtTecTtayum B
obnactn IKT, KoTopble MOTyT OCHOBLIBATbCH HA COOTBETCTBYICLLMX pasgenax pykoBoacTBa AN padboTHUKOB.

[TooLwpsieMas KpynHbIMK NponssoanTensamMmn ceptudpukauna npoagykumnmn UKT ctana metoaom paspaboT-
K HOPM B OTHOLLUEHWN KOMMETEHTHOCTM B 0DNAaCcTU MHAYCTPUU KOMNbIOTEPUIALIUN U UOEHTUDUKALIUN NNL,, CTaB-
LLMX cneunannctamMmm B YacTtu 3STUX HOpM. INprumepamm BNUAHUA CUCTEMBI CepTURUKALMN Ha KOMNETEHTHOCTL
cneunanmncToB KOMMAaHUU U KOMMAaHWIO B LIeNTOM SBMSIFOTCS:

- AUNNIOMUPOBaHHBLIN MHXeHepP No cuctemMam Kopnopaunn «MankpocodpT»;

- agMuHuUcTpaTop 6a3 gaHHbIX Kopnopauun Oracle;

- cepTudpnumMpoBaHHbIN ceTeBON aAMUHUCTPAaTOP;

- cepTudpnumpoBaHHbIA MHXeHep no NetWare;

- cepTudgukaTbl KomnaHun «Cisco Systems».

B ObICTPO n3aMeHsaAoLWnxcsa obnactax texHonorn artrectauuns B obnactn KT cTopoHHen opraHmsaumen
BO3HMKNA KaK obpasoBaTesibHbIA NMPOLIECC, KOHKYPUPYHIOLLUK C BbICLLMM 0bpasoBaHueMm. [locne 3aBepLleHU
Takoro obpasoBaTenibHOro npoLecca BblgatoTest cepTndnkaTthl, a He AUNIMOoMbl, 6e3 yBeAOMNEHUS NMPaBUTENb-
CTBa U KOHTPONSA ¢ ero ctopoHbl. MiccnegoBaHus nokasanu, 4to 80 % npeanoxeHun padoTel B chepe VKT
cogepxaT TpeboBaHnsA K cbpasoBaHUo be3 TpeboBaHN YHUBEPCUTETCKUX ANUNIIOMOB.

ATTecTauna s odbnactn KT cTopoHHeN opraHnsaumen uMeeT Lenbto rapaHTUpOBaHUE U COBEPLUEHCTBO-
BaHMEe HOBeULWIMX cneunanbHbiX 3HaHUA. MHOTMe opraHbl NO OLEeHKe UK aTTecTaun ¢ UxX cepTudukaTamm
ABNAOTCA TPAaHCHaLMOHaNbHbIMWU OpraHusauuamMmu.

TpeTbMU CTOPOHAMN, Npeagnararowmmm atrectayuio B obnactu KT, asnatotcs, Hanpumep:

- A+® atTectaumna (Computer Tech Industry Associate);

- HCcTuTyT atTectayum cneymanmncTtoB No KOMNbOTEpaM;

- HauunoHanbHag accounauns UHKeHepoB Mo cCUCTEMAaM CBSA3N.

ATTecTaumsi Tuna A+® npuBeaeHa HMXxe B KavecTBe npumepa atrectaumm B oonactm NKT.

[ns Toro 4todbLlI NONy4UnUTL atTecTauuto Tuna A+, HeobXxoAMMO BblaepKaTb ABa 3K3aMeHa. JK3aMeHbl
MMEIOT LieNbio onpeaenermne HeodxoanMmon KOMNeTeHTHOCTU Ans cneynanucta no T HavyanbHOro ypoBHS UK
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TEeXHUYECKOro cneymanncta cepBucHon cnyxoel UT ¢ 06 bemMoM 3HaHWK, SKBUBANEHTHLIM MO MEHbLLUIEN Mepe
500 yacam npakTU4eckoro onbita padboTbl B NabopaTopun UM B NOMNEBLIX YCIOBUSX.

B ka4yecTBe OCHOBLI AN1S1 YyCNELWHOW caayn 3Kk3aMeHOoB npeanaratoTca Ans U3yyveHus cneaytoLime yueob-
Hble MaTepuansl:

- 9k3ameH A+ «Core Hardware» kacaeTcd B OCHOBHOM annapaTHbIX CpeacTB ¢ 3IeMeHTHOW ba3zon pup-
Mbl Intel nnu coemectumon annapatypou lNK:

1.0 OcHOBHbIE NMNONOXEHUA No onepauUnoHHBIM CUCTEMAM,

2.0 VHcTannauusa, KoHpurypauma n mogudpukarus,

3.0 OwuarHoctuka n obHapyXeHune HencnpaBHOCTEN,

4.0 CeTn

- ak3ameH A+ « TexHonornm OC» cedasaH co cpegon Microsoft DOS/Windows:

1.0 NMHcTannauua, koHurypauma n moangpukaung,

2.0 dnarHoctuka n obHapyXeHne HencnpaBHOCTEN,

3.0 lNMpodrnnaktmnyeckoe odbcnyxmBaHue,

4.0 MaTtepuHckasi nnata/npoueccopbl/NamMsaThb,

5.0 puHTEDPHI,

6.0 OpraHunsauusa 6a3oBoun ceTu.

6.36.3 UCTOYHUKMK

NHdopmaLma nycnyrn no atrectayum obbIYHO AOCTYNHbI Yepes NHULmnaTopa n pykoBoguTenen atrecTa-
LN,

6.37 ATTecTtauua nepcoHana (B 4YacTn 6e30NacHOCTU) &

: )

6.37.1 LUenb

ObecneyvyeHne besonacHocTn pyHKUMoHMpoBaHUa KT ¢ nomMollbio cepTudrLmnpoBaHHbIX aaMUHUCTPa-
TOPOB, ONEPaTOPOB U ayANTOPOB, CBA3AHHbIX C 6€30NacHOCTbLIO.

6.37.2 OnucaHue

ATTecTauunsa nepcoHana B obnactmn besonacHoct KT siBnseTcd cneumndgpudeckon dopmon atrectaynm
nepcoHana (cMm. 6.36), T.e. obecrneyeHnss OCBed4OMIIEHHOCTU MepcoHana B obnactu ©e30nacHOCTW.
ATTecTauus nepcoHanas obnactn besonacHOCTU 0becnevYnBaeT NPOXoXKAEeHME NepCoOHANoM Takoro obyueHus
N MOArOTOBKU, KOTOPbIE MOTYT NOTpeboBaThLCA ANS:

- obecnevyeHnsa HeobXoANMBIX 3HAHWUN N MHOPMaLUK NSl KAYeCTBEHHOTO BhINONMHEHUS YHKLNN De30-
NAacHOCTU;

- CNOCcoOCTBOBAHUA MOHUMAHUIO MONMUTUK N TpeboBaHMN nporpamMmmbl obecrnedyeHUss UHPOPMaLUNOH-
HOW Be30MacHOCTMN U UX BAXXHOCTU Anga obecneveHmnst besonacHOCTU opraHusaumm Unn HauuoHanbHon 6e30-
NacHOCTU;

- BHYLWIEHUHA HEODXOAMMOCTWN NOCTOSIHHOW OCBEAOMITEHHOCTU O TpeboBaHUAX Be30NacHOCTU 1 ee Noa-
aepXXaHuu, a Takke ob yrposax co CTOPOHbLI pa3BeaKu;

- CTUMYIMPOBaHUA BbICOKOW CTENEHU MOTUBALIMX ANA Noaaep XXk uenen nporpamMmmeil.

CyLLIECTBYIOT HECKONMbKO TAKUX BUOOB CEPTUPMKATOB, 0DecnevmBaroLLnMX pasfinyHble CTENeHN A0BEPUS K
bezonacHoCTU pyHKUNOHMPpoBaHUA cuctembl KT, Kak:

- cepTnUUMpPOBaHHLIX cneurannucT B obnactm cuctem nHgopmaumnoHHom bezonacHocTn (CISSP)®;

- cneynanunucT-npakTuk B obnactu besonacHocT cuctem (SSCP)™:;

- AUNNOMUPOBaHHBLIN ayguTop MHopMaLMoHHBIX cuctem (CISA)™:

- cepTuguumMpoBaHHbIX cnieymannct no 3awmuTte (CPP);

- nporpaMmma cepTudukaumMm HavdanbHUKa Mo MHPOPMAaLUOHHBIM TexHonornam MUHUCTepcCTBa
0DOPOHBI;

- MHpopmaunoHHaa besonacHocTb KickStart TnobanbHon cepTudunkaumnm 4oBepust K MHQoOpMaLnm;

- OCHOBHbIe 3nemMeHTbl 6e30nNacHOCTU NEPBOro YPoBHSA [ NobansHoOM cepTudmnkaLm ooBepunsa K MHPOP-
MaLn;

- MoAynun npeaMeTHOU obnacT BTOPOro ypoBHA [ MobanbHon cepTudnkaum AoBepust K tHpopmMaLnm;

- UHXeHep no besonacHocTu I nobanbHoOU cepTudunkaLnm aoBepust K MHgopmaLnn.

B panbHenwem CISSP ncnonb3yeTcd B Ka4ecTBe NpuMepa atrectaunm B obnactn 6e3onacHoOCTH.,
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ATTecTaumna CISSP Obina npeaHasHaveHa anst NprUsHaHWUSA COBEPLLUEHHOro BNaaeHns MexayHapoaHbim
CTaHAapToOM No MHPOPMaLMOHHOW BDE30MNacHOCTU N 3HAHUA 0DLLIEN COBOKYMHOCTU 3HAHUM.

Jk3amMeH Ha aTTecTauuto CISSP coctont n3 250 BONPOCOB € pa3HbIMUA BapUaHTaMM OTBETOB. Y KaHAWAa-
TOB €CTb A8 cAa4vun 3k3aMmeHa He bonee wectu YacoB. B ak3ameH, OTHOCSALLMUCS K 0OLLIeN COBOKYMHOCTU 3Ha-
HUAW, BKITIOYEHBI crneayolme AecaTb BapuaHToB TecTa 0e30nacHOCTU MHPOPMAaLIMOHHBIX CUCTEM:

- CUCTEMBI N METOAONOTNS yrpaBneHust A0CTYMNOM;

- paspaboTka cucTem U NPUoKEeHNN;

- NnaHUpoBaHUE HeNnpepbIBHOCTU BN3HeCa;

- KpunTorpadous;

- NpaBo, paccrnegoBaHUsA U 3THUKA;

- Be3onacHoOCTb paboThl;

- (pm3nyeckad saluTa;

- apxuTekTypa n moaenun 6e3onacHOCTU;

- MPaKTUKN MeHeaKMeHTa De30nacHOCTH;

- BesonacHocTb MHTEpHeTa, ceTen h KOMMYHUKaLIUA.

6.37.3 UCTOYHUKK

NHdopmaumsa n yecnyrm no atrecrayum obblMHO AOCTYMNMHbI Yepe3 nHMLMaTopa 1 pykoBoauTenen JaHHOM
aTTecTauuun.
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Mpunoxenve OA
(cnpaBo4HOe€)

CBegeHUA 0 COOTBETCTBUMU CCbINMOYHbLIX MeXAYHapOoAHbIX CTaHAAPTOB CCbINTOYHBLIM HaLuUOHaNbHbLIM
ctaHaapTtam Poccunckoun ®epgepauunn

Tadbnwua OA.1

OB03Ha4YeHUe CCbINOYHOro CTeneHb cooT-
Obo3HavYeHne 1 HaMMEHOBAaHUE COOTBETCTBYHOLWLEro HaunOHaJNIbHOIo CtTaHapTa

MEXOYHApPOAHOro craHaapra BETCTBUSA

NCO 9000 IDT [OCT P NCO 9000—2001 «Cuncrembl meHemKkmeHTa KavectBa. OCHOB-
Hbl€ MONOXEHUA N CNOBapPb»

NCO 9001 [OCT P MCO 9001—2001 «Cuctembl MEHEXKMEHTA KavecTBa. TpeboBa-
HUA»

NCO/MO3K 9126-1 — *

NCO/MO3K 12207 — [OCT P NCO/M3K 12207—99 «MHdopmaumnoHHaa texHonorus. [pouec-
Cbl >KU3HEHHOIO LMKNa NporpaMmmMHbIX CpeacTB»

NCO/M3OK TO 13335-1 IDT [OCT P MCO/M3K 13335-1—2006 «INHhopmaymoHHasa TexHonormns. Me-
TOAbl U cpeacTBa obecnevenns beszonacHocTu. Yactb 1. KoHuenuus n mo-
oenwn MEHEePKMEHTA be3onacHoCTH MHPOPMALIMOHHbBIX n
TENEKOMMYHUKAUNOHHbLIX TEXHOIOMMN»

NCO/M3IK TO 13335-2 — *

NCO/M3OK TO 13335-3 IDT [OCT P MCO/M3K 13335-3—2007 «INHhopmaymoHHasa TexHonorns. Me-
TOoAbl N cpeacTBa obecneveHuns besonacHoctu. Yacte 3. Metoabl meHea-
XMeHTa 6e30nacHOCTU MHPOPMALMOHHBIX TEXHOMNOTUIAY

NCO/MOK TO 13335-4 IDT [OCT P MCO/M3K 13335-4—2007 «NHhopmaymoHHasa TexHonorms. Me-
TOAbl N cpeacTea obecneveHmns besonacHocTn. Yactb 4. Boibop 3awmT-
HbIX MEp»

NCO/MOK TO 13335-5 1D [OCT P MCO/M3K 13335-5—2006 «MHdopmaunoHHasa texHonorms. Me-
TOAbl N cpeacTea obecnevennss 6ezonacHocTn. Yacte 5. PykoBogcTBO Mo
MEHEKMEHTY Be30NacHOCTU CETUY

NCO/M3K 14598-1 — *

NCO/M3K 15939 — *

NCO/MOK 15288 IDT [OCT P NCO/M3K 15288—2005 «NHdbopmaumoHHasa texHonorms. Cuc-
TeMHas MHXeHepus. [lpouecchl XKM3HEHHOIO LUMKNa CUCTEM»

NCO/M3OK 15408-1 IDT [[OCT P MCO/M3K 15408-1—2008 «MHdopmaumoHHasa TexHonorns. Me-
TOAbl N cpeacTea obecneveHus besonacHocTU. Kputepum oueHkn 6e30-
NacHOCTU UMHOPMAaLUMOHHBIX TexXHonormn, Yacte 1. BBegeHne n obwas
MOOENb»

NCO/MOK 15408-2 IDT [OCT P MCO/M3K 15408-2—2008 «MHdopmaumnoHHasa texHonorms. Me-
TOAbl N cpeacTBa obecneveHus bezonacHocTn. Kputepum oueHkn 6e30-
NacHOCT MHQOPMAaUNOHHBIX TexHonornn. Yactb 2. PyHKUMOHAIbHbLIE
TpeboBaHusa 6e3onacHoOCTU»

NCO/M3IK 15408-3 IDT [[OCT P MCO/M3K 15408-3—2008 «MHdopmaumoHHasa TexHonorns. Me-
TOAbl U cpeacTBa obecneveHus bezonacHocTU. Kputepum oueHkn 6e30-
NAacHOCTU MHPOPMALIMOHHBbIX TEXHOMNMOMMK. HYacTtb 3. TpeboBaHns JOBEPUS
K 6e30nacHOCTUY

NCO/M3K 15504-1 — *

NCO/MOK 15504-2 — *

NCO/M3K 15504-3 — *

NCO/M3K 15504-4 — %

NCO/M3K 15504-5 — *
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OkonyaHue mabnuubi [A. 1

OBo3HaAYeHUE CChITOYHOro

CTeneHb cooT-

Obo3HavYeHUe 1 HAaMMEeHOBaHKE COOTBETCTBYHOLWEro HauMoOHaNnbHONrO CTaHAapTa

MEXOYHApOAHOro craHaapTa BETCTBUA

NCO/M3K 17799 IDT [OCT PNCO/MOBK 17799—2006 «MHDpopmaunoHHasa TexHonorns. Meto-
bl 1 cpeacTea obecneveHns bezonacHoCcTU. [pakTnveckue npaBuna Me-
HepKMEHTa MHpopMaLMOHHOW Be3onacHOCTU»

NCO/MOK 21827 MOD [OCT P MCO/M3K 21827—2010 «INHpopmaumnoHHas TexHonorus. Merto-
bl U cpegcTea obecneveHns beszonacHocTu. [poekTupoBanmne be3onac-
HoCTK cucteMm. Moaenb 3penocTu npouecca»

NCO/M3BK 90003 — *

BETCTBUH CTaHOAPTOB.

* COOTBETCTBYOLWMN HALUNOHAINBHbBIN C
NnepeBod Ha PYCCKMN A3bIK JaHHOITo MexayHapogHoro ctaHgapra. [lepeBog gaHHOro mMexgayHapogHoro crtaHgapra Ha-
xoantcs B PegepalbHOM MHPOPMALUNOHHOM (POHAOE TEXHUYECKUX PErnamMeHToOB N CTAHOAPTOB.

[Tpunmeyanune—B HacTosiwen Tabnuue ncnonb3oBaHbl CNeayLwme yCrnoBHble 0003HAYEHUS CTEMEHN COOT-

- IDT — naeHTUYHbIE CTAHOAPThI;
- MOD — moandunumpoBaHHble CTaHOAPThI.

aAHOaPT OTCYTCTBYET. D,O ero yrBepxXgeHnsd pekoMmeHayetTcHd NCroJib30BaThb
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