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TOCTP UCO 17090-2—2010

[lpeagucnoBue

Llenn 1 npuHuuMnel cTaHgapTusaunm B Poccunckon ®egepauum yctaHoeneHsl PegepanbHbiM 3aKOHOM
oT 27 aekabpsa 2002 r. Ne 184-P3 «O TeXHNYeCKoM perynmpoBaHn», a npasuna npuMeHeHUs HaunoHanbHbIX
ctaHaapToB Poccunckon ®egepaumm — FrOCT P 1.0—2004 «CTtaHagapTnsaumna B Poccunckon degepadini.
OCHOBHbIE NONOXEHUA»

CBeaeHUA o0 cTaHpapTe

1 NOAIrOTOBJIIEH Ha ocHOBe CODCTBEHHOIO ayTEHTUYHOIO NepeBoda Ha PYCCKUU A3bIK MexXayHapoa-
HOro cTaHgapTa, yKasaHHOro B NyHKTe 4, KOTOPLIX BbiNoNHeH PegepanbHbiM rocy4apCTBEHHBIM yYpeXxaeHNem
«LeHTpanbHbIM Hay4YHO-UccneaoBaTeNnbCKMM MHCTUTYT opraHusaumm U nHpopmaTisalmm 3apaBsooxpaHeHus
Pocsgpasa» (LUHUNOW3 PocsgpaBa) 1 obLECTBOM C OrpaHUYEHHOU OTBETCTBEHHOCTLIO «KopnopaTUBHbIE
3NEeKTPOHHbIE CUCTEMbI»

2 BHECEH TexHunuyecknm komuteToM no ctaHgapTtuszaumm TK 468 «NHdpopmaTmnsauns 3gopoBba» Npu
LIHNNOWN3 Poc3gpaBa — noctosiHHbIM npeactaButenem ISO TC 215

3 YTBEPXXAEH W BBEAEH B OEVNCTBWE Mpukasom PenepanbHOro areHTCTea no TeXHUYECKOMY
perynupoBaHuio 1 MeTponormm ot 26 oktaopa 2010 r. Ne 328-cT

4 Hactoawmm ctaHgapT uaeHtTudeH mexagyHapogHomy ctaHgapty MCO 17090-2:2008 «NHdopmaTmsa-
Lns 300poBbs. VIHpacTpyKTypa ¢ oTKPbIThIM KtouoM. HacTs 2. Npoduns ceptudukata» (1ISO 17090-2:2008
«Health informatics — Public key infrastructure — Part 2: Certificate profile»)

HaunmeHoBaHMe HacTodwero craHgapta MsMmeHeHo OTHOCUTENbHO HAaUMMeHOBaHUA YKasaHHOIo MeXxay-
HapogHoro ctaHgapTta gna npusedeHua B cooteeTcTBUe ¢ TOCT P 1.5—2004 (nyHKT 3.5).

[1py NpUMeHeHUN HACTOALLEero cTaHaapTa pekoMmeHayeTcd UCNoNb30BaTb BMECTO CChINTOYHBLIX MeXayHa-
POAHLIX CTaHOAPTOB COOTBETCTBYOLWME UM HauMoHanbHble cTaHgapTel Poccuninckon ®egepauun, ceegeHna o
KOTOPLIX NpUBeAeHbl B CNpaBoOYHOM NpUnoXeHun A

5 BBEOEH BI'NEPBbIE

ViHcbopmayust 06 UMEeHeHUSIX K HacmosilweMy cmaHoapmy rybnukyemcs 8 eXke200H0 u30asaeMoM UH-
opMallUOHHOM yKa3zamerne «HalyuoHanbHbie cmaHOapmbi», @ meKkcm U3MeHeHUU U rnorpasoK — 8 exeMe-
CSYHO U30asaeMbixX UHPOPpMaUUOHHBIX yKazamernsx «HauuoHalnbHbie cmaHoapmbi». B criydyae riepecmompa
(3aMeHbl) Ui OMMEHbLI Hacmosuwje2o0 cmaHoapma coomeemcemeyruiee yeeoomMmreHue byoem ornybriukoeaHo
8 eXXeMeCs4YHO u3dasaeMoM UHpOopMaUUOHHOM YKalamerne «HauuoHaneHbeie crmaHOoapmbei». Coomeemcemay-
rouast UHgpopmMmauus, yeeooMiieHuUe U meKkcmal pasMelaromces makxe 8 UHgbopmMayluoHHoOU cucmeme obujez20
rofb308aHUss — Ha ocbuyuansHoM calime ®edepallbHO20 azeHmcemaea rno mexHU4eCcKoMy pez2ynupogaHuio U
Memporsioauu 8 cemu VIHmepHem

© CtaHgaptuHdopm, 2011

HacTtoawmnn ctaHgapT He MoXeT OblTb MOSHOCTLIO UMM YaCcTUYHO BOCTIPOU3BEAEH, TUPaXKUPOBAaH U pac-
MpocTpaHeH B KayecTBe oduLmanbHoro nsganua 6es paspeweHns PegepanbHOro areHTCTBa No TeXHUYECKo-
MY PeryimpoBaHno N MeTPOSIoru
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BBegoeHue

[lepen oTpacnbio 3apaBooxXpaHeHns CToOUT Npobnema cokpalleHUs pacxodoB ¢ NOMOLLbIC nepexoga oT
OYMaXXHOro AOKYMEHTUPOBAHUA NPOLIECCOB K 3NEeKTPOHHOMY. B HOBBIX Mogenax okasaHusa MeguLMHCKOWU Mo-
MOLLM O0CobO nogvyepkmBaeTcd HeOOXOAUMMOCTbL COBMECTHOIO UCMOSIb30BaHUA CBeAEeHU O NauMeHTe pacLlin-
PAOLWMMCA KPpYyrom MeguUUHCKMX cneunanucToB, BbiXodswero 3a pamMmki TpaguuMoHHBIX opraHmnsalMoHHbIX
bapbepos.

[lepcoHanbHass MmeguuuHckast MHpopmMmauna obblMHO nepegaeTcd ¢ NOMOLWbLID 3MEKTPOHHOW MNOYThI,
yaaneHHoro gocTtyna K 6ase gaHHbIX, 3NeKTpOoHHOro obMeHa gaHHbIMK 1 ApyruX npunoxeHunin. Cpeaa UHTep-
HeT NpeaocTaBnseT BbICOKO3IPEKTUBHBIE U AOCTYMNHbIE cpeacTBa obMeHa UHopMaL e, ogHako oHa He-
be3onacHa 1 npu ee NCNorb3oBaHUN HEOBXOAUMO NPUHUMATL AOMNONMHUTENbHBbIE Mepbl 0becneyYeHns Henpu-
KOCHOBEHHOCTU NUYHOCTU N KOHPUAEHUMNANBHOCTU. YCUNMUBAIOTCS Takne yrposbl 0€30nacHOCTU, Kak cnydan-
HbI UMK NpedHaMepeHHbIM HeCaHKUMOHUPOBAHHLIA OOCTYN K MeAUUUMHCKOU WMHopMaLlun, U cUcteme
34paBoOXpaHeHUs1 HeobxXxoaAMMO UMETb HaaeXHble cpeacTBa 3aWnThl, MUHUMUINPYIOLWNE PUCK HECAHKLMNO-
HUPOBaHHOIo AoCTyna.

Kakum ke obpaszom cuctema 34paBooxXpaHeHnss MoXeT obecneynTb COOTBETCTBYIOLLYHO 3 EKTUBHYIO U
B TO XK€ BpeMsi SKOHOMUYHYIO 3aLlLUTy nepegavdn gaHHbix Yepes ceTb VIHTepHeT? PelleHne aTon npobnemsl Mo-
XeT ObITb 0becnevyeHo ¢ NOMOLLLH TEXHONOrMN LNPOBLIX CcepTUPUKATOB U MHAPACTPYKTYPbl C OTKPLITHIM
kKrnrouom (NOK).

[na npaBMnNbLHOro NpUMeHeHNa LM POoBLIX cepTUPMKaTOB TPebYIIOTCS coveTaHNe TEXHONOTMYECKUX, Me-
TOOAUYECKMX N agMUHUCTPaTUBHBLIX NpouUeccoB, obecnevynBaonxX 3alWuUTy nepeagadvn KoHpuaeHuUanbHbIX
OAaHHbIX B He3alMLWEeHHOW cpede C MOMOLLbIO «LUMGPPOBaHUA C OTKPLITBIM KITFHOYOM», U NOATBepXaeHWe naeH-
TUYHOCTU NLAa NN 00BbEKTa ¢ NOMOLLbIO cepTUdnKaToB. B cipepe 3apaBooXpaHeHns B 3TO COMETaHNUE BXOOAT
cpeacTBa ayTeHTUPMKaLUK, WWNJPOBaHUA U 3NEKTPOHHOW Nognnucu, npeaHasHaveHHbIe Ans BbINONMHEHUA aa-
MUHUCTPATUBHBIX N KNMHUYECKNX TpeboBaHUN KOHUASHUMANLHOCTU A0CTYNA U nepegavyn MeguLuHCKNX 4o-
KYMEHTOB nHansuayansHoro ydeta. MHorme 13 stux tpedboBaHniA MOryT ObiTb YOAOBNETBOPEHLI C NMOMOLLLHO
CNyX0, NpuMeHsalLWmnX LndpoBble cepTudukaThl (BKNOYaa WndpoBaHue, LeNnoCcTHOCTb MHApopMAaLLIAN N 3NeK-
TPOHHBLIE noanucun). OcobeHHo 3 PEKTUBHO NPUMEHEHNE LINPPOBLIX CePTUUKATOB B paMKax opuLnMansHOro
cTaHgapTa 3awWuTel MHpopmaumn. MHorne opraHusauum BO BCEM MUpe Hayvanu UCnonb3oBaTh LUPPOBLIE
cepTudurKkaTel NoAcObHLIM 0Dpa3oM.

Ecnn obmeH mnHdopMaumen AomKeH OCYLIEeCTBATLCA MeXay MeAMUMHCKAM NpuKnagHbiM nNporpam-
MHbIM obecnevyeHmeM pasHbIX opraHu3aLnii, B TOM YMCNEe OTHOCALLMXCA K pa3HbIM BeJoMcTBaM (Hanpumep,
Mexay MHdopMaLUOHHbIMU cucTeMamm BONbHULbI U NONNKINHUKA, OKa3biBatOLLIMX MeAULMHCKYHO MOMOLLb O/~
HOMY 1 TOMY K€ NauMeHTy), TO MHTeponepabenbHOCTb TEXHONOMMIA LMdPOBLIX cepTUMDUKATOB N CONYTCTBYHO-
LLMX MOSIUTUK, PErMaMEHTOB N NMPaKkTUYecKUX NpuemMoB npnobpeTtaeT npuHUUNManbHoe 3Ha4YeHue.

[na obecneyeHnsa nHTeponepabenbHOCTU pasNYHbIX CUCTEM, MCNOMb3YIOLWUX LndpoBblie cepTudmnka-
Thbl, HEOOX0OMMO cOo34aTb CUCTEMY JOBEPUTENbHBLIX OTHOLLEHWUIA, C MOMOLLIbH KOTOPOW CTOPOHBLI, OTBETCTBEH-
Hble 3a obecnedyeHne npas NMYHOCTN Ha 3aLlMTY NepCcoHanbHOM MHopMaL M, MOTYyT nosiaraTbCsa Ha MONMTUKM
M NpakTu4eckme npuembl KU, B JONONMHEHWe, Ha AENCTBUTENTIbHOCTb 3MNEKTPOHHbIX CepTUMDUKATOB, BblAaHHbIX
OPYrMMW YNOHOMOYEHHbIMWN OpraHn3auusmu.

Bo MHOMMX cTpaHax cuctemMa LU poBLIX cepTUPUKATOB UCNONb3yeTCHA Ana obecneveHmns 6e3onacHoro
obmeHa nHdopmaumen B npegenax HaunoHanbHbIX rpaHny,. Ecnn paspaboTka cTaHOapToB Takke orpaHn4eHa
3TUMK NpeagenamMmu, To 310 NPUBOAUT K HECOBMECTUMOCTU NMOJTUTUK N pernamMeHTOB LeHTPOB cepTudmnkal
(LC) n ueHTpoB peructpaumm (LUP) pasHbIX cTpaH.

TexHonormsa UMppoBbIX CepTUPUKATOB akTUBHO pas3BMBaETCA B paMKax onpeaeneHHbIX HanpaBleHUH,
He cneundguyHbIX ANs 3apaBooxXpaHeHns. HenpepblBHO NPOBOAUTCS BaXkHeLlaga paboTa no ctaHagapTUMsaLu
N B HEKOTOPLIX Criyyasix rno npaBoBOMY O0DecrneveHno Takon TeXHONOrnMn. B TO ke BpemMs NocTaBLWMKA Meaun-
LIMHCKUX YCINYT BO MHOTUX CTpaHax y>Xe UCMOMb3YyT UMW NNAaHUPYIOT UCMONb30BaTh LUPOBLIE CEPTUPMKATEI.
HacTtosawmnin ctaHaapT Npyu3BaH yaoBNeTBOPUTL NOTPEOHOCTL B yNpaBNeHUN AaHHBIM MHTEHCUBHBLIM MeXaYHa-
POAHBLIM MPOLIECCOM.

HacTtoqawmn ctaHgapT CoOaepKUT oblme TeXHU4Yeckue, akcnnyaTtauuoHHble 1 MeToandveckmne TpeboBa-
HUSA, KOTOPbIE AOMKHbI ObITh YAOBNETBOPEHLI ANsl obecneveHnst UCronb30BaHUA LU POBLIX cepTUPUKATOB B
lenax obMmeHa meanuUMHCKON MHpopMaLumen B npegenax oAHoro goMeHa, Mexagy goMeHamMmum 1 3a npegenamu
rpaHuL, oaHoM ropucankumn. Ero uensto siBNseTcs cos3gaHne oCHOB rnobansHon nHTeponepabensHOCTU. Hac-
TOSILLMI CTaHAAPT N3HAYaNbHO NpeaHasHaveH ans nogaepKk TpaHcrpaHM4yHoro obmeHa gaHHbIMU Ha OCHOBE

IV
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LMPPOBLIX CEPTUPUKATOB, OOAHAKO OH TakKKe MOXeT CMYXXUTb PYKOBOACTBOM MO LLUMPOKOMY MUCMONb3OBaHUIO
LMPPOBLIX CepTUPUKATOB B 34paBOOXPaHEeHUN Ha HauuoHanbHOM UMU permoHanbHOM YPOBHAX. HTepHeT
BCE LLUMpe UCMONb3YyeTCs Kak CpeaAcTBO Nepegadun MeauumMHCKUX AaHHBIX MexXay opraH1sauusaMin 3apaBooxpa-
HEHUS N SBNSIETCA €OQUHCTBEHHBIM pearibHbIM BapuMaHTOM Ans TpaHcrpaHu4Horo obmeHa aaHHbIMUA B 3TONU
chepe.

HacTodawmin ctaHaapT A0MMKeH paccMaTpuMBaTbhCs Kak eduHoe Lenoe, NOCKONbKY Ka)aada U3 Tpex ero
yacTen BHOCUT CBOW BKNaa B onpeageneHue Toro, kak ungpoBble cepTudukaTbl MOryT UCMONb30BaTbCA AN4
obecnevyeHnsa cepBMCOB DE30NACHOCTU B CUCTEME 3[paBOOXPaHeHUs, BKNoYaa ayTeHTMduKauno, KoHu-
OeHUNAaNbHOCTb, UEeNMOCTHOCTb AaHHbIX N TeXHUYECKMe BO3MOXHOCTU NoaaepXKu KadecTBa 3MeKTPOHHOW
noanucu.

NCO 17090-1 onpeaenseT 0CHOBHbIE NPUHLUNBLI NPUMEHEHUSA UNPPOBLIX CepTUPUKATOB B cdrepe 3apa-
BOOXpPaHEeHUA U onpeaensaeT CTpYKTypy TpeboBaHUN K MHTeponepabenbHOCTU, HeobXoAUMbIX AN co3aaHUS
CUCTEMBI 3aLUMNLLEHHOro obMeHa MeanuUMHCKoW MHdopMaLnen Ha OCHOBE NPUMEHEHUS LMPOBbLIX cepTUdin-
KaTOB.

NCO 17090-2 onpenensieT cneyndpuyHble AN cdpepsbl 3apaBooXpaHeHUsa Npo@unm 3NeKTPOHHBIX Cep-
TUPUKATOB, OCHOBaHHLIX Ha MexayHapogHoM ctaHgapTte X.509 v ero npodonne, onpegeneHHOM B cneundoun-
kaunun IETF/RFC 2459 [1] ans pasHbIX TUNOB CEPTUMPUKATOB.

NMCO 17090-3 nmeeT oTHOLLIEHME K NpobnemMam ynpaBneHus, CBsI3aHHbIM C BHeaApeHUneM LU pOBbIX cep-
TUPUKATOB B cpepy 34paBooxXpaHeHUa N UX aKcnnyataunen. B HeMm onpegeneHbl CTpyKTypa NONMUTUK CepTU-
hnKkaToB N MUHUMambHbIE TPEDOBAHUSA K HAM, a TakXKe CTPYKTYpa CONYyTCTBYIOLLMUX OTYETOB MO NPakTUYECKOMY
NPpUMeHeHNo cepTudonkaLmnn.

NCO 17090-3 ocHoBaH Ha nHopmMaunoHHbIX pekomeHaaunax IETF/RFC 2527 [2] n onpegenseT npuH-
Lnnbl NONUTUK Be3onacHOCTN MeanuLMHCKOW MHpopMaLnn npu ee TpaHcrpaHnyHon nepegadve. B Hem Takke
onpeaeneH MMHUManbHO HEOOXoAUMBIN YPOBEHb BE30MacHOCTU NPUMEHUTENLHO K acnekTam, cneuUnpuiHbIM
Ona cgpepbl 3apaBooXpaHeHUs.
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HAUMWOHANBbHBIWN CTAHOAPT POCCUUCKOWN PEOEPALUMN

UHpopMmaTU3auua 3gopoBbA
MHOPACTPYKTYPA C OTKPbITbIM KINKOHOM
YacTb 2

[lpochunb cepTUdUKaTa

Health informatics. Public key infrastructure. Part 2. Certificate profile

[laTta BBegeHnsa — 2011—08—01

1 Obnactb NpMeHeHUA

HacTtodawunin ctTaHgapT onpeaensdeT 0CHOBHbIE Npodnnn cepTUdUKaToB, TpebyemMble Ana obMeHa Meau-
LIMHCKOW MHpopMaLMen BHyTPYU OOHOW opraH13aunn, Mexay opraH1usaunsmMmm U Npu TpaHcrpaHMiHom obmene.
OH onpegenseT getanm NpUMeHeHUs LM poBLIX cepTUdUKaToB B 00NacTU 34paBooXpaHeHUs U POKYyCUPYET-
CH, B YAaCTHOCTU, HA 0CcobeHHOCTAX Npodunen ceptudmnkaToB, cneunduniHbIX ans 3apaBooxXpaHeHUs.

2 HopmaTuBHbIe CCbINKN

B HacToswweM cTaHaapTe UCNONMb30oBaHbl HOPMAaTUBHBIE CChINTKKM Ha cneayolme MexayHapoaHble cTaH-
0apThbl:

NCO 17090-1:2008 WNHdpopmaTuka B obnacTtun sapaBooxpaHeHus. VIHppacTpyKTypa OTKPBITOro Krwouva.
Uacte 1. O630p vycnyr uudpoBoro ceptudpukata (ISO 17090-1, Health informatics — Public key
infrastructure — Part 1: Overview of digital certificate services)

NCO 17090-3:2008 UHdopmaTuka B obnacTtu 3gpaBooxpaHeHus. NIHpacTpyKkTypa OTKPbITOro Krouva.
YacTb 3. MeHeKMeHT nonuTtukk opraHa no ceptugukaunn (1ISO 17090-3, Health informatics — Public key
iInfrastructure — Part 3: Policy management of certification authority)

IETF/RFC 3280 WHTepHeT. MNMpodunb ceptudpumkata X.509 nHppacTpyKTypbl C OTKPLITHIM KITHOYOM U
cnncka oTosBaHHbIX cepTugpukatos (CRL) (IETF/RFC 3280, Internet X.509 Public Key Infrastructure Certificate
and Certificate Revocation List (CRL) Profile)

IETF/RFC 3281 WHTepHeT. lNpodunb cepTtudmnkaTta atpndyrta ana astopusaumm (IETF/RFC 3281, An
Internet Attribute Certificate Profile for Authorization)

IETF/RFC 3739 WHTepHeT. Npodnnb atTrecTaunoHHbIX cepTUdPUKaATOB MHPACTPYKTYPLI C OTKPbITLIM
kKntovom (IETF/RFC 3739, Internet X.509 Public Key Infrastructure Qualified Certificates Profile)

3 TepMUHbI N onpegeneHus

B HacTosilem cTaHgapTe NPpUMEHeHbl TEPMUHBI C COOTBETCTBYOLWUMU onpeaeneHnsaMn, yCTaHOBMNEH-
Hble B NCO 17090-1.

4 YcnoBHble 0603HA4Y€eHUA U COKpaLLeHUA

LIA ueHTp npucesoeHus atpnbytos (AA — attribute authority)
CA ceptudukat atpubyta (AC — attribute certificate)
LIC ueHTp ceptudpmnkaumm (CA — certificate authority)

U3pgaHne odbvumanbHoe
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[1C nonutuka ceptudpukata (CP — certificate policy)

OlC oT4eT 0 nNpakTuke ceptudukaynm (CPS — certification practice statement)
COC cnucok otosBaHHbIX cepTudunkatToB (CRL — certificate revocation list)
COK cepTtudgpukat oTkpbiToro kntoda (PKC — public key certificate)

NOK nHdppacTpykTypa ¢ oTKpbITEIM KtouoM (PKI — public key infrastructure)
LIP ueHTp peructpaunn (RA — registration authority)

OTC goBepeHHasa TpeTbsa cTopoHa (T TP — trusted third party)

5 NMonutnkn cepTPMKaToB B 34PpaBOOXPaHEHUMN

5.1 Tunbl cepTUdukaToB, He0bXO0aUMLIX ONA 34PaBOOXpPaHEHUA

CepTudukarbl MOEHTUYHOCTU OOMKHEI BblJaBaTbCA:

- nnuam (KksannugpuumpoBaHHbIM MeguLUMHCKUM paboTHUKaM, BcnomMoraTtefibHbiM MeaULIMHCKAM paboTHIN-
Kam, cyocngmpyemMmsbiM MocTaBLUMKaAM MeaULMHCKUX YCNyr, paboTHUKaM nogaepKnBarolmx opraHusaumnmn, a
TakXKe nauueHtam/noTpedurensam megnuUmMHCKON NoMOLLN);

- opraHusaumam (opraHmsaunam 3gpaBooxXpaHeHns 1 nogaepXuBatomm opraHmusaLmnsim);

- YCTPOUCTBAM;

- NPUNOXEHUAM.

Ponu nuu, 1 opraHnsaumni AomKHbl ObITb 3anucaHbl OO B caMoM cepTudukate MaeHTUYIHOCTU (B pacLLIK-
peHun cepTudukaTta), Mndo B accoummpoBaHHoMm CA. PasnnyHbie TUNbI cepTugukata n nx B3anMMoOOTHOLLEHUS
nokKasaHbl Ha pUcyHke 1.

5.2 CepTudukarbol LeHTpa cepTUdUKkaLmu

5.2.1 CepTudukartol kopHeBbIix LIC

CepTtudukartsl kopHebixX LIC ncnoneaytotes, ecnm LUC cam siBnsaeTcst cyobekTom ceptudpukaTa. OHU ca-
MonoanucaHbl U NPUMEHATCA ANA BbiNMycKa cepTUPUKaToB A0BEPSAOLWAM UM CTOPOHaM, BKoYast NoA4YNHEH-
Hble LIC. [one OCHOBHBIX OrpaHUYeHN COOAEPKNT NPU3HaK, YTo CyobekToM ceptudpunkaTta sisngaercs LIC.

5.2.2 CepTudukartol noauuHeHHbIX LIC

CepTtugukatbl nogdnHeHHbIX LIC Beinyckatotea anga LUC, koTopein cepTudpnumpyetca Apyrum BbILLECTOS-
lwnm LUC, HageneHHbIM NpaBoM BhINyCKaTb cepTudomnkaThl, Unn ans gpyrx nogyumHeHHbix LUC, nnu ans oobek-
TOB.

UHDpacTpyKTypa C OTKPBITBIM KIMHOYOM

CeptudukaTbl OTKPLITOro Kno4a Ceptudukarbsl noguymHeHHbIX LIC

Kpocc-cepTudukarsl
(cepTuUduKaThl
nocpeaHuyeckunx LIC)

Ceprudpukarsl kopHesbix LIC KsanuduumpoBaHHOrO MeauLMHCKOro paboTHUKa

(aTTecTaunoHHbIW cepTudukaT)

CepTudomkarbl KOHEUHbIX BcnomoraTensHOro MeauLIMHCKOro paboTHUKA

OOBLEKTOB (aTTecTaumoHHbIA cepTudukar)
n . Cybcuanpyemoro nocrasLlimMka MEAUUWHCKUX YCIyr
W3HbIN (aTTectaunoHHbIM cepTudukar)
PaboTHMKa noaaep»xusatoLlei opraHu3auum
OpratusaLmy (aTTecTaumoHHbIN cepTudukar)
y [MauueHTa/noTpedbutena MegULUHCKUX yCryr
YcTpoicTea (aTTecTauMoHHbIN cepTUdUKaT)
[MpynoxeHuns

CepTudukaTbl atpubyTta

PucyHoOK 1 — Tunbl CEpTUPUKATOB, NCNOSIb3YEMbIX B 34PaBOOXPaHEHNY
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5.3 Kpocc-cepTtudukarol (ceptTudpunkartbl nocpegHNYeCKUX LEHTPOB cepTudukaumn)

B cpene NIHTepHeT He NnpuxoauTcs paccynTbiBaTh Ha Hanuyme LIC BepxHero ypoBHS, KOTOpOMY ByayT O0-
BEPATL opraHusaunn 3apaBooxXpaHeHud, ecnnm oHWU NogvYMHeHbl pasHbIM BeAOMCTBaM UMW OOMKHbI yYaCTBO-
BaTb B TpaHcrpaHndyHoM obmeHe uHdpopmaunmen. BMecTo 3Toro B cUCTEME 3ApaBOOXPaHeHUs OOMMKHbI
C034aBaTbCs OTAENbHbIE «OCTPOBKU AOBEPUSI», KaXXAbIN CO CBOUM KopHeBbIM LIC, obcnykuBarowimm rpynny
yupexaeHuU 3apaBooxpaHeHunst, obpasoBaHHY0 NO NPpU3HaKy cneluanmaasm, BeAoOMCTBEHHOW NOAYNHEHHOC-
TN UNK reorpadpuyeckoro nonoXxeHus. Kaxaei kKopHeson LIC kaxgoro «ocTpoBka AoBepusi» A0IMKEH BblAaTh
Kpocc-cepTudpukaTt gapyromy kopHesomy LIC.

B Takoun cutyauum rpynna LUC moxeT cornacoBartb MUHMMaTNbHbIM HAOOP CTaHAapTOB, BKIIHOYAEMbIN B UX
NONMUTUKMU U COOTBETCTBYIOLWLME OTYETHI O NpakTUKe cepTudpukaunn. Kak ToNbKo 3TO caenaHo, AoBepsoLlas
CTOPOHAa MOXeT NpUHATL cepTudukat oT LIC, Haxoasweroca 3a npeaenamMmm ee AoMeHa. ITOT NoaAxXoa MOXeT
OblTb 0CODEHHO NOMEe3eH pernoHanbHbIM opraHam ynpaBneHUs 34paBooXpaHeHneM Ans opraHmn3aun Mex-
TeppuUtopmansHoro oobmeHa nHgpopmaLunen.

Ona B3anmHoW cepTudpukalum pasnmuHblX aomeHoB LIC ucnonbiyetcst ocobbl TUN cepTUdUKa-
TOB — Kpocc-cepTudmkaTthl (cepTudukathbl nocpegHndecknx LIC). C ux nomollbio obecnevumBaeTcs MacluTab-
HOE pasBepThIBaHUE NPUMOXKEHUN OTKPLITLIX KMNoYeWn, Hanpumep, 3allmilleHHas anekKTpoHHaa nodta U apyrue
NPUNOXeHUs1, TpebyemMble AN CUCTEMbI 34paBOOXPaHEHUS.

5.4 CepTudnkarbl KOHEeYHbLIX OOBEKTOB

5.4.1 O6bwume cBeaeHUN

CepTudmnkaTbl KOHEYHBIX OOBLEKTOB BbIAAKOTCA TakuM obbeKTaMm, Kak nuua, opraHusaunn, npunoXXeHus
M YCTPOWUCTBA.

OHW Ha3bIBaOTCS cepTUPUKATAMMN KOHEYHBIX OOBEKTOB, NMOCKOMNbLKY HE MCNOMb3YIOTCS AN BblAa4vn cep-
TUPUNKATOB APYrMM 0BbLEKTaM.

5.4.2 CepTucbunkatbl MAEHTUYHOCTU NUL,

CepTudunkatbl MAEHTUYHOCTM NAL, OTHOCATCA K NoATUNY CepTUUKATOB KOHEYHBIX OOBEKTOB U NpeaHas-
Ha4vyeHbl ANs Bbldadn oTAeNbHbIM NMULAM B LeNsiX ayTeHTUgpunKkauuu.

Cnegywowme nNatb TUNOB AEUCTBYIOLUMX NAL, B 3OpaBOOXPaHEHUM paccMaTpUBaloTCA Kak oTaenbHbIe
nuua:

a) KBanudpuunpoBaHHble MeguLMHCKne paboTHUKA:

- KaXKabl Bnagenew takoro ceptudukara siBNAeTca MegmUnHCKUM pabOTHUKOM, KOTOPOMY ANS BbINOI-
HeHUA NpodpeccnoHanbHbIX 0b0sI3aHHOCTEN HEODXOAUMBI CEPTUUKAT UM NULEH3UA OT OpraHa rocyaapcTBEH-
Horo ynpasneHua (cm. NCO 17090-1, nogpasaen 5.1). 9Tn cepTUPMKaTbl MOrYT UMETb TUM aTTeCTalMOHHOMo
ceptudgpukara (cm. NCO 17090-1, nogpasgensl 8.2 1 7.3 HacTodLWlero ctaHgapTa);

b) BcnomoratenbHble MeanLUMHCKUE paboTHUKN:

- KaXkabl BNagenew, Takoro ceptudpukaTta aBnsieTcsl MeanLUUHCKUM paboTHUKOM, KOTOPOMY ANS BbINOM-
HeHUs NpodgreccnoHanbHbIX 00S13aHHOCTEN He TpebyeTcs cepTUdukaTt NN NULIEH3UA OT opraHa rocyaapcTBeH-
Horo ynpaeneHua (cm. UCO 17090-1, nogpasgen 5.1). 9T cepTUPUKaThl MOTYT UMETb TUNM aTTeCTaUMOHHOIO
cepTudpunkaTa;

c) cybcuanpyemsbin NOCTaBLWUK MeANLIMHCKUX YCIYT:

- KaKabl Bragenew, Takoro ceptudukara aBndeTcs NMIMLUoM, BeINOMHAOLWMM onpegeneHHble 0ba3aHHOC-
T B CUCTEME 34paBOOXpPaHEHUs no cybcmann opuumansHOW opraHusaumm 3apaBooXpaHeHUs N YacTHO-
NpaKkTUKYIoLLEero Bpaya. 3t ceptTudpukaTbl MOTYT UMETb TUM aTtTecTalUoHHOro ceptudoukaTra;

d) paboTHUK NogaepX1UBatoLLen opraHmusaLun:

- KaKabl BrageneL, takoro ceptudukata aBnsdeTca paboTHUKOM opraHmM3aunn 3apaBooXpaHeHnst Unu
noggepXuearoLlen opraHnsauun. 3T cepTUPUKaTbl MOTyT MMETh TUM aTTeCTaLMOHHOIO cepTudmKaTa;

e) nauneHT/noTpebutenb MeguLUMHCKOWU NOMOLLA:

- KaXKabl Brnagenew, Takoro ceptudnkara ABnsieTcst NMLOM, KOTopoe Ha onpeaeneHHoM atane nmbo no-
nyJvano, nubo nony4aet ycnyrm ksanmpruymmpoBaHHOIO UMM BCNOMOraTeibHOro MeAULMHCKOro paboTHUKA. OTH
cepTudukatbl MOryT MUMETb TUM aTTeCTaLUUOHHOIo cepTudgukara.

5.4.3 CepTucbunkat MA€HTUYHOCTU OpraHn3aLnu

OpraHusauus, cBsizaHHasa ¢ CUCTEMON 30paBOOXPaHEeHUs, MOXKET BNadeTh cepTUPUKATOM B LENAX MOeH-
TUpMKaum Unn gnga wudpposaHusa gaHHbIX. B HacTodalem ctaHgapTe npeaycMoTpeHo yKkasaHue ee Ha3BaHUs
B none ceptudgunkarta B cootBetcTBUM ¢ IETF/RFC 3647 [3].

5.4.4 CepTtucdpukat M4€HTUYHOCTU YCTPOUCTBA

NMHamnemayansHasa naeHTudunkaumsa n ayteHTudnkaums MoryT notpeboBaTbCsl TakMM YCTPOUCTBAM, Kak
cepBep Un1 MeanuunHCKUN Npubop, Hanpumep, YCTPOUCTBO Ny4YeBOU ANArHOCTUKA, MOHUTOP XXU3HEHHO BaX-
HbIX NMokKasaTtenen nnn npoTesupytoLllee yCTPOUCTBO.
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5.4.5 CepTudukat npunoxeHun

MHanBmayanbHas naeHTMdpukauua n ayTeHTndoukauma MoryT notpeboBaTbCsl TaKOMY NPUNOXKEHUIO, Kak
aBTOMaTU3npoBaHHasaA MHoOpMaLMOHHaA cMCcTeMa, Hanpumep, cMctemMa ydyeta KoeyHoro ooHga 1M ABMKeHUS
nauneHTOoB.

XOTS HacToALWMNA cTaHaapT NocBsilleH B OCHOBHOM NMPUMEeHeHUo cepTUPUKaToB NOCTaBLLMKOB Meaun-
LIMHCKOW NOMOLL N, HEODXOAUMO OTMETUTL, YTO NaumMeHTam/noTpednTensam MeguUMHCKUX YCNyr ans KOHTPOMS
CBOEro 310P0OBbsI BCe valle HeobXxoanumbl AaHHbIe, ANA 3aLlUUTblI KOTOPLIX MOTYT NPUMEHATLCS LM POBLIE Cep-
TUPUKATHI.

54.6 CA

CA npeacrtaBnsiet cobon cepTUPULIMPOBAHHYIO N 3aBEPEHHYIO LIMPPOBON NOANUCHI0 COBOKYMHOCTL
aTpnoyToB. CTpykTypa CA noxoxa Ha cTpykTypy COK. OcHoBHOe oTnn4vne coctout B ToM, 4To CA He coaep-
XXUT OTKPLITEIN KNtod. CA MOXeT coaepaTb atpubyThl, cneyndnuupytollie YnNeHCTBO B rpynne, Kateropuio
aonycka K nHgpopmMmauum n apyrue ceBeeHnsa o Bnagensle ceptugukaTa, KoTopble MOryT ObITb UCNOMb30BaHbI
ansa koHTponsa aoctyna. Ctpyktypa CA gomkHa cooTtBeTcTBOBaTh IETF/RFC 3281.

B cucteme 3apaBooxpaHeHnss CA MOXKET BbINMOMHATL CYLECTBEHHYIO pPONb HOCUTENS cBeaAeHUA 0O
aBTOpPU3aLUN.

CBegeHust 06 aBTOopU3aL M oTNUYaTCa OT UHGOPpMaLUK © PO paboTHUKA B CUCTEME 3PaBOOXPaHe-
HUAS UM OT NULEH3UN, KOTopble MOTyT ObITh NepeaaHsl B COK. Hanuume nHdopmanum o ponu Unum nuueH3nm
BMASIET HA aBTOpU3aLuto, HO caMo Nno cebe He 0bsI3aTenbHO MAEHTUYHO aBTopu3aunn. BaxkHO OTMETUTb, YTO
aeTanbHas cneundgukaums CA elle He ycTosinach M byaeT YTOUHATLCA Mo Mepe bonee LNPOKOro NpMMeHeH!s
paspadboTynkamm MHPOPMaLMOHHBIX CUCTEM.

CuHtakcuc CA onucaH B IETF/RFC 3281.

KomMmnoHeHTbl CA MCNONb3YIOTCS creayrowmnm odbpasom.

Pas3Hble Bepcun CA oTnn4varoTcsd No HoMepy Bepcun «version». Ecnu B CA NpUCYTCTBYET NoJ1e CBEPTKA
«objectDigestinfo» nnn ecnu none «baseCertificatelD» nogeHTnduunpyet nsgatena ceptugukaTa, T0 HO-
Mep Bepcun «version» JomKeH ObiTb «v2».

[Tone «owner» 3agaet naeHTUYHoCThL Brnagensua CA. ObsazaTtensHO A0MKHBI ObITh YKaszaHbl HAMMEHO-
BaHWe nsgartens n cepuinHbl Homep KoHkpeTHoro COK. MoryT ObITh YKazaHbl 04HO UM HECKOMNbKO ODLLIX HaW-
MEHOBaHWUN, a yKasaHue CBePTKN 0DbeKTa 3anpeLleHo.

Mcnonb3oBaHue obwmnx HanmeHoBaHN «GeneralName» B KavyecTBe naeHTUpUKaLumnum Bnagensua 3a-
KnovaeT B cebe TOT PUCK, YTO OHM He MOTYT obecnevnTb A4OCTAaTOUHO TOYHOW NMPUBA3IKN HAUMEHOBAHUSA K OT-
KPBITOMY KoYy, UTO 3aTpyaHUT npumeHeHne CA anga ayTeHTUpuMkauum ngeHTMYHOCTM Bnagenbsua. Kpome
TOro, HeKoTOopble hopMbl 0bLLNMX HaumeHoBaHUN «GeneralName» (Hanpumep, «IPAddress») He rogaTcsa Ans
HanMmeHoBaHus Bnagensua CA, KOTOPOro ckopee MOXHO OTHECTU K POSIN, HEXENN K KOHKPETHOMY 0D bekTy. He-
0OX0aUMO OrpaHNYNTLCA NPUMEHEHUEM TaKX opM OOLLIEr0 HAUMMEHOBaHWUA, Kak OTNMUYNTENBHBIE UMEHa, a-
peca, CcooOTBeTCcTByOLWMEe cneundpukaumm ETF/RFC 822 [4] (anektpoHHass nouvTta), U OOBLEKTHbIE
naeHTUuKaTopbl (4Na UMeH ponen).

[lone «issuer» coaepXXnt naeHtudgukaumo UC, sbinycTUBLLEro cepTUdUKkaT. HanumeHoBaHUe nsgatens
n cepnHbin Homep COK aomkHbl ObITh YKadaHbl 0bsizaTtensHo. O0LWKMe HaMMeHOBaHUSA yKasbiBaTbh HEODSA3a-
TEenbHO.

[lone «signature» ngeHTU@UUMPYET KpUNTorpauiecknn anroputm, UCNonb3yemMbln angd LUUppoBOn
noanucun CA.

[Tone «serialNumber» cogepXXut cepunHbin HOMep, YHUKaneHO naeHTudgpnunpyowmn CA cpeamn Bcex
CepTUPUKaATOB, BbINYLWEHHBLIX ero nsgatenem.

[Tlone «attrCertValidityPeriod» 3agaeT cpok aencteua CA, npeactaBneHHbIN B popmMaTe reHepannsiu-
poBaHHoOro BpemeHn «GeneralizedTimen».

[Tone «attributes» cogepXuT atpubyThl Bnagensua ceptudgumkara, KoTopble 3aBepsitoTCs 3TUM CepTU-
bmnkaTom (Hanpumep, NpUBUNErMn gocTtyna).

[Mone «issuerUniquelD» MoxeT bbITb UCNONb30BaHO ANs naeHtTudukaunm nsgatensa CA B MIHCTAHLUMAX,
KOTOPbLIM OQHOIO MMEHN n3gaTtens HeJocTaTouHO.

[lone «extensions» no3songdeTt A4obaBnsaTb HoBble nong K CA.

HeTtann ncnonbsoaHnsa CA B 3apaBooxpaHeHnn npueegeHsl B NNCO 17090-1:2008, noapasgen 8.4.

5.4.7 CepTucbukartbl ponn

CA nonb3oBaTend MOXeT coaepXaTb CChINKy Ha gpyron CA, coaepXallnn ceeaeHna 0 A0NONHNTENbHbIX
NPUBUNETUAX. ITO ABNAETCH 3PPEKTUBHBIM MEXAHU3IMOM peannsaunm npMBUNErMpoBaHHbIX PONneun.

4
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B psine opraHusauunin anst BeINOMHEHUS onpeaeneHHbiX paboT TpebyeTca aBTopM3aLnsa Ha OCHOBE NpU-
BUNErniA, HasHa4vyeHHbIX ponam (00blMHO B coveTaHUM ¢ MHAMBUAYaAlNbHO HasHa4YeHHbIMU NMPUBUNETUSIMNA).

[lpeTeHAeHT Ha NPUBUNErM MOXET NpeacTaBUTb KOHTPOMEPY HeYTo, AeMOHCTpUpylollee Hanudue vy
Hero onpeaeneHHoOW ponu (Hanpumep, ponn «npodasua» Unm ponu «nokynartena» ). KoHTponep MoXeT 3HaTb
anpuopn UNM ysHaTb C NOMOLLbIO KaKUX-NMOO CpeacTB, Kakne NpUuBUNErun CBA3aHbl ¢ 3TOU PONbo, U MPUHATL
NONOXUTENbHOE NN OTPpULATENbHOE pelleHne 0b aBTopU3aLLnn.

Bo3amMoXHbI cnegyowne cutyauunn:

- ntobon LUA moxeT onpeaensaTtb Ntoboe 4yncno poneu;

- cama ponb 1 ee obnagaTteny MOryT onpeaensTbCs U yNpaBnsaTbCs pasaensHO ¢ NOMOLLIC 0TAeNbHBbIX LIA;

- MPUBUNErN, Ha3HaAYEeHHbIE AaHHOW PONN, MOTYT ObITb 3anncaHbl B 0AHOM UMM HeCKoNbKUX CA;

- Npn HeobXoaMMOCT obnagaTento PponnM MOXET NPUCBaNUBATLCA TOMbKO NOAMHOXECTBO NPUBUNETrANA,
Ha3HAYEeHHbIX PONN;

- NPaBo BNageHusa Ponbio MOXeT AenermpoBaThCy;

- pONAM 1 NpaBaM BrnageHnUa MMM MOTyT Ha3HadaTbCa onpeaeneHHble CPOKN AeNCTBUAS.

ObObekTy MOXeT ObITb NpucBoeH CA, cogepxalumn aTpudyT, yBeAOMIMSAOLWUNA, YTO 3TOMY OOBEKTY Ha3Ha-
yeHa onpegerneHHas ponb. ITOT cepTUguKkat UMeeT paclumpeHune, coaepallee ykasartenb Ha gpyron CA,
onpeaenarLmMn 3Ty ponb (Takou cepTUdMKaT PO yKasbiBaeT POSlb B KAa4eCcTBe BnagenbLa 1 coaepXXuT cnn-
COK MPUBUNErMi, HasHa4vyeHHbIX 3Ton ponn). Vsgatenn ceptudpukata obbekra n ceptudukata ponm MoryT
ObiTb HE3ABUCUMBIMU, U 3TU CcepTUPUKATBI MOTYT YNPaBNATbLCA (NpeKkpalwlaTte AeNCTBUE, OT3bIBATLCA U T. 4.)
OTAEJIbHO APYT OT Apyra.

He Bce popmbl obero HammeHoBaHUA «GeneralName» npurogHsl Anst UCNOMb30BaHUA B Ka4eCTBe
NMMeHW ponun. ['lonesHee BCero UCNonNb3oBaTbh OOBEKTHLIE NAEHTUDUKATOPLI N OTIINYUTENBHBIE UMEHA.

6 O6wwune TpedboBaHMA K cepTUPUKaTam

6.1 CooTtBeTcTBMUE cCepTUPUKaTa

Ko BceM ceptudunkatam, onpegeneHHbIM B HACTOALWEM cTaHOapTe, NpedbABNAKOTCA chnegyolme
TpedboBaHUSA:

- OHU OOJIKHBI ABNATLCSA cepTudukaTtamm popmarta X.509 Bepcun 3 [5];

- OHU OoMmkHbl cooTBeTcTBOBaTh IETF/RFC 3280. OTKNOHEHUA OT Hee A0ONYyCKaloTCA TONLKO B TOM CIy-
yae, ecrnii OHU COOTBETCTBYHOT NPeANioXeHHbIM pelleHUAM BbISIBNEHHBIX Npobnem 3Ton cneuudukasnm,

- cepTudpukaTel, noaTeepXgarowne wnHAMBUMAYaNbHYO WAEHTUYHOCTb, AOMMKHbI COOTBETCTBOBATH
IETF/RFC 3739. OTKNoOHeHUA OT Hee AoMnycKatoTCsl TONMbKO B TOM clyvae, ecnii OHWM COOTBETCTBYHOT Npeano-
XXEHHBIM peLUeHUAM BbISIBNEHHBIX Npobnem 3Ton cneuudunkaunn;

- none «signature» O0OMXHO MOAEHTUPULMPOBATL UCMONb3YeMbIX anropuUTM LMdppoBOM NOANMUCH;

- MUHUManbHasa gnuHa cepTUPULMPOBAHHOIO OTKPLITOMO Knova A0MMKHA 3aBUCETb OT UCMOMNb3YeMOoro
anroputMa. AnuHel kntoven AoimkHbl cooTBeTcTBOBaTL MCO 17090-3, nognyHKT 7.6.1.5;

- HasHa4eHKne KrnYa 4nga W poBaHna He O0JTKHO coveTaTbCAa HU C HEOCNOPUMOCTbLIO, HA C LU POBON
noanncbo (CM. 7.2.3).

Hunxe onucaHbl odLmMe 3nemMeHThl BCeX LU POoBLIX CepTUPUKaTOB, NpeaHasHauveHHbIX 414 34paBooxXpa-
HEHUA 1 NOKa3aHHbIX Ha pPUCYHKe 1. DTN S3NeMeHThbl OAMHAaKOBbI Y pasfNYHbIX TUMOB cepTUPUKATOB.

Certificate ;= SIGNED { SEQUENCE {

version [0] Version DEFAULT v1,
serialNumber CertificateSerialNumber,
signature Algorithmldentifier,
issuer Name,

validity Validity,
subject Name,
subjectPublicKeylnfo SubjectPublicKeyinfo,

iIssuerUniqueldentifier [1] IMPLICIT Uniqueldentifier OPTIONAL,
subjectUniqueldentifier [2] IMPLICIT Uniqueldentifier OPTIONAL,
extensions [3] Extensions MANDATORY,

version Bepcusa KoanpoBaHHOro ceptudpukarta. JomkHa MMeTb 3HavYeHne v3.
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6.2 O6LwWwue nonga Bcex TUNoB cepTUudUKaToB

1) llone «serialNumber» nmeet Lenoe sHadeHue, npuceampaemoe LIC kaxgomy ceptugpukaty. OHo
npeaHasHavYeHo ANns yHUKanbHoOW naeHtudgukaumnm ceptudmnkatoB. 3HavyeHUe «serialNumber» aomkHo ObITh
YHUKaANbHbIM ANA KaXXO0ro ceptudgukara, BbinyweHHoro gaHHelMm LUC (To eCcTb HaMMeHOBaHMe nsgaTteng cep-
TUdUKaTa B codeTaHUn ¢ cepuAHbIM HOMEPOM ABNSIETCA rMobanbHO YHUKaNbHBIM UOAEHTUMUKATOPOM).

2) [Nlone «signature» coaepXnt naeHTUPMKaTOp anroputmMa, ncnonesosaHHoro LIC ana nognucu cep-
TUpUKaTa.

3) lNone «issuer» naeHTUPUUMPYET HaUMMeHOBaHMe opraHnsaunn, nognucasLlen U BeINMYyCTUBLLEN cep-
TUdUKaT. 3HAYEeHNE 3TOro nNons npeacrtapnset cobon cootTeeTcTBYOWYIO ISO [6] CTPYKTYPY UMEHU, COCTaB KO-
TOPOMN COOTBETCTBYET onpedeneHUo Knacca OOBLEeKTOB ponv B opraHmsauum «organizationalRoler,
Haxoasilerocsa noa Krnaccom obbekToB opraHmsaunm «organization» nnu nogpasgeneHns «organization-
Unit».

4) Tlone «validity» cogepXXuT nHTepBarn BpemMeHu, B TedeHune kotoporo LIC rapaHTupyeT 4encTBUTEb-
HOCTb UHJpopMaLnK, cogepXallenca B ceptudoukaTe. I'pu Belgadve ceptudumkata keannpuUMpoBaHHOMY Me-
anunHckomy paboTHUKy LIC aormkeH NpuHATL Mepbl, UTODBLI CPOK AeUCTBUA UMGPOBOro ceptudukarta He
NPEBbLICUIT CPOK AEUCTBUSA cepTUdmnKaTa crneunanmcTta unm npogpeccruoHanbHoOW NMUeH3nn. Ytobbl BbIMONHUTL
aT0 ycnosue, LUC aomkeH Nnbo yCTaHOBUTL CPOK ASUCTBUSA LIMPPOBOro ceptudunkaTa, He npeBbILatoLL N CPo-
Ka OenucTBuUA cepTudmkarta cneunanucTa (npodpeccruoHanbHoOW nuueH3nn), NMbo HageXHbIM obpaszom nony-
YNTb NOATBEPXAEHWE, UTO cepTuUduKkaT cneymanmcTa (NMuUeHs3nda) npoaneH 4o UCTeYeHUs1 ero cpoka A4enCcTBuUsS,
a eCcln CPOK UCTeK, a NoaTBepXKaeHne He NoNy4YeHo, — 0TO3BaTh UM POBOU cepTUdgmKaT UM NpUOCTaHOBUTL
ero nencTeue.

[Tpumedanune—OTnnunTenbHble npasuna koguposaHusa (Distinguished Encoding Rules — DER) pa3spelwa-
10T MCNONb30BaATb HECKONbKO cnocoboB dopmarupoBaHms 3HadeHun patbl U BpemeHn Ttuna «UTCTime» wu
«Generalized Time». YTobbl MMHMMKM3NMpPOBaTL Npobnemsbl ¢ Bepudunkaumen undpoBon NOANUCKU, B peann3aynsx ctaHaap-
Ta BaXXHO MCNONb30BaTh 0AMH U TOT Xxe chopmar. Ecnu rog 6onbie nnu paseH 2050, To BpeMs A0MKHO KOAMPOBaTbLCSH, UC-
none3yss dopmart «GeneralizedTime». Ytobbl kogupoBaHme 3HadveHun Tuna «UTCTime» 6bIN0 COBMECTUMBIM,
HEODBX0ANUMO KOANPOBAaTL UX, NCNONb3ysi hopmMart «Z», N HE ONyCcKaTb NOe CeKyHa, Aaxe ecnu oHo numeet 3HadenHune 00 (T.
e. hopmat gorkeH 66iTb YYMMDDHHMMSSZ). Npun Takom kogupoBanum none roga Y'Y gOImKHO MHTEPNPETUPOBATLCSH KaK
19YY, ecnun YY bonblwe nnu paeno 50, n kak 20YY, ecnn YY menblwe 50. Korga ncnoneayetcsa tun « GeneralizedTime», To

3HAYEHME 3TOro TUNAa AOMKHO KOANPOBATLCS, UCMONb3ys dopmaT «Z», U NMone CekyHa A0MKHO BbiTb BKNOYEHO (TO €CTb
dbopmat gorxeH 6b6i1Tb YYYYMMDDHHMMSSZ).

5) lNone «subject» naeHTUPULMPYET HAMMeHOBaHNe cybbeKkTa, aCCOLMNPOBAHHOMO C OTKPbLITBIM KIHOo-
yoMm, cogepxawmmca B none «subjectPublicKeyinfo».

6) B none «subjectPublicKeylnfo» XpaHATCA OTKPbLITLIN KNOY U UOEHTUPUKATOP anroputma npumMmeHe-
HMUA 3TOro Kro4a.

/) HeobszatenocHoe none «issuerUniqueldentifier» npeacrasnser codbon OUTOBYIO CTPOKY, UCMOMb3Y-
eMyto aAng yHukanbHon naeHtudukaumm nsgatens (B coorsetcteuun ¢ IETF/RFC 3280 HacToqawmn ctangapT
He pekoMeHAyeT UCNOoNb30oBaTb 3TO None).

8) HeobsizatenbHoe none «subjectUniqueldentifier» npeacrasnsaet cobon BUTOBYHO CTPOKY, MCNOSb-
3yeMyo a4ns yHUKanbHoW ngeHtudunkaumm cyovekra (B cootsetcteum ¢ IETF/RFC 3280 HacToawmin ctaHgapT
He pekoMeHAyeT UCNOoNb30oBaTh 3TO None).

9) lNone «extensions» 4OIMKHO cogepXXaTbh nocneaoBaTenbHOCTb U3 04HOI0 UMM HECKONbKUX pacLumpe-
HUW cepTUdonkaTa.

[Toanuce ceptudmkaTa 4obaBNAeTCs K TUNY AaHHLIX cepTUdMKaTa ¢ NOMOLLbI CTaHAapTHOro TUMNa aaH-
HbIX «SighedData».

6.3 Cneuudukaumm obLUx nonen

6.3.1 OOwune cBeaeHUs

Hwxe npneBegeHbl cneundndeckne TpeboBaHUA K MHopmMmaunm, cogepxallencst B 6asoBbiX NMOMsIX cep-
Tudukarta, Kotopble ewle He dbinn BktodeHbl B IETF/RFC 3280 vnun IETF/RFC 3279 [7].

6.3.2 MNone «signature»

PekomeHayeTcd npuceBameaTh nonto «signature» ogHo 13 cnegyrownx 3Ha4eHUN:

1. md5SWIithRSAENcryption (1.2.840.113549.1.1.4)

2. sha1tWithRSAENcryption (1.2.840.113549.1.1.5)

3. dsa-with-sha1 (1.2.840.10040.4.3)

4. md2WithRSAEncryption (1.2.840.113549.1.1.2)
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. ecdsa-with-SHA1 (1.2.840.10045.4.1)

. ecdsa-with-SHA224 (1.2.840.10045.4.3.1)
. ecdsa-with-SHA256 (1.2.840.10045.4.3.2)
. ecdsa-with-SHA384 (1.2.840.10045.4.3.3)
9. ecdsa-with-SHAS12 (1.2.840.10045.4.3.4)

10. Id-RSASSA-PSS (1.2.840.113549.1.1.10)

11. sha256WthRSAENcryption 1.2.840.113549.1.1.11

12. sha384WithRSAEnNcryption 1.2.840.113549.1.1.12

13. shad12WithRSAEncryption 1.2.840.113549.1.1.13

6.3.3 lNone «validity»

3HavyeHUa OaT cpoka paencteusa, nepepasaemble B none «validity», OoOmMkHbI COOTBETCTBOBATH
IETF/RFC 3280. B HacTodAwWweM cTaHgapTe NPUHATHLI OrpaHYeHns CPpOKOB AEUCTBUS CeEPTUPUNKATOB, BblaaBae-
MbIX B cUCTeMe 34paBooXpaHeHund, npegctasneHHble B MCO 17090-3, nognyHKT 7.6.3.2.

MomeHT BpeMmeHU «notBefore», ykasaHHbIA B cepTUdUKaTe, oTpaXaeT TOUYHbIN MOMEHT, Ha4yuHad C KO-
Toporo LIC dyaeT ynpaBnaTh akTyanbHOW MHpOPpMaLUen o cTaTtyce cepTudgpukaTa n nydbnmkosath €e.

6.3.4 llone «subjectPublickeylnfo»

B aTOoM none gomkeH ObITh 3agaH AeHTUDPUKATOP anropruTMma, Hanpumep:

1. Anropntm RSA

pkcs-1 OBJECT IDENTIFIER ::= {iso(1) member-body(2) us(840)

rsadsi(113549) pkcs(1) 1}

rsaEncryption OBJECT IDENTIFIER ::= { pkcs-1 1}

2. Anroputm Diffie-Hellman

Ob6beKkTHbI naeHTUdukaTop anroputma Diffie-Hellman, nogaepxXuBaemMmbl B HacTosileM npodoune,
onpegeneH B ANSI X9.42:2003 [8].

dhpublicnumber OBJECT IDENTIFIER ::= { iso(1) member-body(2)

us(840) ansi-x942(10046) number-type(2) 1 }

3. Anropntm DSA

OObeKkTHBIN naeHTUdgnkatTop anroputma DSA, nogaepXnMBaembld B HacTodlwem npodune, UMeer
3HavyeHue

id-dsa ID ::= {iso(1) member-body(2) us(840) x9-57(10040)

x9cm(4) 1}

4. Snnuntnyeckne Kpueble

Ecdsa {[1, 2, 840, 10045, 2, 1]}

TpeboBaHua K paamepam Krtoda cMm. B MCO 17090-3:2008, noanyHKT 7.6.1.5.

6.3.5 lNone HauMeHOBaHUA U3parensa «issuer»

HanmeHoBaHWe U3naTens, XpaHslleecs B None «issuer», 40/PKHO UMeTb popMaT, COBMECTUMBIN C CO-
otBeTcTBYOLWEN SO [6] CTPYKTYPOU MMEHWN, COCTAB KOTOPOW COOTBETCTBYET OonpeaeneHuo Knacca o0bLeKToB
ponn B opraHusaumn «organizationalRole», Haxogswerocs noa KnaccomM ODBLEKTOB oOpraHusauunmn
«organization» wunn nogpasgeneHuna «organizationUnit», ¢ npuBegeHHbIMU HWXKEe AOOMONTHEHUAMU WU
orpaHU4YeHUSAMMN.

CogepxxaHue nonga HaumMmeHoBaHUA n3gateng «issuer» 4ns Kaxagoro Tuna ceptTugukaTa onmcaHo s 6.4.

1. Tone HanmeHoBaHUA cTpaHbl «countryName» JomKHO coaepXaTth ABYyXbykBeHHbIN kog ISO cTpaHbl.

0 ~N O O

lNpumep — countryName = “US”.

DTO none obasaTtenbHoe, NOCKONbKY B cpepe 34paBoOXpaHeHns1 BaXHO 3HaTb CTPaHy NPOUCXOXOEHUS
cepTudukaTta, npeabABNEeHHOrc ANa sanpoca AocTyna K nepcoHanbHoOU MeanUnHCKon nHdpopmMaumn. B pas-
HbIX CTpaHaxX CYLLeCTBYIOT CBOU 3aKOHbI MO 3aLllUUTe nepcoHanbHbIX AaHHBIX U CBOSA NMpaKkTuka X npuMeHeHus,
NO3TOMY 3HaHWE CTpaHbl NMPOUCXOXAEHUA 3anpoca Ha AOCTYN NMOMOXET NPUHATL pelleHne, yaoBNeTBOPUTL
ero Urnn Her.

2. l'lone HanmeHoBaHKA mecToHaxoxaeHUa «localityName» MoXeT UCNonb3oBaThCAa AN XpaHeHUA No
MeHbLUEWN Mepe 0AHOro HauMMeHoBaHUA MecToHaxoXKaeHus. Cneundunkauna ero gpopmarta TpedbyeT UCNOMb30-
BaTb ABa YPOBHSA HaMMeHOBaHUA MecToHaxoXaeHus. BepxHUM ypoBeHb YKasbiBaeT CTpaHy, Nnocrie KOTOPOou
yKa3aHo reorpaguyeckoe HaumMmeHoBaHMe MecToHaxoxgeHuda. B none HaumeHoBaHUA nsgartensa ceptudukaTa
none «localityName» cTpaHbl MOXHO ONYCTUTb WU oOrpaHn4nTbcAa ToNnbko nonemMm «localityName»
reorpamyeckoro MeCToHaxoXaeHus.
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lpumep — localityName = “California”.

3. [Nlone HanmeHoBaHUA opraHusaynm «organizationName» ncnonbsyetca Ansg XpaHeHUss HaMMeHOBa-
HUS1 CyDcUanpyoLen opraHnsasnm 3apaBooxXpaHeHnst B ceptTudmkate KOHeYHOro obbekta 1 HaMMeHOBaHUA
LIC B cepTudukate LIC. 310 none ACIMKHO cogepKaTb NMosiHoe 3aperncTpmpoBaHHOE HaMMeHOBaHMe opraHiu-
3aLunu.

llpumep — organizationName = “California Hospital Authority”.

4. [lone HanMmeHoBaHMA nogpasgeneHnsa «organizationalUnitName». ECcnun 310 none npucyTCcTBYET, TO
OHO UCNONb3yeTCcAa ANA XpaHeHUAa HauMeHoBaHUA nogpasgeneHna gaHHon opradHusaunmn. MoxHo popMUpo-
BaTb HECKONbKO YPOBHEW NogyYuMHEeHHOCTU nogpasgaeneHunn, 3agasasa bonee ogHOro 3HavyeHus 3Toro nong.
Ecnn 5T0 none ykasaHo, TO ero sHayeHne OOMKHO BblbUpaTbCca TakuMm obpasom, YTOOblI UCKITIOUYUTL HEOQHO-
3Ha4YHOCTb B AgomMeHe aaHHoro LIC.

lpumep — organizationalUnitName = “Midtown Hospital Radiology”.

5. lNone obwero HanmeHoBaHNs «commonName». HasHaveHne 3Toro NoNs — onucaTthb obLleynoTpe-
OuTenbHoe HauMeHOoBaHMe wusaaTtensd. ITOo Mnone B coveTaHMM ¢ obLWKMM HauMeHoBaHUMEM cybbekTa
«commonName» Hepeako MCNONbL3YETCH CTaHAAaPTHLEIMUA KOMMNOHEHTaMKX NporpaMmmMHoro obecneveHus npu
Bblgave cepTudukaTa nons3oBatento. [1odToMy HauMeHoBaHUeE AOMKHO ObITb MHPOPMATUBHLIM, YTODLI AaTb
NoNHoe npeacTaBneHne o0 HasHavyeHUU cepTudouKkaTa U ero nsgartene. Kpome 1oro, pekoMmeHayeTcs BKIoYaTh
B 3HadeHMe nons «commonName» HanmeHoBaHMe yrnpasnsawowen INC. OHO CNyXUT AoNONHEeHNEM K UOEeHTU-
puKaLUn NOMUTUKA C NOMOLLIbIO OO BEKTHOIO naeHTUdUKaTopa.

lpumep — commonName = “Patient Health Information Policy”.

6.3.6 lNMone HauMmeHoBaHUA cyobekTa «subject»

HanmeHoBaHWe cybbeKkTa, XpaHslleecs B rnone «subject», 4OMKHO UMeTb popMaT, COBMECTUMBIN C CO-
oTBeTCcTBYIoLWEeN ISO [6] CTPYKTYPOU MMEHWN, COCTAB KOTOPOW COOTBETCTBYET OnpeaeneHnto Knacca oObeKToB
ponn B opraHuszaumm «organizationalRole», Haxoasiwieroca noa Knaccom OOBLEKTOB oOpraHusaumu
«organization» Unu nogapasgeneHna «organizationUnit», ¢ npuseaeHHbIMU HUXKe AOMOTHEHUAMU U OrpaHn-
YEeHUAMMWN.

Ksanugpukaunsa n AomkKHOCTU y4aCTHUKOB CUCTEMbI 3gpaBooxXpaHeHusa oTpaxarTtcsa B none «hcRole»
paclInpeHna cepTugukaTa.

CoaepxaHune nongd HaMmMmeHoBaHMs cydobekTa «subject» Ans kaxaoro Tuna ceptudpukaTta onmMcaHo B 6.4.
LdononHutensHble COBETHI U yKasaHus MoOXHO HanTu B ISO/TS 21091 [9].

1. Tone HanmeHoBaHUS cTpaHbl «countryName» gomxkHO coaepXaTb ABYXOyKBeHHbIV koA SO cTpaHbl.

llpumep — countryName = “US”.

[1lpakTuKa 3anonHEeHUs 3TOro Nong 3aBUCUT OT KOHKPETHOW CTPpaHHbl.

2710 none, cbazartenbHoe ans LUC, ksanmdpnumnmpoBaHHbIX U BCnoMoraTtenbHbIX MeAULMHCKUX paboTHIK-
KOB, CydOCcuanpyeMbIX MOCTaBLUMKOB MeaUUMHCKUX YCNyr, opraHnusauni n paboTHUKOB NoaaepXmBatoLLnx opra-
HA3ALMWA, MNOCKOMbKY B cdepe 30paBOOXPaHEHUS BaXHO 3HaATb CTpaHy MNPOUCXOXOEHUS CyObekTa,
npeabABNAOLWEro cepTugmkaTt gnga sanpoca gocTtyna K nepcoHanbsHoOU MmeguumMHckon MHgpopmaumn. B pasHbIX
CTpaHaXx CYLLEeCTBYIOT CBOW 3aKOHbI MO 3allMTe nepcoHarnbHbIX AaHHBIX U CBOA NMpakTuka UX NPUMEHEHUS, NO3-
TOMY 3HaHWe CTpaHbl MPOUCXOXAEeHUA 3anpoca Ha AOCTYN NMNOMOXeT NPUHATL pelleHne, yaoBNeTBOPUTb ero
NN HET.

2. [None HanmeHoBaHUA MecToHaxoxaeHUs «localityName» MoXeT ncnonb3oBaTbCs AN XpaHeHUs No
MeHbLUIEN Mepe 0QHOro HaUMMeHOBaHUSA MecToHaxoxXxaeHus. Cneundunkauna ero gpopmarta TpedyeT UCNONMb30-
BaTb ABa YPOBHA HaUMMeHOBaHUA MecToHaxoXaeHua. BepxHUM ypoBeHb yKasbiBaeT CTPpaHy, Nocrne KOTOopoW
yKasaHo reorpadguyeckoe HamMmeHoBaHNe MecToHaxoxXaeHus. B none HaumeHoBaHUs cybbekTa cepTudumkaTta
none «localityName» ctpaHbl MOXXHO ONYCTUTL U orpaHdnUTeCsa Tonbko nonem «localityName» reorpadou-
YEeCKOro MeCcTOHaxoXaeHus.

lpumep — localityName = “California”.

3. lNone HaumeHoBaHWA opraHusauun «organizationName» ncnonb3yeTca Ang XpaHeHN HaMMeHOBa-
HUA cybcuanpyoLlien opraHmnsaummn sgpaBooxpaHeHnsa B cepTudmkaTe KoHedHoro obbekta 1 HauMeHOBaHNS
LeHTpa cepTudukauum B ceptudunkate LUC. 3T1o none OomkHO codepxkaTb MNOSIHOE 3aperncTpupoBaHHOE
HanMeHoBaHne opraHusaLmin.

8
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lNpumep — organizationName = “Midtown General Hospital”.

4. llone HanmeHoBaHUA nogpasaeneHnsa «organizationalUnitName». Ecnu 310 none npuUcyTCTBYET, TO
OHO UCMONb3yeTca ANA XpaHeHUs HauMeHoBaHMA nogpasgeneHna gaHHoun opraHusaun. MoXXHO popMMPO-
BaTb HECKONbKO YPOBHEN NOAYMHEHHOCTU noapasgeneHnuin, 3agaBas bonee o4HOre 3HaYeHusl 3Toro nors.
Ecnn 310 none ykasaHo, TO ero 3HavyeHue AOMKHO BbibMpaTtbCcs TakuMm 00pasoMm, YTODbl WUCKMHOYUTL
HeoaQHO3Ha4YHOCTb B AoMeHe aaHHoro LIC.

B HEKOTOpbIX MECTHBLIX CUCTEMaX 34paBoOXpaHeHUs, Hanpumep B AnNoHWUK, Nnone HauMeHOBaHUSA Moa-
pasgeneHns UCNonb3yeTcs Anst XpaHeHUs1 ponun ydacTHUKA 34paBooXpaHeHUs. 3TO none MoXeT ObiTb Nones-
HbIM NPpU peanusaunm YacTHbIX BUpPTyanbHbIX ceTen (VPN), nockonbky MaplupyTmusaTopbl UMK MeXceTeBhble
aKpaHbl HekoTopbIX NpoBavgepoB VPN MOryT pacnosHaBaTb 3neMeHT HaumMmeHoBaHua nogpasageneHmna OU u
MCMONb30BaTh €ro nNpu NPUMeHeHUM NpaBuUn paspeLleHnsa 4ocTyna Unm otkasa B goctyne. C ero noMoLLbio 0-
BepsAoLLasa CTOPCHA Nerko MoXeT cynMTaTb MHGPOPMAaLUIo O PO HenocpeaCcTBEHHO U3 cepTudukaTta. Takum
obpasom, ecnn none «organizationalUnitName» ykazaHo, TO OHO MOXeT UCMNOMb30BaTbCA AN XpaHEeHUS
PONU yd4acTHUKA CUCTEMbI 34paBOoOXpaHeHMS.

llpumepsi

1. organizationalUnitName = “Midtown Hospital Radiology”.

2. organizationalUnitName = “Licensed Physician”.

5. lNone obuweroc HanmeHoBaHUs «commonName». HasHaveHne 3Toro NoNs — onucaTh obLleynoTpe-
buTenbHoe HanmeHoBaHWe cybbekTa. OHO AOMMKHO NMPUCYTCTBOBATb U cogep)aTb TOYHOE HaMMeHOBaHUe
cyObeKkTa, NU3BECTHOE CUCTEME 3[paBOOXPaHEHUS.

lNpumep — commonName = “Bruce Wayne”.

DTO none AoMKHO ObITb 00A3aTEeNbHBIM AN NULL U opraHnsau i, ABNAIOLWNXCA CyObekTamMn cepTudmka-
TOB. ECnn Hago NpuHATL pelleHne o AOCTYMNe K NnepcoHanbHoOU MmeauunHckon nHdopmaum nnm ob otkase B
OOCTyNne, TO BO3MOXHOCTb MAEHTUMPULMPOBATL HasBaHUe nuvua, U3BECTHOe cUCTeMe 34paBOOXpaHeHUs,
MOXeT MMeTb CYLLEeCTBEHHOE 3HaveHue.

6. lNone pamunum «surnamey». 310 NOME UCNONb3yeTC ANs yKaszaHus paMmunnm cydobekta cepTuguka-
Ta. ECNY OHO NPUCYTCTBYET, TO AOIMKHO coaepXaTb TOUHYHO baMuUnunio cybbekTa, U3BECTHYHIO CUCTEME 34paBO-
oXpaHeHus.

lNpumep — surName = “Wayne”.

7. MNone umeHun «givenName». 3710 none ncnonb3yeTtcs ANd yKasaHUsa UMeHU N oTYecTBa cybbekTa cep-
Tnpukata. Ecnv oHO NpucyTCTBYET, TO AOIMKHO CoAep)KaTb TOYHbIE UMSI U OTYECTBO CyDbeKkTa, U3BECTHbIe
cucTemMe 3paBOOXpPaHeHNs.

lNpumep — givenName = “Bruce”.

8. MNMone apgpeca anekTpoHHOW No4YTbl «e-mail». OcHoOBHOE pekoMeHAOBaHHOEe Ha3HadYeHue 3Toro
Mnons — XpaHeHne agpeca 3NeKTPOHHOM NoYThl cybbekTa.

lNpumep — e-mail = “jsmith@network.com.au”.

PaspeluaeTtca napannensHoe BknoveHue atpnubyta «kEmailAddress» B HaMmMeHOBaHMe cyObeKkTa Ans
noanepXkm HectaHaapTM3oBaHHbIX peanusaunin, Ho B IETF/RFC 3280 obbsaBneHo ycTapeBLUUM.

HacTtoawmy ctaHgapT pekoMmeHayeT UCNoNb3oBaTh 3NeMeHT e-malil B none anbTepHaTUBHOMO HauMeHO-
BaHWs1 cybobekTa «subjectAltName», a He B none HanMeHoOBaHUA CyObeKTa.

9. lNone cepunHoro Homepa «serialNumber» MoOXeT MCNONL30BaTLCA B Lienax obecnevyeHUa yHUKaNb-
HOCTN HanmeHoBaHUA cybbekTa «subjectDN». Hanpumep, ero MOXHO UCNOMb30BaTh ANs1 XpaHeHUA HoMepa
cepTudpukatTa MeguUMHCKOro crneunanncTa. 3To none aBnsieTca HeobasaTeNbHbIM.

6.4 TpeboBaHuA gnNAa Kaxaoro Tuna cepTudukaTtos B 34paBOOXpPaHEeHUN

6.4.1 3neMeHTLI NONA U3garend «issuer»

TpeboBaHWUA K arieMeHTamM Nons n3gartens «issuer» Ans Kaxkaoro T1na ceptudrnkaToB B 34paBoOXpaHe-
HUWX NpuBeaeHbl B Tabnuue 1.

6.4.2 AnemMmeHTbI NonNA cydobekTa «subject»

TpeboBaHUA K anemMeHTaM nonst cydobekTa «subject» Ana kakgoro tuna ceptTudnKaToB B 34paBooXpa-
HEHWUW NpUBeaeHbl B Tabnuue 2.




© Tabnwuua

1 — TpeboBaHuA K anemeHTam Nons nagartens («issuer») Ans KaKaoro tmna ceptTupukaToB B 34paBoOOXpPaHEeHUN

Ceptudpukatsl LIC

CepTudukarbl UOEHTUYHOCTH

SNEeMeHThI - Ceptudukat | Ceprudmkar Ceptucpukar
cepTudukarta epTudumkart KBANUDU- N aTpudyra
LeHTpa Kpocc- IMDOBAHHOO CEMEHOMG Ceptudukar Ceptucpukar Ceptudukar Ceptucukar
cepTudmka- ceptudukar P norpetutens opraHM3aymu YCTPOUCTBA NPUNOXKEHUSA
o) MEOUUMHCKOro | MeauunHCKOro
- paboTHUKA paboTHUKa®
INeMeHTbl NoNsA n3gartens «issuer»”
CountryName Obszatenb- | Obsazatenb- | Obsizatens- | Obsazatens- | Obazatens- | Obazatens- | ObsasaTtenb- Obssartenb- | Heobsiza-
HO€ Ho€e HO€e Hoe HOe HoOe Hoe Ho€e TeITbHOEe
LocalityName Heobsn3a- Heobs3a- Heobsn3a- Heobs3a- Heobsn3a- Heobs3a- Heobnazatenb- | Heobsiza- Heobnsa-
TelbHOEe TEeNbHOEe TEeITbHOEe TEeNbHOEe TEeITbHOEe TEeITbHOEe Hoe TENbHOE TEeITbHOEe
Organization_Name Obsazatenb- | Obsasatenb- | Obszatens- | Obsazatens- | Obazatenn- | Obazatens- | ObsasaTtenb- Obssartenb- | Heobsasa-
Hoe Hoe Hoe Hoe Hoe Hoe Hoe Ho€e TEeITbHOEe
Organizational_Unit Heobsn3aa- Heobs3a- Heobs3a- Heobs3a- Heobs3a- Heobs3a- Heobsazatenb- | Heobs3aa- Heobsn3a-
Name TelbHOe TelbHoe TellbHOe TelbHOoe TellbHOe TellbHOe Hoe TelbHOe TellbHOe
CommonName Obszatenb- | Ob6sazatenb- | Ob6s3atenb- | Obsizatenb- | Obszarenb- | Obsaszatenb- | Obsizatens- Obsizatenb- | He npume-
HO€ Ho€e HO€e Hoe HOe HoOe Hoe Ho€e HUMO

;) [lTog ueHTpamu cepTudmnKaumm NOHMMAIOTCH BCE, KTO BbIMyCKaeT cepTUdUKATbl KOHEYHBIM OO BbEeKTaM.
) TpeGoBaHusi, NpeabsBAsieMble K cepTMdUKaTam BCNoMOratenbHbIX MEAULMHCKUX PaBOTHUKOB, OTHOCSITCS TaKKe K CepTUdmKaTam cybcuampyeMbiX NOCTABLLM-
KOB MEAMLIMHCKUX YCInyr n paboTHMKOB NogaepKMBatoLWMX OpraHn3anmnm 34paBooXpaHeHus].

) B HacTosiel Tabnuue ykasaHbl Te SNeMeHTbI Nons n3gatens «issuery, TpeGoBaHUs K KOTOPbIM MOTYT OTNUYATBCS NS PasHbiX TUMOB CepTUMKATOB.
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Tabnwunuya 2— TpeboBaHus K anemeHTam nons cybvekra («subject») ansa kaxagoro tmna cepTuPukaToB B 34PaBOOXPaHEHNN

CeptudpukaTtsl LIC

CeptudukaTbl MOAEHTUHHOCTH

SNEeMEHTHI - CepTudmkar CepTudmkar Ceptudukar
ceptTucdumkara epTudukar _ _ aTpudyra
KBannu BCMoOMOra
LeHTpa Kpocc- Ceptudukar Ceptudukar Ceptucukar Ceptugpukar
LMPOBAHHOIO TeJIbHOIO .
cepTuduka- ceptudukar notpeburens opraHu3aLuu YCTPOUCTBA NPUNOXKEHUS
! MEeOULIUHCKOIO Meﬂwuchmzro
- pPaboTHUKA paboTHUKA )
OnemeHTbl nons cybbekTa «subject»”

CountryName Obsizatens- | Obsazatenb- | Obsizatenb- | Obsizatenb- | Heobsiza- Obsizarens- | Heobnasa- Heobs3a- Heobs3a-

HO€e Ho€e HO€e Ho€e TeNnbHOE HOE TenbHOE TeNnbHOE TenbHOE
LocalityName Heobsi3a- Heobsi3a- Heobsi3a- Heobsi3a- Heobsi3a- Heobs13a- Heobs3aa- Heobs3a- Heobs3a-

TenbHOE TenbHOE TeNnbHOE TenbHOE TeNnbHOE TenbHoOEe TenbHOE TeNbHOE TenbHOE
Organization_Name Obsizatens- | Obszatenb- | Heobsiza- Heobs3a- Heobs3a- ObsazaTtenb- | Heobssa- Heobn3za- Heobnza-

HO€e Ho€e TENbHOE TENbHOE TeNbHOE HOE TeNnbHOE TENbHOE TENbHOE
Organizational _Unit Heobs3a- Heobs3a- Heobs3a- Heobs3a- Heobs3a- Heobs3aa- Heobsaa- Heobs3a- Heobs3a-
Name TeNbHOE TeNbHOE TeNbHOE TeNnbHOE TeNbHOE TenbHOE TeNbHOE TENbHOE TeNnbHOE
CommonName Obszartenb- | Obsasatenb- | Obsizarenb- | Ob6sizatenb- | Obszatenb- | Obsizatenb- | Heobsaa- Heobs3a- Heobs3a-

HO€e Ho€e HO€e Ho€e HO€e HOE TeNbHOE TENbHOE TENbHOE
GivenName He npumenn- | He npumenn- | Heobnaa- Heobsi3a- Heobs3a- He npumenn- | He npumenn- | He npumenn- | Heobssa-

MO MO TENbHOE TENbHOE TENbHOE MO MO MO TenbHOE
SurName He npumenn- | He npumenn- | Heobsaa- Heobsi3a- Heobsi3a- He npumenn- | He npumenn- | He npumenn- | Heobs3a-

MO MO TeNbHOE TeNnbHOE TeNbHOE MO MO MO TeNnbHOE
Electronic mail Heobs3a- Heobs3a- Heobs3a- Heobs3a- Heobs3a- Heobs3a- Heobsasa- Heobsaaa- Heobasa-

TeNbHOE TeNbHOE TeNbHOE TeNnbHOE TeNbHOE TenbHOE TeNbHOE TENbHOE TeNnbHOE

Y Mog ueHTpamy cepTMdUKaLMM NOHMMAIOTCS BCE, KTO BbIMYCKAeT CepTUDMKATLI KOHEYHbIM O6beKTaMm.
) TpeboBaHnus, NpeabsBNseMble K cepTudmKaTam BCNoMOraTenbHbIX MEAMLMHCKMX paBOTHUKOB, OTHOCSITCS TAKKe K cepTudmkaTam cybcnanpyemMbix NoCTaBLL-

KOB MEANLMNHCKMUX YCIyr 1 paboOTHUKOB NOAAEPKUBAIOLWMNX OPraHn3aumnm 3apaBooOXpaHeEHUs.
) B nacTosiwen Tabnuue yKa3aHbl T€ 3NeMeHTbl nons cybbekra «subject», TpeboBaHUA K KOTOPbLIM MOTYT OTNIMYATLCH AN151 Pa3HbIX TUMOB CEPTUPUNKATOB.
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7/ Ucnonb3oBaHue pacluMpeHUn cepTugpUukaTta

7.1 OOLwune cBegeHuUs

HuXe npruBegeHbl TPebOBaAHUS K MCNMONb30OBAHUIO 3NEMEHTOB Nonen pacwmpeHns («extensions») cep-
TUprkKaToB popmaTta X.509 Bepcuu 3 [5], npeabdaBnsemMble Npu pelleHnn 3agad 3gpaBooxpaHeHus. bonee ge-
TanbHasa nHdopmauuns od atux nonsax npusegeHa B IETF/RFC 3280 n IETF/RFC 3739.

7.2 Obwume pacwimpeHus

7.2.1 None napentudukartopa knwuva L|C «authorityKeyldentifier»

OTO paclumpeHne AoMKHO NAEHTUMULMPOBATL OTKPLIThIW KN4, NCNOSMb3yeMblid A5s MPOBEPKU MOANUCH
ceptTndmkaTta. C ero NnoMoLLbo MOXHO OTIMYAThL pasHble Ko4un, ncnonssyemole ogHum LIC (Hanpumep, npu
0BHOBNEHUN KNto4a).

[domkeH ucnonb3oBaTbcs ToNbKO anemMeHT «keyldentifier» nona pacwupeHnsa «authorityKeyldenti-
fier».

DTO pacluMpeHue SABNAeTca Hekputudeckum. Ecnn oHO UCNonb3yeTcesl, pekoMmeHayeTCcA O0BbABNATL ero
obs13aTEeNbHbIM.

7.2.2 Tlone naeHtudukatTopa knrw4va cyobvekra «subjectKeyldentifier»

ITO pacliMpeHne Ucnonb3yeTca Ana naeHTUgmnkaLUmMm OTKPbITOrO KNntova, cogepkallerocd B nofie cepTu-
pukaTa «subjectPublicKeylnfo».

B IETF/RFC 3280 npuBeaeHbl ykazaHus, Kakum obpasom aneMeHT naeHTugpukaTopa MmoxeT ObiTb U3BNe-
YeH 13 OTKPbLITOro Krnoda. PaspelleH niobon anroputm M3BnevYeHus rnpu yenoBum, Yto naeHTudpmnkaTop byaet
obnagaTtb CBOMCTBOM YHUKANBHOIO NpeacTaBlIEHUs Koua.

OTO pacwmpeHune aBnsieTcst obsas3aTenbHbIM U HEKPUTUYECKMM AN BcexX cepTUPUKaTOB KOHEYHbIX 00b-
ekToB U Bcex cepTudukatoB LIC B Lenovke aoBepuda, NOCTPOEHHOW ANS1 CUCTEMBI 3paBOOXPaHEHUS.

7.2.3 [lone ocHOBHOro HasHavyeHuda kKnw4a «keyUsage»

JTO pacluupeHne OoMKHO MaeHTUPULMPOBaTh OCHOBHOE HasHavyeHue, accoLMMpoBaHHOE C OTKPbLIThIM
Kntovom ceptudumkaTta. icnonb3oBaHne eaMHCTBEHHOW Napbl KNto4ven 1 Ang wnudpposaHud, 1 ans umdgpoBon
1oanucuK socnpellaetcs. Micnonb3oBaHue knoda Ans Wi poBaHUAa He OO0IMKHO coveTaTbCs HU C HEOCMOPU-
MOCTbIO, HU C L poBOM NoANUCkIC (CM. 6.1).

OTO pacluMpeHne OomMKHO bbiTb 0bsaA3aTenbHbIM. PekomMeHayeTca cneundpuumpoBaTh ero Kak Kputndec-
koe (KaK 310 ykaszaHo B IETF/RFC 3280).

7.2.4 Tlone cpoka ucnonb3oBaHUA ceKpeTHoro Knw4a «privateKeyUsagePeriod»

Mcnonb3oBaHWe 3TOro paclunpeHns He pekoMeHAOyeTCs.

[10 yMOnMYaHMIO B OTCYTCTBUE 3TOr0 paclunMpeHuda nepuoq AeUCcTBUA CeKpeTHOro Knda coBnagaeT co
CPOKOM OENCTBUSA cepTuduKaTa.

7.2.5 lNone nonutuk ceptucbukara «certificatePolicies»

PacwupeHune «certificatePolicies» 0omKkHO cogepaTb 0OBbEeKTHBIN MAEHTUDUKATOP CcTaHAapTU3OBaH-
HoW nonuTukn ceptudukaToB LIC B cootBeTcTBUMM ¢ NCO 17090-3.

OTO paclumpeHne aBnaeTca 0bs13aTeNbHbIM U MOXKET ObITb KPUTUYECKUM UM HEKPUTUYECKUM B 3aBUCKU-
mMocTun oT [C.

7.2.6 llone anbTepHaTUBHOINO HaMMeHOBaHUA cybbekTa «subjectAltName»

PekomeHayeTcsl, YTODbI 3TO pacluMpeHne npucyTcTBOBanNo B cepTudmkarte U coaepxano aapec anek-
TPOHHOW NMOYTHI NoNyYvYaTensa ceptTugpukaTa, cooTeeTcTBYoWNNA cneundunkaumm ETF/RFC 822 [4]. Ecnn B Hero
BKIMHOYEH 3N1eMeHT HanMmeHoBaHus katanora «directoryNamex», 10 B Liendx obecneveHuns nogaepkkm Mmexay-

HAPOOAHOIO Haﬁopa CAMBOIJIOB AJ14 OTITIMHATEJ1IbHOIO HAMMEeHOBaAHINA cy6be|<Ta OH AOJIKeH MMeTb TUIl AdaHHbIX
UTF8String.

DTO paclumpeHune aBnsieTca HeobsisaTenbHbIM U HEKPUTUYECKUM.
7.2.7 MNMone 6a3oBbIX orpaHuveHun «basicConstraints»

PacwinpeHune «basicConstraints» cogepXxut dynesckoe 3Ha4vyeHue, NpuMeHaemMoe Ang yKkasaHusi, Mo-
XeT N cydbbekT aencteoBaTh Kak LIC, ncnonbaysa cepTUUUMpOBaHHbIA KoY AN noanncu ceptudpukaTos.
Ecnu 510 3HaveHne paBHo TRUE, TO MOXeT ObITb TakXKe yKazaHo orpaHudeHune anvHel nytn ceptudpukannn.
CepTtundukatel LUC aomkHbl BKNtoYaTh B cebs pacwmperHne «basicConstraints» co sHaveHnem TRUE.

UToDObI yOOCTOBEPUTLCH, SIBMISIETCS NN AaHHOE pacluNpeHne KpUTUHECKUM NUBO HEKPUTUYECKM N 0bBS-
3aTenbHbIM IMOO Heobs3aTenbHbIM, CM. TabnMuy 3.
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CepTudpunkaTbl KOHEYHLIX OOBLEKTOB (BblAaBaeMbIX KBanMPpuuupoBaHHOMY MeAULMHCKOMY pPabOTHUKY,
BCNOMOraTefbHOMY MeaAULMHCKOMY pabOoTHUKY, cydcuanpyemMmomy nocTaBLUMKy MeaULIMHCKNX YCNyT, paboTHK-
Ky nogaepusarollen opraHnusaumm sgpaBooxXpaHeHus, noTpebuTtento, opraHusaunm, NnpUNoXXeHUo NN ycT-
POWCTBY) HE AOITKHBI UMeTb paclumpeHne co sHadeHnem TRUE.

7.2.8 llone TOYekK pacnpocTpaHeHus CNMUCKOB OTO3BaHHbIX cepTUdUKaToB
«CRLDistributionPoints»

IETF/RFC 3280 pekomeHAayeT noaaepKKy atoro pacwumpeHusa ana UC v npunoxeHun. na peannsayui
cTaHgapTa B 34paBoOXpaHeHUU, UCNOMb3YHOLUX TOUKN pacnpocTpaHeHUa CrUMCKOB OTO3BaHHLIX cepTUgpuKka-
TOB, 3TO pacllnpeHne oIMKHO MaeHTUpUUMpoBaTh MecToHaxoXxgeHne cooTeeTcTByowero COC (Mnun cnucka
OTO3BaHHLIX UEHTPOB cepTudukaunm ana ceptugpukato LIC) B kaTanore UuMdppoBLIX cepTUPUKATOB. B 3TOM
cnyvae OHO OO0KHO ObiTh 06A3aTENbHBIM N HEKPUTUYE CKUM.

7.2.9 llone pacwupeHHoro HazHavyeHuUA knwva «extKeyUsage»

OTO none ykasblBaeT OQHO UMW HECKOJIbKO HasHavyeHUn cepTUdPULMPOBaAHHOIO OTKPLITOro Knoda, aAns
KOTOPbLIX OH MOXEeT UCMOoMNb3oBaThCHd B A0ONONHEHUE K OCHOBHOMY Ha3HA4YeHUo, 0NUCaHHOMY B Nofe OCHOBHOIO
HasHa4vyeHUs knrova «keyUsage», cogepxallemcsi B pacluMpeHnn, AN BMeCTO 3TOro HaszHavyeHus.

OTO pacluMpeHune aBnsieTca HeobasaTenbHbIM U HEKPUTUYECKUM.

7.2.10 llone wHdgoOpMauMnm o AocTyne K cepTudpukataMm LEeHTpPOB cepTUudpukaumu
«authoritylnfoAccess»

PacwupeHune «authorityinfoAccess» ykasblBaeT, Kak nonyvyuTb gocTtyn K ceptugukatam LUC 1 cepBe-
paM ycrnyr onpegeneHna ctatyca ceptudgukarta B peansHoMm BpemeHU (OCSP Responders).

JTO pacwunpeHne He 3agaet MecToHaxoxaeHne COC. Ero sHadyeHMe COCTOUT M3 NocneaoBaTeNlbHOCTU
onnucaHun MeTOAOB AOCTYNa N aapecoB 0OBLEKTOB AOCTyNA.

Kaxkabl 3NemMeHT 3TOW nocneaoBaTenbHOCTU ONUCLIBAET popMaT U MECTOHaXoXaeHe AONONHUTENb-
HoW H¢popmaunm o LUC. Tun n dpopmat nHdpopmau M ykasblBaloTCcs B MeTo4e AOCTyNa, a MecToHaxoXaeHue
MHpopMaLunM — B agpece AocTyna.

OTO pacluMpeHune aBnsieTca HeobasaTenbHbIM U HEKPUTUYECKUM.

7.2.11 MNone poctyna K uHpopmaumm o cybbvekTe «subjectinfoAccess»

OTO none ykasbIBaeT, Kak rnony4nuTtb AocTyn K ceptudpmkatam LUC cybbekTa 1 Taknum cnyxbam, Kak MeTKU
BPEMEHMN.

OTO paclumpeHune siBnsieTcd HeobsasaTelbHbIM N HEKPUTUHECKUM.

7.3 CneunanbHble aTpUbYThLI KaTanora cybbLekToB

7.3.1 ATpuobyT npodeccuoHanbHou ponu «hcRole»

ATpnoyTt «hcRole» no3BonsieT KoanupoBaTh CBEAEHUS O PONK KBANUPULIMPOBAHHOIO UMM BCNOMOTaTe b-
HOro MeaULMHCKOrO paboTHMKA. OTOT aTpUDYT pekoMeHayeTCa UCMONb30BaTh NMPK peanusaumsax ctaHaapTa,
MOCKONbKY €ro npumMeHeHue dyaeT cnocobCcTBOBaTb MeXayHapoaHOoW nHTeponepadbensHOCTM cepTUudmnKaLnun
ponen B 3gpaBooxpaHeHnn. C aTUM aTpudyTOM MOXHO BbINMYCTUTL HECKOMBKO CcepTUgmnKaToB Anst 04HOro U
Toro e nuua. C nonem «hcRole» MoOXXHO accounMnpoBaTh Lenbin paa Tabnuy, knaccudpunkaunn. Npeanarae-
MO€ Mnone MMeeT MexXaHU3M pacluMpeHnst, NO3BONACLLNA NCMOMb30BaTb HaLMOHaNbHbIE UMW PernoHalnbHbIE
CUCTEMBI KOOMPOBaHUSA pPoNen B 3a4paBoOXPaHEHUMN.

OTO none TpebyeTtca AN cepTUPUKATOB MOEHTUYHOCTU, NMOCKONbLKY ponb Bnaaensua ceptudukaTta B
34paBoOOXPaHEHUN COCTaBMAET HEOTBLEMIIEMYIO YaCTb ero/ee MAeHTUYHOCTN.

Korga atoT aTpMbyT NpoBepPeH, AONONHUTENbHYIC MHQopMauue yaobHee noMmewlats B CA, Kak 310 00-
cyxaaetca B NCO 17090-1, nogpasnen 7.4.

Hactosawmnn ctaHgapT NO3BONSAET NpeAbsBNsATL B CepTUPUKATE Takme permoHanbHble CBeAeHUs, Kak pe-
rMCTpaLMoHHble HOMEpa, HoOMepa CYeTOB N MASHTUDUKATOPLI NaunMeHToB. HXKe npeactaBneHa cneunduka-
uma knacca obbekto REGIONAL-DATA.

hcRole ATTRIBUTE =

WITH SYNTAX HCActorData

EQUALITY MATCHING RULE hcActorMatch

SUBSTRINGS MATCHING RULE hcActorSubstringsMatch

1D id-hcpki-at-healthcareactor;

Ha3sHavyeHMe o6 BbeKTHbIX naeHTUhUKaTopoB

B HacTosileM cTaHOapTe HasHaveHbl crneayowmne odbekTHble MOEHTUUKATOPBI:

{iso (1) standard (0) hcpki (17090)}

id-hcpki OBJECT IDENTIFIER ::=1.0.17090
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id-hcpki-at OBJECT IDENTIFIER ::= {id-hcpki O }

id-hcpki-at OBJECT IDENTIFIER :=1.0.17090.0
id-hcpki-at-healthcareactor OBJECT IDENTIFIER ::= {id-hcpki-at 1}

id-hcpki-at-healthcareactor OBJECT IDENTIFIER ::=1.0.17090.0.1
id-hcpki-cd OBJECT IDENTIFIER ::= {id-hcpki 1}

id-hcpki-cd OBJECT IDENTIFIER :=1.0.17090.1
id-hcpki-is OBJECT IDENTIFIER ::= {id-hcpki 2}

id-hcpki-is OBJECT IDENTIFIER::= 1.0.17090.2
OnpegeneHua TMNOB AaHHbIX:

HCActorData = SET OF HCActor
HCActor = SEQUENCE {
codedData [0] CodedData OPTIONAL,

RegionalHCActorData [1] SEQUENCE OF RegionalData OPTIONAL }
CodedData ;= SET {

codingSchemeReference [0] OBJECT IDENTIFIER,

- - - - CoaepXUT CChINKY Ha cuctemy koanpoBaHua ISO U cChINKy

- - - = Ha MEeCTHYIO CUCTEMY KOOANPOBaHUA, 3aperncTtpmpoBaHHyo B ISO

- - - - NMOO Y HaUMOHAaNLHOro perncTpartopa o0 bEKTHLIX NOSHTUPNKATOPOB.

- - - - OBbeKTHbIN ngeHTUnKaTop cnucTemsl kogmposaHua 1ISO

- - - - onpeaeneH Bbiwe (id-hcpki-is).

- - - - [lo mMeHbLWIEeN Mepe oavH U3 crieayroLWnX 3NeMeHTOB

- - - - OOJKEeH NPUCYTCTBOBATH!

codeDataValue [1] UTF8String OPTIONAL,
codeDataFreeText [2] DirectoryString OPTIONAL }
RegionalData = SEQUENCE {

type REGIONALDATA.&Id({SupportedRegionalData}),
value REGIONALDATA.&Type({SupportedRegionalDatal{@type})}
OnpeaeneHune kKnacca obbvektoB « REGIONALDATAN:
REGIONALDATA ::= CLASS {
&Type,
&id OBJECT IDENTIFIER UNIQUE }
WITH SYNTAX {
WITH SYNTAX &Type
ID &id }
OnpeaeneHne MHOXecTBa KnaccoB 00beKkToB «SupportedRegionalDatax:
SupportedRegionalData REGIONALDATA ::=
{coded,
. -- 30ecb MOryT ObITb onpeaeneHbl AONONHUTENLHbIE
- - pernoHanbHble/HauMoHanbHble 06LEKTbI}
OnpeaeneHne nHpopMaLMOHHOIO 00BEKTa KoAUMPOBaHHbIX AaHHbIX «coded»:
coded .= REGIONAL-DATA {
WITH SYNTAX CodedRegionalData
ID id-hcpki-cd}
CodedRegionalData ::= SEQUENCE {
country [0] PrintableString (SIZE (2)),
- - Kog cTpaHbl nsgartens ceptudgukata B cootBeTcTBMU € ISO 3166-1 [10].
iIssuingAuthority [1] DirectoryString,
- - NaeHTndpunkatop nsgatens ceptudukarta Kak permoHanbHoro obbekra.
- - MoxeT ObITb YKasaH Kak HacTOosILL M naeHTudunkaTop Unu
- - KaK CTpOoKa Nnoucka B katanore (TpebyeT AONONMHUTENBHOIO
- - onpeaeneHns).
hcMajorClassCode [2] CodedData,
hcMinorClassCode [3] CodedData OPTIONAL
[1nga sToro nong AomMKHbI UCMONBb30BATLCS KOAbI, HANPUMEP, B3AThIE N3 CUCTEMbI KOAMPOBaHUS UMEH PO-
neun nonb3soBatenen gaHHbiXx ASTM E1986-98 [11].
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3Ha4YeHns1 anemMeHToB knacca obbekToB « HCcActor» pekomeHayeTca bpaTbh U3 COOTBETCTBYIOLLEN HALM-
OHanbHOW CUCTEMbI KOOWUPOBaHUA.

B ceptudpmnkatax KBanmpuumpoBaHHbIX 1 BCNOMOraTefibHbIX MeAULUMHCKUX paboTHUKOB 3TO paclumpe-
HUe ABNsAeTcs obA3aTenbHBIM U HEKPUTNYECKUM. B ocTanbHbIX cny4asix OHO HeobsizaTeNbHOe U HEKPUTUYEC-
KOe.

7.3.2 lNone aTpubyTtoB KaTtanora cydobwekToB «subjectDirectoryAttributes»

PekomeHayeTcs, UTOObLI 3TO pacluMpeHme NpUcyTCTBOBAro B MHAUBUAYaNbHbLIX cepTUdnKaTax MaeHTUY-
HOCTU. B 3Tux ceptudgumkatax oHo MoXeT coaepxatb atpubyt «hcRole» (cm. 7.3.1). Kpome TOro, none
«subjectDirectoryAttributes» mMoxeT coaepXxaTb Apyrne atpubyTthl, He cneyndrUUMPOBaHHBIE B HACTOSILLEM
cTaHgapTe.

OTO pacluupeHmne OomKHo bDbiTb NTOMEYEHO Kak HekpuTudeckoe. NocKonbky cepTuduKaTt MOXET UCMNOSb-
30BaTbCA Kak B Lenax ayTeHTUdrKaunm, Tak 1 B Lendax NpUCcBOeHUd PO, TO B cepTudgukaTax Ksanmpmunpo-
BaHHbIX N BCnoMoratenbHbIX MeaULIMHCKMX pabOoOTHUKOB OH ACITKEH ObIThb 00sizaTtenbHbIM. B cepTtudmnkaTtax
OPpYrux TUNOB OH AOMKeH ObITb HeobsI3aTETbHbIM.

7.4 PacwupeHune obbvasneHnn ksannduunposaHHoro ceptucdukara «gcStatements»

PekomeHayeTca BktovaTh none «qcStatements» B ceptndmnkaTbl KBaNnUMULNPOBAHHBIX U BCMOMOra-
TeNbHbIX MeAULMNHCKUX paboTHUKOB. CepTudunkaTbl nauueHToB/NoTpedbutenein, cydcnanpyemMsix NOCTaBLLN-
KOB MegULMHCKMX YyCNyr 1 pabOTHUKOB NoadepXMBaoLWmMX opraH1usaumid Takke MOryT cogepXaTb 370 Mnone.
CepTudmkaTbl YCTPOUCTB N NMPUNOXKEHNA HE OOMMKHbI ero coaepXxartb. [leTanbHble cBegeHnst 06 3ToM none
npusegeHsbl B IETF/RFC 3739.

PekomeHayeTcs, UTOBLI NPUNOXKEHUSA, COOTBETCTBYIOLWLME HACToAWEMY cTaHAapTy, ObINMM CrnocObHbLI
noaaepXmeaTtb UCMONb3oBaHMe paclumpeHnsa «geStatementsy.

ITO paclinpeHne saBnaeTca HeobsizaTeNbHbIM U HEKPUTUYECKUM.

7.5 TpeboBaHUA ANA KaXxaoro Tuna ceptTuduUKaToB B 34paBoOOXpaHeHUN

TpeboBaHUA K aneMeHTaM Nons pacmpeHns «extensions» 581 KaXXQoro Tuna ceptudunkaToB B 34pa-
BOOXPaHeHUN NpueBeaeHsbl B Tabnuue 3.
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> Tabnwuua

3 — TpeboBaHus K anNemMeHTam Nons pacwmpeHns «extensions» Ans Kaxgoro tuna cepTudrnkaToB B 34paBOOXPaHEHUN

Ceptudukarsl LIC

CeptudukaTtbl MAEHTUHHOCTH

SJIeMEHThb - Ceptucukat | Ceprudukar CepTudgukar
cepTudukaTa epTugukar KBANUHU- 2 CNOMOra- aTpubyta
LeHTpa Kpocc- Ceptudukar Ceptudpukar | Ceptudpukart | Ceprtudukar
LUPOBAHHOIO TEJIbHOIO -
cepTudmnka- ceptudpukar notpeburens opraHu3aLuu YCTPOUCTBA | MPUNOXEHUA
i MeOULUWUHCKOIo ME,EI,MLI,MHCI{QIFO
paboTHUKA paboTHUKA )
Obwume pacwmpeHus
authorityKeyldentifier”’ Obnazatenb- | Obasarens- Obsasarenb- | Obsszatens- | Obazatenb- | Obasarenb- | Obaszartens- | Obasatens- | Heobssa-
Hoe? Hoe? Hoe? Hoe” Hoe” Hoe? HOE Hoe” TENBHOE
subjectKeyldentifier Obnazatenb- | Obazarens- Obsasarenb- | Obssartenb- | Obazatenb- | Obazarenb- | Obaszartens- | Obasatens- | Heobssa-
HOEe HO€E HOEe HO€e HOEe HOE HO€E HOEe TENBHOE
keyUsage Obszatenn- | ObsizaTesib- Obazarenb- | Obaszatens- | Obazatens- | Obszartenb- | Obaszatens- | Obsasartenb- | Heobsaa-
HOEe HOE Ho€e HO€e Ho€e HOEe HOE Ho€e TENBHOE
privateKeyUsagePeriod OtcytcrByet | OtecyteTByeTr | Heobsiza- Heobsaa- Heobnaa- Heobs3a- Heobsi3a- Heobsi3a- Heobsi3a-
TENbHOE TENBbHOE TENBHOE TEenbHOE TENBbHOE TENBHOE TENBHOE
certificatePolicies Ob6szatens- | Obsazartenb- Ob6s3arenb- | Obazatens- | Obsizgatenb- | Obszarenb- | Obsizatens- | Obszatenb- | Heobsiza-
HOEe HO€E HOE HO€e Ho€e HO€e HO€E Ho€e TENBHOE
subjectAltName OtcytereyeT | OTeyterByeTr | Heobsiza- Heobs3a- Heobs3a- Heobsaa- Heobnza- Heobn3za- Heobn3a-
TENBbHOE TENBbHOE TENBHOE TEeNbHOE TENBHOE TENBHOE TENBbHOE
subjectDirectoryAttributes” | OtcytctByet | OTcyTcTByeT | O6sizatens- | Obsizatens- | Heob6s3a- Heobsaa- Heobs3a- Heobs3a- Heobs3a-
Hoe") Hoe" TENBHOE TEenbHOE TENBbHOE TENBHOE TENBHOE
basicConstraints Ob6sazatens- | Obsazartenb- Heobnza- Heobsza- Heobn3za- Heobs3a- Heobnza- Heobnza- Heobsza-
HOE€ N KPUTU- | HOE N KPUTU- | TENBbHOE TENBbHOE TENBHOE TEenbHOE TENBbHOE TENBHOE TENBHOE
YECKOE YECKOE
CRLDistributionPoints Obnazatenb- | Obsizarternb- Obszatenb- | Obszatenb- | Obszatenb- | Ob6sizartenb- | Obszartenb- | Obs3artens- | Heobsiaa-
HOEe HO€E HOEe HO€e HOEe HOE HO€E HOEe TENBbHOE
extKeyUsage Heobnasa- Heobazartenb- | Heobaaa- Heobsnsa- Heobs3a- Heobsnaa- Heobn3aa- OtcyTtctBY- | Heobsaa-
TENBHOE HOE TENbHOE TENbHOE TENBHOE TEenbHOE TENBbHOE er TENbHOE

¢-060L1 OOU d 100

0L0C
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OkonyaHue mabnuus! 3

Ceptudukatel LUC

CepTudukarbl MOGHTUHHOCTH

ONemMeHTbl CepTuchukar Ceptudukatr | CepTtudukaT Ceptucukat
cepTucdukara P KBaNMHU- 2 CNOMOra- aTpubyTa
LeHTpa Kpocc- Ceptucpukar | Ceprtudukar Ceptudpukar Ceptudpukar
LUPOBAHHOIO TeJIbHOIO -
cepTuduka- ceptudounkar noTpeburensa | opraHusauunu YCTPOUCTBA NPUNOXKEHUS
i MEONLUUHCKOTO | MeauUUHCKOro
- paboTHUKA paboTHuka"
Hpyrne pacwvpeHus
authoritylnfoAccess Heobsi3a- Heobsi3a- Heobsi3a- Heobs3a- Heobsi3a- Heobsi3a- Heobsi3a- Heobsi3a- Heobsi3a-
TENBbHOE TeNbHOE TeNbHOE TENbHOE TeNbHOE TENBHOE TENBbHOE TENBHOE TENBbHOE
qgcStatements OtcytctByet | OtcytecTByeT | Obsizatenb- | Obsizartens- | Obsizatenb- | OteyTterByeT | OteytetByetr | OTeyterByeT | Heobnasa-
Hoe™ Hoe™ Hoe™ TenbHOe
hcRole” OtcytctByet | OteyterByeT | Obsizatenb- | Obszatenb- | Heobsiza- Heobs3a- Heobsaa- OtcytctByer | OTCYTCTBYET
Hoe™) Hoe” TenbHoe TenbHOe TenbHOe

Y TpeBoBaHusi, npeabsiBRsieMble K cepTudmKaTam BCnoMoratenbHbIX MEOULMHCKUMX PaBOTHUKOB, OTHOCATCS TaKKe K cepTudmkaTam cyGeuampyeMbix NOCTaBLLM-

KOB MEANLIMHCKUX YCIYT 1 pabOTHUKOB NOAAEPXKUBAIOLLNX OPraHn3aumnm 3apaBooXpaHeEHs.
%) PekomeHayeTcs, 4Tobbl 3TO none bbino 0b6s13aTenbHbIM.
) Wcnonb3aoeanue nons «hcRole» B ceptnudmkaTax KannpuyumpoBaHHOro MeANLMNHCKOIO paboTHUKA U BCNOMOraTenbHOro MEANLMHCKOIO paboTHUKA Tpebyer,
yTobbl Nnone «subjectDirectoryAttributes» B atnx ceptndukatax 6o1no ob6s3arenbHbIM.
Y TpeGoeaHue 0653aTeNBHOCTY PacnpocTpaHsieTcs Ha 06nacTn AeNCTBMS, rae no HaLMOHANMBbHOMY 3aKOHOAATENbCTBY TPEDYETCH MCNONBb30OBAHME KBANNPULUNPO-

BAHHbIX CEPTUPUNKATOB.

¢-060.1 OOUN d 100

0L0¢
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A.1 BeBegeHne

[MpnnoxeHve A
(cnpaBo4HOe)

[MTpumepbl npodunen ceptucdnkKkaTtoB

Hwuxxe B uensax nnnectpaunm npmBeaeHo HECKOBbKO MPOCTLIX MPUMEPOB KaXXA0ro Tuna ceptudPmnkaTtoB. 3TU NPUME-
Pbl HE SIBNAIOTCH HOpMAaTUBHBLIMW. Koa Ha A3blke ASN.1 1 HOpMaTUBHBLIE NONOXEHNA COAEepPXaTCH B OCHOBHOM TEKCTE Ha-
CTOSILLEro craHgapTa.

A.2 MNMpodwvnb cepTndomkaTa noTpednTena

[TpmMeyaHne—3ITOT NPUMEP CNYXKNUT TONBbKO ANS Lenen UNncTpauum n He SIBNSIeTCH NPOTOTUNOM byayLe-
ro popmarta ceptndumkaTtoB HaunoHanbHOM cnyXxbbl 3gpasooxpaHeHnst Bennkobputannm (NHS).

[TaumnenT Bill Smith, ero Homep NHS 368964278. [laTta Boinycka ceptudmkara — 1 aerycra 2001 roga. [laTta 3aBep-
lweHns gaencteua ceptudpukara — 1 asrycra 20006 roga.

version

serialNumber

signature
Issuer

validity

subject

countryName
localityName
organizationName
organizationalUnit
commonName
serialNumber

countryName
localityName
organizationName
organizationalUnit
commonName
surName
givenName

e-mail

subjectPublicKeyinfo

algorithm

subjectPublicKey
extensions

authorityKeyldentifier
subjectKeyldentifier

keyUsage

certificatePolicies

policyldentifier OBJEC

cRLDistributionPoints
authorityinformationAccess
subjectDirectoryAttributes

hcRole OBJECT IDENTIFIE

hcActorData SET OF {

codedData Coded

(2 — pecAaTUYHbIN KO cepTndmnKaToB BEpCUmn 3)

(YHUKaneHbln HOMep, reHepupyembin LIC)
(sha-1WithRSAEncryption {1,2,840,113549,1,1,5})

(UK)

(London)

(Dept. of Health)

(National Health Service)
(CepTudmkart naumneHta sepcmm 1)
({cepunHbIN HOMEP n3gaTtensi})

(cpok gencrteusa B hopmate UTCTime:
notBefore 010801000000z
notAfter 060801000000z)

(UK)

(London)

(NHS)
(Perncrpartypa)
(Smith Bill)

(Smith)

(William)
(bSmith@uknet.com)

(OTKpbITbIN KNtod RSA, 1024 6uT {1,2,840,113549,1,1,1})
(OTKPbITbIW KoY CyDbeKTa)

(YHUKanbHbI naeHTUdukatTop oTkpbiToro krw4ya LIC)
(YHUKanbHbIN NOEHTUPUKATOP OTKPLITOrO KItova cybbekTa)
(udppoBas NOANUCH)

IDENTIFIER ::= Policy-OID-for-Patient-Certificate-v1

(http://crl.location.nhs.uk)
(http:ocspserver.nhs.uk/OCSP_SERVER:5555)

R .= 1d-hcpki-at-healthcareactor

Data ;= {

codingSchemeReference OBJECT IDENTIFIER ::= 1d-hcpki,
codeDataValue UTF85tring .= the-code-for-patient,
codeDataFreeText DirectoryString .= optional-data }
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regionalHCData Sequence of RegionalData .= {
type OBJECT IDENTIFIER ::= OID-for-this-regional-encoding,
country PrintableString (SIZE (2) ::= ISO-country-code-for-UK,
iIssuingAuthority DirectoryString ;= (c=UK, National Health Service,
ou=patients),
hcMajorClassCode CodedData ::={
codingSchemeReference OBJECT IDENTIFIER ::=
Coding-Scheme-for-Type-0ID,
codeDataValue UTF8String ;= Type-OID-for-patient,
codeDataFreeText UTF8String .= "patient ID 368964278"} } }

A.3 lMpodwvnb cepTndmkarta BCnomoraTenbHOro MeauLMHCKOro paboTHUKa

[TpmMeyaHune— I3TOT NPUMEP CNYXUT TONBKO ANS LENEN UINMIOCTPALUMN N HE SBNSETCH NPOTOTUNOM ByayLLe-
ro dopmara ceptndumkaToB CNyXbbl 3apaBooxpaHeHus wrarta KanndopHus.

Betty Smith — coTpyannua “ceptudpmnumpoBanHoro megmnumHcekoro permcrtpartopa (CMP)’. Ceptudukatsl CMP BbI-
NnyckaTcAa AMEPMKaAHCKON accounaumen megnumnHCKMX permcTpaTopos.

version (2 — pecsaATUYHbIN KO cepTUUKATOB BEPCUMN 3)
serialNumber (YHUKanbHbIW HOMEP, reHepupyembin LIC)
signature (sha-1WithRSAEncryption {1,2,840,113549,1,1,5})
issuer
countryName (US)
localityName (California)
organizationName (HanmeHoBaHue LIC cnyxbbl 3gpaBooxpanenns KanndpopHun)
commonName (HanmeHoBaHue LIC cnyxbbl 3gpaBooxpanenns KanndpopHun)
validity (cpok gencteua B hopmate UTCTime)
subject
countryName (US)
localityName (California)
organizationName (opraHmnsaumsi Bnagensua ceptudukara)
commonName (Smith Betty)
surname (Smith)
givenName (Betty)
subjectPublicKeylnfo
algorithm (OTKpbITbIN KNtod RSA, 1024 6ut {1,2,840,113549,1,1,1})
subjectPublicKey (OTKPbITbIW KIoY CyDbeKTa)
extensions
authorityKeyldentifier (YHUKanNbHbIW naeHTUukKaTop oTkpbiToro Knoda LC)
subjectKeyldentifier (YHUKanbHbIN NOEHTUPUKATOP OTKPbLITOrO Knio4a cybbekTa)
keyUsage (udpoBasi NOANUCH, NN HEOCNOPUMOCTb, UNK WINdpoBaHNE)
certificatePolicies (OOBEKTHLIN NAEHTUPUKATOP COOTBETCTBYIOLWLEN MONUTUKN)
cRLDistributionPoints (mecto Bxoga B COC X.500)

subjectDirectoryAttributes
(hcRole OBJECT IDENTIFIER ::=1d-hcpki-at-healthcareactor
hcActorData SET OF {
codedData CodedData ;= {
codingSchemeReference OBJECT IDENTIFIER ::= 1d-hcpki,
codeDataValue UTF8String ::= the-code-for-transcriptionist-role,
codeDataFreeText DirectoryString .= optional-data}
regionalHCData Sequence of RegionalData ;= {
type OBJECT IDENTIFIER ::= OID-for-this-regional-encoding,
country PrintableString (SIZE (2) ::= ISO-country-code-for-USA,
iIssuingAuthority DirectoryString .= (C=US,
OU= American Association of Medical Transcriptionists),
nameAslssued DirectoryString ::= (CN= Elizabeth Smith),
hcMajorClassCode CodedData .=
codingSchemeReference OBJECT IDENTIFIER ::= ASTM-Coding-Scheme-
for-Type,
codeDataValue UTF8String ;= ASTM-Type-OID-for-transcriptionist}
codeDataFreeText UTF8String ::= “nnueHana Ne 12345677} } )
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A.4 NMpodwvnb cepTndomkaTta KBaNnMdpUuMpPoOBaHHOIO MeANLMHCKOro paboTHUKA

[TpumedvyaHune—ITOT NPUMEP CNYXUT TONBKO ANS Lenen UnniocTpaumum n He ABNSAETCH NPOTOTUNOM ByayLie-
ro popmata ceptmdumnkaToB cnyxbbl 3gpaBooxpaHenus wrarta KannhopHus.

MegnumnHckmm cneumnanuct John Stuart Woolley, oH xe Tink Woolley. Emy BeigaHa nnueHansa MeanumHckon nnueH-
3noHHOM komuceren wrtarta KanundopHusa. Homep nmnuensummn 20A4073. Kog ctatyca nmueHsnm 17 (017 — “aencreuTens-
Hasa N aktuBHas . lata Beligavn — 22 mapta 2000 roga. lata 3aBepuweHus aencteus nmueHamm — 21 maprta 2002 ropa.

version (2 — pecAaATUYHbIN KO cepTUUKATOB BEPCUUN 3)
serialNumber (YHUKanbHbIN HOMEP, reHepupyembin LIC)
signature (sha-1WithRSAEncryption {1,2,840,113549,1,1,5})
issuer
countryName (US)
localityName (California)
organizationName (HanmeHoBaHune LIC cnyxbbl 3gpaBooxpaHenns KanngopHun)
commonName (HanmeHoBaHue LIC cnyxbbl 3gpaBooxpanenns KanndpopHun)
validity (cpok aencreua B hopmate UTCTime)
subject
countryName (US = CoeanHeHHble LUTaTtel AMepukn)
localityName (California)
organizationName (opraHmnsaumsi Bnagensua ceptuukara)
commonName (Woolley Tink)
surname (Woolley)
givenName (John Stuart)
subjectPublicKeylnfo
algorithm (OTKpbITbIN KNtod RSA, 1024 6uTt {1,2,840,113549,1,1,1})
subjectPublicKey (OTKPbITbIW KItoY CybbekTa)
extensions
authorityKeyldentifier (YHUKanbHbIN nAeHTUOUKaATOP OTKPbITOro Kntova LIC)
subjectKeyldentifier (YHUKanbHbIN NOEHTUMOUKATOP OTKPLITOro Krtoya cybbekTa)
keyUsage (udpoBas NOANUCL, UITN HEOCNOPUMOCTb, NN WINOPOBaHNE)
certificatePolicies (OOBEKTHBIN NAEHTUPUKATOP COOTBETCTBYIOWEN MONTUTUKN)
cRLDistributionPoints (mecTto Bxoga B COC X.500)

subjectDirectoryAttributes
(hcRole OBJECT IDENTIFIER ::= id-hcpki-at-healthcareactor
hcActorData SET OF {
codedData CodedData ;= {
codingSchemeReference OBJECT IDENTIFIER ::=1d-hcpki,
codeDataValue UTF8String ::= the-code-for-physician-role,
codeDataFreeText DirectoryString .= optional-data}
regionalHCData Sequence of RegionalData .= {
type OBJECT IDENTIFIER ::= OID-for-this-regional-encoding,
country PrintableString (SIZE (2) ::= ISO-country-code-for-USA,
issuingAuthority DirectoryString .= (C=US, L=CA, OU=California Medical License Board),
nameAslssued DirectoryString ::= (CN= John Stuart Woolley)
hcMajorClassCode CodedData ::={
codingSchemeReference OBJECT IDENTIFIER ::=
ASTM-Coding-Scheme-for-Type-0ID,
codeDataValue UTF8String .= ASTM-Type-OID-for-physician}
codeDataFreeText UTF8String ::= "nnueH3nsa Ne 20A40737}
hcMinorClassCode CodedData ::={

codingSchemeReference OBJECT IDENTIFIER ::=
ASTM-Coding-Scheme-for-License-Status-0OID,
codeDataValue UTF8String ::= "unrestricted”,
codeDataFreeText UTF8String ::= "HeorpaHnyeHHas™} } )

ObpaTtnTe BHUMaAHUE, YTO B JaHHOM NPUMEPE HOMEP N CTaTyC NUUEH3MU 3aKOAWPOBAaHbI KaK perMoHarnbHble JaH-
Hble. Takue permoHanbHble AaHHble ABNAITCA HE0bSA3aTENbHBIMUY, U PELLEeHNe, BKITIOYaTbh UX B CEPTUAUKAT UIMKN HET, OCTAa-
etcs Ha ycmoTpenune LIC, Boinyckatowero ceptndumkar.
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A.5 Tpodmnb cybcnanpyemoro noctaBwimka MeaMUMHCKNX YCIyr

[TpnumedvyaHune—ITOT NPUMEP CNYXUT TONBKO ANS Lenen UnniocTpaunm n He ABNSETCH NPOTOTUNOM ByayLie-
ro popmarta ceptmdmnkaToB cnyxbbl 3gpaBooxpaHeHns nposnHumn OHTapno (KaHaga).

Julie LeClerk, akywepka na npoenHumm OHTapUO.

version (2 — pecaTudHbIN Kog cepTudumnkaTtoB Bepcun 3)
serialNumber (YHUKanbHbIW HOMEP, reHepupyembin LIC)
signature (sha-1WithRSAEncryption {1,2,840,113549,1,1,5})
iIssuer
countryName (CA=Kanapa)
localityName (Ontario)
organizationName (HanmeHoBaHune LIC cnyx06bl 3gpaBooxpaHeHnss OHTapumo)
commonName (HanmeHoBaHne LIC cnyx6bl 3gpaBooxpaHeHnss OHTapuno)
validity (cpok gencteus B hopmarte UTCTime)
subject
countryName (CA=KaHapa)
localityName (Ontario)
organizationName (opraHusauymsi Bnagensua ceptndukara)
commonName (LeClerk Julie)
surname (LeClerk)
givenName (Julie)
subjectPublicKeyinfo
algorithm (0TKpbITbIN KNtod RSA, 1024 buta {1,2,840,113549,1,1,1})
subjectPublicKey (OTKPbITbIW KIoY CyObeKTa)
extensions
authorityKeyldentifier (YHUKaNbHBIN NAEHTUDOUKATOP OTKPbLITOro Kntova LC)
subjectKeyldentifier (YHUKaNbHBLIN NOAEHTUMDOUKATOP OTKPbLITOroO Krova cybbekTa)
keyUsage (UndpoBas NOANUCL, UMM HEOCMOPUMOCTb, NN WNPOBAHNE)
certificatePolicies (OO BEKTHBIN NAEHTUDOUKATOP COOTBETCTBYIOWEN MOJTUTUKN)
cRLDistributionPoints (mecTto Bxoga B COC X.500)

subjectDirectoryAttributes
(hcRole OBJECT IDENTIFIER ::=1d-hcpki-at-healthcareactor
hcActorData SET OF {
codedData CodedData .= {
codingSchemeReference OBJECT IDENTIFIER ::=1d-hcpki,
codeDataValue UTF8String ::= the-code-for-midwife-role,
codeDataFreeText DirectoryString .= optional-data}
regionalHCData Sequence of RegionalData .= {
type OBJECT IDENTIFIER ::= OID-for-this-regional-encoding,
country PrintableString (SIZE (2) ::= ISO-country-code-for-Canada,
iIssuingAuthority DirectoryString .= (C=US, L=CA, OU= Name-of-CA-for-Ontario-
Health-Care),
hcMajorClassCode CodedData ;= {
codingSchemeReference OBJECT IDENTIFIER ::=
|ISO-Role-Coding-Scheme,
codeDataValue UTF8String .= the-code-for-midwife-role }
codeDataFreeText UTF8String .= "Heobsa3aTenbHble NnevaTaemMble gaHHble™} } )

A.6 [lpodowvnb cepTndomkaTa padboTHMKA noaaepXMBaroLen opraHn3aumm

[TpumedvyaHune—ITOT NPUMEP CNYXUT TONBKO ANS Lenen UnniocTpaunm n He SBNSIETCH NPOTOTUNOM ByayLie-
ro dpopmarta ceptmdunkaToB CryXbbl 3gpaBooxpaHeHns wrarta Kanngopuus.

Sally R. Jones, onepartop byxrantepumn B opranmsaumm American Health Systems.

version (2 — pecaTuyHbIN Ko cepTudumnkaToB Bepcun 3)
serialNumber (YHUKanNbHbLIN HOMEP, reHepupyemMmbin LIC)
signature (sha-1WithRSAEnNcryption {1,2,840,113549,1,1,5})
iIssuer
countryName (US)
localityName (California)
organizationName (HanmeHoBaHune LIC cnyxbbl 3gpaBooxpaHeHns KannopHum)
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commonName
validity
subject
countryName
localityName
organizationName
commonName
surname
givenName
subjectPublicKeyinfo
algorithm
subjectPublicKey
extensions
authorityKeyldentifier
subjectKeyldentifier
keyUsage
certificatePolicies
cRLDistributionPoints
subjectDirectoryAttributes

(HanmeHoBaHue LIC cnyxbbl 3apaBooxpanenmns Kanndopumn)
(cpok gencreus B hopmate UTCTime)

(US = CoeanHenHbie LUTatel AMepukn)
(California)

(American Health Systems)

(Jones Sally R.)

(Jones)

(Sally R.)

(OTKpbITbIN KNtod RSA, 1024 6uta {1,2,840,113549,1,1,1})
(OTKPbITbIN KIHOY CyObekTa)

(YHUKanbHbIM naeHTUudukatTop otkpbiToro krwo4va LiC)
(YHUKaNbHLIN NOEHTUDOUKATOP OTKPLITOro Krtova cybbekTa)
(uMdpoBas NOANUCL, UM HEOCNOPUMOCTb, NN WINOpPOBaHNE)

(OOBEKTHBLIN NAEHTUMDOUKATOP COOTBETCTBYIOWEN MONTUTUKN)
(mecTto Bxoga B COC X.500)

(hcRole OBJECT IDENTIFIER ::=1d-hcpki-at-healthcareactor

hcActorData SET OF {
codedData Coded

Data ;= {

codingSchemeReference OBJECT IDENTIFIER ::=1d-hcpki,

codeDataValue UTF85tring ::= the-code-for-file-clerk-role,

codeDataFreeText DirectoryString ;= CN=Sally R. Jones }
regionalHCData Sequence of RegionalData .= {

type OBJECT IDENTIFIER ::= OID-for-this-regional-encoding,

country

PrintableString (SIZE (2) .= ISO-country-code-for-USA,
issuingAuthority DirectoryString ;= (C=US, L=CA, OU= American Health Systems),

hcMajorClassCode CodedData .= {
codingSchemeReference OBJECT IDENTIFIER ::=
ASTM-Coding-Scheme-for-Type,
codeDataValue UTF8String ;= ASTM-Type-OIlD-for-file-clerk }

ObpaTtnTe BHUMAHWNE, YTO B OTNMYME OT Npumepa, npeacrasneHHoro B A.4 (ceptndukart KBannpuumpoBaHHOIO Me-
OVNUMHCKOro paboTHUKA), 34eCb HET HM HOMEpPA NULEH3NKW, HM KOAA cTaTyca NIMUEH3NN. Takoe A0NyCcKaeTCcs, NOCKONbKY 3TU
pPErnoHanbHbIe NMNons ABNSAKTCH HEODA3aTENbHBIMU N PELLEHNE, BKIIOYATb UX B CEPTUAMUKAT UMM HET, OCTAETCH HA YCMOT-
peHue LIC, Bbinyckaowero ceptmoukar.

A.7 Mpodwvnb cepTndomkaTa opraHnsaunmn

[TpumedvyaHne—ITOT NPUMEP CNYXUT TONBKO ANA Lenen UnnocTpaunum n He ABNSETCH NPoToTUNom byayule-
ro dpopmata ceptmdmnkaToB cnybbl 3gpaBooxpaHenus wrarta KannhopHus.

version (2 — AecATUYHbIN KO CepTUUKATOB BEPCUUN 3)
serialNumber (YHUKanbHbIN HOMEP, reHepupyembin LIC)
signature (sha-1WithRSAEncryption {1,2,840,113549,1,1,5})
iIssuer
countryName (US = CoeanHenHsbie LUTatel AMepukn)
localityName (California)
organizationName (California Hospital Authority)
commonName (Health Digital Certificate policy vO1)
validity (cpok aencreus B chopmate UTCTime)
subject
countryName (US = CoeanHeHHble LUTaTtel AMepukn)

localityName
organizationName
subjectPublicKeylnfo

(pernoH = California)
(Midtown Hospital)

algorithm (OTKpbITbIN KNtod RSA, 1024 6uT {1,2,840,113549,1,1,1})
subjectPublicKey (OTKPbITbIN KIHOY CyObeKTa)

extensions

authorityKeyldentifier (YHUKanNbHbIN nAeHTUOUKATOP OTKPbITOro Kntova LIC)
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subjectKeyldentifier
keyUsage
certificatePolicies
cRLDistributionPoints

A.8 Mpodwvnb CA
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(YHUKANbHLIN NAEHTUDOUKATOP OTKPLITOrO KIova cybbekTa)
(undpoBas NOANUCL, UMM HEOCNIOPUMOCTb, UK WNPOBAHNE)
(OOBEKTHBIN NAEHTUDOUKATOP COOTBETCTBYIOWEN MOJIUTUKN)

(mecTto Bxoga B COC X.500)

[TpumMeyaHne—3ITOT NPUMEP CNYXKNUT TONBbKO ANSA Lenen nNnicTpauum n He SBNSeTCH NPpoTOTUNOM byayLue-

ro dopmarta ceptmdunkaToB CnyXbbl 3apaBooxpaHeHns wrarta Kanngopuus.

version (2 — pecaTuyHbIN Kog cepTudmnkaTtoB Bepcun 3)
serialNumber (YHUKanbHbIW HOMEP, reHepupyembin LIC)
signature (sha-1WithRSAEncryption {1,2,840,113549,1,1,5})
baseCertificatelD (339393322281)
entityName (a-p Benjamin Casey)
Optional
AttCertValidity (CPOK)
Attributes (AOCTYN K AHEBHUKAM onepaumnmn)
issuer
countryName (US = CoeaunHeHHble LUTaTel AMepukn)
localityName (California)
organizationName (California Hospital Authority)
commonName (CA -/ policy V.01)
validity (cpok aencteus B hopmarte UTCTime)
subject
countryName (US = CoeaunHenHble LUTatel AMepukn)
localityName (pernoH = California)
organizationName (Midtown Hospital)
commonName (Midtown Secure Server 01)
subjectPublicKeyinfo
algorithm (OTKpbITbIW KNtod RSA, 1024 6uTt {1,2,840,113549,1,1,1})
subjectPublicKey (OTKPbITbIW KItoY CyObeKTa)
extensions

authorityKeyldentifier
subjectKeyldentifier
keyUsage
certificatePolicies
cRLDistributionPoints

(YHUKanbHbI naeHTudukatop oTkpbiToro krw4ya LIC)
(YHUKanbHbIV MAEHTUPUKATOP OTKPLITOrO Krnova cybbekTa)
(undpoBas NOANUCL, UM HEOCNTOPUMOCTb, UK WNPOBAHNE)
(OO BEKTHBIN NAEHTUDOUKATOP COOTBETCTBYIOWEN MOJIUTUKN)

(mecTto Bxoga B COC X.500)

A.9 NMpodwvnb cepTndomkarta LC

[TpnmedvaHmne—ITOT NPUMEP CNYXKUT TONBKO ANS Lenen UnmnocTpaunum n He SBNSETCH NPOTOTUNOM Byayule-
ro dopmarta ceptmdunkaToB CnyXbbl 3gpaBooxpaHeHns wrarta Kannoprus.

version (2 — pecaTudHbIN Kog cepTudumnkaTtoB Bepcun 3)
serialNumber (YHUKaNbHLIN HOMED)
signature (sha-1WithRSAEnNcryption {1,2,840,113549,1,1,5})
iIssuer
countryName (US = CoeaunHeHHble LUTaTtbl AMepukn)
localityName (pernoH California)
organizationName (California Hospital Authority)
commonName (CA — Health PKI US-CT/ policy V.01)
validity (cpok gencteus B hopmarte UTCTime)
subject
countryName (US = CoeauHeHHble LUTaTel AMepukn)
localityName (pernoH California)
organizationName (El Cerrito Health Authority)
commonName (CalifHA PKI US CT/ policy V.03)
subjectPublicKkeylinfo
algorithm (OTKpbITbIN KNtod RSA, 1024 ouT {1,2,840,113549,1,1,1})
subjectPublicKey (OTKPbITBIW KIHOY CyObEKTa)
extensions

authorityKeyldentifier (YHUKaNbHLIN NAEHTUDOUKATOP OTKPLITOro Knrova LC)
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subjectKeyldentifier
keyUsage
certificatePolicies
basicConstraints
cRLDistributionPoints

A.10 MNMpodwunb Kpocc-cepTndmkarta

[TpmMeyaHne—3ITOT NPUMEP CNYKUT TONBbKO ANS Lenen MNncTpauum U He SIBNSieTC NPOTOTUNOM byayLue-

(YHUKaNbHLIN NOEHTUOUKATOP OTKPLITOro Krtova cybbekTa)
(undpposas nognuce COC n ceptTndmnkaToBs)

(OBBEKTHBLIN NOAEHTUMDPUKATOP COOTBETCTBYIOWLEN MONTUTUKW)
(LIC = true)

(mecTo Bxoga B COC X.500)

ro dopmara ceptnpukaToB cnybbl 3apaBooxpaHeHus wrarta KanndopHus.
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version
serialNumber
signature
iIssuer
countryName
localityName
organizationName
commonName
validity
subject
countryName
localityName
organizationName
commonName
subjectPublicKeyinfo
algorithm
subjectPublicKey
extensions
authorityKeyldentifier
subjectKeyldentifier
keyUsage
certificatePolicies
basicConstraints
cRLDistributionPoints

(2 — AecAaATUYHbIN KO cepTUUKATOB BEPCUUN 3)
(YHUKanNbHLIN HOMEP)

(sha-1WithRSAEncryption {1,2,840,113549,1,1,5})

(US = CoeagnHeHHble LUTaTtel AMEepuKn)
(pernoH California)
(California Hospital Authority)

(CA — Health PKI US-CT/ policy V.01)
(cpok gencreus B chopmate UTCTime)

(US = CoeanHeHHble LUTaTtel AMepukn)
(pernoH Washington)

(Washington Health Authority)
(CalifHA PKI US CT/ policy V.03)

(OTKpbITbIN KNtod RSA, 1024 6uta {1,2,840,113549,1,1,1})
(OTKPbITbIW KItoY CybbekTa)

(YHUKanNbHbIN nAeHTUUKATOP OTKPbITOro Kntova LIC)
(YHUKaNbHLIN NOEHTUDOUKATOP OTKPbLITOro Krtova cybbekTa)
(undpposas nognuce COC n ceptTndmnkaToB)

(OBBEKTHBLIN NOAEHTUMDOUKATOP COOTBETCTBYIOLWLEN MONTUTUKW)
(LIC = true)

(mecTto Bxoga B COC X.500)
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Mpnoxenve OA
(cnpaBo4HoOe€)

CBeAeHNA 0 COOTBETCTBUU CCLITOYHbIX MeXAYHapoAHbIX CTaHAapTOB
CCbINTOYHbIM HaluUuoHanbHbIM cTaHgapTaMm Poccunckon ®@epgepaunum

Tabnwvwua HOA.1

Obo3Ha4vYeHne CCbINOYHOro CteneHb Obo3HavYeHne 1 HaMMEeHOBaHNE COOTBETCTBYIOLLETO
MeXOYHaApPOOHOro crtaHaaprta COOTBETCTBUSA HaLWMOHANBLHOro cTaHgapTa
NCO 17090-1:2008 IDT [OCT P MCO 17090-1—2009 «WMHopopmaTtnsaums 3gopoBbs. VHDpa-
CTPYKTypa € OTKPbITbIM Krtovom. Hacte 1. CTpykTypa n obwimne cBegeHns»
NCO 17090-3:2008 IDT [OCT P MCO 17090-3—2010 «VMHpopmaTtnsaums 3gopoBbs. VHDpa-

Tpa cepTudPnKaLnmn»

CTPYKTYpa C OTKPbITbIM KNtovoMm. HacTtb 3. YnpasneHue nonmtmkamm LUeH-

IETF/RFC 3280

*

IETF/RFC 3281

*

IETF/RFC 3739

*

* COOTBETCTBYOWMN HALUMOHAaNbHbIV CTaHOAPT OTCyTCTBYET. [0 ero yreepXxXaeHnsa pekoMmeHgyeTcs NCnonb30BaTh
nepeBoq Ha PyCCKUWM A3bIK AaHHOIo MexayHapoaHoro ctaHgapra. [lepesog gaHHOIro mexxayHapoaHoro ctaHgapra Haxo-
antesa B PepgepanbHOM MHPOPMALUMOHHOM hoHAOE TEXHUYECKUX PErMamMeHTOB U CTaHOAaPTOB.

[TpnmeyaHune—B HacToawen Tabnuue CNoONbL3OBAHO creayoulee ycnoBHoe 00603Ha4YeHNE CTENEHN COOT-
BETCTBUSA:
- IDT — naeHTn4HbIE CTAHOAPTHI.

[1]
[2]
[3]
[4]
[5]

[6]
[7]
[8]
[9]

[10]

IE
IE

F/
F/

IE

F/

RFC 2459 Internet X.509.
RFC 2527 Internet X.509.

RFC 3647 Internet X.509.

budnuorpadua

Public Key Infrastructure Certificate and CRL Profile
Public Key Infrastructure Certificate Policy and Certification
Public Key Infrastructure Certificate Policy and Certification

ETF/RFC 822 Standard for the Format of ARPA Internet Text Messages

ISO/IEC 9594-8:2005 Information technology — Open Systems Interconnection — The

attribute certificate frameworks
ISO/IEC 8825-1:2002 Information technology — ASN.1 encoding rules: Specification of Basic Encoding Rules
(BER), Canonical Encoding Rules (CER) and Distinguished Encoding Rules (DER)
IETF/RFC 3279 Algorithms and Identifiers for the Internet X.509 Public Key Infrastructure Certificate and Certificate
Revocation List (CRL) Profile

ANSI X9.42:2003
Discrete Logarithm Cryptography

Practices Framework

Practices Framework

Directory: Public-key and

Public Key Cryptography for the Financial Services Industry. Agreement of Symmetric Keys Using

ISO/TS 21091 Health informatics — Directory services for security, communications and identification of
professionals and patients

ISO 3166-1:2006 Codes for the representation of names of countries and their subdivisions —

[11] ASTM E 1986—98 Standard Guide for Information Access Privileges to Health Information

Part 1. Country codes
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