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[lpeancnoBwue

Llenu n npuHuMnel ctaHgaptusauum B Poccunckon degepaunm yctaHoBeHbl PegepanbHbIM 3aKOHOM OT
27 pekabpsa 2002 . Ne 184-03 «O TexHU4eCKoM perynmpoBaHuny, a npasunia npuMeHeHUsa HaluoHanbHbIX CTaH-

naptoB Poccuinckon Pepgepaunn —IrOCT P 1.0—2004 «CtanpgapTtunsauma B Poccunimckon egepaunim. OCHOBHbIE
MNONOXKEHUSI»

CBeOoeHuA o cTaHAapTe

1 1104AINOTOBJIEH ®egepanbHbeIM rocyaapcTBeHHLIM yupexaeHnem «LleHTpanbHbIN Hay4YHO-UCCneaoBa-
TeNbCKUN MHCTUTYT opraHnsaunm n nHgpopmaTusauum sgpasooxpaHeHnst Pocsgpaesa» (LLHWNOW3 Pocagpaga) 1
['ocyaapCTBEHHLIM Hay4HbIM yupexaeHnem «LleHTpanbHbIM HaydHO-UccneaoBaTenbCKN U ONbITHO-KOHCTPYKTOP-
CKUN MHCTUTYT POBOTOTEXHUKN U TEXHUYECKOWU KNDEPHETUKN» Ha OCHOBE CODCTBEHHOMO ayTEHTUYHOMO Nepesoaa Ha
PYCCKUN A3bIK CTaHgapTa, yKasaHHOro B NyHKTe 4

2 BHECEH TexHunyeckum komuteTom no ctaHgaptuzaumm TK 468 «MNHpopmaTniaumsa 340poBbA» NMpn
LIHUNOW3 Poc3apaBa — eanHonnyHelM npeactasutenem MCO TK 215

3 YTBEP>XXOEH M BBEOEH B JENCTBWE Mpukazom deaepanbHOro areHTCTBa rno TeXHUYECKOMY perysi-
poBaHuto N meTponorun oT 14 ceHTa0psa 2009 r. Ne 403-cT

4 HacTtosilumin ctaHgapT uaeHTudeH MexayHapoaHomy ctaHgaapTty MCO/TC 17090-1:2002 «NHGop-
MaTMn3auns 3gopoBba. VIHppacTpyKkTypa ¢ oTKpbITEIM KtovoMm. Hacte 1. CTpykTypa 1 obumne cesonuctear (ISO/TS
17090-1:2002 «Health informatics — Public key infrastructure — Part 1: Framework and overview»).

[1pn NpuMeHeHN HacToALLLEero ctTaHgapTa pekoMmeHayeTcHa UCNOoJ1b30BaTk BMECTO CChIJTOYHbIX MeXayHa-
POAHBLIX CTaHAAPTOB COOTBETCTBYOLNE MM HaUuWOHanbHbIe cTaHaapTel Poccunckon degepauyn, ceegeHnsa o
KOTOPLIX NMpuBedeHbl B ACNOSTHUTENBHOM NpunoXxeHun A

5 BBEAEH BI'NEPBbIE

VIHpopmMmauusa ob UaMeHeHUSX K HacmosuweMy cmaHoapmy nybrukyemcs 8 exxe200H0 u3oasaeMoM UH-
opMalUOHHOM yKa3zamerie « HaluuoHarnbHbIe cmaHoapmabl», @ mekcm UaMeHeHUU U Nnornpasok — 8 eXKeMeCsYHOo
L3oasaeMbiX UHQQOPMAaUUOHHbIX yKkazamerax « HauuoHarbHble cmaHoapmely». B criydae nepecmompa (3amMeHsbl)
Unu omMeHb! Hacmosauw,ea2o cmaHdapma coomeemcemayroujee yseodomMreHue byodem onybriukosaHo 8 exxeme-
CAYHO U30asaeMoM UHQOPMaUUOHHOM yKazamerne «HauuoHasnbHbele cmaHoapmely. Coomeemcemayioujas UH-
opMalyus, yeeOoM/IeHUe U meKcmbl pasMellaromcs makxe 8 UHghopmMalUoHHOU cucmeme o0blez20 nosib3osa-
HUS — Ha ouyuanbHOM caume @edepallbHO20 a2eHmemasa ro mexHu4eckoMy pe2yrnuposaHuro U Memposioauu
8 cemu MITHmepHem

© CtaHgapTtuHdopm, 2010

HacTosawuii ctaHgapT He MOXKeT ObITb MOSTHOCTbIO UMW YaCcTUYHO BOCTNPOU3BEAEH, TUPaXKMPOBaH U pacnpo-
cTpaHeH B kKadyecTBe oduLnansHoro n3gaHns 6e3 paspeleHna $egepanbHOro areHTCTBa No TEXHUYECKOMY pery-
NMPOBAHUIO N METPOJSIOTUM
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BBeaoeHuve

B nHOyCcTpun 3gpaBooxpaHeHUda BO3HUKNA NpobnemMa cokpalleHUa pacxogoB NyTeM nepexoga oT DyMak-
HOW OOKYMeHTaLlNn K aBTOMaTU3UPOBaAHHOMY 3NEKTPOHHOMY ydeTy. HoBble Moaenu npedocTaBNeHUs YCyr B
obnacTty 3gpaBooxpaHeHns ocobo nogyepKnBaoT HeobXoAMMOCTL 0OMeHa MHGpopMaLIMen O NaLMeHTe Mexay Bce
pacLUNPALLMMCS KPYroM MeaULMHCKUX cneunancToB, BbIXOASALWEro 3a paMky TpaguUMOHHBIX opraHi3aLnoH-
HbIX OapbepoB.

MeauunHckas UHdopMaLUKns, KacarLladacs oTaenbHbIX rpaXaaH, obblMHO NepegaeTcsl NoCPeaCcTBOM 3MeK-
TPOHHOW NOYTLI, 4OCTYNa K yaaneHHoW base AaHHbIX, cOMeHa AaHHbIMW B 3MEeKTPOHHOM BUAE U APYTMX NPUNoXe-
HUWN. IHTepHeT aBNAeTCA BbICOKO3(IEKTVUBHLIM U AOCTYNMHbLIM cpeaCTBOM 0OMeHa MHopMaLnen, oaHako 3To
Takke HebesonacHagd cpeaa, Tpedbyrollada NPUHATUAA AONONHUTENBHBIX Mep ANna cobniogeHNAa CeKPeTHOCTU Y KOH-
dovaeHumansHoCcTU MHpopMaunin. BospacTaeT yrpo3sa pasrnalieHns meguLmMHCKon MHdpopmMaLuum Yepes HecaHKUK-
OHUPOBAaHHLIW AOCTYN (CrydalHbIN UMK NpeaHamMepeHHbIN). CucTemMe 3apaBooxpaHeHnst HeobXxoaumMo MMETH Ha-
OeXHble cpeacTra 3alnTel MHopMaun, MUHUMU3UPYIOLLE PUCK HeCaHKUUOHUPOBAHHOMO A0CTyNA.

Kak ke B MHOYCTPpUK 3apaBooXpaHeHnsa obecneuymMBaeTCAa COOTBETCTBYOLWAA HageXHaa 1 appeKkTBHad
3alluTa npu nepeaade aaHHbIX Yepes HTepHeT? TexHonornn MHpacTpykTypbl ¢ OTKPbIThIM Kntouom (MOK) no-
3BOJTAIOT HAUTK Noaxoa K pelleHnto AaHHOW npobremMbl.

NOK saaBngeTca codeTaHneM TEXHONOTMYECKNX, METOONYECKUX N aAMUHUCTPATUBHbBIX NPOLIECCOB, obecne-
YMBaoOLLMX 0OMeH KoHphaeHUWanbHbIMU AaHHBIMW B He3allMLLeHHOW cpeae npyu UCnofb3oBaHUM MeToda «LLNg-
POBaAHWUSA C OTKPLITLIM KNHO4YOM» AN 3allnUTbl MTHQOPMaLUWW NPpU Nnepedave U «CepTUPUKaTOB» AN NoATBepKae-
HUA NUYHOCTW YenoBeka U noanIMHHOCTY 0bbekTa. B cipepe 3apaBooxpaHeHns, B MOK npumeHaroTCca ayTeHTr-
dorkauma, WndppoBaHMe 1N 3NeKTPOoHHbIe nognmcu ansa obnerdeHUs KOHPUAeHLUMaNbHOro AocTyna 1 nepegadn
MHAMBUAYaNbHbLIX MEAULMHCKNX AOKYMEHTOB, YTO OTBeYaeT Kak KITMHUYEeCKUM, Tak 1 agMUHUCTPaTUBHBIM NOTPED-
HocTaM. CepBuchl, NpeaoctaBngemele MOK (Bknovas wndgpoBaHne, LenoCTHOCTb MHGpOPMaLN N 3NEKTPOHHbIE
noanucin), yaoBneTBOPSIHOT MHOMMM TpeboBaHUSM K cuctemam bezonacHocTn. Ocobo apPeKTUBHO UCNOMNB30Ba-
He MOK B coveTaHnm ¢ opmumanbHbIM CTaHdapToOM 3allnTel MHopMauuu. MHore opraHmsauuy Bo BCEM MUPpe
NPUCTYNUIK K ucnoneb3oBaHUio NOK anga aTon uenu.

OyHKUMOHaNbHas coBMecTUMOCTb TexHonorun MOK v nogaepxnearoLmnxX ee NnosIMTUK, npoueayp 1 npakTu-
YeCKMUX NPMemMoB UMeeT NpUHUUnManbHoe 3HavyeHne, ecn ooMeH nHpopmMaunen AoJHKeH NPOUCXoANTE Mexay
opraHusaunsamMm  MeguUMHCKUMK yupeXxaeHUaMn pasHov NoaBeA0OMCTBEHHOCTU (Hanpumep, mexay 0onbHULEN 1
PaUOHHBLIM TepaneBTOM, paboTatoLLMMU C OAHUM U TEM XKe NaUUeHTOM).

ObecnevyeHne PyHKUMOHANBHOW COBMECTUMOCTU Mexay pa3HbiMK cxemMamn OK TpebyeT cosgaHusa cuc-
TeMbl JOBEPUS, NPU KOTOPOWU CTOPOHLI, OTBETCTBEHHbLIE 3a 3aLLUUTY NpaB Ha HENPUKOCHOBEHHOCTb NTUYHOWN MHAPOP-
MaLWn, MOTYT onepeTbCa Ha MeTOAUKU U NpakTuyeckme npuemsl 1, Kak 4ononHeHue, Ha NoaAIMHHOCTE 3JTEKTPOH-
HbIX CepPTUPUKATOB, BblAaHHbLIX APYMMMU YIMOTHOMOYEHHbLIMU yYpeXXaeHUsIMU.

MHorune cTpaHbl BHeapsawT NOK ana nogaepxkn 6esonacHoro oomeHa MHdpopmaumen B npegenax CBOUX
HalUWMOHanbHbIX rpaHuL. HecoBMeCTUMOCTb MeToAWK U NpakTUYeCKUX MPMeMOoB MeXay BblaaloLMMy cepTudpuka-
Thl YYPEXOAEHUAMU N PETNCTPALIMOHHBIMU YYpEeXAeHUAMN pasHbIX CTpaH NPosIBNAETCA, eCnu AeATeNIbHOCTb MO
pa3paboTke cTaHgapToB NOK orpaHnyeHa npegenamm HauoHanbHbIX rpaHuL.

TexHonorua NOK HaxoauTcs B CTagnn akTUBHOIO pa3BUTUA NO onpeaeneHHbIM HanpaB/ieHUAM, KOTOPbIe He
orpaHNYMBaOTCA TONBKO 34paBooXpaHeHeM. HenpepbIBHO NPOBOANTCH BaXKHeWLLasa paboTa no ctaHaapTu3auuin
1, B HEKOTOPLIX clydasax, no npaBoBoMy obecnedeHuto. C Apyron CTOPOHbLI, NOCTaBLUMKY MeANUUHCKUX YCIyT BO
MHOTMX CTpaHax y>ke UCMOoNb3YyoT UNn NnaHnpyroT ncnonesosate MOK. HacToawmMy ctaHgapT npusBaH yaoBneT-
BOPUTbL NOTPEOHOCTL B yNpaBneHUN AaHHLIM UHTEHCUBHBIM MeXayHapoaHbIM NPoLeCcCoM.

Hactodawmny ctaHgapT cogepXnT obLlue TeXHU4YecKne, skcnnyataunoHHble U MeToandyeckne TpeboBaHu,
KOTOpPble ACIKHbI ObITh YAOBNETBOPEHLI AN obecneveHna ncnonb3oBaHna MOK gnsa sawmntel cbMeHa meauLmH-
CKOW MH(popMaLmMen B Npegenax o4AHOU ceTu, Mexay ceTaMM 1 3a npegenamMmm rpaHny, ogaHou opucankumin. Ero
OCHOBHOW Lenblo IBNAETCSH co3JaHne OCHOBLI ANd rnobanbHoro B3anMmoaencTBumsS.

OH M3HaYanbHO NpeaHasHayeH aAnga nogaepkkm mexayHapoaHoro oomeHa gaHHbiMun Ha ocHoBe UOK, oa-
HaKo MOXeT TakKe CIY>XUTb PYKOBOACTBOM ANS co3gaHnda HauMoHanbHbIX MNK perioHanbHbIX MOK B obnacTu
3gpaBooxpaHeHuda. VIHTepHeT BCe LWMpe NCNOoNb3yeTCs Kak cpeaAcTBO nepegadn MmeguumMHCKUX gaHHbIX Mexay
opraHmsauusiMn 3apaBooxXpaHeHua 1 aBnseTcs eUHCTBEHHbLIM pearnbHbIM BapUaHTOM A1 MeXayHapoaHOoro ob-
MeHa JaHHbIMK B 3TOW obacTu.
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HacToawmm cTaHgapT A0MKeH paccMaTpuBaThLCS Kak eAnHOoe Lenoe, NOCKONbKY KaXaas U3 TpeX ero vac-
Tell BHOCUT CBOW BKNaa B onpeaeneHne t1oro, kak MOK moxeT ObITb MCNoNb30oBaHa And cbecnevyeHs CEPBUCOB
0e30nacHOCTU B MHAYCTPUKM 3apaBoOXpaHeHKs1, BKNoYast ayTeHTUdUKauuo, KoHnaeHUNansHOCTb, LleNIOCTHOCTb
OaHHbIX U TeXHUYeCKMe BO3SMOXKHOCTU NogaepXkky kKadecTBa 3N1eKTPOHHOW nogrucu.

NCO/TC 17020-1 onpegensieT ocHoBHbIE NpuHUMNLI MOK B cdhepe 3apaBooxpaHeHns 1 onpeaensieT CTPYK-
TYypY TpeboBaHWN NO PYHKUMOHANBLHOW COBMECTVUMOCTU, HEOOX0AUMbIX ANA co3aaHunsl CACTEMbI 3alUULLEHHOTO
obMeHa MeanuUMHCKon nHdopmMmaunen Ha ocHoee NOK.

NCO/TC 17090-2 onpepenseT cneundgunyHbie ans cdepbl 3apaBooxpaHeHns Npounmn aNeKTPOHHbLIX Cep-
TuprkaToB Ha ocHoBe MexayHapoaHoro ctaHagapTta X.509, npodguns koToporo onpeaeneH B IETF/RFC 2459 ang
Pa3HbIX TUNOB CEPTUPUKATOB.

NCO/TC 17090-3 oTHOoCUTCA K NpobnemMam ynpasneHuUs, BO3HWUKaOLWLKMM NMpU BHeAPEHUN U aKennyaTaun
MOK B chepe 3gpaBooxpaHeHUs. B HeM onpegeneHbl CTpYKTYpa U MUHUManbHbIe TpeboBaHUS K NONTUTUKAM Mo
cepTudnKaTam, a TakkKe CTPYKTypa CONyTCTBYIOLLMX OTYETOB NO NpaKTUYeckoMy NPUMEHEHUI0 cepTUMKaLnN.
HdaHHaga YyacTe 6asnpyeTtcs Ha pekomeHgauuax IETF/RFC 2527 «NHTepHeT X.509: IMNonntnka ceptudgprkaTtoB MHE-
PACTPYKTYPbI C OTKPBLITLIM KITHOYOM Y OCHOBbLI MPAaKTU4eCcKoro npuMeHeHua ceptudmkauum» 1 onpegendeT MNpUHLN-
Nbl 3aLUUTLI MHOopMaLWK B cdoepe 3apaBooxXpaHeHns npy MexayHapoaHoM B3anMoaencTeUn. B Hell Takke onpe-
aeneH HeobxognMMbIN MUHUMaNEHbLIM YPOBEHbL 6e30MacHOCTU NPUMEHNTENBHO K acnekTam, cneundoudHeiMm ans
30pPaBOOXPAHEHMS.

VI
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HAULUOHANBbHBIN CTAHOAPT POCCUUNCKOWN DPEOQEPALUUNMN

UHpopMaTnzauua 300poBbLA
MHPPACTPYKTYPA C OTKPbITbIM KINNKOYOM

YacTtpb 1

CTpykTypa u obLiMe cBeAeHUA

Health informatics. Public key infrastructure. Part 1. Framework and overview

Nata BBeaeHna — 2010 — 07— 01

1 O6nacTb NpMMeHeHUs

HacTtoswni ctaHaapT onpeaensieT OCHOBHbIE NMOHATUSA MHpPACTPYKTYPLI C OTKPbLITEIM Ktovom (NOK) B cdhepe
3QpaBOOXpaHeHUs 1 onpeaensieT CTPYKTypy TpeboBaHUKU No PyHKLUMOHaNbHOW COBMECTUMOCTW, HEODXOAMMbIX
anga co3gaHua cMcTemMbl 3allulleHHoro ooMmeHa meanumMHckon Hdpopmaumeint Ha ocHoee MOK. B HeM Takke ycTa-
HOBIMEeHbI OCHOBHbIE CTOPOHLI, 0OMeHKBatoLLWecss MeanUUHCKoW MHdpopMaL e, a Takke OCHOBHbIE CepBUCHI 0DecC-
neyvyeHns 6be3onacHoOCTU, Heobxoanmele NpyY obmMeHe MeguLIMHCKOW MHZpopMaLInen, rae MOXKeET ObITe BOCTpeboBaHa
NOK.

B HacTosILleM cTaHOapTe npeacTaBreHbl KpaTkoe BBeAeHWe B LUNppOBaHME C OTKPbLITLIM KITHOYOM U Da30-
Bble koMnoHeHThl NOK B cdpoepe 3gpaBooxpaHeHnd. KpomMe Toro, B HemM onpegeneHbl cepTudunKkaTthbl pasfinyHbIX
TUMOB, cepTUdUKaTbI NOASTTMHHOCTU OTKPBLITOrO KNtova 1 CcBA3aHHble ¢ HUMU cepTudoukaTthl aTpnbyToB ANs y4va-
CTBYIOLLMX CTOPOH, CaMOYAOCTOBEPEHHbIE CEPTUPUKATLI YNIONTHOMOYEHHbIX Nl no cepTtudunkaunm (YC), nepap-
XU N 00begUHSALLME CTPYKTYPbI YMONHOMOYEHHbIX L, Mo cepTUdpuKkaLnu.

2 HopMaTuBHbIE CCbINMKKU

B HacToslwem cTaHaapTe UCNoJib30BaHbl HOPMaTUBHLIE CChINTIKKM Ha crneayrllne mexayHapoaHble cTaH-
napTbl:

NCO 7498-2:1989 Cuctembl cbpaboTkm nHdopmaun. B3anmMocBs3b OTKPLITLIX CUCTEM. ba3oBad 3TanoH-
Hast Mmogenb. YacTb 2. ApxutekTypa s3anTbl (1ISO 7498-2:1989, Information processing systems — Open Systems
Interconnection — Basic Reference Model — Part 2: Security Architecture)

NCO/MK3 9594-8:2001 NHdropmMmaLnOHHbIE TEXHONOTMK. B3aMMOCBA3b OTKPbLITLIX cucTeM. dupekTopus.
UacTb 8. CTpykTypa cepTudmnkatoB OTKpbITOro Knoda 1 atpunbytos (ISO/IEC 9594-8:2001, Information technology
— Open Systems Interconnection — The Directory: Public-key and attribute certificate frameworks — Part 8)

NCO/TC 17020-2:2002 HdropmaTnzaLums 300poBbst. UHdpacTpyKTypa ¢ OTKPbITLIM KIto4vomM. HacTs 2. [po-
dune ceptudounkaTa (ISO/TS 17090-2:2002, Health informatics — Public key infrastructure — Part 2: Certificate
profile)

NCO/TC 17090-3:2002 NHdopmaTnsaunsa 3gopoBbs. MHMppacTpyKTypa ¢ OTKPbITbIM KNnto4oM. HacTb 3. Yn-
paBneHne NoNUTUKaMm yrnonHomMmodeHHoro nuua no ceptugpukaumnm (ISO/TS 17090-3:2002, Health informatics —
Public key infrastructure — Part 3: Policy management of certification authority)

NCO/MKI 17799:2000 NHdopmaLMoHHbIe TexHonormn. Ceoa npasui No ynpasneHuto 3almton nHdopma-
L (ISO/IEC 17799:2000, Information technology — Code of practice for information security management)

U3paaHune odunumnanbHoe
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3 TepMUHbI U onpeaeneHuUs

B HacTosaweM cTaHgapTe NpUMeHeHbl criegyroLline TepMUHbI C COOTBETCTBYIOLLMMU onpeaeneHUsaMU:

3.1 TepMmuHbl chepbl 3apaBooxpaHeHUn

3.1.1 npunoxeHue (application): NaeHTUdMUNPYEMBIA U BLINONHAEMbIA KOMMNLIOTEPOM NPOrPaMMHbINA NPOo-
Luecc, BnaaeloLln cekpeTHbIM KIiovoM WindppoBaHAUS.

[TpnmevaHuns

1 MpunoxxeHnem B OAHHOM KOHTEKCTE MOXET bbiTb Mobon nporpaMmmHbIv NPOLUECC, UCNONb3YEMbIN B MeAULNH-
CKUX MHMPOPMALNOHHBLIX CUCTEMAX, BKITIOYAA MPOLECCHl, HE UMEKLWME NPAMOro OTHOWEHUSA K JNIEYEHUIO U ANarHocC-
TUKE.

2 B HEKOTOPLIX Criy4vasix B NMPOrpaMmmMHbie rnpouecchbl MOryT BbiTh BKITHOYEHbI YNPaBNsieMble MEANLUNHCKNE YCTPOW-
CTBA.

3.1.2 ycTpoucteo (device): laeHTUULUMPYEMBIN yNIpaBnaeMbIi KOMNLOTEPOM annapaTt Unu nprudop, Bna-
OeoLN ceKpeTHbIM KITHO4YOM LLUNPPOBaHUS.

[TpnmevaHuns

1 daHHbIM TEPMNH OTHOCUTCA TAKXKE K KIaccy yrnpaslsieMbiX MEOULNHCKUX YCTPOUCTB, COOTBETCTBYHOWMNX NPUBE-
OEHHOMY BbllLe OMnpeaeneHuio.

2 YCTPONCTBOM B AAHHOM KOHTEKCTE siBNsieTCA Noboe yCTponcTBO, UCMONb3YEMOE B MEANUMHCKNX MHPOPMALIMOH-
HbIX CUCTEMAaX, BKIMOYas yCTPOUCTBA, HE MMELWME NPAMOro OTHOLWEHUA K NEYEHUI0 NN QNarHOCTUKE.

3.1.3 y4yacTHUK cuctemMsbl 3gpaBooxpaHeHunn (healthcare actor): KsanngpuunpoBaHHbIN MeANLMHCKAN
PabOTHUK, BCrIoMoraTesibHbIM paboTHUK 34paBooXpaHeHnd, cyocuanpyembsl NOCTaBLWLUMK MegUUMHCKUX YCNVT,
PabOTHUK NoaaepKnBaroLLen opraHusauun, nauneHT Unn noTpedutenb MeanuuHCKUX YCIyr, opraHn3aums 3gpa-
BOOXpaHeHUsA, YyCTPOUCTBO UK NPUNOXeHNe, NCNoNb3yeMble B cpepe 3gpaBooxXpaHeHuns U Tpebylolme cepTi-
donkaTa anga cuctemsl besonacHocTk Ha ocHoee NOK.

3.1.4 opraHnsauuna 3gpaBooxpaHeHus (healthcare organization): OgpurunanbHO 3aperncTpupoBaHHas opra-
HU3aLU WA, OCHOBHas AeATeNbHOCTL KOTOPOW CBA3aHa C npeaoctaBneHnemM MmeauLMHCKX YCIyT U NpopuakTUKon
300POBbA.

lNMpumep — bonbrHuybi, nposaldepbi eeb-calimoe Ha memy 30pasooxpaHeHus1 8 MumepHeme, MmeQuUUUHCKUE
uccnedogamersibCKue UHCMumMymei.

[TpumMmevaHuns

1 OpraHusaums, KOTopas rnpuaHaHa HecylWwen HpUNanYecKytd OTBETCTBEHHOCTb 3a CBOU OENCTBUS, HE 0bA3aHa
nony4aTtb permcTpaunio Ha cneymndunyeckyto AeaTernbHOCTb B 06nacTu 3apaBooOXpaHEHUs.

2 CocraBHas 4YacTb opraHu3aumm Ha3bIBAEeTCH oTAeneHnem opraHnsaumm cornacHo X.501.

3.1.5 BcnomorartenbHbIN paboTHUK 3apaBooxpaHeHus (non-regulated health professional): Iluuo, pabo-
TarolLlee B opraHn3auuy 3apaBooxpaHeHusd, HO He aBnsoLlleecs MeauUNHCKUM paboTHUKOM.

lMpumep — Pezaucmpamop unu cekpemapb 6 npueMHOU, KOmopbiu Ha3HavYaem npuem, usu ynpasnsrowuu
desnramu, KOmMopbIil Hecem omeemcmeeHHOCMb 3a hodmeep)xoeHue MeOUUUHCKOU cmpaxoeKu nayueHma.

[TpnumeyvyaHune—ToT hakT, UTo NpodheccnoHanbHasa KomneTeHuus paboTHUKa He noaTBepXaeHa ohnumanbHO
He3aBUCUMbIM OT paboTogartenst OpraHoM, KOHEYHO, HE NoApa3yMeBaeT, YTO PabOTHUK HE ABNSAETCH CneunanucTom B
ccdhepe BbIMOMHAEMbIX UM 0DA3aHHOCTEN.

3.1.6 nayueHT, noTpedurens (patient, consumer): Jlnuo, nonyyaroLlee MeguLMHCKUE YCNYTA U IBNAOLLE-
ecsl ydacTHUKOM MeanLUMHCKON MHpopMaLMOHHOW CUCTEMBI.

3.1.7 3alWuTa OT HecaHKUUOHUPOBAHHOIoO gocTtyna (privacy): 3alwura o1 BMellaTte/ibCTBa B HACTHYHO
XXU3Hb UK gena oTaesIeHOU NIMYHOCTU B Cllydae HeyMeCTHOIro Ui He3akoHHOro cbopa U UCnonb3oBaHUA gaH-
HbIX 00 3TOU NINYHOCTU [1].

3.1.8 kBanuduumnpoBaHHbIN MeaULUHCKNKA paboTHUK (regulated health professional): Iluuo ¢ noaTeep-
XAEeHHOW YNOJITHOMOYEHHLIM rocyaapCTBEHHbIM OpraHoM KBanudpukauuen anga npegocraBneHus onpeaeneHHbIX
MeaULUMNHCKNX YCNYT.

lMpumep — Bpayu, keanuguyupo8aHHbie Medcecmpsbli, hapmayesmail.

[TpumMmevaHuns
1 Tunbl PETMCTPUPYIOLLNX UMW Bbl4aloWMX akkpeauTaumnio opraHoB pasnunyHbl B pa3HbiX CTpaHax v Ans pa3sHbiX
npodpeccunn. K ynonHOMOYEHHbIM rocygapCcTBEHHLIM OpraHam OTHOCATCH MECTHbIE UMK PerMoHarnbHble NPaBUTENbCTBEH-
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Hble areHTCTBa, He3aBucnmMmble npodeccnoHanbHble accounaymm n gpyrme odpuvymanbHO N B rocygapCTBEHHOM MacLiTa-
be ynonHomMo4veHHble opraHn3aumn. OHM MOTyT DbiTb KAk MECTHBIMU, TaK U MEXTEPPUTOPUATBbHBIMMN,

2 TepMUH «YMONTHOMOYEHHbIN rOCYyA4apCTBEHHBIM OpraH» B AAaHHOM onpegeneHun He nogpasymMmeBaeT CyLeCcTBO-
BaHWe €4MHOWN MOLAKOHTPONBHOWN rocyaapcTBy CUCTEMbI NMPOPECCNOHANBHON perncTpaumm, Ho anst COAeNCTBUA MEXAY-
HAapPOAHOMY B3aUMOAENCTBUIO NPEANOYTUTENBHBLIM SIBMAETCH HaNnu4ne eaunHoro obueHaunoHanbHOro CrnpaBoYHUKa oOp-
raHOB, PEMMCTPUPYIOLLNX MEANLIMHCKNX PADOTHUKOB.

3.1.9 cybcuaunpyembin noctaBWMK MeaUUMHCKUX Yenyr (sponsored healthcare provider): NocTaBLKK
ycnyr B 0bnacTtu 3gpaBooxpaHeHns, He aBnarLwmnca opnunansHO NPpUsHaHHLIM CrielnanincToM No poay CBOEeN
OedaTeNnbHOCTU, HO paboTalolwni B cdpepe 3apaBooxpaHeHUa 1 cybcnanpyemol odomumanbHOW opraHmusalnei
34paBOOXPaHEHN.

lMpumep — UHcnekmop cnyx6bi HApPKO102U4Y€CKO20 npocaeeujeHusi, pabomarouwuu ¢ onpedesrieHHoU 3mHu-
YecKou 2pynnou, unu MeGuko-caHumapHbil pabomHuUK 6 paseusaroulelcss cmpaHe.

3.1.10 noapepxxunBarwLas opraHmsauuma (supporting organization): OgpuunansHoO 3aperucTprupoBaHHas
opraHusauud, npegocrtaBnaoLLada yenyru opraHusaunm sgpaBooxpaHeHnsa, Ho He NpeaocTaBnsoLlaa cama Me-
OULIMHCKUX YCIVYT.

Mpumep — Op2aHbl, huHaHCUpyroWUe cucmemy 30pagooxXpaHeHUusi, HanpumMep cmpaxoeabie KoMnaHuu, no-
cmasuwjuku hapmayeemu4ecKux U opy2ux moeapoa.

3.1.11 paboTHUK nogaepxuBaroLlen opraHusauunm (supporting organization employee): Iluuo, padbotato-
LLlee B nogaepXxmearoLlen opraHmusaunn.

Mpumep — PabomHuku, nepesanuchkigsaroujue 8aHHbIe MeOGUUUHCKUX Kapm, UHCNeKmMophbl cmpaxoebix Medu-
YUHCKUX KOMNaHul, pabomHuku, oghopmrsiroujue 3aKka3 Ha MeGuUKaMeHmel.

3.2 TepMuHbl chpepbl obecneveHMa 6e30NacHOCTI

3.2.1 KOHTponb AaocTtyna (access control): Cpeactea, obecneynBaroLLne AOCTYN K pecypcam CUCTEMb
0bpaboTKM AaHHBIX TOJIEKO aBTOPU30BaHHLIM CyObekTamM aBToOpU3oBaHHbLIMK criocobamun [1].

3.2.2 oTcnexuBaemMocTb (accountability): CBOUCTBO, rapaHTMpytoLlee 0QHO3HaYHOe OTCNeXnBaHne geu-
cTBUN obbekTa (MCO 7498-2).

3.2.3 aCUMMeTpPUYHbIN anroputm WndpoBaHuna (asymmetric cryptographic algorithm): Anropntm LWng-
POBaHWA U COOTBETCTBYIOLLEro AellppoBaHNA, B KOTOPOM ANA WKUdpoBaHna U gellndpoBaHUA UCNONb3YHTCA
pasHble KoY [3].

3.2.4 ayteHTUdmkauyuna (authentication): lNpouecc aoctoBepHoOW naeHTUdUKaUUM CyObeKTOB MHPOPMALIN-
OHHOW Be30MacHOCTM NOCPeACTBOM HaAeXHOU CBA3U MeXxay naeHTUpUUMpyeMbIM CyOBLEKTOM N ero yaocToBepe-
HUem (MCO 7498-2).

ITpnmeyvyanHume— CMm TakKke ayTEHTUPUKALNIO NPOUCXOXKOAEHNA OAHHLIX N ayTEHTUPUKALNIO PaBHOMPAaBHbIX
0H6BEKTOB.

3.2.5 aBTopusauuns (authorization): NpegocrtasneHne npae, BKOYasi npeagocTtaBneHne Aoctyna Ha OCHO-
Be npae goctyna (NCO 7498-2).

3.2.6 pocTynHoCTb (availability): CBoncTBO ObITE AOCTYNHBLIM U FOAHBLIM K MCNOMb30BaHUIO MO 3anpocy
aBTOpu3oBaHHOro cybbekta (MCO 7498-2).

3.2.7 wndporpamma (ciphertext): laHHble, co3aaHHble NyTEM NPUMEHEHUA LN POBaHUSA, CMbICTTOBOE
coaepXXaHue KOTOpbIX HegOCTYIMHO.

[Tpnmeyanune—3anmcteoBaHo ns NCO 7498-2.

3.2.8 KoHthugeHuManbHoOCTb (confidentiality): CBOMUCTBO, 3akntovatoLleecsi B TOM, UTO MHpopMaLINA He
MOXET ObITb AOCTYMHOW NN pacKpbITOW AN HEaBTOPU3OBaHHbLIX N, 00bekToB 1N npoueccos (MCO 7498-2).

3.2.9 kpunTtorpadcdusn (cryptography): ObnacTtb 3HaHUK, OXBaTbIBatOLLasA NPUHLUMNLI, cpeacTsa U MeTOb
npeocbpaszoBaHUa gaHHbLIX ANA COKPbITUSA X UHPOPMaTUBHOIO coaepKaHUs ¢ Uenbio NpeaoTBpalleHnst UX cny-
YarnHoW Moandpukaunm U/mnu HecaHKUMOHUpOBaHHOro ncnonb3oBanus (MCO 7498-2).

3.2.10 KpunTorpacdunyeckuun anroputm, Wndp (cryptographic algorithm, cipher): Cnoco6 npeocbpasoBa-
HUA AaHHbLIX AN COKPbITUS UX MHPOPMAaTUBHOIO coaepXXaHua ¢ Luenbio NpeaoTepalleHUst UX cnyvyamHon Mmoau-
oukaunm n/mnmn HecaHKUUOHMpoBaHHOTO Ucnosib3oBaHus (MCO 7498-2).

3.2.11 uenocTHOCTb AaHHbIX (data integrity): CBOWMCTBO, yaoCcTOBEpPSOLLEE, YTO AaHHbIE HE BbIN N3MEHe-
Hbl N YHUYTOXEHbI HenpaBoMoYdHbIM cbpasom (MCO 7498-2).
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3.2.12 ayTeHTUdUKayuua npoucxoxaeHunsa aaHHbix (data origin authentication): NoaTteepxxaeHue Toro,
YTO UCTOUHMK NONYYEHHbIX AaHHbLIX COOTBETCTBYET 3asBneHHomy (MCO 7498-2).

3.2.13 pewndchpoBaHune, aekoanposaHue (decipherment, decryption): lNpouecc nonyvueHumst n3 LW po-
rpaMmmMbl UCXOAHbIX AaHHbIX [1].

[TpumedyaHune— lnpporpamma moxet ObITb 3amnppoBaHa BTOPUYHO, U B 3TOM Cny4vae ogHOKpaTHoEe
aewndgpoBaHne He MNO3BONMUT NMONYYUTb UCXOOHbIN OTKPbLITBIN TEKCT.

3.2.14 aneKkTpoHHasa nognuck (digital signature): NpucoeanHeHHbIe AaHHbIE UNK KpUNTorpadpnyeckn npe-
obpa3oBaHHbLIV DNOK AaHHbLIX, MO3BONIAOLLME NonyyaTtento boka gaHHbIX NoATBEPAUTE UCTOYHUK U LLeJTOCTHOCTL
OnoKa gaHHbIX U 3aLlLUTUTL UX OT noaaenku, Hanpumep nosiydatenem (MCO 7498-2).

[TpnmeyvaHune—CMm. Kpuntorpagusi.

3.2.15 wndppoBaHue, KogupoBaHue (encipherment, encryption): Kpuntorpadguyeckoe npecbpasoBaHune
OaHHbIX a4ng nonydeHus wndgporpammsl (MCO 7498-2).

[TpumedyaHnwue—CM. Kpuntorpadus.

3.2.16 naeHTudmnkaums (identification): BeinonHeHne NpoBepoOK, MNO3BONSAOLLNX CUCTEME 0DPabOTKK AaH-
HbIX pacno3HaBaTb 00BLEKThI [1].

3.2.17 upeHTudukarop (identifier): MHdpopmaLMOHHBIN 0OBLEKT, UCNONb3YEeMbIX 4Nl OO BbABNEHUSI NOEHT Y-
HOCTW A0 NOTEeHUMaNbHOro NoATBePXAeHUA COOTBETCTBYIOLLIMM ayTeHTUUKaTOpOoM [7].

3.2.18 uenocTHoCTb (integrity): MapaHTMA TOro, YTO cogepkaHne coobLLeHNs He DbIo CrydanHo Unn npea-
HamMepeHHO N3MEeHEHO KakuM-Nnbo 0bpasoM B Xo4e nepeaavn.

[TpnmeyaHnune— 3ammcteoBaHo n3 NCO 7498-2.

3.2.19 kntou (key): INocnegoBaTenbHOCTL CUMBOJIOB, YNpaBnsoLlasa onepausamm LWndopoBaHna U aellindg-
poBaHuna (MCO 7498-2).

3.2.20 ynpaBneHue knw4vamu (key management): CosgaHue, XxpaHeHwne, pacnpoctpaHeHue, yaaneHue,
apXUBUPOBaHKE U NPUMEHEHWE KITIoYEN B COOTBETCTBUU C NMONUTUKOW obecneveHunst beszonacHoctn (MCO 7498-2).

3.2.21 HeocnopuMocTb (non-repudiation): Cepsuc, obecnevnsaoLLniA NoATBEPXKAEHWE LIENOCTHOCTU U NPO-
NCXOXKOEHUA AaHHbIX (Hepa3pbIBHO APYr OT Apyra) Nobon N3 y4acTBYIOLLMX CTOPOH.

[TpnmeyaHnune— 3anmcteoBaHo n3 [13].

3.2.22 ceKpeTHbIN Knwu (private key): Kntou, ncnonb3yembl B aCUMMETPUYHOM KpUNTorpaguieckom
anroputmMme, obnagaHve KoTopbIM orpaHn4eHo (0BbIMHO TOMBKO OAHUM CyOBbeKkTOM) [3].

3.2.23 oTKpbITbINA Kntou (public key): Knto4, ncnonb3yembli B aCUMMETPUYHOM KpunTorpadpmuyueckom ars-
rOpUTMeE, KOTOPLIN MOXKET ObITh caenaH obLlegocTynHbIM [3].

3.2.24 ponb (role): NoBegeHYeCKUN KOMMNIEKC, CBSA3AHHBIW C HEKOTOPLIM 3adaHNeEM.

3.2.25 6e3onacHoCTb (security): CoyeTaHmne 4OCTYNHOCTU, KOHOUAEHUNATBHOCTH, LETOCTHOCTU U OTCne-
XUBaeMocTu [7].

3.2.26 nonutunka 6ezonacHoCcTU (security policy): YTBepaeHHbIW nnaH Unn crnocob aenctaui no obecne-
YeHUo HdopMaLMoHHOW besonacHocTr [1].

3.2.27 cepBUC 6bezonacHocTu (security service): Cepsuc, npegoctaBnsieMbl ypOBHEM B3aUMOOEUCTBUS
OTKPbITLIX CUCTEM, 0DecrnevnBaloLLUUK Hagnexatllyro cteneHb be3onacHOCTU cucTeM U nepedadn gaHHelx (NCO
7498-2).

3.3 TepMUHBbI, OTHOCALLMECA K UH(DPACTPYKTYPE C OTKPbITLIM KINMKOYOM

3.3.1 ynonHoMo4YeHHOe nuuo no atpudytam; YA (attribute authority; AA): YnonHoMmoveHHoOe N1LO, Ha-
3HavatoLlee NoJIHOMOYMSA NyTeM Bblaaun cepTudmnkaToB aTpnoyToB [9].

3.3.2 ceptudpukar atpndyra (attribute certificate): CTpykTypa gaHHbIX, 3aBepeHHast ANEKTPOHHOW Noanu-
CbI0 YIMOJIHOMOYEHHOIro NuLa No atprubyTam, KoTopad CBA3bIBAET HEKOTOPLIE 3HavYeHUs aTpnbyTa ¢ naeHTUdnKa-
LUnen ero Bnagensua [9].

3.3.3 cepTudmkat ynonHomoueHHoro nuua (authority certificate): Ceptndgpukat, BblaaHHbIW YNIOTHOMO-
YeHHOMY Nnuy No cepTUdUkalmMm U ynoJTHOMOYEHHOMY NTULY No aTpnudyTam.

[TpnumeyaHune— 3anmcTtBoBaHo n3 [9].

3.3.4 cepTudomnkar (certificate): CeptTndomnkaT OTKPbLITOrO Knto4a.
3.3.5 Bblaa4va ceptudukartoB (certificate distribution): lenctere no BbINycKy 1 nepeaade cepTUPUKaToB
cyObeKkTam cuctembl obecneveHna 6e3onacHoOCTH.

4
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3.3.6 pacwupeHue ceptudukartoB (certificate extension): INons paclumpeHuin (HazbiBaeMble NPOCTO pac-
LUnpeHnsamMn) B ceptudgpurkartax no X.509, npeaHasHa4veHHbIe Ans obecnevyeHns cnocodboB CBA3bIBAHMS AOMOSTHU-
TeNbHbIX aTPUOYTOB C NONbL30BATENSIMU UMK OTKPLITBIMU KNOYaMU 1 yripaBneHUst nepapXxmn4eckon CTPYKTYPOU
cepTudmnKkaunn.

[TpwnmedyaHune— Pacwmpenus ceptudukata moryT bbiTe MO0 KPUTUHECKMMU (T.€. CUCTEMA, NCNOJb3YIOLWLAs
cepTnduKaT, A0IMKHA OTKIMOHUTb CEPTUMUKAT, €CNU OH COAEPXKUT HE pacno3HaBaemMoe CUCTEMON KPUTUYECKOE pacLUU-
peHune), NMMBO HEKPUTUYECKMMU (T.€. HE PACNO3HABAEMOE CUCTEMOWN paclINPEHNE MOXET ObiTb NPOUTHOPUPOBAHO).

3.3.7 bopmupoBaHue ceptudukaroB (certificate generation): [lestensHOCTL MO CO30aHUKD CEPTU-
donKaToB.

3.3.8 ynpaBsneHue ceptudunkaramm (certificate management): lNpoueaypsbl, CBA3aHHbLIE C cepTUdMKaTa-
MW, TO €CTb POPMUPOBaHNE CEPTUIRUKATOB, Bblgada cepTUpnKaToB, apXuBUpoBaHMe N aHHYITTIMpOBaHNE CcepTUdN-
KaTOB.

3.3.9 npocdunb ceptTudukara (certificate profile): Cneundukaumna CTpyKTypbl 1 AONYCTUMOTO COAEPKAHNS
cepTudomnKkaTHOro Tmna.

3.3.10 aHHynupoBaHue ceptudukara (certificate revocation): [lenctemne no yganeHuto Bcex 4eUCTBYIO-
LLIMX CBA3EW Mexay cepTudonkaTom 1 ero Bnagensuem (Unv snagenblem cydbekta cuctemMsl 6€30nacHOCTU) No
NpUYnHe yTepu QOBEPUA K cepTuduKkaTy, gaxke Npu HEUCTEKLLEM CPOKe ero AeUCTBUA.

3.3.11 pepxatenb cepTudukara (certificate holder): Ob6bekT, NpU3HaHHLIN CYyOHEKTOM AEUCTBYIOLLEro cep-
ThUpUKaTa.

3.3.12 npoBepka cepTudukara (certificate verification): NoaTeepkaeHMe TOro, UTo cepTUmKaT SIBNAETCH
NOANTUHHBIM.

3.3.13 cepTudunkaumsn (certification): lNpoueaypa, B COOTBETCTBUN C KOTOPOU TPETHLS CTOPOHA NpeaocTaB-
NAeT rapaHTuo, YTo BCA cuctemMa obpaboTkM AaHHBIX UM ee YacTb COOTBETCTBYET TpeboBaHUAM obecneveHns
besonacHocTu [1].

3.3.14 ynonHoMo4YeHHoOe nNuuo no ceptudukayum; YC, aMUTeHT cepTudukara (certification authority;
CA, certificate issuer): YNonHOMOYEHHOE NULIO, KOTOPOMY OfIHA UJTNM HECKOIBKO YYaCTBYIOLLMX CTOPOH AOBEPUIY
co3fdaHune U NPUCBOEHME CEPTUMPUKATOB U KOTOPOE MOXET ACNOJIHATENBbHO co3aaBaTh KIHoYM A9 A0BEPAOLLMX
CTOPOH.

[TpumevaHunaA

1 3anmcTtBoBaHo n3 NCO 9594-8.

2 Noa ynonHOMOYEHHbIM NULUOM B JaHHOM OnpegeneHnn He nogpasymeBaeTcsl Kakon-nnbo opuumnanbHbI npa-
BUTENbCTBEHHbLIN OpPraH; emMy rnpoCTO BbIKa3biBAKOT AOBEPUE YHACTBYHOLWME CTOPOHbI.

3 TepMUH «3MUTEHT cepTudukara» MoxeTt BbiTb Bonee ygadvHbiM, OQHAKO TEPMUH «YNONTHOMO4YEHHOE NMUUO NOo
ceptTudpmkaymm» NCnosnb3yeTcs OYeHb LWNPOKO.

3.3.15 nonutuka no ceptucdpukartam; lINC (certificate policy; CP): Ceoag npasun, KOToOpoMy NPUCBOEHO
HanMeHOoBaHWe, onpeaenaAoLLNKA NPUMEHMMOCTL cepTUdmKaTa K onpeaeneHHOMY COODLLECTBY U/ Knaccy npu-
NOXeHUs ¢ obLKMU TpeboBaHUAMU K obecrnedeHnto besonacHocTu [9].

3.3.16 ceoa npasun no ceptudukauumn; CIriC (certification practices statement; CPS): ®opmynnposka
npaBun, KOTopPbIE YNOJTHOMOYEHHOE NULO Mo cepTudrKkaunmn Ncnonb3yeT Npu Bbldadve cepTiudmkaTos [9)].

3.3.17 cepTudukart otkpbiToro knrw4a; COK (public key certificate; PKC): CepTudpurKkaTbl OTKPbITOMO KHo-
ya no X.509, cea3bIBaloLLIVE yOOCTOBEPEHNE NOANMMHHOCTU C OTKPLITBLIM KINHOYOM; yAOCTOBEPEeHNe NOANMUHHOCTU
MOXEeT UCNOMb30BaTbLCA AN Noaae Pk NPUHATUA peLlleHWIA No KOHTPOoNo AoCTyna, CCHOBAaHHOMY Ha MO/ IMHHO-
CTW, Nocle NoaTBepPXAeHUA KIMMEHTOM Hanniua y Hero gocTtyna K CeEKpeTHOMY KIo4y, COOTBETCTBYHOLLEMY OT-
KpbITOMY KItody, cogepxkawemycsa B COK.

[TpumMmeyaHne—3anmcTBOoBaHO 13 [8].

3.3.18 nHdbpacTpykTypa ¢ oTKpbITbIM KNo4YoM; NNOK (public key infrastructure; PKI): MndpacTpykTypa,
NCnonb3yemMas B OTHOLLEHUAX Mexay AepXaTtenem KnoYa U goBepsoLLEe CTOPOHOW, KOTopasa No3BonseT AoBe-
PAOLLEN CTOPOHE UCMONBL30BAaThL CePTUMPUKAT, OTHOCALLMWUCA K AepXKaTento Kn4ya, no KpanHen mepe, gns oaHoro
NPUMEeHeHUs, UCMOJ1b3YA CePBUC CUCTEMBI 0becneveHnsa 0De3onacHOCTU Ha OCHOBe OTKpbITOro kntoya. MOK Bkto-
YyaeT B ceba ynormHOMOYeHHOE NULLO MO cepTUdmnKaTaMm, CTPYKTYPY AaHHbIX CepTUgUKaATOB, cpeacTBa NoyyYeHUs
OoBepsaLLen CTOPOHOW TekyLlen MHdpopMaLnMK O cTaTyce cepTudukaTa, NoNUTUKY cepTudpukaumm 1 cnocooobl
NPOBEPKN NOASTMHHOCTU CepTUPUKATOB NPX UCTIONb30OBaHNUN.
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3.3.19 atTecTaunMoHHbIU cepTudukar (qualified certificate): CepTndmnkar, OCHOBHOE Ha3HaAYEHNE KOTOPO-
O COCTOUT B MAEHTURUKALMU NMUYHOCTU C BbICOKOU CTENeHbo AOCTOBEPHOCTU B NYOSTMYHLIX CepBUCaX C UAEHTHK-
domkaunen aBTopCTBa.

[TpunmeyaHun e — PeanbHble MEXaHU3MbI NPUHATUA PELLEHNA O TOM, AOJKEH UMM HET cepTudukaT paccmar-
DUBATbLCH KaK «aTTeCcTauUOHHbIA cepTUMKaT» B OTHOLLEHUN Kakoro-nmbo 3akoHoAaTenbCcTBa, HAXoOasaATCa BHE obnactu
NPUMEHEHUS1 HACTOSLLEro craHgapTa.

3.3.20 ynonHoMo4eHHOe nuuo no perucrpaumnm; YP (registration authority, RA): Ob6bekT, 0OTBETCTBEHHbI
3a MaeHTUUKaUWo U ayTeHTUpMKaLMo cyObekToB cepTUdonKaToB, HO HE NOAMNUCHIBAKOLWMA 1N He Bblgato LN
cepTudnkaThl (TO ecTb YP nopy4eHo BbINOSTHEHKE onpeaeneHHon padboTel oT UMeHn YC) [9].

3.3.21 poBepsArLan cTopoHa (relying party): Nonyuartens ceptTudoukarta, KOTOpbIA AEUCTBYET, ONMUPasiChb
Ha AaHHbIN cepTUduKaT U/MNK ANEKTPOHHYIO NOANWCHL, NOATBEPXAEHHYI0 NOCPeACTBOM AaHHOro cepTudukaTa [9].

3.3.22 TpeTbA cTopoHa (third party): CtopoHa, He siBnsatoLladaca co3gatenem Unn nosiydatenem gaHHbix,
HO Heobxoanmas ans BbINoNHEeHUA PYHKUNK obecneYveHUsa 6e30nacHOCTU Kak YacTu NpoTokoa ocdbMeHa MHop-
MaLUeN.

3.3.23 poBepeHHan TpeTbA cTtopoHa; I TC (trusted third party; TTP): TpeTbs CTOpOHA, KOTopast HaaeneHa
NONHOMOYUAMW ANA peanuaauumn npoTokona obecneveHnst besonacHoOCTU [7].

[TpumeyaHune—]aHHbin TEPMUH ncnonb3yeTtcsa Bo MHOrMxX MexagyHapoaHbeix ctaHgaptax MCO/MOK u gpyrnx
OOKYMEHTAaX, rMaBHbiM 06pasom onucbkiBaowmx yenyrm YC. OaHako 310 NOHATUE LUMPE U BKINOYAET B CeDA Takue yenyru,
Kak OTCYET BPEMEHU U, BO3MOXHO, Nepegady Ha BPEMEHHOE XpaHEHME.

4 Ccpepa 3apaBoOOXpaHEHUA

4.1 Knaccbl y4acTHUKOB MH(PPACTPYKTYPbI C OTKPLITLIM KNMKOYOM B chpepe 3a4paBooXpaHeHUs

[1na ynpolleHna npolecca paccmoTpeHus TpebosaHun K MOK BBeaeHbI crnegyiolle Knacchbl y4aCTHUKOB.
OTO He 03HayYaeT, YTo Apyrue Knacchl 1 onpegeneHuns He siBNATCA bonee NoaAXxodALWLMMU B UHOM KOHTEKCTe.

B paHHOM cny4vyae BHMMaHWe cocpedoToYeHOo Ha ydacTHUKaxX, HenocpeacTBeHHO BOBJIeYEeHHbLIX B 0OMeH
MeaULIMHCKOW MHJpopMaLIMEN, KOTOPLIM MOXKET NoTpeboBaThCcA cepTUdmKaT And cMCcTeMbl obecnevyeHUs besonac-
HocTU Ha base MOK. OnpeageneHna y4acTHUKOB, NepedncrieHHbIX HXKe, npueeaeHbl B 3.1.

[lepcoHan:

- KBanupununpoBaHHbI MeaQULMHCKUI pabOTHUK;

- BcnoMoraTtenbHbI paboTHWK 3a4paBOOXPaHEHUS;

- NaUneHT/noTpedunTens YCnyr;

- cybemanpyemMblid NOCTaBLUMK MEANLUHCKUX YCIYT;

- pabOTHUK Noaaep>KMBaroLLLEN OpraHU3aLInn.

OpraHu3aunu:

- OpraHusaumnsa 3apaBooxXpaHeHus;

- NogaepkuearoLlaga opraHmsaums.

Lpyrue o0beKThI:

- YCTPOUCTBA,;

- yripaensieMble MeauLMHCKNE YCTPOUCTRA;

- MPUNOXKEHNA.

[ToMmrMO NepevncrneHHbIX y4acTHUKOB, ANA MHPPaCTPYKTYPLI C OTKPLITLIM KITHOYOM HEOThbeMI1eMbIMU Yac-
TAMW BCEN CUCTEMbI AOJTKHbI ObITh YNOJITHOMOYEHHbIe NiLa No cepTudoukaunm 1 peructpauinn, AsNAoLLNeCs BaX-
HeIMW AepXaTendamMmu cepTudmnkaToB B JaHHOW MHPPaCTPYKTYpe.

HekoTopble paboTHUKK B 061acTy 34paBooXpaHeHs1 CBA3aHbl CO MHOTUMUW OpraHu3auusaMim 3apaBooxXpaHe-
H1A. B 3gpaBooxXpaHeHnn cyLLecTByeT NepBocTeneHHasa HeobXoAMMOCTb U3bexxaTb Ayonmnpyrolen nim n3obITou-
HOW perucTpaumun, BneKkyllen 3a cobor HensbekHble pacxoabl U MHOXECTBEHHOCTL CEPTUIUKATOB.

B pamMmkax cgoepbl 3gpaBooxpaHeHnda HazHaveHneM YP asnseTtca naeHTugukaumsa ydacTHUKa Nbo Kak yao-
CTOBEPEHHOro MeanuMHCKOro paboTHUKA, BINOMHAKLLEro 3agaHHYo posib, MO0 Kak noTpebutend, cbnagatoLle-
ro npaBamMm Ha CBOIO NepcoHanbHyo MHopmMauuo. Kpome Toro, HeobxogmMmo pernctpurpoBaTh NepcoHan, ob-
CNY>XVBaKOLLMN Bpayen YacTHOU NpakTUKK (cekpeTapu B MpUeMHOW, NnLa, BbINUCkIBAOLLWE cUeTa, perucrTpaTtopsl
1 T.4.). JaHHbIe nuLa He cBsi3aHbl C TaKUMKU UHCTUTYTaMK, Kak O0NbHULLbI, KOTOpble HaxoasiTCs B NOAYUHEHUN
obLleHalUoHanbHbIX, roCcyaapCTBEHHbLIX UMY perMoHanbHbIX OpraHoB 34paBoOXpPaHeHUs.

s
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4.2 Npumepbl y4YacTHUKOB

4.2.1 KBanudpuuynpoBaHHbIA MeAULUHCKUNA pabOTHUK

[Tpumepamu KBanupmnuyupoBaHHbIX MeULIMHCKNX pabOTHUKOB ABTAKOTCA: Bpady, CTOMaToNoru, cepTuguLn-
poBaHHble MeacecTpbl U papmaueBThl. CyLlecTBYyeT MHOIO pasnuyHbIX Knaccudpukayum opnumanbHo pernameH-
TUPOBAHHbIX/akkpeauTOBaHHbIX Npodeccuin B obnacT 3gpaBooxpaHeHUsl B pasHbiX cTpaHax. BakHOW 3agaven B
oOyayulen paboTte no ctaHgapTusaunm B MCO asnaeTcqa cozgaHue rnobanbHOW CUCTEMbI COOTBETCTBUU MeXay
3TUMW Knaccupunkaumamimy, HO B HACTOdALLEM cTaHaapTe npegnonaraeTcsl, YTO TONbKO caMble 00LlMe Knacchl
MOTYT ObITb NpU3HaHbI B MMpoBoM Maclutade. B UCO/TC 17090-2 onpegeneHa CTpyKTypa AaHHbIX, A0NYyCKato-
LLIaga napannensHoe Ncnonb3oBaHne obLlen MexayHapogHou Knaccudgpukauu 1 bonee getann3npoBaHHOW Knac-
cndpurKaunn, KoTopasa MOXET ObITb HaLMOHaNBEHOW MU COOTBETCTBOBATL MHOW KOPUCOUKLINW, HANpUMep KBanngou-
LpoBaHHbIe MeaVLUUHCKMEe PabOTHUKK B HEKOTOPLIX CTpaHaxX akkpeAUTYIOTCA B MPOBUHLIMSIX U LUTaTax.

4.2.2 BcnomoratenbHbIN paboOTHUK 34paBOOXpaHeHUs

BcnomoratenbHbIMY paboTHUKaMU 30paBOOXPaHEHNS ABNSAOTCA nuua, paboTatollue B opraHM3aLnsx 3apa-
BOOXPaHEHUS, HO He MetoL e MeanuMHCKkoW Keanudukaun. K HUM OTHOCATCA MeaUUMHCKUE cekpeTapu, peruc-
TpaTopbl, MALLMHUCTKN, NepeneyaTbiBaloLLMe HaaUKTOBaHHbLIN TEKCT, 3anncaHHbIN Ha HocUTene, Nnua, BbINMUChIBa-
lolMe cyeT, U MNaglive MmeaulHCcKMe cecTpbl. [na HacToslero ctaHgapTa BaXXHO BKITHOYNTbL B3aMMOCBS3b
MeXxay HaHuMaroLwlen MmeauuMHCKOW opraHusaunen n paboTHUKOM B cepTudonkaTt anga cnyko obecnevyeHusa 6e3o-
nacHocTW. [na MmeanunMHCKMX cneumnanicToB BaXKHO BKITHOYUTL UX B3AaUMOCBSA3E C NpodpeCcCnMoHanbHbIM PErmcTpu-
pyoLLUM opraHom B CTpykType MOK, HO BaXKHbIM Takke MOXeT ObITb BO3MOXHadA AO/MKHOCTbL UMK NPUHadNex-
HOCTb K HEKOTOPOW KaTeropumm, Hanpumep K Bpadvam.

CyLlecTByeT MHOXECTBO pa3fnMYHbIX TUNOB ponen Unn goJKHOCTEW ANs paboTHUKOB B cdhepe 3apaBooxXpa-
HEHWS, HO B HACTOdLLLEeM cTaHaapTe He onpedendeTcd Kakas-nmbdo kKnaccudpukaluMoHHaa cxema.

[TpumeyaHune—ToT hakr, YTO NpodheccnoHanbHasa KomneTeHuus paboTHUKa He noaTBepXxaeHa ohnumanbHO
He3aBUCUMbIM OT paboTogartenst opraHoM, KOHEYHO, He noapasymMeBaeT, YTo paboTHUK HEe ABNSETCH CneunanucTom B
cdhepe BbIMOMHAEMbIX UM 0DA3aHHOCTEMN.

4.2.3 NMNayuneHT/noTpedbutennb ycnyr

Nunuo, nony4yarollee ycnyru B cpepe 3apaBooXpaHeHunst, NpenmyLLecTBEHHO Ha3blBaeTCA NaUMEHTOM, HO B
oTAeNbHbIX cny4dasx, B YaCTHOCTW, Koraa peybs MaeT 0 340p0BOM YenoBeKe UMM O KOHTPAaKTHbLIX OTHOLLIEHUAX C
NocTaBLLMKOM MeaULUUHCKUX yenyr, bonee yMeCcTHO HasdbiBaTh AaHHOE NKLUO NoTpebuTenem ycnyr 3gpaBooxpaHe-
HUs. B AaHHOM KOHTEKCTe noa nauneHToM/noTpebntenem yenyr noHMMaeTCs TONbKO HenocpeacTBEHHbIW NONb30-
BaTenb MeauLMHCKOW MHGOPMaLMOHHOW CUCTEMBI.

4.2.4 Cyb6cngnpyembin noCTaBLMUK MeAULUMHCKUX YCNyT

CyLlecTBYeT HECKONbKO TUMOB NULL, ABNAKLLKMXCA NocTaBLLUKaMU MeaAULMHCKUX YCNyr, HO He pernameHTU-
POBaHHLIX B AaHHOW HOPUCANKLMK, KOTOPbIE aKTUBHO yYaCTBYIOT B cdpepe 34paBooXpaHeHund, rae nx npogpeccuo-
HanbHasa posib MOXeT ObITb cepTUdULMpoBaHa U cybcnanpoBaHa ouumanbHOW opraHmMsaunen sgpaBooxpaHe-
HUA. [NpyuMepamMm B HEKOTOPLIX CTpaHax MOryT ObITb CeCTPbI, NTOMOrarLLMe nNpu pogax (KoTopble MOryT cybcuan-
POBaTbLCA akylLlepamMmu Unu apyrumm Bpadamu), usnoTepaneBThl BCEX BUAOB, NULLA, OCYLLECTBNAOLLNE yX0a 33
MHBaNUaamMun 1 npecTtapenbiMy NioabMU (KOTOPbIe MOTYT cybcnanpoBaThCcd BpavyamMim odLLen NnpakTukn nnu 60osb-
HUALLaMMW).

4.2.5 PaboTHUK noapepxmBarLlen opraHusaLum

PaboTHUKOM nogaepkuBatoLlen opraHmMsaunmn aBnsdeTcs Nuuo, padboTatollee B nogaepuBaroLlen opraHu-
3aUnn N He siBnsoLLeecs KBanupnuupoBaHHbIM MeAULUUHCKUM pabOTHUKOM UIT BCOMOraTenbHbIM PaboTHUKOM
30pPaBOOXPaHEHUS.

4.2.6 OpraHusauuns sgpaBooxpaHeHUs

[MpumMmepammn opuLnanbHO 3aperucTpyUpoBaHHbIX opraHn3auuid, OCHOBHaA AesATENbHOCTL KOTOPLIX CBA3aHa
C NpeaocTaBIeHMEM YCNyT B cpepe 3apaBooxXpaHeHns nnn npodonnakTukom 300Pp0OBb4, ABNATCH NOCTaBLUNKA
MeOULMHCKNX YCIYT, opraHbl PUHaAHCUPOBaHWA 34paBooXpaHeHna (CTpaxoBble KOMNaHUM UNX opraHbl rocyaap-
CTBEHHOW CUCTEMBI PUHAHCUPOBAHUA 34paBOOXPaAHEHUS) U MeAULIMHCKME Hay4YHO-UCCneaoBaTeNbCKME UHCTU-
TYTh.

4.2.7 NopaepXuBarwlLyasa opraHusauma

[MopgaepkmBaroLLMe opraHnsaLii NnpeaoccTaBnAaAT YCNYyri opraHu3auuam 3apaBooxpaHeHus, HO Hernocpead-
CTBEHHO He oKa3bIBalT MeaULMHCKUX YCIYT.
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4.2.8 YcTpoUCTBA

K ycTponucTBam oTHOCUTCA 0bopyaoBaHWe, Takoe Kak annapaTtbl JKI, asToMmatuanpoBaHHoe nabopaTopHoe
obopyaoBaHue, pasfindyHoe NepeHOoCHoe AnarHocTnyeckoe obopyaoBaHue, namepsollee pasnnyHole pusnono-
rmyeckme napameTpbl naymneHTa. Kpome Toro, K yecTpoucTBamM OTHOCUTCSA KOMMbIOTEPHOE 0bopyaoBaHWe, Hanpu-
Mep cepBepbl 3NTEKTPOHHOU NOYTLI, BED-CepBepbl U cepBepbl NPUIOXKEHUN.

4.2.9 NpunoxeHus

[TpUNoXEHUSI — 3TO KOMIMbIOTEPHbIE NPOrPaMMBbI, BbINOSTHSIEMbIE HA NEePCOHalbHbIX KOMMNbOTEPAaX U/NNU B
ceTax. B cgpepe 3apaBooxpaHeHUs npunoXxeHna MmoryT obiTb YacTbio MOK 1 BkNoYaTh B ceba nHTerpupoBaHHbIe
CUCTEMbI YNpaBneHUs KMMHUKOW, MporpamMmmbl 3NeKTPOHHOIc MeauuMHCKOro ydeta, MHpopMaLNOHHYIO CUCTEMY
oTAesIeHUs CKOPOW MOMOLLM, cUcTeMy 0bpaboTKn n3obpakeHU, CUCTeMY ynpaBieHnda npegnucaHnem 1 HasHa-
YyeHUeM fiekapCcTBEeHHbIX CpeacTB.

4.3 NpMMeHMMOCTb UHPPACTPYKTYPbI C OTKPbLITLIM KINMKYOM K 34paBOOXPaHEeHUK

HacTtoawnin ctTaHagapT OTHOCUTCA K UHOYCTPUK 3a4paBOoOXpaHeHus, Kak B HaLMOHaNbHOM, Tak U B MeXayHa-
poaHOM MacLUTabe. Ero oaencTere pacnpocTpaHAeTca Ha rocygapcTBEHHbIE (NpaBUTENbCTBEHHLIE) MeaULIMHCKUE
yupexxaeHus, YacTHbIX NOCTaBLLMKOB MeAULIMHCKMX YCNYT BO BCeM AnanasoHe, Bkovast 00nbHULbI, CAaHUTapHO-
NPOCBETUTENLCKYIO paboTy 1 0bLLYI0 NpakTUKy. OH Takke pacnpocTpaHaeTcAa Ha MeaAULMHCKME CTpaxoBble opra-
HU3auUun, MmeanuuHcKkne obpasoBaTenbHble yHpeXXaeHUda U Apyryto AesATeNbHOCTh, CBA3aHHYH0 CO 3apaBooxpaHe-
HUeM (Hanpumep, yxoa Ha AoMY).

XOTS OCHOBHOW Lienblo HACTosALLEero ctaHgapTa aBnseTcs cozgaHe 0a3oBOU CTPYKTYPbLI, B paMKax KOTOPOU
MedUUMHCKUe pabOoTHUKK, opraHusauumy sgpaBooxpaHeHUs U cTpaxoBble KoMNaHM MoryT be3onacHo 0OMeHu-
BaTbCA MeaAULIMHCKOW MHGpopMaLMen, OH Takke npegHasHaveH angd obecnevyeHa BO3MOXHOCTY NOTpebuTenam
MMeTb Be3onacHbIM AoCTyN K MHpopMaLu KM 06 X COOCTBEHHOM 340p0OBLE. TpaH3akUun MOryT MPONUCXoauUTb NMpw
ydacTum YC n YP, AeUCTBYIOLNX Kak AOBEePEHHbIE TPeTbU CTOPOHbLI, YTODLI 00ecneunTb BO3IMOXHOCTL 0bMeHa
MHpopMaLMen NocTaBLMKaM MeaULMHCKUX YCNYT, CTPpaxoBbiM KOMNaHUSM 1 NOTPebnTenam c rapaHTnen 6eso-
nacHoOCTH, 3allMLLEeHHOCTU UHpopMaL KM U HeMedMeHHOro OnoBeLLeHUS B cllydyae HapyLUeHUs1 ee LLeNOCTHOCTH.

[MpnnoxeHusamun, nogxogaLiniMmm ang ncnonb3oBaHus B pamkax NOK cdepbl 3apaBooxXpaHeHUs, SsBASIHOTCS
chnegyrouwue:

a) bezonacHast afekTpoHHagda noyTa;

b) 3anpockl Ha AOCTYN OT NPUNOXEHUW, NCNOSTb3YEMbIX MECTHLIMW MeaULMHCKUMUK crieuuannctammn ans
nony4veHna nHdpopmauunm o nauneHTax B MUHopMaLMOHHLIX cUcTeMax NevebHbIX yupeXxaeHU;

C) 3anpocChbl HAa AOCTYN OT NPUNOXKEHUW, UCNOMNb3YEMbIX B MHPOPMAaLIMOHHBLIX CUCTEMAX JTIEHYEDHbIX YYPEXK-
aeHu. K Takum cuctemam MoryT 0OTHOCUTLCA MHpOpMaLMOHHbIE CUCTEMbI BeaeHUA MeAULIMHCKUX KapT NauneH-
TOB, yNpaBneHna nevyeHnem, seaeHUa gaHHbIX O NAaTONOTNAX, PEHTIeHONOrM4YecknxX nccrnegoBaHusX, pexxmmax
NMATAHUA U T.A.;

d) dpMHaHCOBbLIE MPUNOXKEHUS, KOTOPbIE TPEDYIOT UAEHTURUKALWMM aBTOPCTBA, LUENOCTHOCTU COODLLIEHUIA, KOH-
domaeHUNanNbLHOCTU N ayTeHTUPUKaLMM NaUNeHTOB, MOCTaBLLMKOB MeaAWULUMHCKUX YCnyr N MeQULIMHCKNX CTPaxXOoBbIX
KOMMaHWK, a Takke (B HEKOTOPbIX OPUCAUKUMSAX) 3aLUUThl OT MOLLEHHWYECTBA;

e) NPUNOXEHUA ANCTAaHLUNOHHOW 0BPpabOoTKK N300paXkeHWW, KOTOPLIE TPEDYIOT HAaAEeXKHOU CBSA3U MeXXay N300-
pakeHneM U NUYHOCTLIO NauneHTa Hapsaay ¢ ayTeHTUumnkaune meauuMHCKoro cneunanmeTa;

f) NpUNOXeHNs KOHTPONS yaaneHHoro AocTyna, KoTopblie 0Cob0 HYXKOatoTCA B NPOBEPKE ayTEHTUYHOCTMH,
KOH(PUAEHUMANBHOCTU U LLeNOCTHOCTU;

g) NPUNOXKEHUS 3NEKTPOHHLIX NpeannucaHuin, KoTopble TPedYHT BCEBO3IMOXHbLIX CEPBUCOB obecnevyeHus
besonacHocTn ayTeHTUYHOCTU NOK, 4ToDLI rapaHTUpoBaTh, YTO gaHHOe NpeanucaHve caenaHo KOHKPeTHbIM Me-
OANUUHCKUM pabOTHMKOM W HanpaBneHo HY>XXHOMY nauueHTy. [apaHTus OTCYTCTBUS OLLNMOOK NpU nepeaadve TpebyeT
Hann4na cepBUca NPOBEPKM LEeNOCTHOCTU AaHHbIX, @ KOHTPONUPYEMOCTL npoLlecca neveHna TpebyeT cepBuca
naeHTudnKaLnm aBTOPCTBA;

h) nognncaHHble B 3NeKTPOHHOW popMe A0KYMEHTbI 06 MHPOPMUPOBAHHOM COrnacun NauueHTa;

) cepBUCHI Nepeaavn nHgopmMaLmnm 3a npeaensl rocyaapcTBEHHbLIX rPaHuL;
) Apyrue cMcTeMsbl, COOTBETCTBYIOLLME MECTHOMY 3aKOHOOATENLCTRY.

MecCTHOe 3aKoHOO4aTENbCTBO MOXET UCKIMIOUYUTL 04HO MU HECKONBKO U3 BbllUenepevYncieHHbIX NPUoXxe-
HUX U3 Ucrnonb3oBaHUA B pamkax MOK.

HekoTopeble cueHapu NpUMeHeHUA MHAPPaCTPYKTYPbI C OTKPLITEIM KNHOYOM AeTanusnpoBaHbl B NPUNOXe-
HUK A.
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5 TpeboBaHuA K cepBucam obecneyeHnss 6e30MNacCHOCTMH
B MeOULUHCKUX NMPUNOXEeHUAX

5.1 MegMUUHCKUE XapakTepUCTUKU

NHAOyCcTpus 3gpaBooxXpaHeHnst NpedbsBNAeT onpeaeneHHble TpeboBaHUs 6e30NacHOCTU, KOTOPbIe TPEDVYIOT
OTAENIbHOIro PacCMOTPEHUA, YTO U NOCNYXKUIMO NPUYMHOW co3gaHna gaHHOW TexHn4Yeckon cneundpukaunn. danee
nepevncrneHbl KOHKpeTHbIe MedULIMHCKUE XapaKTepUCTUKN.

a) MeanumHckas nHpopmMmaums gonyckaeT MHOroKpaTHOE UCMNONb30oBaHNE U MOXKET CYLLIECTBOBATL B TeYe-
HUe BCeW XXM3HW LA, K KOTOPOMY OTHOCUTCA, U AaxKe AonbLUe.

b) CyLLecTBYHOT BaXKHbIE MOTPEbUTENN N NOCTaBLUMKA MeOULNHCKUX YCNYT, 3anHTepPEeCOBaHHbIE B TOM, YTO-
Obl NoNydYyeHHas MmeguUUHCKada MHGopMaLMs UCToNb3oBanach B MeAULIMHCKUX LLendax U HUKaK UHade, 3a UCKITIHo-
YyeHMeM cny4daeB, Korga nauneHT gan gobpoBonbHOe cornacue Ha UCcnonb3oBaHue gaHHOM MHdbopMaLumny (Hanpu-
Mep, aHOHUMHbIE cBedeHMS O nauMeHTe MOryT ObITb MCMONL30BaHbI B 0bpasoBaTenbHbIX U UccneaoBaTebCKUX
Liensix).

c) CyllecTByeT He0bXOANMOCTb YKPENUTL YBEPEHHOCTL NOTPEbUTENEen MeguLIMHCKMX YCIYT B CNOCODHOCTU
CUCTEMBI 34PaBOOXPaHeHUs1 onepupoBaTh UX MHdOpMaLIUEN.

d) CyLwiecTByeT HEOOXOAUMOCTbL B TOM, YTODBLI MegULIMHCKKME pabOTHUKN 1 opraHMsauum cobnogann obssa-
TeNbCTBa Nno 3alnTe MHpopmMaLnm Npu ocyLecTBNeHNM MegUUNHCKOro obcnyxmsaHus.

e) CyllecTByeT HeODXOAMMOCTE NMONYYNTL NOATBEPXKAEHME, UTO MeaULIMHCKUE PaDOTHUKK, TOProBbIe NapT-
Hepbl U CTOPOHLI, YH4acTBYOLLVE B UHM(PACTPYKTYPE C OTKPLITLIM KIMHOYOM B cdpepe 34paBooxXpaHeHUs, yBepeHbl B
Mepax obecrneyeHns 3anTbl IMYHOU U cCeKpeTHOU MHpopMaUWK O NaLUeHTe.

HeobxoanmocTb 3alUnThl 6be30nacHOCTU B cdoepe 3apaBooXpaHeHUa CTaHOBUTCA Bee bonee siBHOW, No Mepe
TOro Kak Ang XpaHeHUst MeauuMHCKON MHpopMaL M BCe Yallle NMPUMeEHSTCS SMeKTPOHHbIE MHPOPMaLIMOHHbIE
CUCTEMbl BMeCTO byMaxkHOW gokyMeHTauuun. ['lepBooyepeaHoOW 3agavyen MHaQyCcTpun 3gpaBooxXpaHeHs SABNAETCS
3allnTa NTMYHOW HEMPUKOCHOBEHHOCTU U Be3onacHOCTU NauMeHTa. B YacTHOCTH, AaHHas 3agadva noapasymMmeBaeT
HeobX0OMMOCTb COrnacoBaHHOCTU C COOTBETCTBYIOLLMM 3aKOHOM 0D oXpaHe YaCcTHOW XXM3HW B YCIOBUAX Nepe-
OBWXeHNAa MmeanunHCKon nHgpopMauu B MexXxayHapoaHoM npocTpaHcTee. Ecnn nHdpopmauoHHas cuctemMa npea-
HasHa4vaeTcsa AN UCNoNb3oBaHUS N MeAULMHCKMMK cneuuaniucTamMiu, U nauueHTamn/notTpebutensamm, oHa gosik-
Ha BbI3blBaTb AoBepue. [10 aTou npuinHe yaoBneTeopeHne TpeboBaHui no sawute TMYHOU HENPUKOCHOBEHHOCTY
M 6e3onacHOCTU MMeeT 0CcobVYI0 BaXKHOCTbL ANA MHpOpMaLUOHHBIX CUCTEM B cdoepe 3apaBooxXpaHeHns.

5.2 TexHU4Yeckue TpeboOBaHUA K UH(DPACTPYKTYpPE C OTKPLITbIM KNMOYOM B ccepe 34paBoOOX-
paHeHUA

5.2.1 O6wue nonoxeHusn

OCHOBHbLIMU yrpo3amMy 6e30nacHOCTU, KOTOpble MOTYT BO3HUKHYTE AN MeaULIMHCKUX MHZpOPMaLUUOHHBIX
KOMMYHWUKALIMOHHBLIX CUCTEM, ABNSAOTCA HeCaHKUMOHWPOBaHHBLIM AOCTYN NMyTEM KpaXkU CEeKPEeTHOTO KIoya Y 3aKOH-
HOTro AepXxartena cepTudukaTta 1 nocnegyrolas HesakoHHas AeATeNbHOCTE OT UMeHU gepXkaTtens cepTudgukara.
[ToaoOHLIM HeCaHKLUMOHWMPOBaHHBLIX AOCTYN MOXET NPUBECTU K UBMEHEHUI0, yTepe Ui KonMpoBaHWio MeguLnH-
CKOU MHpopmaLumn. VIHppacTpyKTypa ¢ OTKPbITLIM KITHOYOM, UCMONb3yeMasi B codeTaHUM co cTaHgapToM obecne-
yeHust bezonacHocTn, Hanpumep MCO/M3K 17799, MmoxkeT 3HaUYUTENbHO CHU3NTb PUCK HECAHKLMOHUPOBAHHOIO
aocTtyna.

NOK aBnseTca eAUHCTBEHHbLIM KOMMMNEKCOM NOJIMTUKN, METOO0B U TEXHONOMMKW, NpeanaratoLLM CepPBUCHI
ayTeHTUpUKaunn, LenocTHOCTU, KOHUMAeHUManbHOCTU U 3NeKTPOoHHOW noanncn. B pamkax cdpephbl 3gpaBooxXpa-
HeHns NOK gaeT BO3MOXHOCTb NOCTaBLUMKaM U MOoTpebntenam MmeauUunHCKUX yCnyr, KOTopble MOryT He 3HaTb
Opyr apyra, yBepeHHO ocyLLecTBNATbL be3zonacHblM 0OMeH MHdopMaLunen B 3NeKTPOHHOW cpede, OCHOBaAHHOM Ha
OoBepun.

MOK MoXeT NpeanoXmnTb cepBUCHI, 0C0D0 BOCTpeboBaHHbIE MHAOYCTPUEW 3apaBooxpaHeHns. laHHble cep-
BUCbI N UX NPUMEHEHNE B 3[ApaBOoOXpaHeH U nogpobHO onnucaHbl HUXKeE.

5.2.2 AyTeHTUpukauus

3ApaBooxXpaHeHne ABNAEeTCA MHOrorpaHHomM obnacTteio MHTEPEeCcoB, U MeauUMHCKME PabOTHUKM MOCTOAHHO
nonararoTCA Ha KOMMETEHTHOCTb APYIrMX MNOCTaBLUMKOB MeANLUUHCKUX YCNyT NpY aHannie MeauLMHCKUX KapT na-
LUMEHTOB, pe3ynbTaToB KOHCUMMMYMOB 1 APYrMX AOKYMEHTOB, cogepKallMX NMMYHYI MeaULMHCKYIO MHGopMaLUUI.
Ecnn 3T AOKYMeHTbI U3y4arTca M OOHOBNSAKTCA B 3NEKTPOHHOM BUAE, TO Heobxoanma yBepPeHHOCTb, UTO CO-
aepXalladacs B HUX MHhopMaLnsa AeUCTBUTENTbHO NpedocTaBneHa ykasaHHbIMKY L aMU.

KpalHe Ba)HO, 4YTobbl MeaAunUNHCKME pabOTHUKN MO nonydaTtb AOCTYN K KoOHpnaeHUMansHOW TMYHOW
MedULUKMHCKOW MHdpopMaLUnn U3 pasHbIX MegUUMHCKUX yupeXXaeHW 1 B TO XKe BpeMda obecneynTb 3almMTy gaHHOW
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MHpOpMaLKMK OT AOCTYMNa U U3BMEHEHUS CO CTOPOHbLI HeaBTOPWU3OBaHHbLIX NULU,. AyTeHTUdUKaLMa paccMoTpeHa
B06.4.

5.2.3 LlenocTHOCTL

[MopaepxaHue UenoCTHOCTU NMUYHOW MeaULIMHCKOU MHGpopMaLMKU MOXKET OyKBaNbLHO CTaTb BOMNPOCOM XKN3HU
N CMepTW, Koraa Takas MHdpopmMmauua Heobxoamma npu okasaHu HeOTIIOXKHOW MedULUMHCKOW nomMoLlln. bonee
TOro, CYLLLeCTBYIOT BECKUE CTUMYIbI AN HAapYyLUeHUs LeJTOCTHOCTU HEeKOTOpPbLIX popM TMYHON MeaNLMHCKOW UH-
dopmMaLmn (Hanpumep, NPU HazHa4YeHUN HAPKOTUYECKUX CPEeaCTB).

5.2.4 KoHdbuaeHUMaNbHOCTL

NnyHaga meguumMHekaa MHpopMaLIMS YacTo paccMaTpUBaETCH Kak Hanbornee koHdbuaeHLUMansHas MHpopma-
LUWS B MOBCeAHEBHOW XU3HW. B oTNvMe OT 3NeKTPOHHOTro ocbmMeHa MHpopMaLMen B SMEeKTPOHHOW TOProBrie, KOH-
donageHUNanbHOCTb IMYHON MeaULUHCKON MHopMaL K He MOXKET ObITh BblipaXkeHa B AEHEXKHOM 3KBUBaNEHTe, U
ogHaxkabl HapyLleHHOoe npaBo nauneHTa Ha HeNPUKOCHOBEHHOCTL YaCTHOW XXM3HU HE MOXET ObITb Nerko BOCCTa-
HOBJ1EHO.

5.2.5 InekTpoHHada noanuchb

ONeKTPOHHbIe NOANUCHU, UCNIOSTb3YeMble B 34paBOOXPaHeHU N, a TakkKe NMoNTMTUKA K NpakTUveckue npuemsl
Nno noATBepXaeHUo UX LLeNoCTHOCTK, B KOHEYHOM cHeTe MOryT ObITb 0bbekTaM 0cobOro MHTepeca B Xoae Cny-
LLlaHWUWX Ha cneacTBUK, PacCMOTPeHUA aen o BpadebHOoU olLnbke, 3acegaHnii npodgeeccnoHanbHbIX gUcUNNIIUMHAP-
HbIX KOMUTETOB W APYIrUX NMpaBOMeEPHbIX UK KBA3UMPaBOMEPHLIX MEPONMPUATUIN, Korda AOKYMEHTbI C 3JIEKTPOHHOU
noANUCEIC NPeacTaBNATCA B KaYeCcTBe BelleCTBeHHbIX goKa3aTe IbCTB.

MOK Takke nogaepXnBaeT CepPBUCHI aBTOPU3ALMN M OCHOBAHHOIO Ha PoNaAxX KOHTpond goctyna. [laHHble
CepBUCHI XKU3HEHHO HeobXxoanMebl B cdoepe 3apaBooXpaHeHU s, MOCKONbKY B HEW CYLLLEeCTBYET MHOXKECTBO ChneLm-
anusaumn u cutyaumu, TpedyoLlmnX pasHbIX YPOoBHEW A0CTyNa K oparMmeHTam NMMYHon MmeguUNHCKON MHpopMaLl g
B 3aBUCUMOCTW OT CUTYaLUK WU pONA NPUBNEYEHHOTO MeaULIMHCKOro paboTHUKA.

5.2.6 ABTOpUH3aLns

B cihepe 3gpaBooxpaHeHs BaXKHO, YTOOLI NpaBa Ha A40oCTYN K JIMYHOW MeaNUMHCKON MHdbopMaunm npego-
CTaBNSANUCH TONMbKO NULIaM, KOTOPbLIM OHa Heobxoanma anst neveHnsa nayneHTa/noTpedutensa ycnyr, Unu apyrum
nruam, KoTopbiM gaHo MHPOPMUPOBaHHOE cornacue nauueHTa.

5.2.7 KoHTponb gocTtyna

B chepe 3gpaBooxpaHeHna BaXKHO, YToObl UMennuch cpeacTBa, obecneymBarollmMe AOCTYN K pecypcam
cucTemMbl 06pabOTKM AaHHbLIX TOSIbKO aBTOPMU30OBaHHbLIM MLIAM, aBTOPU30BaHHbIMW criocobamu U Ans aBTOPU30-
BaHHbLIX Liefie N yHKUUK, NOCKONLKY NocedcTBUA HeaBTOPU30BaHHOIO AOCTYNa MOTyT ObITe HEObpaTUMBIMI.

[1pn ncnonb3oBaHWUX B coYMeTaHUM ¢ COOTBETCTBYIOLLKMM cTaHgapToM obecnedeHnda desonacHocTu MOK
MOXEeT 3HauUTeSIbHO CHU3UTL PUCK HEABTOPW30BAHHOMO AOCTYnNa K MeanuMHCKOW MHGpopMaLMM nauMeHTa.

Llenblo HacTosILLero ctaHaapTa asngeTcd onpeaeneHue obwmnx anemeHToB MOK, KoTopble obecnevar Lie-
MOYKy AOBepPUs Npn obMeHe MeguLUUHCKOW MHGbopMaLIMen B MexXxayHapoaHoM MacLuTabe.

5.3 OTnnuune ayteHTUdpMKaLum ot WhpoBaHUSA

B nHaycTpun 3apaBooxpaHeHunsl CyLLlecTByeT YeTkast NoTpebHOCTL oTAeNIeHUsa noanmcaHus oT PyHKL NN
LLnppoBaHu4. ['lpnymHa 3aKnoYaeTcs B TOM, YTO aBTOPU3OBaAHHBIM MeAUUUHCKUM cnielmnanmctamMm MOXeT NnoTpebo-
BaTbCHA AOCTYN K MeAULIMHCKOW KapTe NauueHTa B CPOYHbLIX UITM 0COBBLIX CUTYaLKUaX, Koraa MeguuUnHCKUA cneuma-
NCT, AN KOTOPOro cooblleHne npeaHasHavanocb, OTCYTCTBYET Ha MecTe U HeaocTyneH. B cucteme besonac-
HOCTU B 34paBooXpaHeHWU 0ObIMHOW NMpaKTUKOW ABNSAETCS Hanndue nHaMBuayanbHOro MAeHTUAONKaLMOHHOMO cep-
TUdpukarta, MCNosib3yeMoro Ang ayteHTugunKkaumm, n ceptudpukara opraHnsaunoHHON CTPYKTYPLI, UCNONb3YEeMOro
Ona WnppoBaHnA.

HacToawmni ctaHgapT nogaepXuBaeT pasfindeHne cepTuUKaToB 1 CBA3AHHbLIX C HUMU KNoYeW, UCNOS1b3Y-
eMbIX AN ayTeHTUpMKaumm 1 WwndpoBaHus (obecnevmnBatoLLnX KOHPUAEHUNMaNbHOCTL). B HeM Takke noaTBepXK-
aaeTcd HeobxoaUMOCTb UMETb OoTAeNIbHbIe cepTUdUKaTLI ANA YCTaHOBNEHUA NMUYHOCTW 1 ANA yNpaBneHUst KOHT-
ponem gOoCTyna, NpUBsi3aHHbIe K KoYy ayTeHTUpunKaLnm cybbekTa.

5.4 CTpyKTypa ynpasneHunsa 6ezonacHoctbio MOK B MHAYCTPpUU 3apaBoOXpaHeHuUs

MHppacTpyKTypa C OTKPLITEIM KITFOYOM, Heobxoaumas Ansa noaaepkkm besonacHoro comeHa MmeguLMHCKON
MHpOopMaLMen 1 gocTyna K AaHHbIM B HALMOHaNbLHOM 1 MeXayHapoaHOM MacluTabe, AomkHa noaaepXXmBaTbhCA
CTPYKTYPOU ODLLUX NONTUTUK MO yrnpaB/ieHUo be3onacHoCThLIo. YTobbl 0becnevnTs YBEPEHHOCTE B TOM, YTO AaH-
Hada MHPPacTpyKTypa PYyHKLUMOHUPYET bezonacHo, HeobXoaAMO YCTaHOBUTL HOPMbI U NpaBuia no ynpaeneHuio
0e30nacHOCTLIO.

CTaHgapThl, onpegensoLlle HopMbl U Npasunia no ynpaesneHno MHpopMaLnoHHOW Be30NacHOCTLIO, VKe
cywlecTByroT U siBnsatoTca obienpuHsteiMu. MCO/MIK 17799, UCO/TO 13335-1 [4] n cneundpukauna COBIT [16]

10



FOCT P NCO/TC 17090-1— 2009

yCTaHaBIMBAOT NpaBunia aAnga ngeHTudgmnkaum pUckoB 6e30nacHOCTU, a Takke And NnpuMeHeHUs COOTBETCTBYIO-
LLIUX CpeacTB yrnpaBlieHUa 3TUMMN pUCKaMU.

[ToaoOHbIe HOPMBI K NpaBuia HaknagbiBaoT HEDOSbLUWE OrpaHNYeHUs UM He HaknagbiBatoT BOOOLLLE HUKa-
KNX OrpaHnYeHN Ha CePBUCHI, KOTOPbIe MOTYT ObITh NpeaocTaB/ieHbl MHPPACTPYKTYPOU C OTKPbLITLIM KITHOUYOM B
cpepe 3apaBooxXpaHeHud, 1 AaroT noanuceiBatoLemMy UK NpoBepsoLLLEeMY NULY YBEPEHHOCTL B TOM, YTO 3/1€K-
TPOHHasA NoANUCHL He YTPAaTUT akTyallbHOCTU 13-3a MNOXOro ynpaenieHusa 6e30nacHOCTLIO.

[ToaTOoMy HacToalwKn cTaHagapT ceelnaetcs Ha MCO/M3K 17799 npu pelwieHnn BonpocoB obecneveHuns
0e30nacHOCTU, U3NTOXKEHHbBIX B [9].

5.5 Tpeb6oBaHua kK nonutukam anst MOK B chepe 3apaBooxpaHeHUs

TpeboBaHuMs K NoNUTUKaM N cBsi3aHHble ¢ HUMK npasuna anga NOK B cdpepe 3apaBooxpaHeHnsa onpegene-
Hbl B ACO/TC 17090-3.

6 Kpuntorpadpuma ¢ OTKPbITbIM KIHOYOM

6.1 CummMmeTpHnyHaa n acummeTpUUvHana Kpuntorpadus

B cuMMeTpUYHOW KpunTtorpagum ceKpeTHbIN KIMKoY UCNonb3yeTcda And WidppoBaHUA OTKPLITONO TeKCTa B
HeunTaemyo Kpuntorpammy. Takas salumndgpoBaHHada MHopMaLUmMa MoXeT ObITh AellndpoBaHa € MOMOLLBHO TOTo
Ke CeKpeTHOro Kntoya nocpeacTBoM obpaTHOro WwidppoBaHuo nopsiaka AenctemMi. aHHeIA TUN KpunTtorpadguyec-
KOV CUCTEeMbI LUMPOKO MCnonb3yeTca ans obecnevyeHna KOHpUaeHUNanbHOCTU U Ha3blBaeTCA CUMMETPUYHOW CUC-
TEMOU UINMN CUCTEMOW C CeKPETHLIM KIHOYOM.

Kpuntorpadgpunsa ¢ oTKpbITbIM KNOYOM OblNia BnepBble onucaHa Yutdgpunngom Audpdm n MaptTnHom Xennma-
HoM B 1976 1. B gaHHOM nogxoge UCNonb3yTCAa ABa pa3HbIX KIloda — OTKPLITLIN U cekpeTHbIW. JTiobon obnaaa-
TeNb OTKPLITOrO KNto4va MOXET 3allngpoBaTh COoDLLEHNE, HO HE MOXET ero paclingporaTtbh. PaclumgpoBaTh
COODLLIEeHe MOXET TONbKO BNagenel CeKpeTHOro Knova. HeBo3MOXHO BbIYUCTIUTE CEKPETHbLIW KIMoY, 3Has TONb-
KO OTKPbITBIW KoY, MOSTOMY OTKPLITHIW KINHOY MOXKET ObIThb M3BeCTeH BceM De3 yrpo3bl HapyLleHUs1 KOHpaeHUU-
anbHOCTH.

Takasa kpuntorpadunyeckada cuctema HasblBaeTca acuMMeTpudHon. LUMpoko ncnonbayeTca acuMMeTpunY-
Hbl anropUTM RSA, HasBaHHbIW B 4eCThb Tpex ero nzobpertartenen (Rivest, Shamir n Adelman), kak camocTosI-
TeNbHO, TaK 1 B coYeTaHWU1 C CUMMETPUYHBLIMU Kpuntorpadouiecknmm cuctemamu. B Takmux rtbpuraHbIX cUcTemax
aCUMMETPUYHBLIM anropuUTM UCMONb3yeTCA ANA 3allnTbl CEKPETHOro Kitoya CUMMETRPUYHOW KpUNTorpagpuieckon
CUCTEMBbI.

AcCUMMeETpPUYHbIe KpunTorpaduyeckme cucTeMbl MOTYT MOBLICUTE 3PP EKTUBHOCTb CUMMETPUYHbBIX KPUMNTO-
rpadonyecknx cuctemM Unm BUpTYyanbHbIX YacTHLIX ceTel, obecnedmBas ayTeHTUPUKaLMIO yH4aCTBYOLLUX CTOPOH
nocpeacTBOM rapaHTUPOBaHHOW LeNOoCTHOCTU AaHHBLIX NPpY 0bMeHe, a Takke aBTopU3aL Mo U KOHTPONE AOCTyNA.

HekoTopble anropnUTMbl OTKPLITOTO KItoda, HanpumMmep RSA, MOryT ObITb UCMONb30BaHbI A9 BOCCTaHOBJe-
HUAA UCXOOHOMO COODLLEHNS M MO3TOMY NMPUrogHbl Ana 3allyTbl KOHPUAEHUMAaNbHOCT NPY BblLLEONMUCaHHOM LLUUg-
poBaHUW. JaHHbLIW anropuTM MOXKET ObITh TaKKe UCNOoN1b30BaH B 00paTHOM HanpaBneHUKW, Koraa TekcT, 3alundopo-
BaHHbIA C NOMOLLLIO CEKPETHOro Kro4va, MOXeT ObIThb paclindpoBaH ¢ NOMOLLLI OTKPpLITOro Kntoda. daHHbIN
NPUHLKMN He NoAXoauT ANs 3alluTbl KoOHp1aeHUMansHOCTU, HO MOXKET ObITb MCNONb30BaH ANd ayTeHTUUKaLnu.
TonbKo gepxaTenb CEKPETHOrO KIova MOXKeT co3gaTk Kpuntorpammy, KoTopas MOXKeT ObIThk pacllndgppoBaHa C
MOMOLLIEHO COOTBETCTBYHOLLEro cekpeTHoro kntova. [laHHoe CBOUCTBO MOXET ObITh MCMOMNMb30BAaHO AN ayTeHTU-
dorKaUnui MICTOUYHUKa cOODLLIEHMIN BNagenbLeM CeKpeTHOro Krova.

6.2 UudpoBble cepTudunkarhl

LingopoBoU cepTUdUKaT — 3TO CTPYKTYPaA AaHHbLIX, CBA3bIBAOLLAA OTKPbLITLIM KNHOY cyObekTa U oanH U
HeCKONbLKO aTpubyToB, onpeaensolmx TMYHOCTL CyObekTa, OTKPbIThIE KoUK cybbekTa U Apyryio MHpopMaumio,
BOCMPOU3BOANMYIO Be3 UCKaXKeHW Noce WNgpoBaHUA C UCMONb30BaHUEM ceKpeTHoro knoda YC, BblJaHHOMo B
cootTBeTcTBMN ¢ MCO/MOIK 9594-8. OgHNUM 13 aTpndyTOB, OTHOCALLIMXCH K NTIMYHOCTU, SIBNSETCH HAa3HaYeHHOEe el
MMS$1, MO KOTOPOMY AaHHbIV CyOBLeKT MoXeT ObITb WAEHTUPULINPOBAH.

CyOBLekTOM MOXeT ObIThb oUu3ndeckoe N1uo, nogpasgesieHmne opraHusaunm, npunoXeHue, cepeep U Tex-
H14Yeckoe YCTPOUCTBO. HasHadyeHeM LM POBOTro cepTuUdmKaTa aBndetca obecnedeHue onpeaeneHHoOU cTeneHu
YBEPEHHOCTU B TOM, YTO OTKPbITbIV KoY NpUHaANeXXUT WaeHTUPULUUPOBAHHOMY CYOBLEKTY U UTO AaHHbIA CyObekT
BlageeT COOTBETCTBYOLLMM CEKPETHbLIM KITHOYOM.

CTeneHb yBEPEHHOCTK obecnevnBaeTca yNnonHOMOYEHHLIM NTULOM Mo cepTudpmnkauni, noanmucaBLLUM LUdo-
POBOU CcepTUPUKAT CBOUM CODCTBEHHLIM CeKkpeTHbIM KIovoM. INognunckiBaga umugpoBon ceptTudgumkaT, YC bepeT Ha
cebs OTBETCTBEHHOCTbL 3a MHGpopMaUUio, cogepallytoca B LN poBOM cepTudukaTte, 1 3a obecneveHue gepxa-
Tena ceptudmkaTa onpegeneHHbIM YpoOBHEM ayTeEHTUMUKaLUN.
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YC BbInycKkaeT cepTudunKaThl, BeaeT KaTanor cepTUdPUKaToB (BMECTE C UX OTKPbITbIMU KINHoYaMn), aHHY K-
pyeT cepThudpuKaTbl, KOTOPbIE MOIMYT CTaTb HeaeUCTBUTENbHBIMK, K obecrnevnBaeT CBoeBpeMeHHoe NHPOPMUPOBa-
H1e BCeX y4acTBYIOLLUX CTOPOH 06 aHHYNUpOoBaHWUK cepTUdmnKaToB. [lpoLiecc ynpaBneHust ceptugpmkaTamMmm onpe-
neneH B NCO/TC 17090-3, B KOTOPOM Takke onpeaeneHsl porb YP 1 orpaHniyeHns Ha TeX, KTO MOXKET UCTIONHATb
ponb YP.

6.3 ONeKTpPOoHHbIe Noanucu

DNeKTPOoHHas noanuch NpeacTaBnsieT cobor npucoeanHeHHble AaHHbIe UNU KpunTorpadgpuyeckoe npeodbpa-
30BaHKe bnoka AaHHbIX, NO3BONAOLLEee nonydartento 3Toro bnoka gaHHbIX NOoATBEPAUTE NPOUCXOXKAEHWE N LEeNo-
CTHOCTb AaHHbIX U 3alUMTUTE UX OT nogaeniku, Hanpumep, nonydartenem no NMCO 7498-2.

ONEeKTPOHHYI0 NOANUCE CO34at0T NocpeacTBOM UCTIONTb30BAHUS CEKPETHOr o Kintoya oTnpaBuTend AN Bbl-
NONMHEHUSI HEKOTOPOW MaTeMaTU4eckon onepauun Hag nocblnaemMmbiM cooblleHneM. MeToa 3aknovaeTcH B UC-
NONb30BaHUKM CEKPETHOIO Kno4va U 0AHOCTOPOHHEN MaTeMaT4eckon PYHKLMN, N3BECTHOW KakK anropuTMm XeLlu-
pOBaHWA, ANA cCo3a0aHWs Xell-Kkoaa (HeKOero YmMcna) N3 UCXoaHoro coobLleHns. Xell-pyHKLUNA UMeeT CBOWUCTBO
HeobpaTMOCTK, 3aKknoYaroLlleecd B HEBO3IMOXXHOCTM NOJTYYEHUSA UCXOQHOM0 COODLLEHNA NN CEKPEeTHOro Knoya
M3 Xell-Koga. Xell-kog npucoeguHAT K COODLLEHUIO M NockINaT BMecTe ¢ HUM. [lonyyaTtenb ncnonb3yer
OTPbLITLIN KIMKOY OTNPaBUTENSA ANA BbINMOJIHEHUA TaKOW e onepauun Hag coobLueHneM U cpaBHUBaeT NonydaBLUnKy-
CA B pe3ynbTaTe Xel-koa ¢ TeM, KOTopbIW Dbl npucnaH ¢ coobuleHnem. Ecnu aTu Xelw-Kodbl coBNagaroT, TO
nonydarernb MMeeT onpeaeneHHyo cTeneHb YyBepeHHOCTU, YTO coobLLeHKe ObITo oTNpaBneHo UMeHHO TeM UCTOM-
HWKOM, KOTOPbIN 3a8BKUN 06 ero oTnpaske.

[TOCKONBKY CEKPETHLIW KMoy SIBNAETCS YacTbo Napbl KNoYeun, B KOTOPOW OTKPLIThLIW KUY CBSA3aH C JIMYHO-
CTbl0, YKa3aHHOW B UMpOBOM cepTuduKkaTe, TO MIMYHOCTL OTNpaBUTeNnd MOXET ObITh YCTaHOBI1EHA C paHee He-
OOCTUXMMOW CTeneHbio yBepeHHOCTU. CTeneHb YBEepeHHOCTU rapaHTupyeTca YC, nognucasLlUnmMm UUPpoBOU cep-
TUgpuKaT CBOUM CODCTBEHHBIM cekpeTHbIM KntodoM. [NognuceiBaa ungpposon ceptudukat, YC bepeT Ha cebs
OTBETCTBEHHOCTbL 3a MHGOPMaLNIO, coaepXallyocs B LN poBOM cepTudurkaTe, 1 3a obecneyeHne aepatens
cepTugpmkaTa onpegeneHHbIM ypoBHEM ayTeHTUUKaUUN.

CTeneHb YBEPEHHOCTW 3aBUCUT OT MONUTUK KU NpaBun YC 1 ynpaBnieHUsa Knovamm y4acTBYHOLWUMN CTOPO-
HaMMu.

[ToMuMO 0becneveHUa onpeaeneHHoOW cTeneHn yBepeHHOCTU Npu ayTeHTUdUKaLUnMm oTnpaBuTesien, UCNosb-
30BaHe 3NeKTPOHHOW NOANMUCU MOXKET rapaHTUpOoBaThL onpedeneHHYIo CTeneHb YBepeHHOCTU B LIeNOCTHOCTY AaH-
HbIX MpU 0OMeHe, NMOCKONbKY coBNageHne Xell-KogoB MOXET UMETb MeCTO, TONMBKO eCcin cooDLLEHUA, UCNOJb30-
BaHHble AN UX NonydYeHUd, M aeHTUYHbI Ha nepegarollen 1 npuH1UMaltoLllen CTopoHax.

6.4 3alyuTa ceKpeTHOro Knw4va

CepTudoukaT He CBSA3bIBAET KU C TIMYHOCTAMM, OH CBA3LIBAET KIHOYM TONBKO C UMEeHeM NTMYHOCTU. Heob-
XOOMMO BbINONMHUTLE cnelpnanbHble AeUCTBUA AN NOJIHOWU NPUBS3KN CEKPETHOMO Knto4a K MTMYHOCTU, YTODbLI 0bec-
NevynTb BO3MOXXHOCTb UCMOMNb30BaHUA aHHOIO CEeKPEeTHOro Kitoya ToJIbKO Ha3BaHHOW NUYHOCTLIO. [1oaToMy AN
ycnelHoro pyHkunoHnpoaHua nobon MOK B cdoepe 3gpaBooxpaHeHUs pellatollee 3HavyeHe MMeeT Haanexa-
LLlee yripaBlieHWe cekpeTHbIMU KIrodamMin. Ecnn cekpeTHbIW KntoY paccekpedeH, To MOK He aBndaeTcsa dbonblue
athdoeKkTUBHOW 3aLLMTON MHAOPMALLK, NepeaaBaeMon U XpaHUMON C UCNONb30BaHMEM AaHHOW Napbl OTKPLITOMO U
cekpeTHOoro Knro4vel. bonee Toro, ecnun cekpeTHbIN KNtod YC paccekpedeH, To cuctemMa 6e30nacHOCTU 30HbI JaH-
HOro YC MOXeT PYXHYTh.

3allMTa cekpeTHOro Koda TpebyeT coveTaHna ynpaBneHYeCcKnX NpoLUeccoB N TeXHUYeCcKUX MeToaoB. Ka-
Kne Obl TEeXHUYeCcKe cpeacTBa HM UCNOMb30BalnnCh, 3allTa KnoYa AoJKHa nogaepXMBaTbhCsl B paMKax BCeob-
LLien CTPYKTYpPbI yripaBneHus nHdpopmMaLnoHHOW BeaonacHoCTbo B cooTBeTCTBMU ¢ NCO 17799.

CeKpeTHbIV KN4 MOXKeT ObITb 3allLLeH NocpeaCTBOM 3/TEKTPOHHOMO YCTPOUCTBA, B KOTOPOM OH XpaHUTCS
N KOTOPOE MOXET OCYLLECTBNATL KpunTorpadgpuyeckmne BelvncrneHud. ocTtyn K TakoMy YCTPOWUCTBY AepXKaTeslb
cepTudmKkaTa MOXeT MoNydnTb C UCMONb30BaHUEM Naponsd, KogoBoW dopasbl U DUOMeTPpUYeCcKUX AaHHbIX. ITO
Oonee HageXHbIM MeToa 3allUThbl CEKPETHOro Ktova, NoCKONbKY OH He TpebyeT aN1IeKTpuYeckoro coeguHeHUs ¢
KOMMbLIOTEPOM, K HEMY HEBO3MOXHO MNOJNTYYUTE AOCTYN Yepes CeTb U B HEM MOTYT UCMONb30BaTLCA CIOXHbIE
anropuUTMbl ayTeHTUUKaun. OnpegeneHHble TUMNbl CMapT-KapT MOTYT BbINOMHATL POSb NOACOHLIX 3JTEKTPOHHBLIX
VCTPOWCTB. Takke BO3IMOXHO ncrnonb3oaHne USB-ycTponctea nnu NnogodHbIX 3NeKTPOHHbLIX YCTPOWCTB, B KOTO-
PbIX XPaHUTCA TONBKO CEKPETHbLIN KITHOY, a KpUnTorpagpuyecknin anroputm XpaHUTCsl Ha KOMNbOTeEpe.

CeKpeTHbIV KoY MOXKET Takke XpaHUTbCA Ha auckeTe. 3To0 MeHee besonacHo. CeKpeTHbIN KoY MOXET
TaKkkKe XpaHUTLCA Ha XXeCTKOM gucke pabodven cTaHUMU. DTO HauMeHee be3onacHbIM cnocod, MOCKOSTbKY AOCTYN K
cekpeTHOMY KIHoUy MOXeT ObITb OCYLLIeCTBIIEH Yepes ceTb, K KOTOPOW nogkrodeHa pabovad cTaHUUS.
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[na nonydyeHna gocTtyna K cekpeTHOMY KN4y, XpaHAalleMycd Ha 0AHOM U3 BbllenepeymnCcneHHbIX YCT-
POUCTB, AepXartento cepTudpmnkaTa nMbo gpyromMy yCTPOUCTBY UNU NMPUNOXKEHUIO HECOX0ANMO NPOUTU ayTeHTUN-
Kauuto, Yalle Bcero nocpeacTBOM BBOAA Napond, KogoBou opasbl UM buomMeTpudecknx gaHHbIX. CyLecTBYIOT
pa3Hble cnocobbl ayTeHTU(MKaUKMK, rNaBHbLIM 0Opa3oM OCHOBaHHbIE Ha TaKUX XapaKTepUcTUKax ayTeHTURULUPY-
EMOT0, Kak ero MecToHaxoXXaeHue, HeuTo eMy U3BECTHOe, ero cneunanbHOCTL UMY HeYTO eMy NMpuHagnexallee.
Hanpumep, TpebyeTcst BBOA NapOSisd (HEYTO eMY U3BECTHOE) C UCMNONb3OBAHUEM 3NEKTPOHHOMO YCTPOUCTBA (HEUTO
eMy npuHagnexatlee). PekomeHayeTtca Ucnonb3oBaHne bonee oaHoro cnocoba ayreHTudmnkalmm, HasblBaemoe
OBYXCTYNeH4YaTon ayTeHTUpUKaunen, 3Ha4MTeNnbHo noBblllarLllee 3allMLeHHOCTE CEKPEeTHOro Ktova.

Hactoawmm ctaHgapT onpegenseTt HeobXxoAUMMOCTE MHOTOYPOBHEBOW 3aLLMTLI U YyCTaHaBIMBAET, UTO ANA
Oonee BbICOKMUX ypOoBHEW Be30nacHOCTU 3allTa CeKpeTHOro KrnYa gojmkHa OCyLLEeCTBNATLCSA C NOMOLLBHO 3J1eK-
TPOHHBLIX YCTPOUCTB. YNpaBieHNe CekpeTHbLIM Kntovom onpeaeneHo noapodHo B UCO/TC 17090-3.

[lepemelleHne NMYHOU MegULMHCKOW MHpOopMaLUUK Mexay BegOMCTBaMU, 3a Npedenbl rocyaapcTBEHHbIX
rpaHnL ¢ UCNoNb30BaHWeEM He3allMLeHHOWU cpedbl, Hanpumep MIHTepHeT, B KOTOPOW OTnpaBuUTEeNb U NonyyaTtens
paHblUe He BCTyMNallM B KOHTAKT U HE 3HanW apyr apyra nu4Ho, TpebyeT Hanndus cnocoboB ayTeHTUdUKaunn
YYaCTBYHOLLKMX CTOPOH ANg obecnevyeHus Toro, Ytobbl NepegasaemMas U XpaHumaa HpopMaLua ocTaBanach KOH-
donageHUMansHOW, He bbla n3aMmeHeHa nNpy nepegadve U 4Tobbl HM 0aHa U3 CTOPOH He CMOora NnolXe oTpuuaTte oakT
OoTnpaBneHnsa NN nony4vyeHna MHopmMauun. 3To aBNAeTCs OCHOBHLIM TpeboBaHMeM MHOYCTPUKM 3gpaBooXpaHe-
HWA K cepBucam obecnevyeHua besonacHoCcTU, ncnonbsyembsim B MOK.

7 UHppacTpyKTypa C OTKPbLITbIM KINMHOYOM

7.1 KOMNOHeHTbl UH(PPACTPYKTYPbI C OTKPbLITbIM KIMTHOYOM

7.1.1 O6wue nonoxeHusn

NOK aBngaeTca MHpacTPyKTYypoUu, cogepkallen nepedmncneHHble HKe KOMMNOHEHTbI M UCMOoMNb3yeMON B
npoLecce B3auMMOAeCTBUA MeXay AepKaTernem Kioda 1 ydacTByoLLen CTOPOHOU, BKoYasa YC, KoTopas No3Bo-
nseT ydacTByHOLEeN CTOPOHE NCNONb30BaTh CepTUdUKaT, CBA3aHHLIN C AepXaTeneMm Krnwoda, no KpanHen mepe,
Ons1 o AHOW onepaunmn ¢ ncnonb3oBaHeM cepBUca obecnedyeHnda 6e30nacHOCTU Ha OCHOBE OTKPLITOro Kitoya.

7.1.2 NonuTunKa no ceptucdmnkaTam

[MonuTtuka no ceptudoukatam (INC) npeactasnset cobon NoMMeHOBaHHbIWA CBOA NpaBun, onpeaensaoL M
MPUMEHUMOCTb cepTUdnKaTa B onpeaesieHHOW oTpacny 3apaBooxpaHeHnst Wnn knacce NpUNoXeHnn ¢ obLLIMMU
TpeboBaHUAMU K obecneveHunto bezonacHocTn. CepTudunkaTel, ocHoBaHHbIe Ha [C, KoTopasda cneunansHO paspa-
OoTaHa Ana yaoBNeTBOpeHUsa NoTpebHoCcTeN MeaAULMHCKOW MHpopMaLIMK, NogaepXKUBatT Takne CepBUChHI, Kak
aBTOpU3aLINA, KOHTPOMNbL A0CTYNa W LLeNnoCcTHOCTE MHopMauun. Cneumndgudeckne noTpebHOCTU CUCTEMbI 34PaBO-
oxXpaHeHuda, onucaHHble B pasgene 5, TpebyioT, YTobbI UMdopoBble cepTudmnKaThl ObINK onpeaeneHbl 0CODLIM
obpa3oM UMeHHO ANA HYXA 34paBooOXpaHeHKs.

7.1.3 CBoa npaBun no ceptudpukauun

Csoa npasun no ceptudpukaumnm (CrC) npeacrasnsiet cobor opMynmMpoBKY NpaBun, KOTOPLIE YNONMHOMO-
YeHHoe NULLO No cepTUdUKaln MCnosibayeT Npu Belgade cepTudgukaTtos, peanuays INC. Hanpumep, B CI'C ykasa-
Hbl AEUCTBUS, KOTOPble HeobxoaAMMO NpeanpUuHATL, Koraa U3 MeguUUHCKOro yupeXXaeHunsa noctynaeT 3anpoc Ha
Bblgauy ceptudomnkaTa MmeguunHCKoOMY pabOoTHUKY.

7.1.4 YnonHomMo4veHHoOe nNMuo no ceptudmnkaumumn

YNoNHOMOYEHHOE NULo No cepTudpukauumm (YC) aBnsaeTcst 40BEPEHHBLIM CYObEKTOM, KOTOPLIV NOATBEPXKAAET
NTUYHOCTE AepXaTtensa cepTudmkata U NpUCBanBaET «NepcoHansHoe MMA» AaHHOMY AepXKaTento cepTudpukara.
YC Takke noaTBepxaaeT npaBUnbHOCTbL MHGPOPMaLWK, OTHOCALLENCA K NTMYHOCTU AepXaTensa cepTudgukara, noa-
nCbIBad gaHHbIE N TaKUM 0bpa3oM NoaTBepKaast CBsizb Mexay UMeHamMm U JIMYHOCTAMM U OTKPbLITBIMU Ktova-
MW, KOTOPbIE YCTaHaBNMBAKT 3NEKTPOHHY0 NoANUCE AN AaHHOro Aepxatens cepTudpukaTa. HekoTopble U3 3TUX
YHKUNNA MOTYT BbITb AenerposaHbl YP (cMm. 7.1.5), Hanpumep pyHKUUK NOATBEPXKAEHUS NMTMYHOCTU N NPUCBOE-
HUA NepcoHanbHOro UMeHU, NOCKONBKY AaHHbIe PYHKLNK HAaUTy4YLLMM 0Opa3omM MOTyT ObITb BbINMOJTHEHLI HA MECT-
HOM YPOBHE.

CeKpeTHbIN KoY MOXET XPaHUTbLCA Ha KOMMNbloTepe cydobekTa, ANCKeTe UMK ApYroM HoCUTene, HanpumMmep
cMapT-KapTe. ObLIMHO AOCTYNM K KMHOYY OCYLLEeCTBNAETCS gepXaTtenem cepTudukata nocpeacTBOM BBOAA KOO O0-
BOW dppasbl.

HacToawmm ctTaHgapT gonyckaeT, YTo MeanUMHCKUE yupexXaeHNsa MOTyT nonydaTh YCnyrv no ceptudomnka-
LN pasHbIMX cnocobamun. HekoTopble MOTyT OCYLLEeCTBNATL 3Ty AeATeNIbHOCTb CAMOCTOATENBHO, APYrie MOryT
nepegaTb NOJTHOMOYMS HA Hee YNONMHOMOYEHHbIM YaCcTHbIM opraHmnsaunam. Kpome Toro, MoryT CyLLLeCTBOBaTh
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pasn4vHble CUCTEMbI CEPTUUKALMK B 3aBUCUMOCTU OT Ha3HaveHUs BbINycKaeMblIX cepTudukaToB. depxaTenu
cCepTUPUKATOB TaKKe MOTyT UMeTb pasHble cepTUPUKaThI.

B 3aBucuMocCTK OT cnocoba opraHusaunm NNOK B cdpepe 3gpaBooxXpaHeHUst B KOHKPETHOW cTpaHe MOXeT
CYLLLeCTBOBaTb HECKOJIEKO YPOBHEN YT, BbiNyCcKaloLMX cepTUUKaTLI ANS gepXaTenen ceptTudpnkaTtos B Mean-
LMHCKOM yupeXxaeHUn, Ans cUCTeMbl 3gpaBooxXpaHeHna B LLenomM Uiy gngd noboro XXUTend 3ToU CTpaHbl.

YC agomkHo bbITh 0bLLEeNpU3HAaHHOW opraHmnsaunen, obnagaroLllen cobCTBEHHOW CUCTEMOW KOHTPROJSIA U Npa-
BWN, Heobxoaumou ana cbecnedeHna Tpebyemon cteneHu gosepus. o meHbLLen mepe, cucTeMa KOHTPONA U
npaesun gofkHa cooteetcTBoBaTh NCO 17799 (Mnn ero aHanory) 1, rae aTo BO3MOXHO, MPUHATON cxeme De30-
nacHocTU MOK B npeaenax cdpepbl NOMTHOMOYNIN BLINMONHAEMOro 4eNCTBUS.

7.1.5 YnonHoMo4eHHOe NUuo No perucrpauunu

YNonHOMOYeHHoe Nnuo no peructpaunmn (YP) aBnsieTca cybbekToM, ycTaHaBMUBAOLLMM NUYHOCTU AepXKa-
Tenew cepTUPUKaToB U PEMMCTPUPYOLLMM UX TpeboBaHUA No cepTudmnkauny, HanpasneHHble YC. YP MoXeT Takke
NPOBEPATEL POJb, CNYXXebHOoe NONOXKEeHUe UK CTaTyC 3aHATOCTY gepXaTtend cepTudgunkata Ha COOTBETCTBME UH-
doopmaunn, 3anncaHHoOW B cepTudgpmkaTe atpmbyToB. B gaHHOM crniydae YP MoXeT NPOoBepUTh, YTO TaknM aTprdy-
TOM, KaK CTaTyC 3aHATOCTU (Hanpumep, aaMUHUCTpaLINS rocyaapCTBEHHOM DONMbHULLI), MOXET ObITk gpyroe YP,
OTHOCHLLeecsa K opraHM3auUnmy, Kotopad nogreepxgaeT npodpeccuoHanbHyo KBanmgunkauuo MmeanuMHCKMX paboT-
HUKOB (HanpuMep, KOMUTET Mo perncTpauum meaguUmnMHCKuX paboTHUKOB).

NaeHTUdrKkauma ponm meguuUnHCKUX paboTHUKOB MOXKET OCYLLIECTBNATLCA crneayioLlMMn opraHaMu:

- HaUuuoHanbHbIMKU, pernoHanbHbIMU N MECTHBIMK opraHamMu 3apaBooxXpaHeHUs (BKroYasd OTHOCALLNECS K
HUM DONbHULBI U MEeQULIMHCKUE YYpEXAEHUS);

- opraHamu no perucrtpauim MmeauumMHCKUX cneunanmucToB 1 paboTHUKOB 30paBOOXPaHEeHU4;

- NpodpreccnoHanbHbIMY MegULUUHCKUMK 00 beanHEeHUAMU, HanpuMep, KoNneruaMm XMpypros, NncuxmaTto-
POB, MeacecTep;

- YaCTHbIMM U TOCyaapCTBEHHLIMK OpraHu3aunaMmmn MeguuMHCKOro cTpaxoBaHUA.

NOK B chepe 3apaBooXpaHeHUs MOXKET ONnMpaTbCAa Ha OAWH UMM HECKOJTbKO TakKMUX OpraHoB AN NOATBEP-
XXOEHUA NONTHOMOYUMA MeaULUMHCKNX paboTHUKOB. lNpoueaypbl peructpaunm onpegeneHsl B UCO/TC 17090-3.

7.2 YcTaHOBNeHMe NMYHOCTU NOCPeACTBOM aTTeCTaUMOHHbIX CEPTUMDUKATOB

ATTecTallOHHbIe CcePTUPUKATEI OTHOCATCA K TUMY CEPTUPUKATOB, OCHOBHBLIM Ha3HaYeHNEeM KOTOPbIX SABJ1S-
eTca MaeHTUPUKaunusa NTMYHOCTU C BbICOKOW CTeNeHbIo YBEPEHHOCTU B cepBUcax, UCMONb3YIOLWNX 3MEKTPOHHbIE
nognucu. AttectauMoHHbIe cepTudomkaTbl UMeT 0coboe 3HadeHWe aAnga opuumManbHOro pacnosHaBaHUSA 3N1eKT-
POHHbLIX Nognucen. HacToawmn ctaHgapT obecrnedymBaeT UCNOb30BaHME aTTeCTaUNOHHbLIX CepTUIUKATOB B CBA3M
C MOCTOAHHO BO3pacTaloLLUM YUCITOM CTpaH, 3akoHodaTeslbHO ycTaHaBNUBaloLWLKX TpeboBaHUA K NocTaBLUMKaM
MeOULIMHCKUX N APYTUX YCIYT, UCNOMb3YIIOLWLUX 3NeKTPOHHbIE NoANUCH, a TakkKe K NhLam, CTaBsALLMM U MOOTBEPXK-
OaroLWKMM 3NMEeKTPOHHYIO NOAMNUCE, C TEM YTODLI 3N1eKTPOoOHHAas Noannuce Morna obITh lopuanYecKU NpraHaHa.

HeobxoanmMocCTb aTTecTaunoHHbIX cepTUMKATOB DblNa npusHaHa Paboyel rpynnoun no paspaboTke CTaH-
aaptoB ans cet MHTepHeT (Internet Engineering Task Force; IETF), BbinyCTUBLLUEW COOTBETCTBYIOLLWA AOKYMEHT
[10]. B gaHHOM OOKyMeHTe yCcTaHOBNEH Npodunb ANd aTTecTayMoHHbIX CEPTUMPUMKATOR, a ero Liesnbio ABNnaeTCc
onpegeneHue 6a3oBOro CUHTaKcMca He3aBUCUMOro OT TpeboBaHUM MEeCTHOTo 3akoHoaaTenbcTBa. [lpodunb aT-
TecTalMOHHBIX cepTUdmKaToB Ucnonbayetcd IETF ana onucanHua dpoopmata cepTudomkaTa, OCHOBHbIM HazHaYeHU-
eM KOTOPOTO ABNIAETCH HageXXHast naeHTUnKaums dgusmndeckux nuu. lNpodonnb atTectayMoHHbIX cepTUdPUKaATOB
IETF ncnonkayetcsa B HacTodlleM cTaHaapTe Kak OCHOBa AN noaaepKkn atTectauoHHbIX cepTudgpmnkaToB. [po-
domnb atTectaunoHHbIX cepTudpukaToB onpeagesieH B UCO/TC 17090-2.

B cdhepe 3apaBooxpaHeHnst aTTtecTalMoOHHble cepTUdnKaTel MOTYT UCMOSb30BaTLC ANA HaAeXHOW NOEHTU-
domkaunm oTaenbHbIX NOCTABLUMKOB UK NOTpebuTene MeguLUIMHCKUX YCIyT ¢ TOW CTeNeHbIo YBePEeHHOCTU, KOTO-
pad NO3BONUT NOATBEPAUTL 3NTEKTPOHHYIO NOANWUCE AaHHOro nuua. Hactoawum ctaHgapT pekoMeHayeT UCTIONb-
30BaTh aTTecTaUMoOHHbIE cepTUdMKaThl AN KBaTMPUUMPOBaHHBIX MedULIMHCKMX pabOTHUKOB 1 BCNOMOTaTeNbHbIX
PabOTHMKOB 34PpaBOOXPaHEHUS.

7.3 YcTaHOBRNeHUe cneuynanmsayum n ponen nocpeacTtBomM naeHTUpUUMpyrowmnx cepTuhuKaToB

HacToswmn ctaHaapT YYMThIBAET, YTO HE BCe BpaYvl 0QMHaKOBLI C TOUKM 3peHUs nauneHTa/notpebutens
yenyr. MNauneHTel/noTpeduTtenu yecnyr, MMeroLLne pasHblie npodbnemMsl Co 340P0BbEM, MOTYT 0DpalLLaThCs K pas-
HbIM Bpavam. BUY/CINL, nHdekunoHHble 6os1e3Hn, ncuxmyeckme s3aboneBaHuns ABMAOTCA TONbKO HEKOTOPLIMU
3 npobnem co 340pOBLEM, KOoraa Ntogu BCTyNnarT B OTAeNbHbIe OTHOLLeHUA. B pe3ynbTaTte pelleHWe o paspe-
LLeHNK AoCcTyna MeauLIMHCKOro paboTHMKA K KOHKPETHBIM AaHHbIM MEANLIMHCKOM KapThel NauueHTa/noTpedburens
yCnyr oObIMHO 3aBUCUT OT cneunanniauum gaHHoro MmeauumMHCKoro paboTHUKa, HanpumMmep XMpypr, 1 ero ponu,
Hanpumep AeXypHbI XUpYypr oTAeNeHUs CKOPOW NOMOLLM LeHTpanbHOM ropoackon O0NbHULLbI.
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Ba)XHO OTMeTUTh, UTO UHpOPMaUUA aBTOpU3aLIMM He UMEET TOTO Xe CpoKa AeUCTBUS, YTO U NMPUBSI3Ka yO0C-
TOBEPEHUSA TUYHOCTU K OTKPLITOMY KoYy, U HAMHOTO MeHbLLE cpoka NepBUYHON MeaULMHCKOW KBanngmnkauui.
Hanpumep, YenoBek MoxeT ObITb NpodpeccuoHarnbHbLIM BpadoM co cTaxkem 40 neT, HO ObITb MPUHATLIM Ha paboTy
Ha AOJTKHOCTb KOHCYITbTUPYIOLLEro NncuxmaTopa B KOHKPETHYIO OONbHULY BCEro Ha HeCcKoJibKo MecaleB. Ecnu
MHpopMaUna asTopusalnm kogmpyetca B paclunpeHun COK, To 0ObIYHBIM pe3ynbTaToM ABIAeTCA cokpalleHue
cpoka genctena COK. Kpome Toro ammteHT COK 00OBIYHO HEe oTBeYaeT 3a MHdpopmMmauuio asTopusaynn. B gaHHOM
cnydae sMUTeHT COK MOXeT MMeTb BO3MOXHOCTbL MPOBEPUTL, YTO YKasaHHOE NULIO ABNAETCA KOHKPEeTHbIM Megu-
LUUHCKAM pabOTHUKOM, 0QHaKO MeHee BEPOATHO, YTO OH UMeeT BO3IMOXKHOCTb NPOBEPWUTL, YTO AaHHOE NMNUO 3aHK-
MaeT OOJIKHOCTb KOHCYNbTUPYIOLLEro ncuxmuatopa B KOHKPETHOM DonbHULE. 3TO NPUBOAUT K HEOOXOAMMOCTH
OONONHUTENbHbLIX AeUCTBUK O CTOPOHBbI aMmuTeHTa COK, 4TODBI NONYYNTL MHGPOPMALMIO U3 aBTOPUTETHOIO UCTOY-
HUKa. 3TO MOXET TakKe NPUBECTU K coKpalleHUro cpoka gencteua COK, nockoneky HekoTopada MHopMaung,
cogepxallasaca B HeM, bonblUe He O0CTOBEPHA, YTO Bbl3biBaeT yBeNMYeHe 0bbeMa agMUHUCTPaTUBHOW paboThl
no aHHynuposaHuio gaHHoro COK v BbINyCcKy HOBOTO. [10 3TUM NpuUYdrHaM 3adacTyto yaobHee oTaennTb MHOP-
Mauno asTopmsauum ot COK. PaboTa no getansHou cneundgpmkalnm ceptudmnkaToB aTpMOyTOB BCe eLlle Npodosi-
XaeTcd, U cyLllecTByeT HeobXoanMocCTb bonee WWNMPOKOro BHegpeHUda gaHHOU crneuudpukauum B MHOYCTPUIO
nporpaMmMHoro obecneveHus (cm. [25]).

XOoT4 cneungpukaunsa ceptudgukatoB aTpubyToB IETF onuceiBaeT ncnofb3oBaHMe OTKPLITOrO Knoda angd
noATBepXAeHUA 3NeKTPOHHbLIX Nognucen Unn onepauny No yrnpasrieHUo KpuntorpaguiyeckumMmuy Knrovyamm, oHa
yCTaHaBNMBaeT, YTO He BCe 3anpochl U pelleHnda o npegocTaBneHn MHGopMaLU U 0CHOoBaHbI Ha naeHTUdnkaumm
nuuHocTU. INoaobHble pelleHUd, KacatoLllecst KOHTPONS A0CTyna, MOryT ObITh TakKe OCHOBaHbI Ha npasunax,
PONAX U KaTeropuax, 1 NoaToMy TpebosaTtk AONONHUTENBHOW MHpopMaUnn. Hanpumep, MHdpopmMauusa o MmeguLmnH-
CKOM pabOoTHUKE KaK O cneLnanicTe B KOHKPETHOW 001acTn MOXKET ObITh Dofliee BaXKHOW NPU NPUHATUN PELLIEHUA O
aocTyne, Yem nMHdopmMauma o ero nnyHocTu. B nogodbHbIX cnydyaax MHdpopmaumna asTopusaumn, Heobxogmmas
0N NoaaepXXKU NPUHATUSA TaknX pelleHnin, MOXeT ObITh 3akoaupoBaHa B paclumpeHiun COK 1nnn B otaenbHOM
cepTudmkaTte aTpunbyta cornacHo [25] n UCO/TC 17090-2.

HacTodawunn ctaHgapT pekomeHayeT, YTobbl 0CHOBHbIM HazHavyeHeM COK aBnanock nogreepaeHue Nny-
HocTWU. MIHpbopMaUuua o TMYHOCTU gepXaTens cepTudukaTta, cogepXxalladacd B cepTudpumkaTax X.509, MoxeT ObITh
MCMONb30BaHa B KAYeCcTBe OCHOBaHUA ANs MPUHATUA pelleHWU O NpegocTaBNeHn MHdpopMaL K B OTBET Ha 3arn-
pocC, nNocnaHHbIM Ha cepBep ¢ onpeaeneHHou uenbio. COK no X.509 ceBa3bIiBaeT IMYHOCTL KITMEHTA C OTKPbIThIM
KnroyuoMm. NHgpopmMaLna 0 MMMYHOCTU MOXKeT ObITh UCMOSIb30OBaHa ANA NoaaepKKN NPUHATUA pellieHU Ha OCHOBE
naeHTUUKaLm NMYHOCTK, ynpaBnsoL X 3anpocamM U npeaocTaBieHUeM UHpopMaLMK, Noce TOro Kak aep-
Xartenb cepTudonkaTa noATBEPANUT, YTO ero CeKpeTHbIW KoY COOTBETCTBYET OTKPLITOMY KoYy, cogepXallemMycs
B COK (cm. [25]).

[locne Toro kak TIMYHOCTL noaTeepXaeHa, cepTudmkaTbl aTpnbyToB MOTrYT ObITe UCNONBL30BaHbI 4Nd bonee
nogxoasLlero ynpasneHusa ¢ MHopMauuen B cutyauusix, korga Hekotopasa nHdpopmauus, ceasaHHaa ¢ COK,
bonee M3MeHYMBa UM HEOQONToBeYHa, YeM ocTanbHas nHgopmMmauums. o aTon npuynHe HacTosAWMK CTaHaapT
CcOOePXKUT NOJIOXKeHWe O cepTUuduKkaTax aTpubyToB.

BmecTe ¢ TeM AaHHbIV noaxod ctalikuBaeTcs ¢ pagom TpyaHocTten. [NoapobHaa cneundgpmnkaumnsa ceptudon-
KaToB aTpUOYTOB BCe elle HaxoauTcs B cTaaun pa3paboTku, 1 cyllecTByeT HeobXoaAMMOCTE bonee LLNPOKOro
BHeApeHNA AaHHOU cneuudorkaumm B MHOYCTPUIO NporpaMmmMHoro obecneveHuns. bonee Toro, MHgopMaLma o cne-
LUuanmsauum meanumMHCKoro paboTHWKa, HanpuMep ncuxmaTpud, neguatpust U yponorus, umeeT onpeaesieHHbIN
CPOK AeUCTBUSA. KpoMe TOro, A0SKHaA CyLLEeCTBOBaTb BO3IMOXHOCTL permctpauumn nHgopmaumm o ponu naumneHTa/
notpedutensa ycnyr. Mo atum npuunHam B UCO/TC 17090-2 onpeneneHo paclumperme naeHTUGULUPYHOLLLMX TU-
nos cepTucpukatoB COK nog HazsaHnem HCRole.

7.4 Ucnonb3oBaHue cepTuhnKaToB aTpUOYTOB AN aBTOpMU3aUmMn U KOHTPONA AocTyna

Cneundpukauna ceptudpmkaToB aTpubyTos IETF onpegenseT, 4To pasmelleHne nHpopmaunm asTopusanmm B
COKHexenaTtenbHo. HacTodALWNX cTaHaapT NPU3HaET XXenaTeNbHOCTbL MHOMOKPaTHOMC UCNONb30BaHUS U HEODXO-
OUMOCTb MUHUMK3aL MM MHbopMaUui, cogepXallenca B ngeHTudnumpyronx ceptudomkatax. PekomeHayercq,
YTOOLI MHPOpMaLUUA 0 AONOSTHUTENBHBLIX PONAX, FPYNNOBOU NMPUHAANEXHOCTU, KaTeropum gonycka pasmellanach
B CONYTCTBYIOLLUMX cepTudpukaTax aTpnuoyToB.

CnegyeT OTMETUTbL, YTO MHpOoPpMaL A aBTopMu3aL M oTnnyaeTcd oT MHpopMauun 0 MegUUNHCKUX ponax U
NULIEH3NAX, KOTOpas MOXeT ObITb COOTBETCTBYOLWMM cbpaszom BKkoveHa B COK. Ponb nnun nnueHsna nogpasy-
MeBaeT HEKUN YPOBEHb aBTOpU3auuMn, ogHako camMmm No cebe OHM He ABNAKTCA HeobxoaumMon nHgopmaunen
aBTopusaunn. Hactoawmm ctaHgapT obecnedymnBaeT UCMONb30BaHWE CepTUPUKATOB aTpUOYTOB ANdA nogaep KK
nepegayn MHoOpMaUumM Ha OCHOBE porier OTHOCUTESTbHO NOCTaBLUMKOB MeaNLMHCKUX YCITVT.

15



rOCT P UICO/TC 17090-1— 2009

XOT4a naeHtTupmnumpyrowmim ceptudomkart, BeinyLleHHbIM COK, MOXeT npeanncbiBaTb HEKOTOPYHO PONb, BO
MHOTUX CUTYaLUAX OH He COAEPXKUT AOCTaTOUHOW MHGpopMaLIMA AN NPUHATUA peLleHUs o paspelleHnn aocTtyna.
Hanpumep, xota COK, BblgaHHbIV Bpady oT UMeHU YP, Hanpumep Xupypriudeckon Konnermy, noaTeepKaaeT, uUTto
Bpay ABNAeTCs XMPYProm, B HeM 0OLIYHO HE coAepPXXUTCA A0CTaTOUYHOW UHpOopMaLMK ANS aBTopu3aLnn AaHHOTo
Bpaya, HeCMOTPSA Ha TO, YTO OH ABNSAETCA LUTaTHLIM COTPYAHVUKOM OTAESIEHUA CKOPOW MOMOLLIM KOHKPETHOW DOIb-
HWUBI, YTODOLI MPUHUMATL NaUMeHTa B O0NbHULLE.

[TlogobHaa geTanbHas MHopMaLna naeHTudgpukaum bonee ycnellHo NpegoctaBndeTcst NocpeacTBOM UC-
NoNbL30BaHUSA cepTUdmkaTa aTpmbyTa, CBA3aHHOMO C OTKPbLITLIM KITHOYOM MegUuLMHCKOro paboTHuka. MeguunHCKUM
PADOTHUK MOXKET UMETb MHOIO CEPTUPUKATOB aTPUDYTOB, OTPaXKarLMX ero MHOrouMCcneHHble ponn. Takue cepTi-
domkaTbl aTpUOYTOB OOLIYHO UMEIOT DoJiee KOPOTKUN CPOK AEUCTBUA, YeM MOEHTURULMPYIOLLMK cepTuduKar.

IETF Takke KOHCTATUPYET, YTO MHPOPMaL KA aBTopM3aL i gofmkHa ObiTe 3awueHa aHanormdHo COK
cepTudpukaT aTpubyTa obecnevnBaeT Takyo 3allnTy. OH NpegcTaBnsaeT cobon NpocTo Habop aTpubyTOoB, NOAMNMU-
CaHHbI UNU cepTUudnumMpoBaHHLIN B 3N1eKTPOHHOU doopme. CepTudukaTt aTpubdyTa no cTpyktype nogobeH COK;
OCHOBHOE OTIIMYME COCTOUT B TOM, UTO OH HE COAEPXKNT OTKPLITLIX Kntod. OH MOXeT cogepkaTb aTpubyThl, onpe-
aenswoLume rpynnoByO NPUHAANEXHOCTb, POJib, KaTeropuio Aonycka 1 gpyryo MHopMaLunio No KOHTPO0 A0-
nycka, OTHOCSILLYIOCA K BllagenbLy cepTudgpukaTa atpmbyTa.

Cneundurkauma anemMeHToB AaHHbIX B cepTudmnkaTe atpubyTta, cooTBETCTBYOLWAas [25], onpeaeneHa B UCO/
TC 17090-2. INockonbKy cneundukaumna cepTudukaToB aTPUOYTOB BCe elle HaxoauTCs B CTaaun paspaboTKuy,
TUMNblI MEAULUMHCKUX CepTUPMKaATOB aTpUOYTOB BoNnee nogpodbHo ACKHbLI ObITh onpeaenieHbl B nocneayroLwimnx
N30aHUSIX HACTOosLLEro cTaHgapTa.

8 TpeboBaHuA K onepauMoOHHON COBMECTUMOCTMH

8.1 O630p

HacToawmm ctaHgapT obecnedmBaeT noaaepxky besonacHou anekTpoHHOU nepegavye MegUMUUHCKOWU NH-
doopmaymm B MexxayHapoaHoM MacluTabe Ha ocHoBe aAopaboTkm gokymeHToB IETF 1 apyrux cyllecTBYHOLWNX
cTaHOapToB No be3onacHoOCTU. Bece Yyalle B kadecTBe cpeabl A4Nngd MexayHapogHoro comeHa nHdopmaumnen Uc-
nonb3syetca VIHTepHeT.

Llenbto HacTosALero ctaHgapTa asngetcs onpeaeneHue anemeHToB NOK B cipoepe 3apaBooxXpaHeHns, He-
obxoanMbIX ANs nogaepKku bezonacHoro coMmeHa MeguUMHCKOW nHpopmMmaLunein B MeXxgyHapogHoMm MmacluTabe.
[na peannsaunn mexgyHapoaHoro oomeHa nHgopmalmen oH gomkeH basnpoaTbca Ha IHTepHeT-TEXHONOTUAX.
[ToaTOMY B Ka4ecTBe OCHOBbLI HACTOALLEro ctaHgapTa B3AT A0KYMEHT, yka3aHHbIN B [9], n no mepe Heobxoanmo-
CTU UCNONb30BaHbI Apyrve aokymeHThl IETF.

BesonacHas nepegada MmeanUMHCKON MHopMaLIMK B MeXayHapoaAHOM MaclLuTabe MoxXeT ObITh obecneve-
Ha y4acTBYOLWMMW CTpaHaMW NyTeM B3aUMHOIo NpuaHaHUsa cnocoboB, UCNONb3yeMbIX B KaXXAoW cTpaHe Angd
peanunsaunm NONUTUK, NPakTUYECKMUX NPUEeMOB 1 npoLeayp akkpeauntauum YC.

YnpasneHne MOK B cdpepe 3apaBooxpaHeHns TpebyeT ganbHenen npopaboTki N HaxoauTcs BHe obiacTu
NpUMeHeHWa HacTosiLLero ctTaHaapTa. Hactodawmny ctaHgapT npeanaraeT, YTobbl oyHKLMOHaNbHad COBMECTUMOCTb
B MeXayHapoaHoM MaclLuTabe Oblia AOCTUTHYTa NyTeM NognucaHusi cepun ABYyCTOPOHHUX U MHOTOCTOPOHHUX
cornawleHnn mexgy ctpaHamMu, OCHOBAHHLIX Ha MUHUManbHLIX TpeboBaHUAX, onpeaeneHHsiXx B NCO/TC
17090-3. B kKOHe4YHOM c4eTe goBepsoLLEeN CTOPOHE HYXKHbI YC, 4TODbI yCTaHOBUTL HE0bXoanMble npoLeaypbl Ans
obecnevyeHWda UCMONB3OBaHUA UMetoLLenca MHPPaCTPYKTYpPbI C TpedbyeMbIM YPOBHEM rapaHTUK 6e30MacHOCTI.

8.2 BoaMmoxHble BapuaHTbl co3gaHua MOK B cdepe 3gpaBooxpaHeHUA B MeXXAyHapo4HOM MacLl-

Tabe

38.2.1 BBegeHue

OcHoBHoW npobnemou anga nrbon NOK, cTpemsLLenca oxBaTUThb pasHble pUcAUKLMK, BKIToYas rocyaap-
CTBEHHbIE rpaHuUbl, sBNaeTcs aosepue. [loBepue — 3T0 NUMHUA NoBeAeHUs1 MHOTUMX CTOPOH, OCHOBaHHas Ha NoNu-
TUKaX W NpakTU4ecKkux npuemMax 1, Kak npoaocsikeHne, Ha AOCTOBEPHOCTU SNEKTPOHHLIX cepTUdUKaTOB, BblaaH-
HbIX AepXXaTeno cepTudrkaTa ynonHoMoYeHHbIM opraHom. Huxke nprBeaeH 0630p BO3MOXKHbLIX BApUaHTOB NOCT-
poeHna apxuTekTypbl NOK B cdoepe 3apaBooxXpaHeHus.

8.2.2 BapuaHT 1 — EguHan uepapxua UOK

C TeXHUYeCcKOW TOUYKM 3peHns 3TO caMblv NpocTon BapuaHT. OagHako HepeanbHo co3gaTte MOK B cdpepe
34paBOOXPaHEHUs, OXBaTbIBaOLLYH BECb MUP, C €AWUHbLIM LIeHTPpan3oBaHHbLIM PErMcTPUPYHOLLMM W BblAaoLLIAM
cepTudpukaTtbl opraHom. NonHoOMoUMA No perucTpaunm B gaHHOM BapUaHTe MOryT ObITh NepegaHbl APYroMy opra-
Hy. OQHaKo B 3TOM clydae CTPpYKTypa yrnpasrieHNa MOXeT okasaTbCsl HepaboToCNoCOOHOW.
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8.2.3 BapuaHT 2 — YnpaBneHue goBepunuemM goBepsaroLlien CTOPOHON

B naHHOM BapuaHTe Ha OOBepAoLLEN CTOPOHE NEXUT OTBETCTBEHHOCTL 3a NPUHSATUE peLleHUs 0 JOBEPUN
agaHHomy YC. 3TOT BapuaHT UMeeT CBOM HedoCTaTKKU, TaK KaK TpebyeT, UYTobbl NpUHATUE pelleHWs 0 OBEepPUn
neXxano Ha AoBepSAoLLEN CTOPOHE U, B HEKOTOPLIX Cly4YasiX, 3TO MOXeT NPUBECTU K CITULLIKOM BbICOKOU CTEMNeHU
OTBETCTBEHHOCTU ANA A0BePAOLLEN CTOPOHLI, Y KOTORPOW MOXET ObITb HegoCTaTOUHO MHbopMaumMm ans npuHATUSA
0DOCHOBAHHOIO peLleHUs.

8.2.4 BapnaHTt 3 — lNepeKkpecTHOE pacno3HaBaHue

[lepekpecTHOE pacno3HaBaHMe npeacraensaeT cobon BapuaHT yperynmpoBaHua yHKUNOHaNLHOW COBMEC-
TUMOCTU, NPU KOTOPOM AoBepstoLlas cTopoHa U3 3oHbl ogHon MOK MoxkeT ncnonb3oBaTth MHpOpMaLUo 00 yron-
HOMOYeHHOM opraHe 13 30oHbI gpyron MOK ana ayteHTUdpmnkaymm cydobekta 13 3oHbl gpyror MOK 1 HaobopoT.
O0bbIMHO NoaocbHaaA MHGopMaLUna 00 YNOJTHOMOYEHHOM opraHe siBnaeTcs pe3ynbtatoM Mbo odomumansHOro npo-
Llecca NUUeH3npoBaHUA UK akkpeanTauum B pamkax ropncaukuimm 3oHbel gpyron MOK, nndo npouecca opuumans-
HOro ayauTa, BbINOJIHAEMOro npeacrtaBuTenbHbIM YC (caMmum UK no ero nopydeHuto) 3oHsl MOK gosepsroLlein
CTOPOHbI. C TEXHUYECKOM TOYKN 3peHUs daHHas MHQopMaLMAa MOXKeT XpaHUTLCA B BUAE 3HaYeHUA Nons cepTudom-
KaTa, AOCTYINMHOro AoBepsroLLEN CTOPOHE.

B oTnn4me oT nepekpecTHOW cepTudmkauumm, 0OTBETCTBEHHOCTL 3a MPUHATUE PELLUEHUS O AOBEPUKM 30HE APY-
ron NOK nexxuT Ha goepstoLlen CToOpoHe UN Ha Bnagenbue NpUnoXeHna nnu cepeuca, a He Ha YC, KOTOpPOMY
HenocpeaCTBEHHO AoBepdaeT goBepdtoLllada cTopoHa. ['lpy 3ToM He 0basaTtefbHO MMeTb NognucaHHbIN A0roBOR
W cornawweHune mexay soHamu asyx NOK.

[Tpn nepekpecTHOM pacno3HaBaHU nogpobHoe oTobpakeHwe NC n CINC He asBnaeTca HeobxoaumbiM. Bme-
CTO 3TOrC AoBepstoLLas CTopoHa (NocpeacTBOM UMEROLLIErOCHa NPUNOXKEHUST) NPUHUMAaET peLlleHne O NPUHATUN
BHELLHero ceptudgurkaTta agna 3asiBNeHHbIX Liene B 3aBUCUMOCTUM OT TOro, ObI N cepTUdMKaT BbldaH 3ac/yK1Ba-
oMM AoBepue BHeLWHUM YC.

YC cunTaeTca sacnyKnBarwLlm gosepue, ecriv oHO NoNy4unio nUUeH3nto/akkpeanTaumo ot opuLmanbHo-
ro opraHa no NMuUeH3npoBaHuo/akkpeanTaumm Unm NpoLLno opuunansHy NPOBEPKY HE3aBUCUMON AOBEPEHHON
CTOpOHOW. Kpome Toro, AoBep4droLlas CTopoHa AoMKHA UMeTb BO3IMOXHOCTbL B 0AHOCTOPOHHEM Nnopsaake NPUHK-
MaTb 0DOCHOBaHHOE pelleHne, onmpadchk Ha NonnTukK, yctaHoeneHHole B [1C 1 ClC B 30He BHewHen NOK.
ChnegoBaTtenkHO, gaHHbIY NPOoLUEeCC CpaBHUTEIBHO MEeHee CITOXKEH, YeM nepekpecTHasa cepTudukauns, ocobeHHo
B OTHOLLUEHUW NONTUTUKK N corfacoBaHUA NpaBoBOro obecneyveHus. [JaHHbIX NpoLecc No CBOEU CYyTU ABNAETCS
Takke MacLUTabupyemMbIM.

OaHako nepeKkpecTHoe pacno3HaBaHKWe MeToA0NIorM4Yeckn ABnNsieTcs MeHee CTPOrMMm, YeM nepekpecTHas
cepTudpmkaumns, 1 BosnaraeTt NoTeHUManbHY OTBETCTBEHHOCTL Ha AOBEPAIOLLYIO CTOPOHY, KOTopast MOXKET ObITh
He ocBeaoMNeHa 060 BCeX BO3MOXKHbLIX MOCNeACTBUAX NPUHATUSA cepTudmkaTa (cm. [12]).

[1pn NnepekpecTHOM pacno3HaBaHUM NPUHATHE peLleHnst 0 AOBEPUN BHELLHEMY cepTUdUKaTy NeXNT Ha 4o-
BepdatoLlen cTopoHe, a He Ha YC.

8.2.5 BapuaHT 4 — lNepekpecTHana cepTudpnkauma

[1pn NnepekpeCTHOM cepTUdUKaLlum NPUHATHE peLleHun 0 AOBepU NepexoanT K NpoTokonam, PYHKLUNOHUPY-
oMM B pamMmkax MHgppacTpykTypbl MOK. laHHaa mogens asndaetcsa bonee CnoXXHou angd peanusauuin, Yem Bapu-
aHTbl 1, 2 N 3, HO OHa ABNSIETCH Bosiee Npo3pavyHon AN NoNb30BaTENSA U, cneaoBaTeNbHO, bonee nerkov ang
noaaepXKn ¢ No3vLMmM KOHEYHOro NoNnb3oBaTeNd. 370 TakkKe 03HavaeT, YTO KOHeYHbIV Noib3oBaTellb He 00s3aH
NPUHUMAaTL Ha cebs OTBETCTBEHHOCTbL 3a NPUHATUE peLlleHUda 0 AOBEePUN, MOCKONbKY AaHHAaA YHKUUS MOXKET
ObITb NepenaHa YC 30HbI AaHHOro KOHEYHOTO NOfb30BaTENS.

[lepekpecTHasa cepTUpmKkalmsa NnpMBoANT K ABYCTOPOHHEMY cONMKeHuto, korga 3oHbl AByX MOK (Lenmnkom
TN YacTUYHO) 00 beaANHATCA B 0AHY Bonee KpynHyo 30HY NocpeacTBOM AeTanbHO pa3paboTaHHOro npoLiecca,
ocyLlecTBAeMoro Asryms npeacrtasmtensHeiMU YC. [1na nepapxudecknx MOK npegctasutensHbiM YC 0ObIYHO
apndaetTcd kopHeBoW YC. OgHaKo nepekpecTHaa cepTUdrKaunua MoXeT Takke ObITb peanu3oBaHa Mexay Jio0bIMU
asyma YC. B nocnegHem cnydae 3oHa kaxkgon MOK cosgaeT Tonbko ogaHo YC 1 ero aboHeHToB. [N Toro 4toobbl
nepekpecTHasi cepTudpmnkauma dblna BO3MOXHA, A0JTKHA UMeTb MEeCTO COBMECTUMOCTbL Ha NPpUKIagHOM, MeToau-
YeCKOM U TeXHUYECKOM YPOBHAX. Ecnun 37O ycnoBne AOCTUIHYTO, TO ANsl A0BepsoLle CTOPOHbI B 30HaxX YC,
OXBaTbIBaeMbIX NepekpecTHOU cepTudmnKkaLmen, nepemeLleHne NHpopmMaunm ABnaeTca npospadHbiM, a 3a NpUHS-
TUe pelleHna o goBepun oteevaroT YC.

[TpoLecc nepekpecTHOU cepTUUKaLnm TpedbyeT AeTalbHOro 0TObpaXKeHNs1 COOTBETCTBYOLLMX NONMUTUK KadK-
aoro YC, a Heobxoaumeble A4nd aToro ycunua doyayT Bo3pactaTh B reOMeTpUYeckon nporpeccum ¢ BKIMIOYEeHNEM B
30HY NOK kaxkgou nocnegytowen 3oHbl YC. 3TO Bbi3bIBaET Npobnembl MaclLTabupyemMocTn. CyLLEeCTBYET TakKe
PUCK, UTO TpeTbe YC MOXeT UMEThb NepeKkpecTHYIo cepTUgpukaLmio co BTOpbIM YC, HO NMpU 3TOM cHUTaTb NONMUTUKY
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nepBoro YC Henogxogdulen. B nogobHou cutyaumm YC-3 He MoXeT UckniovuTb YC-1. B peaynbTaTte nepekpecT-
Haa cepTuprKauna donblle noaxoauT ANd OTHOCUTENBLHO 3aKpbIThIX MoAe1en 3apaBooxXpaHeHNa U Hanny4yLllum
obpa3zoM — ANs OTKPbITLIX, HO OrpaHnYeHHbIX cucTeM. [NpeanodTuTensHeun Bcero, ecni 3oHbl AByX NOK npuHag-
nexat K ABYM pabounm CTpyKTypam, Mexagy KOTOpbIMW HanaXkeHo TeCHoe onepaTuBHOE B3anmMoaencTene. Hanpu-
Mep, obe paboudne 30HbI MOTYT COBMECTHO UCNONbL30BaTh 04WH HAbOP NPUNOXEeHUN U CEPBUCOB, HANPUMEP 3I1eK-
TPOHHYIO NOYTY N DyXrantepckue npuknagdble nporpammel (cMm. [12]).

[1pn nepeKkpecTHOW cepTUudukaun NPUHATHE pelleHna O AOBEePUM BHELLHEMY cepTUduKaTy BO3JNIOXKEHO
Ha YC.

8.2.6 BapnaHt 5 — MocT mexay YC

Mopgenb MocTa mexay YC basnpyeTcsa Ha NpUHATUKM BceMn YC B pamMKax noTeHUnanesHoro cobeanHeHUs
30H YC obulero MmmHumManbsHoro Habopa ctaHgaptoB. daHHbIM MUHUMYM CTaHOAPTOB 3aTeM BKoYaeTCs B UX
cobcTtBeHHble ['C 1 CINC. OThrnune gaHHOW Moaenu oT nepekpecTHon cepTudomkauum COCTOUT B TOM, YTO OTAESb-
Hele YC MOryT UMeTb CBOW CODCTBEHHbLIE NoKalnbHbIe TpeboBaHUS, TOMUMO 0DLLEero MUHUMYMa cTaHaapToB. daH-
Hble NoKanbHble TpeboBaHUA He ABNAIOTCA HeobXoaAUMBIMKX AN CEPTUPUKATOB MOCTa OT AOBEPSAOLLNX CTOPOH,
He OTHOCALLUMXCS K 30He gaHHoro nokaneHoro YC. [laHHaga moaenk nydlle Bcero pabotaeT TaMm, rae sce YC
MMeEeoT 3Ha4YnUTeNbHbIM ODLLWK MHTEepecC N rOTOBLI AOMYCTUTE HEKOTOPLIE NoKallbHbIe OTKIIOHEHWA, HanpuMep, B
cny4vae nepekpecTHoU cepTUudnKaum mexagy rocygapcTBeHHbIMU U permoHanbHbIMU YNONMHOMOYEHHBIMU Men-
LUMHCKUMMW OpraHamMmu CTpaHbl.

B naHHOW Moaenu opraHnsauuy MoryT coszgaBaTthk CBOM CODCTBEHHbIe YO, a NoTOM pellaTth, NPUCOeaNHATb-
CA K MOCTY Mexay YC nnu Her.

B mogenun mocta mexay YC npuHATUE pelleHUda o AoBepUn BHELLHeEMY cepTudomkaTy Bo3noxeHo Ha YC, a
He Ha A0BepAIoLLYHO CTOPOHY.

8.3 NpakTnyeckoe npuMeHeHe BapuUaHTOB

Hactoalwuy ctaHaapT NPU3HaeT, YTo MexXxay ipucaukuuaMimn cyLLecTBYIOT agMUHUCTPaTUBHBLIE U MONTUTU-
yeckue pasnunuums. [NosToMy MOXeT ObIThb NPUHAT N0OOKW U3 NpeacTaB/IeHHbIX BbllLe BapuaHTOB. Kakon Dbl Bapu-
aHT HK OblN BbIOpaH, UCMONb30oBaHME HacTodLlero ctaHgapTa npu ero peanusauum oyaeT nones3HbIM.

Onsa poctuxkeHnst makcumanbHou ruokoctn B MCO/TC 17090-2 onpeaeneHsl npodunnu anga ceptiudnkaTos
MOCTa 1 nons ceptudpukaToB YC anga ctaTtyca ayguta YC v akkpeauTaunum ayguTopoB, nogaepXuBarLlue nepe-
KpeCTHOe pacrno3HaBaHu e.
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[MpunoxeHune A
(cnpaBo4HOe)

CueHapuun ucnonb3oBaHUA UHPPACTPYKTYPbI C OTKPbITbLIM KIHOYOM
B 34paBOOXpPaHeHUn

A.1 BBepeHne

[lpyBeaeHHbIE B HACTOSWEM NMPUIOXKEHNN BbICOKOYPOBHEBbLIE BapuaHTbl peanu3aumm unm cueHapuu npeacran-
NS0T OCHOBHbIE agMWHUCTPATUBHbIE N TeXHUYEeckne TpeboBaHusa kK pewerHnsam no VMOK, noggepxvBarowme WNpPOKUN
npodhune cPepbl 3APaBOOXPaAHEHUS.

CHavana n3noxeHbol obwmne TpeboBaHus, OTHOCALWMECH K OCHOBHbIM MpuHUMNamMm odecneveHnss KoHuaeHumnanb-
HOCTU 1 6e30NacHOCTU, a TaKKe K OCHOBHbIM NMoTpebHocTaM cdhepbl 3apaBooxpaHeHns. Kaxabii cueHapuin COaepKUT:

- ONUCaHMEe CUEeHapusa unn cutyauum B 34paBOOXPaHEHUN, B KOTOPbLIX TpebyeTtcs be3onacHbin KOHOUAEeHUMarb-
Hbih OBMEH MHoOpMaumnen,

- aAMUHUCTPATUBHbIE U TEXHUYECKNE TPEeDbOBaHUSA, KOTOPbIM AOIMKHO COOTBETCTBOBATL pewenne no NOK.

A.2 KommeHTapwum K cLUeHapUsam

MeaunumHckne cueHapum, nanoxeHHoie B A.3, nokasbiBatoT, Kak MNIOK moxeT BbiTb ncnonb3oBaHa B 34paBooOXpaHe-
HUW. Kaxabin U3 cueHapueB OOJTIKEH:

- YNPaBNATLCA MONUTUKOW. CUEHapuKU npegHasHadveHbl ans gaemoHcTpaumm toro, kak MOK moxeTt obecnevmBaTth
BbINONHEHNE TPeDOBaAHMN CcPEPLI 3OPABOOXPAHEHUSA C YYETOM MEXAYHAPOAHbLIX, HAUMOHAlNbHbLIX U MECTHbIX TpeboBa-
HUA C Uenblo obecnevyeHnss Ncrnonb3oBaHuUsa NO HA3HAYEHUIO MHMOPMaUMKN, HEODXOOAMMOW AN NPeaoCTaBNEHNA Meaun-
LMHCKOW NOMOLLM OTAEerNbHbIM NUuam u cooblectBam Nnioaeu;

- COOTBETCTBOBATbL Cpepe 34paBOOXPaHEHUS:. B CBA3N C pacrnpeaeneHHbiM XapakTepom OKa3saHns MeaUnUMHCKUX
YyCIyr BO BCEM MUpeE, a Takke WMPOKMM auanasoHoM Nl 1N opraHm3auun, KOTopble A0MKHblI aKTUBHO COTPyAHUYaTh Ans
obecneveHnss HENPEPbLIBHOIO OKa3aHUsl MEeANLMHCKUX yCenyr, Heobxoammo, uTobbl nobasa MOK morna dyHkunoHnpoBaTh
B Pa3HbIX YCNOBUAX OpraHm3aunm 34paBooXpaHeHus, BKIMYas nevyeHne B BoONbHMLAX U HA AOMY, rOCyaapCTBEHHbLIN W
YACTHbIN CEKTOPbI;

- BbITb TEXHONOMMYECKU HENTPAanbHbIM: OQHON U3 IMaBHbIX LUenen pas3pabdboTkm TexHudeckon cneundukaumm MOK
nns chepbl 34paBooxXpaHeHus siBNsieTca obecneveHmne Toro, Uto nHopmaunsa MoxXeT 6e30nacHO nepeaaBaTbCs MEX-
Oy NnocTaBlUMKaMK ycryr, noTpebutensamm, cTpaxoswpmkaMmm u gpyruMmm y4acTByOWMMM CTOPOHAMN HE3ABUCUMO OT MO-
CTaBLUMKA, annapaTtHoro obecneveHusl, onepaunoHHOW CUCTEMbI NN BbINMOMHAEMbIX NPUIMOXEHWUW;

- YOOBMNETBOPATb CYLWECTBYHOWMM N BO3HMKAKOWMNMM TPEeDOBaAHUAM K KOH(PMOEHUMANBHOCTU. €CNN 3MEKTPOHHbIE
MEANLMNHCKUE MPUNOXEHUS OOIMKHbI CTaTh WMPOKO UCMONb3YEMbIMU, TO UM AOJIKHbI AOBEPATH NOCTABLUMKU YCNYTr U
nauneHTbl. 3aboTta 0 KOHPUAEHUMANBbHOCTN U BE30NacHOCTU Npu3BaHa obecneyvnTb KpeanT JOBEPUS;

- BbITb YAOOHBIMK B UCNONb30BaHUN. CEPBUCHI 0becneveHns besonacHocTu, npegocrasnaemole NOK, He AOMKHbI
MeLWaTb BbIMONHEHNIO aBTOPU3OBAHHOWN (PYHKUMKM MeaMUMHCKOro cneunanucrta unm opraHmsaymn. Ecnm noecegHeBHas
pabota cuctembl obecneveHus 6e30NacHOCTU CTaAHET CIULLIKOM OBpeMEeHUTENBbHOW, TO BPa4vu NOMNbITAKTCA UTHOPUPO-
BaTb €& Unn He byayT OOCTaTOYHO TOYHO BbLIMOMHATE HEObxoaumMmble npoueaypbl. Ecnn 310 nponsongeT, TO BO3HUKHET
3HAYUTENbHbIN PUCK HaPyLLEHNA DE30nacHOCTW.

A.3 CepBuUCHI, UNNIOCTPUPYEMbIE MEONLNHCKUMU CLUEHaAPUAMM

MeanumHckue cepBuchbl U cUeHapun npegcrasnedol B Tabnvue A.1.

Tabnuuya A1l — MeagnunHckmne cepBUChbl U CLEHapUK

Cepaitc Homep cueHapusa
1 2 3 4 S 0 7 3 9 10 11 12 | 13 14 19
AyTEeHTUMDUKaLUA X | —| X| X | X X X X | X X | X X | X X | X
KoOHMaeHUnanbHOCTb X | —| X| —] — 1 X X X | X X | X — | X | — | —
LlenocTHOCTb — X| —]| X| X | — | X X | — — | — | — | — ] X | —
IMNEeKTPOHHAA Moanuchb — X| —| X| X | — | — X | — — | X X | X X | X

CueHapun:

3 Pernctpaumst HOBOro KInuneHTa
4 lNepepava n3odpaxeHn

5 ABTOMaTU4ecKkasl nepegada pesynbtatoB obcrnegoBaHnst Bpady

1 HocTtyn K MEANUMHCKMM KapTam Aans oTAeneHnsa cKopon nomMoLLn
2 BpemeHHoe obcnyxuBaHue (ckopasi NoMOLLb)
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OkornyaHue mabnuubi A. 1

6 ObcyxaeHne pe3ynbTaToB aHanui3a ¢ Bpa4vom

7 ObcyxaeHne xoaa neYveHns Mexagy BpadomMm v nauneHTom

8 CocTaBnieHne BbINUCKM NO pe3ynbratam JeveHns nayneHTa

O Bonpoc nauneHTta hapmaueBTy

10 [lepenucka nauneHTa ¢ Bpa4vom

11 AunctaHunoHHbIM AOCTYN K MeAULMHCKON MHPOPMALUNOHHON CUCTEME
12 JlocTyn B 3KCTPEHHON CUTYauun

13 uctaHunoHHOE MeaUUMHCKOE 3aKIio4YeHune

14 ONeKTPOHHLIN peuenT

15 AyTeHTnpmnkaumsa HasHavYeHnsa Bpada

A.4 OnuncaHue cueHapveB

A.4.1 JocTtyn K MEOMLUMHCKUM KapTam Ansa otaeneHuns CKOpou nomMoLwn

Onucanune cueHapwusi: INauneHTt, npubbIBLUMIA N3 APYron CTpaHbl, AOCTABMNEH B OTAENEHMNE CKOPOU nomoLu. [Naum-
€HT HE MOXET CBA3HO OTBEYaTb HA BOMPOCHI, U UCTOPUIO BOMNE3HN JOCTOBEPHO NONYYNTb HEBO3MOXHO. [Tonnec megnumnH-
CKOro CTPaxoBaHUsI HAXoQUTCH B €ro DyMakHUKe, a ero NMIMYHOCTb YCTaHOBIIEHA MO NacnopTy.

Cutyauusa 6e3 NOK:

Micnonb3aya nHpopmaumnio u3 nonmca meguuuHCKoro CTpaxoBaHus, AeXYPHbIM Bpad OTAENEHNA CKOPOU MOMOLLW
aenaet MeXxXayHapoaHbi 3BOHOK B YKa3aHHYI0 MEeOMLUMHCKYIO CTPaxoByld KOMMaHUio. [1oCKkonbky BpeMeHHbIE 30Hbl pas-
nu4yarTcs, Bpada NpocsT Nepe3BOHUTb, KOraa oTKpoeTcs aaMUHUCTPATUBHBLIN odhuc. Bpay ocmvaTtpuBaeT naumeHTa. [1pu-
YymHa HECCBA3HOCTU pedn NaunmeHTa HEesICHA.

Cutyaumsa ¢ OK:

Micnonb3aysa nHopmaumnio u3 nonmca meguuuHCKoro CTpaxoBaHuA, AeXYPHbIM Bpad OTAENEHNA CKOPOW MOMOLLW
BbIXoANT Yeped VIHTepHeT Ha canTt meguuMHCKON CTPaxXoBOW KOMMaHUM NauneHTa u BBOAUT CBOW 3NEKTPOHHbLIN CEPTUDN-
KaT, naeHTupnumpysa cebst B CBOEN TEKYLLEN PONKM KaK Bpada OTAENEHUs CKOpoW nomowmn. Beb-cepBnc meamumnHCKoON
CTPaxoBOW KOMMaHUU NPOBEPAET OOCTOBEPHOCTb 3MEKTPOHHOIO YAOCTOBEPEHUS NIMYHOCTU NMYTEM MPOBEPKU NMOATTMHHO-
CTW 3NEKTPOHHOWM MNOAMNUCU U TOTO, YTO CEPTUPUKAT HE aHHYIIMPOBAH U CPOK €ro A4ENCTBUA HE UCTEK. [ 10CKONbKY yaOCTOBE-
DEHUE NUYHOCTN NOATBEPXKAEHO U COOTBETCTBYET CYLLECTBYHOLWMM CTaHAapTam, OHO NPpUHUMaeTCs BeD-CeEpBUCOM Meaun-
LMHCKOW CTPaxoBOW KOMMaHWUM U paspelaeTcs 4ocTyn K MeguumHCKon Kapte nauneHrta. Co3gaeTcsa OKYyMEHTUPYIOLWAs
OOCTyN y4YeTHasa 3anucb ¢ 4aTton, BpeMEHEM, NOMNHbIM UMEHEM N HOMEPOM MEAULMNHCKON NULUEH3NN OEXYPHOro Bpava u
naeHTUdUKaumnen oTaeneHns cKopom noMmowm. Bpad yaHaet n3 nctopum 6onesnm o6 anneprnvyeckmnx peakumsix, TEKyLLnX
Ha3HAYeHUSIX NEeKapPCTBEHHbIX NMpenapaTtoB M HEAABHUX U3MEHEHUSIX B HA3HAYEHUSIX, KOTOPble MOITMN Bbl3BaTb NOOOY-
HYIO peakuuto. [locne ocmoTpa nayneHTa Bpad OTAENEHNS CKOPOW NOMOLLM OTNpaBnsieT 3awndpoBaHHOe coodbuleHne ¢
3NEeKTPOHHOW MoANUCBLIO O NOCELWEeHNN OTAENEeHUs CKOPOU NMOMOLWM B MEeAUUMHCKYID CTPaxoBYHO KOMMaHUIO, KoTopast
NOMELWLAEeT ero B 3NEKTPOHHYIO MEOAMUMHCKYIO KapTy nayuneHTa, ykasbiBass BCE CUMIMTOMbI, NOCTaBIIEHHbLIN AWArHoO3, OKa-
3aHHOE NeYeHune U npeanucaHue.

A.4.2 BpemeHHOe o0cnyXnBaHue (CKopas NnomMoLlb)

OnucaHne cueHapus:

CunbHOE 3eMNeTpsACEHNE NPUBOAUT K MACCOBbIM Pa3pyLlLleHUsaM Ha obwupHon Tepputopum ropoga. MecTHbie
DONbHULUBI U KITMHUKA TaKXe pas3pyleHbl, 3adUKCUPOBAHO ONPOMHOE 4YUCIO paHeHbIX U normbwmnx. HaunoHanbHbie
CNyXObl 34paBOOXPAHEHUS HE CNPAaBMATCHA C CUTYaUMEN, N NMPUHATBI MEXAYHAPOAHbIE NPEANOXEHNS MO OKA3aHWUIO
NOMOLLLN.

Cutyauusa 6e3 NOK:

HeBO3MOXHO Cpa3sy e NPoBEPUTb KBanndUKauu N NUUEH3UNU MegUUMHCKUX paboTHUKOB, npeanararwmx no-
MOLWWb. TaKXe HEBO3MOXHO rapaHTUPOBaTh TO, YTO B paHee NpeanoXXeHHON NOMOoLWKM He ByaeT O0TKasaHo.

Cutyauyusa ¢ MOK:

[TpeanoxeHnss nomowm oT MegNLUUHCKNX PabOTHMKOB HEMEOAIEHHO MPOBEPATCHA HA JOCTOBEPHOCTb MOCpe-
CTBOM CHUTbIBAHUSI UX 3MEKTPOHHBLIX cepTudukatoB. CoobuweHuns ¢ npeanoXXeHnem nomMoLwm He MOryT ObiTb OTBEPIHYThI,
NOCKOSIbKY OHW 3aBU3NPOBaHbl 3J1EKTPOHHON NOANMUCHIO C UCMONb30BAHUEM CEKPETHOro Kr4a nud, npeainoXuBLUnX
NOMOLLb.

A.4.3 Pernctpauna HOBOIo KrnueHTa

OnucaHne cueHapus:

Cobupasicb yexartb Ha CPOK OT 6 40 12 MecC B ApYIylo CTpaHy, rnaeBa CEMbWU COIMMAacoOBLIBAET YCITOBUS CTPAXOBKMN.

byaywmn knnenT, mmuctep Yapnes, cobupaeTtcsa 3aperncTpnpoBaTh NiaH MeanuuHCKoro crpaxosanus. OH obpalla-
eTcs K AOMaLLHEeN CTpaHuue MeauuMHCKON CTPaxoBOW KOMMNAHWK, HAQ KOTOPOW BbINOXEHbl 00pa3ubl dhopm permcrpaumn.
OH 3anonHaeT dopmMy M NOCbINAET €€ Ha 3MEKTPOHHbIM NOYTOBLIU AWK pernctpaunoHHoro otgena. dopma npoBepser-
CA W HanpaenseTcd B OTAeNl MeanumHckoro ocmotpa. Otaen mMeanmumHCKOro ocMoTpa HasHavaeTt npuem dyayuiemy
KINMUEHTY ANs1 NMPOXOXAEHNS MeaoCMOoTpa, 0 YeM MHAPOPMUPYET ero NnMcbMoM. byaywmm KNMeHT NpuxoauT Ha NPUEM, U
Bpay onpegenseT, YTO OH MOXET CTaTb KIIMEHTOM CTPaxoBOW KOMNaHMW. Bpay yBegomnseT 06 31om otaen megununHCKO-
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ro OCMOTpAa, U AaHHas uHopmaumua nepegaerTcsa obpaTtHoO B oTAeN pernctpaumm knnentos. Otaen permctpaumm KineH-
TOB NOcCbINaetT mucTepy Yapnb3y KOHTPAKT, Mo KOTOPOMY OH 00A3yeTCs OnnavunBaTh €XEMECAYHbIN B3HOC, KOTOPLIN yaAEpP-
XXMBAETCH C ero tekywero cyerta. Otagen perncrpaynm KIMeHToB NMPUHUMAaET HOBOIO KNMEHTAa U OTNPAaBIIsieT pacnopsiKe-
HWEe O Bblgade ero cTpaxoBoro nonuca ¢ portorpadpunen. B npouecce permcrpaumm B Ka4eCTBE HOBOIO KNMeHTa dyaywmia
KIMWEHT AOJKEH NPeabABNTE BOANTENBCKNE NMpaBa Unu gpyroe yaoCTtoBepeHne NMYHoCTn ¢ dpotorpagpuen. Korga mmcrep
Yapnb3 nony4vaeTt HOBbIWM CTPaxoBOW nonunc ¢ dpotorpadmnen, OH Takke nonydvaetr MHCTPYKUMK NO 3arpy3ke 31eKTPOHHOIo
ceptudumnkarta u3 nnaHa MeguuUHCKOro CTpaxoBaHUA.

Cutyauus 6e3 NOK:

Hu HOBbIM KNNEHT HE NMEET BO3MOXHOCTU HAAEXHO YOOCTOBEPUTL CBOKO JIMYHOCTbL AJ1A Bpaya, HU Bpay HEe MOXET
naeHTudnympoBaTb cebs nauneHTy. XoTH CYWEeCTBYIOT ApPYyrMe cpeacrtBa WndpoBaHnsa cOoDWEHNN, KOTOPbBIMKU OHWU 0OD-
MEHUBAIOTCH, HO COYeTaHue ayTEHTUYHOCTU N KOHMUAEHUMATTBHOCTN HEBO3MOXHO.

Cutyaumnsa ¢ NOK:

Micnonb3ys BblAAHHbIM HOBbLIWM 3NEKTPOHHbLIN cepTudukaTt, muctep Yapnb3 MOXET Nony4nTb AOCTYN K CnyXbe noa-
NEPXKKN KNMEHTOB Yeped VIHTepHeT, BKoYas ero nepcoHarnbHble MeauUuuHCKUue aaHHble, 1 0O6MeHnBaTbCA 3aLlUULLEHHbI-
MW 3MEKTPOHHbIMU MUCbMaMU C BPa4oM.

A.4.4 Mepepavya nsobpaxeHnin

OnncaHue cueHapus:

Bpauy-cneunanucTt paclunpoBbLIBAET CEPUD PEHTIEHOrpamm, BbiBEAEHHbIX HA 3KPaH MepPCoOHaNbHOINO KOMMbIOTE-
Pa, N NevaTaeT TEKCT 3aKn4eHust. Y Bpada Bbicokast pabodas Harpy3ka (10—15 nayneHToB B A€Hb), U OH NpeanovnTaeT
B3sITb YacTb paboTbl HA aoMm. [Joma Bpad BbixoguT vepe3 VIHTepHET Ha cepBep C PEHTreHOrpamMmmamMmm, UCNosb3yslt CBOW
3MEKTPOHHBIN cepTudmkaTt anst ngeHTupukaumm, n sarpyxaet naobpaxeHus. Bo Bpems npocmoTpa na3obpaxeHnn Ha
CBOEM KOMMbIOTEPE Bpa4 Takke nonydaet depe3 VHTepHeT goctyn K B6asze MeaunuMHCKMX JaHHbIX y4YpexgeHust, YTobbl
NONYy4YUTb OCTAlbHY0 MeANUMHCKYIO MHDOpMaUMo 0 nauueHTe. Bpay yBepeH B NpaBuUnbHOCTU M306paXkeHuin, NOCKONbKY
NPUMEHSIEMAas Nporpamma BKoYaeT B ¢ebs OyHKUMIO NPOBEPKU LENOCTHOCTU C UCMNONBb3OBAHNEM anroputMma XeLwwmnpo-
BaHUS, KOTOPbIN NOATBEPXAAET UENOCTHOCTb CO0bWeHns. Bpay 3aHOCUT pedynbraTtbl aHanm3a n3obpaykeHus B 3aKIH0-
YeHNne N NPUMEHSET CXEMY OUCTAHUMOHHOWN 3NEKTPOHHON MOANMUCKU 3aKNOYEHUS.

Cutyauus 6e3 NOK:

Bpay He B COCTOSAHMM OCYLLECTBUTL CBOK ayTEHTUMPUKALUNIO B NTEHEDHOM yUpeXaeHNN HA TOM Xe YPOBHE KOH(U-
OEHLUMAaNbHOCTN, Kak B Clly4vae NCMNosib30BaHus 3NEeKTPOHHOIo ceptudukara, YTo O3Ha4YaeT Hann4yme anemMeHTa pucka ans
NevYedbHOro y4vpexageHusl, Tak Kak naobpaxeHmne MoxeT ObiTb NepeaaHo nonb3oBaTernto, Bblgawowemy cebsa 3a apyroe
nvuo. OTnpaeneHHble B 3NEKTPOHHOM BUAE BbIBOAbLI U 3AKIIOYEHUE BpaYa NnogBeprarTcs TOMY Xe pUcky. Bpad tTakke He
MOXET ObITb YBEPEH, YTO 3arpy>XeHHble n30bpaxKeHns He nocTpaganu ot cboeB Npu nepeagade Unn n3-3a npegHamMmepeH-
HOro U3MEHEHMUS.

Cutyauumsa ¢ NOK:

Bpay moxeT ayTeHTuhnumnpoBaTth cebst B nevebHOM yupexXaeHmnmn ¢ ypoBHEM KOHPUAEHUMANBHOCTN, COOTBETCTBY-
IOWNM JENCTBYIOLLEMY 3aKOHOAATENLCTBY. Bpay MOXeT ObiTb YBEPEH, UTO 3arpyXeHHble N3006paXKeHUS1 HE NCKaXXEHbI W
YTO OH HE JAacT 3aKN4YeHNe NO UCKKEHHBbIM N306pakeHusam. JleuebHoe yupexaeHue TakKe MOXET OO0BEPATb 3I1EKT-
DOHHOW MOANMCKU Bpada, NoATBEPXAAoWeN nepegaHHoe UM 3akntioYeHue.

A.4.5 ABTOMaTM4YeCKasa nepenava pe3ynbTaTtoB 06cneaoBaHusa Bpavy

OnncaHue cueHapus:

Bo BTOpHUK NaumeHT npuxoanT B nabopartopuio, rae y Hero 6epyT KpoBb Ha aHanua. Korga pesyneTaT rotoB, CUCTE-
Ma aBTOMAaTUYECKU OTNPAaBnseT coodbuleHne Bpady, MHPOPMUPYS €ro 0 TOTOBHOCTU Pe3yNbTaToB. B ueTBepr Bpay pernc-
TpUpyeTcs Ha Beb-cante nedvebHoro yupexgeHusi, NCnonb3yss CBOW naeHtTndukaTop meanumHcekoro pabotHuka (I1D) wm
[MTNH-kog (PIN), n Bnant, 4to ero oxumaaet coobuweHne. OH OTKPbIBAET CBOW 3NEKTPOHHbBIM NOYTOBLIA SALWLWMK N HAXOAUT B
HEM cooDLleHne, B TEME KOTOPOro yKa3aHo: « TeCT Ha XonecTtepuH». Bpay y3HaeT u3 coobLLEeHns, YTO YPOBEHb XONeCTe-
PUHA ero nauymeHta cocrtasnset 220, 4TO NepeBoauT NaUNEHTa B KAaTEropuio yMeEpPEHHOro pucka. Bpad obeyxgaeT pe-
3yNbTaTbl aHANU3a ¢ NayMeHToOM U npeanaraeTt nauneHtTy obpaTtuTbcs B rpynny No KOHTPOIKD Macchkl Tena, 4Tobbl y3HaTh,
KakK MOXHO CHU3UTb YPOBEHb XONeCTeEPMHA C NOMOLWbIO ANET U ynpaXHeHnn. Bpay Takke pekomMmeHayeT nauneHTy NnpoBo-
OUTb aHann3 Ha ypPOBEHb XONecTePUHA N NPUXoanTb HA NpUem pas B nonroga. [launeHT npocuT Bpada BHECTU pe3ynbTra-
Tbl B CUCTEMY 3MEKTPOHHOIO y4eTa ero 340p0oBbsl, AOCTYNHYIO vYepe3 VHTepHeT. Beb-cant nauneHTa coaepX T HECKOIbKO
CCbIJTOK Ha AONONHUTENBHYIO nHopmaunto. OgHa na3 CCbiNIOK CBA3aHa ¢ MHdopmMmaumen no camomy aHanmay KpoBWu Ha
YPOBEHb XONECTEPUHA, Apyrasgs — C PEXMMOM, Ha3HaA4YeHHbIM cneunanucTamn rno KOHTPOMO Hag nunugamun, a TPEeTbs
CCbINKa CBsi3aHa C pekoMeHgaunsiMun no nepcoHanbHOW gneTe Ha OCHOBE TEeKYLUUX KNMMHUYECKUX AaHHbIX, KOTOPbIE BKIIO-
4yalT B cebsl pasnuyHble AaHHble O nNauueHTe (Hanpumep, Bo3pacT). PekomeHagaumm no gunerte cogepxaT ganbHenwme
CCbINIKM Ha nporpammy no niiaHnpoBaHUIO U3MEHEHUS PEXUMa, KOTOPas NOMOXET eMy pa3padboTaTtb COBCTBEHHYIO
OVETY U NPpUAEPXNBATbLCHA €€ B TEYEHNE O MEC.

Cutyauus 6e3 NOK:

NabopaTtopusi He MOXET BbITb YBEPEHA, YTO Bpad nony4un coobuwenune. Het rapaHtmn, 4to coobuweHne He BbIno
NPOYNTAHO UINN U3MEHEHO.
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Cutyauymsa ¢ MMOK:

ONEKTPOHHASA NOANUCL NOATBEPAUT Bpady, 4TO cooblieHne Dblno AeNCTBUTENBHO OTNPAaBNEHO N3 nabopartopun, u
CCbIITKM, YKa3blBalOLWWMe HA PEKOMEHAOBAHHbIE NAUMEHTY AENCTBUSA ANS KOHTPONS COCTOSIHUSI €ro YPOBHS XONECTepUHa,
ABMAOTCA AENCTBUTENbHLIMU. YBEAOMMNEHNE O AOCTABKE COODWEHUS C 3NEKTPOHHOM NOANUCBLIO NOATBEPAUT, YTO BpaY
OENCTBUTENBHO NMONny4un coobleHne.

A.4.6 O0GcyxaeHune pe3ynbTaTOB aHaNn3a ¢ Bpa4vom

OnucaHne cueHapus:

Bo Bpemst NNaHOBOro npuema Bpa4 HasHavaeT nauueHTy KNeTouHblin aHanna kpoeu. Obcyame ¢ nauneHTom yao0-
HYIO AaTy U BPeMsl, Bpad BBOAUT B KOMMbLIOTEP 3anNnUCb O HA3HaA4YeHUU, NOMeYasl, YTo pe3ynbrartbl cneayer oTnpaBuUTb
naynenHTy vepes VIHTepHET nocne 1oro, Kak Bpay 03HAaKOMUTCH C HUMU U CMOXET NMPOKOMMEHTUPOBATD.

[TonyyeHHble pe3ynbTaThl B LENOM OKa3blBAKTCH B Npeaenax HOpMbl, TONbKO OAWH NOKa3aTenb Crerka rnoBbILeH.
Bpavy n3BecTHO, 4YTO AN AAHHOIMo NnauneHTa HeT NoBoAOB Ansl BECNOKOUCTBA, NO3TOMY OH (DOPMUPYET KpaTKoe Npume-
YaHue Nno 3TOMY PaKTy U NPUCOEANHAET €ro K 3aKrnio4YeHuto nNo pesynbrartam aHanuaa.

[To3)e B TOT Xe AeHb NAUWEHT NonyvyaeT aBToOMaTUYECKoe YBEAOMITEHUE MO 3MEKTPOHHOW NMoYTe, YTO HaA 3aLlUULLEH-
HOM Beb-canTte ero oxungaet coobuweHne ot nabopartopum unm Bpada. OH nepexognT No ykasaHHOMY agpecy Beb-canta,
BBOAUT HOMEP CBOEN MEAULMHCKOW KapTbl U Naponb, NOcrne Yero nonyvyaet BO3MOXHOCTb NPOYNTATb Pe3ynbTaTbl aHANW-
3a u3 nabopartopun n cooblleHne o1 CBOEro Bpada. Beb-cant aBtomatu4eckn onpegenseT, YTo 3TO pe3yNbTaT KIeTOYHO-
ro aHanu3a KpoBu, U BbIBOAUT HA 3KPAaH CCbINKY Ha pasaen MeguunHCKOW 3HUMKIToneamuun, cogepxawmin obee onncaHme
KNEeTOYHOro aHanu3a KpoBU U €ro pe3yrnbTaToBs.

Cutyauus 6e3 NOK:

He nmesa BO3MOXHOCTM ybeanTbCcsl ¢ JOCTATOYHOW CTENEHbH YBEPEHHOCTU, UYTO SMNEKTPOHHOE CoobLleHne aen-
CTBUTENbHO OTNPAaBNEHO U3 nabopaTtopun UNM OT Bpada, a TakKe 4YTO OHO DbINo nepegaHo 3alueHHbIM cnocobom,
NaumMeHT NoNy4vaeT pe3ynbTaThl MO NoYTe, 3aMeYaeT Crerka rnoBblWEHHbIM NoKa3aTenb U 3BOHUT Bpady ANs rnony4YeHus
Pa3bsICHEHWW. Bpay npuHuMaeT gpyroro nauneHTa n He MOXET OTBETUTb, a Y 3BOHSLWEro nayneHTa Ha3HaveHa BaXXHas
BCTpeya. B pe3ynbrare OHWM CBA3bIBAKOTCS, HO MOCNE HECKONbKMX AHEW DECNOKOMCTBA CO CTOPOHbI MNAUMEHTA U 3HAYU-
TENBHOro Yncra HeyaadHbIX NMOMNbITOK A03BOHUTBCS CO CTOPOHLI Bpaya.

Cutyaumsa ¢ NOK:

Pe3ynbTaTbl ObICTPO HANPABNATCA NAUMEHTY HAAEXHBIM U 3aWMWLEHHBIM crniocobom. lNaumeHT nmeeT BO3MOX-
HOCTb NMPO4YNTaTb 3aKTHOYEHWE BPa4a B €ro 3NeKTPOHHOM COODBLWEHUN U NONYy4YNTb JOCTYN K BEB-cantam Ans nony4veHus
HeobXxognmMon nHopmMmaummn, NO3IToMy ero HecnokoncTBO DLICTPO ncHesaeT n be3 TenedOHHOro PasroBopa ¢ BPa4OM.

A.4.7 ObcyXxpeHvne xoga nevyeHus Mexay BpavyomMm v naumeHTom

OnucaHne cueHapus:

Y KnueHTta ¢ onpeaeneHHbiM nnaHoM MeauUMHCKOro CTpaxoBaHUs BO3HMKAET BOMPOC O Xxoae ero nedveHust. OH
PErMCTPUPYETCs HA BED-CaNTe CBOEro Bpa4a, UCNONb3ys yAOCTOBEPEHHbBIN 3MEKTPOHHLIA CEPTUMUKAT ANns ayTeEHTUUKA-
LUK, 3anonHsaeT popmy 3anpoca, n HaxumaeT «OTnpaBuTb» A8 HAYana nepenmncku:

30pascmeyume, 0-p C.

Buepa Bbi ckasanu MHe, 4mo Halo MeHsIMb 083Ky Ha paHe. Ho s He NOMHI, Kak 4acmo MHe HeobXxo0umo ee
MeHAMb. Bbl ckaszanu 4ymo-mo 8pode moeo, Ymo ee He HYXHO MEeHSMb CUWKOM 4acmo, HO 5 He MOMHI, pa3 8 Heleslro
unu Kak-mo uHayve. Takxe s 3abbinn cripocums Bac, kak Bbl Oymaeme, ocmaHemces 1u 6onbwiod wpam rocrie Hee?

Uepes gBa 4vaca KOHCynbTUpyHOLWas meacecTpa n3 MHPopmMaynoHHOro LeHTpa uYmtaeT cooblweHne nauneHTa u
pDELaeT, YTO OHO HE CPOYHOE M HA HEro AOIMKEeH OTBETUTb COTPYAHMK Bpuragbl NEPBON MEANKO-CAHUTAPHON NOMOLLMN.
Bckope nocne 31oro coobuweHne NosIBNSIETCA Ha 3KPaHe KOMMbIOTEPA COTPYAHMKA Bpuragsl NEPBON NMNOMOLLM, KOTOPbIN
BBOAUT OTBET N BU3NPYET coobLLEeHne 3NEKTPOHHOM noanuckto. Ha cneagytoulee yTpo nauneHT CHOBA PEMMCTPUPYETCH Ha
Beb-canTe CBOEro Bpava n YmtaeT cooblueHume:

30pascmeayume, [uMsa nauueHmaj.

B me4yeHue criedyrujux 08yx Hederslb MeHsUme rnogsa3Ky pas 8 4 — 5 OHel, ecriu OHa He MOKHem, 8 NMpomueHOM
criyqae mMeHsaume rno mepe Hamokarus. [ocrie smozo Bbi Moxeme c8s3ambCsa €O MHOU CHo8a, U Mbl obcydum OarbHeU-
wue geucmasus. Ymo Kacaemcs wpama, s 0ymaio, y Bac Hagcez0a ocmaHemces wpam, Ho Hebosbwiold — 8ceao fullb
Hebonbwas nuUHUS.

Cutyauus 6e3 NOK:

OTCyTCTBME HAAEXKHON METOAUKM ayTeHTUPMKaUMM 03Ha4aeT, YTo nevebrHoe yupexaeHue, B KOTOpoM paboTaer
Bpa4, HE UMEET BO3MOXHOCTU NPOBEPUTb, YTO UMEHHO AAHHbIN NALUMEHT OTNPAaBUI1 3NEKTPOHHOE COobLLEHNe, a HE KTO-
HUOYAb elle NbITAETCA NoONy4YnTb BecnnaTHbIM COBET. [MauneHT TakKe HE MOXET ObITb YBEPEH, YTO OTBET AENCTBUTENBHO
Obin oTNpaBneH Bpa4voMm, YTO OH He DblN nNepexBaveH U NPovYnTaH Kem-nnbdo eLe.

Cutyaumsa ¢ NOK:

MeanumnHckasa cTpaxoBast KOMMNaHus U Bpad MoryT ObiTb YBEPEHbLI B 3aLWULWLEHHOCTU NEPENNCKN, KOTOPYIO OHU BEAYT
C MAEHTUDNLUNPOBAHHBIM U AEUCTBUTENBbHBIM KIMEHTOM OAHOIN0 M3 MX NIMaHOB MeAWUMHCKOro cTtpaxoBaHusi. [launenT
MOXET BbITb YBEPEH, YTO UMEHHO €ro Bpa4 Hanpaswui eMy HadHavyeHne u BedeT C HUM NEPENUCKY.

A.4.8 CocTtaBneHue BbINMNCKU NO pe3ynbTaTaM flevyeHus nauneHTa

OnucaHne cueHapus:

PerncrTpaTtypa bonbHbIX Anabetom cobupaeTt KNMHUYECKne AaHHble U3 Pas3nnyHbiX MeAUUUHCKMX MHOPMaLNOH-
HbIX CUCTEM O NnayueHTax, cTpagarwmx anabetom. YCTaHOBNEHHbIE NpaBuia, KOTOPbIMU PYKOBOACTBYETCH pPermcrpary-
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pa, NO3BONAT CO34aTb UHAUBUAYANbHOE 3aKNYEHNE, CyMMUpyowee obllee COCTOSIHME NaUMEHTa, UCTOPULD ero bo-
ne3Hn, PakTopbl pucka n ganbHenwwe warwv. llaHHoe 3akrntoYeHne nocrie ero npocMmoTpa Bpadom nepegaeTcsd nauneHTy
yepes3 Beb-canT MeauUMHCKOro ydpexaeHus. [auneHT perncTpupyeTcss Ha 3ToOM Beb-canTe, UCMOoNb3ysa 3NEKTPOHHbLIN
ceptudpmkaT, BblgaHHbIM YC OaHHOIroO MeauuuHCKOro ydpexaenus. Korga naumeHt npocMaTpuBaeT 3akrio4veHne, BKIHO-
YEeHHbIE B HEMO MMNEPTEKCTOBLIE CChINTKM MO3BOMNAT NAUMEHTY NErko nonyvnTb COOTBETCTBYHOLLYIO MHPOpMaUNUIO (Hanpu-
MEpP, pacnucaHne KOHCyInbTauun, onncaHmne aHarnu3oB, PasbsACHEHUS NALUMEHTY), 3anncaTbCs HA NMPUEM UNU OTNPAaABUTb
cooblweHne Bpady. Cuctema rapaHTUpyeT, YTO NAUMEHT NMOJNTYYNIT 3aKTHOYEHNE.

Cutyaumnsa 6e3 NOK:

Henb3sa obecneuntb AOCTATOYHYIO CTENEHb YBEPEHHOCTU NAUMEHTA B TOM, YTO BED-CANT AENCTBUTENBHO NPUHAA-
NeXnT perncrpartype 6onbHbIX AgMabdbeToMm M 4YTO B3aMMOAENCTBME C AAHHLIM CAUTOM MPOUCXOAUT KOHOUAEHUMATBHO.
PernctpaTtypa He MOXET BbITb YBEPEHA, YTO MMEHHO AAHHbIN NMAUNEHT OCYLLECTBUIT AOCTYN K CAUTY U NONy4un nHdopma-
LUIO.

Cutyaunsa ¢ NOK:

MOK no3sonsiet naumeHTy n permcrpartype naeHtmpuumpoBaTtb Apyr Apyra, BECTU KOHpnaeHUnanbHoe obLeHune.
Permctpatypa moxeT BbiTb YyBEPEHA, YTO UMEHHO AAHHbIW NAUWEHT OCYLWECTBUN AOCTYN K CAUTY U NONYy4nn nHopmaumto.

A.4.9 Bonpoc nauneHTa hapmaueBTy

OnuncaHune cueHapus:

Y ceMuneTHen Ao4vepun KIMeHTa CTPaxoBou MeaunUMHCKOW KoMnaHuwm actma. [legunartp HegaBHO nponucan eu
MHTan, HO KITMEHT HE MOXET ONnpeaenuTb, Korga MHransatop nNycT, a korga HanonHeH. OH 3axoguT Ha BebB-CanT CBOEro
MEANLMHCKOrO y4pexgeHns B nonckax nHpopmaunmm ob 3ToM, HO €My €elle HE BCE NOHSATHO, U OH HanpaenisieT BONPOC
OEXYPHOMY hapmaueBTy, Kak onpeaenutb, Korga nHransatop nycr.

[HexypHbin dhapmayeBT UCNONMb3yeT 3MEKTPOHHYIO NOYTY C AOCTYNOM K Kartanory meauumHckon VIOK, B KOTOPOM
XPAHATCA SNEKTPOHHbLIN CEPTUMPUMKAT MU OTKPbLITBIWN KIMHOY KIMMEHTA, U NOCbINaeT 3awndpoBaHHoe cooblueHne, Ncnonb3ys
WabnoH, NpeaycMOTPEHHbBIW AN AAHHOro BOMPOca, a Takke AobaBnsieT HECKONBbKO CTPOYeK OT ceba n TenedOHHbIN
HOMEP AN CBA3WN, ECNN BCE elle OCTaHYTCH BOMPOCHI.

Cutyauus 6e3 NOK:

dapmaueBT HE MOXET ayTeHTudnumnpoBaTb KIMEeHTa MegUUMHCKON CTPaxoBOW KOMMaHMW C AOCTaTOYHOW CTene-
HbO OOCTOBEPHOCTU. MiMeeTcsl BOBMOXHOCTb OTNPaBUThb 3alMULEHHOE COODBLWEHNE, HO OHO HE MOXET BbITb ayTEHTUDU-
LMPOBAaHO.

Cutyaumnsa ¢ NOK:

MimeeTcs BOBMOXHOCTb ayTEHTUDOULUMPOBATL KNMEHTA U OTNPaBUTb €My 3alndpoBaHHoe coobueHue. KnneHr
MOXET ObITb YBEPEH, YTO OHO NPULLNO MMEHHO OT hapmaueBTa.

A.4.10 MNepenuncka nauneHTa ¢ BpavYom

OnncaHue cueHapus:

Y naumeHTa nosiBNsieTcs Chifb, U OH NOCELLAET AepMaTonora, KoTopblin NponucbiBaeT Mmasb. [lepmatonor roeoput
NAUUeHTy, YTO €CIK CbilNb HE NMPOWAET B TEYEHUE TPEX HEAENb, EMY HEOBXOANMO COODWNTE 06 3TOM Bpady, YTODbI TOT
Bbinucan gpyroe rnekapcreo.

DU HEQENW CNYCTSA CbhiNb BbIMAANT NPAKTUYECKU TaK e, NO3TOMY NauneHT PErmcTpupyeTtca Ha Beb-canTe Bpadeb-
HOW MPakTUKW, BOCMNOJIb30BABLWLUNCH CBOMM MEANUMHCKUM 3J1EKTPOHHBIM CEPTUMUKATOM ONA ayTeHTudukaumn. [agneHr
OTNpaBnseT Bpavy 3aWnLLEHHOE HECTPYKTYPUPOBAHHOE COODBLLIEHME:

A npumeHsn amy Ma3ab yXKe 8 meyeHue mpex Heoleslb, u yryyYweHulu He rocrieoosarno. Ymo mHe menepb Oe-
nams?

Bpay BbINUCbIBAET HOBOE HA3HAYEHUE N COODLWAET NAUNEHTY, YTO OH MOXET KYNUTb Ma3sb B anTeke UNun 3akasaTtb
yepes VIHTepHer.

Korga naumeHTt ynTtaeT cooblweHne oT gepmaTronora Ha 3awmueHHoOM Beb-canTte, OH NPOCTO NepexoanT B pasaern
3aKa30B JaHHOro canTta M 3akasbiBaeT Ma3b C JOCTaBKOW Ha AOM.

Cutyauus 6e3 NOK:

Bpay He MOXeT ¢ AOCTAaTOMHOW CTENEHBLI YBEPEHHOCTU ayTEHTUDUUMPOBATL NauMeHTa, YTobbl 4aTb PEKOMEHA-
LMW MO 3MEKTPOHHOWU NOYTE 0 AEUCTBUAX B AAHHOW cUTyauun,

Cutyaumsa ¢ NOK:

Bpay u nauuMeHT MoryTt ayteHTudpuumpoBaTtb ceba apyr gpyry, a takke dpapmaueBty. KoHpunaeHUManbsHO MOryT
ObITb OCYLLECTBNEHbI OOMEH COODLWEHNAMM N 3aKa3 HOBOM Ma3un B anteke. Bce CTOPOHbI YBEPEHDI, YTO OTNPaBUIIN CBOW
COOBLLEHNS NO HYXHbIM agpecam.

A.4.11 AncTtaHUMOHHBLIN AOCTYN K MEOANLUNHCKON NH(POPMALNOHHON CUCTEME

OnncaHue cueHapus:

Bpay HacTpauBaeT oyHKUMKM 06paboTkn pedynbTtaTtoB obcnegoBaHuii B MegUUNHCKOW MHADOPMALMOHHOW CUCTEME
cBoen opranmsaymn. OH ncnonb3yet BO3MOXHOCTU CUCTEMbI OTIA:

- MPOCMOTpa pe3yfbTaToB aHaNn3oB;

- YBEAOMIIEHNA NALUMEHTOB O pe3ylibTarax MxX aHanm3oB C NOMOLWbIO aBTOMATUYECKUX NMUCEM UIMN 3NEKTPOHHbIX
COODLWEHNN, coaepXawmx U NepPCcoHarnbHble KOMMEHTaApUN Bpava,

- HanpaeMeHUs Ha HOBblE aHanwu3bl;

23



rOCT P UICO/TC 17090-1— 2009

- HA3Ha4YeHWs HOBbIX INEKAPCTB;

- UBMEHEHNSA O03NPOBKN NEKAPCTB.

[TaumeHTbl nony4arT yBeAOMITEHUA NO TeneoHy, B NMUCbME UMM N0 3MEKTPOHHOW NOoYTe O HOBOM BXOASLLEM
COOOLWEHNN ANA HUX Ha 3alWMILEHHOM BED-canTe opraHm3aummn.

Cucrtema nomedaeT NpPoCMOTPEHHbIE pe3yNbTaThl aHANM30B Kak:

- noAanncaHHble {NPOCMOTPEHHbIE),

- C OTNPaBKOWN yBEOOMITEHUSA NMALUNEHTY,

- 3aperncTpupoBaHHbIE,

- 0bpaboTaHHbIe.

Cutyauus 6e3 NOK:

HeBO3MOXHOCTb ayTEHTUMMULMPOBATL NMNYHOCTL Bpaya ¢ 4OCTaTOYHOU CTENEHBIO YBEPEHHOCTU AernaeT Bblenpu-
BeAEHHbIN OOMEH AaHHbIMWU HEBO3MOXHbIM.

Cutyaumsa ¢ NOK:

be3oTkasHoe noaTBeEPXKAEHUE NCTOYHUKA OTNpaBneHns n akra nony4veHnst coobeHns, ULenocTHOCTb U KOH(U-
OEeHUManbHOCTb 3TUX AEUCTBUA K coobleHnn obecneumnBatloTc MmeauuuMHCKONn MHAQOPMaLNOHHON CUCTEMOW U Beb-can-
TOM, ucnoneayiowmmm NOK MmegnumHCKoro yvpexxgeHusl.

A.4.12 locTyn B 3KCTPEHHOWU CUTYaL NN

OnucaHne cueHapus:

Bpay ckopon NOMOLLKM OCMaTpPUBaET NAaUWEHTa, AOCTaBIEHHONO B OTAENEHNE CKOPOM NOMOLWM B nonybeccosHa-
TENBbHOM COCTOSAHUN. Y nauneHTa beccBsidHasi pedb, U OH HE MOXET OOBACHUTDL, YTO Cryunnocb. Mexay Tem BO3MOXHbIX
NPUYNH JAHHOIO COCTOSAHUS MHOIO, OHO MOTrNoO ObiTb BbI3BAHO (PU3NYECKOW TPABMOW UMW OCNOXHEHUEM MOCMNe Hee, UNK
NEKAPCTBEHHBLIMW NpenapartaMmu ansi neyvyeHust ncnxmyeckux sabonesaHun. KnsHm naymeHTta yrpoxaeT onacHocTb, W
BaXXHO 03HAKOMUTBLCH C ero nctopmnen bonesHn (BKNYas BO3IMOXHOE NMPUMEHEHNE KaKUX-NNOBO HAPKOTUYECKUX CPEACTB),
a TakkKe CO BCEMM BbINUCaAHHbIMM €My nekapcTtBeHHbIMU npenapartamu. B CLUA, Hanpumep, HasHavyeHne mMeTaaoHa,
BO3MOXHO, DyeT CKPbITO OT 06LWero 4ocTyna, NOCKOMNbKY 310 NpeaycMoTpeHo ['ocyaapcTBEHHON 3aKOHOA4ATENBHOW NPO-
rpammon 6opbbbl C ankoronMamMom U HapkomMaHuen. Bpad HavmHaeT npouecc NonyyYeHust 4octyna K nHpopmaumm o
Ha3Ha4YeHUAX MeAUKaMeHTOB NauneHTy, BKIoYas 3akpbiTyo MHGpopmaunto. Cnctema ncnonbadyet ayreHtudpmnkauymo NOK,
a Takxe JaHHble 3MEKTPOHHOro ceptudukara spada ans co3gaHunst y4eTHoW 3anucu o6 3KCTPEHHOM A0CTYNE K 3aKPbITON
NMHpopmMmauunn.

Bpay ckopon nomowm BUAUT, YTO Yy nayueHTta bbinu criydam npuMeHeHus KokanHa n amgeTaMmmnHOB U YTO eMY
nponucaH nutnn. OH AENCTBYET COrMacHo npeanucaHnsam, yéeamBlLnCh, YTO ANArHO3 U NeYeHne yCTaHOBIEHbI B CAMble
cxKaTble Cpoku. [MONMHBIN OTYET O PerncTpaunm 3KCTPEHHOro agoctyna byaet chopmmpoBaH oTAENOM MHOOPMALUMOHHON
be3onacHoOCTN /NN KOMUTETOM MO BEe30MacHOCTMW.

Cutyauus 6e3 NOK:

B 3aBUCMMOCTKM OT CTEneHn 3awnTbl panna ¢ JaHHbIMK NauneHTa Bpad, He SABMAIWUNCH Nnevalmm BpadomM naum-
eHTa, MOXET He NMoNy4nTb A0CTyNa K gaHHbIM. [laHHasa cutyaumsa moxeT BbiTb onacHa Agnst XXM3Hu nayuneHta. Ecnm Bpad
CMOT MONYy4YUTb AOCTYN K AAHHbIM 6€3 3MEKTPOHHOIo ceptndmnkaTa, HeT BO3MOXHOCTU YCTAHOBUTL CBSI3b CTEMNEHU KOH(U-
OeHUManbHOCTN ceaHca gocTtyna K gaHHbIM U NIMYHOCTU Bpada, OCyLLECTBNAIOLWEro gocTym.

Cutyaumsa ¢ NOK:

Bpay moxeT ayTeHTMdmnunpoBaTtb cebst B cUCTEME, UCNOTb3ysl CBOW 3MEKTPOHHbLIA cepTudukaTt, n Nony4ntb HEOD-
X0AnMyto nHdopmauunio 0 naumeHTte. OOHAKO COXPaHAETCA KOHTPOIIbHAsA 3anucb, KOTOPas BNOCNEACTBUUN MOXET ObIThb
npoaHanuanpoBaHa B Criyvae Kakoro-nmbo HecaHKUMOHUPOBAHHOIO A4OCTyna.

A.4.13 AncTtaHUMOHHOE MeONLMNHCKOe 3aKrnveHne

OnucaHne cueHapus:

Bpay gukTyeT 3aknoveHne no pesynbrartam OCMoTpa O4QHOro N3 CBOMX NauneHToB no TenemoHy B komnaHuio ABC
Transcription Service B wrate Bupgxumuus, CLLUA, KoTopas cBsi3aHa yCnoBUAMM KOHTpakTa ¢ boneHuuen Toronto Memorial
Hospital B KaHage, kyaa nayumeHT rocnmtanuanpoBaH B HacTtosuwee Bpems. JUKTyeMbin TEKCT NMPUHUMAETCH U 3anncbiBa-
eTCs MeAUUMNHCKUM cTeHorpaduncTtom B VHaun, paboTtaowmm Ha yCroBUAX CYBKOHTPaKTa, KOTOPbLIN OTNPaBNAET €ro Ha
3awmeHHbIn Beb-cant komnannm ABC Transcription Service. [locne 10ro Kak 4aHHbIM JOKYMEHT Obln NpoBepeH u 0400-
DEH PEeLEeH3EeHTOM KOMMAaHUK, ero cCHoBa OTNPAaBNSAT HA 3aWULLEHHbIN BED-CAUT KOMMNAHUN U COOTBETCTBYHIOLWLEE O0MNX-
HOCcTHOe nnuo B Toronto Memorial Hospital nonyvyaeT yBegomneHue no 3nekTpoHHOW noYTe, Yto AOKYMEHT goctyneH. OH
OTNPaBnseT AOKYMEHT Ha 3allMLLEHHLIN BED-canT BONbHULLI U, B CBOIO OYepedb, CoobLLaeT Bpayy, YTO JOKYMEHT O4OCTY-
neH ans npocmoTtpa. [ocne nony4veHuns aoctyna, NnpocMoTpa U ayTeHTUMOUKALUKM CO CTOPOHbI Bpada AOKYMEHT A0baBns-
eTCH K 3NEKTPOHHON MeAUUMHCKOW KapTe nauneHTa.

Cutyauus 6e3 NOK:

Hu oanH 13 y4acTHUKOB MHAOPMALMOHHOIO 0bMeHa HE MOXET ayTeHTUdPnUMpoBaTh cebs ¢ JOCTATOYHOW CTene-
HbO JOCTOBEPHOCTU ANs peanun3aunn B3auMoOdenCTBUAL.

Cutyaumusa ¢ MOK:

AyTeHTnunkaums BCex aBTOPU3OBAHHbLIX CTOPOH M KOHOPUAEHUMANbHOCTL MEAULMHCKON MHOPMaUNN rapaHTu-
pOBaHbl. Kpome TOro, HUKTO BMOCNEACTBUMN HE CMOXET OTpuuaTh PakT y4actms B 0OMmeHe nHopmMmaunen.

A.4.14 OneKTpPOHHbLIN peuenT

OnucaHne cueHapus:
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10 oKoH4YaHuUK npuema Bpad oopmMmnseT B 3NEKTPOHHOM BuAe peuent Ansd naumeHta. Cucrtema 3neKTPOHHbIX
PDELIENTOB MPOBEPSIET, YTO BbINUCAHHbIE NEKAPCTBA UMEKOTCH B (PapmMakoorm4eckom CnpaBoYHUKE, YTO Yy NAUNEHTA HET
YCTAHOBIEHHbIX annepruyeckux peakymn Ha AaHHble NEKapcTBa, NPOBEPSAET B3aMMOJEeNCTBME C APYTUMU NTEKApCTBaMM,
KOTOPbIE NMNAUNEHT MOXET NPUHUMATb, U COOTBETCTBME HA3HAYEHHbLIX AO3MPOBOK PEKOMEHAYEMbIM. Bpay CTaBUT 3IEKT-
PDOHHYIO NOANUCH HA PeLUenTe U NepeaaeT ero B anrteky, BolIbpaHHyo nauneHTom. AnTeka nonyvaeTt peuenT, NnpoBepseT
MEANLMHCKNE NONMHOMOYUA N SNEKTPOHHYIO NoAnnch Bpada, ohopMnsaeT n apxmempyet peuent. Korga nauneHT npuxo-
OUT B anTeKy, HA3HAYEHHbIE NMEeKaApPCTBA ANl HEro YXXe NPUroTOBRIMEHbI.

Cutyauusa 6e3 NOK:

HeB0o3mMOXHO ayTeHTUdOMUMPOBaTL Bpava. Kpome Toro, BrnocneacTBMmM Bpad MOXET OTpuuaTtb, YTO OH nocbinar
SNEKTPOHHbLIN PeLenT.

Cutyauumsa ¢ NOK:

AnTeka MOXET NPOBEPUTb JIMYHOCTb U MONHOMOYUA Bpa4a U TOT HhakT, YTO UMEHHO AaHHbIW Bpa4 OTnpaBun AaH-
HbIW peuenT. BnocneacTBmMm Bpad HE CMOXET oTpuuaTbh hakT OTNPaBKM AAHHOIO 3NEeKTPOHHOro peuenTta.

A.4.15 AyTeHTndomkauma HazHavYeHNA Bpava

OnucaHune cueHapus:

[TauneHT npuxoanT B KABMHET Bpaya ¢ Xanobown Ha 6onun B 06nacTu xenyaka B TEHEHNE YXKe HECKONbKUX MECSILIEB.
[TauneHT coobuwaeT, 4To BONb YMEHbLLUAETCS NOCNe bl U NOCNe NpUemMa aHTaunaoB, HO NMOCTOSIHHA U PEryrsipHO NOBTO-
paeTcs. [locne nepBUYHOro 0OCMOTpa Bpad Noao3peBaeT NENTUYECKYIO S3BY U pellaeT HanpaBuTb NAUMEHTA HA racTPO3H-
Tepockonuio. C KoMNblOTEPA B CBOEM OUCE BPaY MOXET NONy4YnTb AOCTYMN K pacnucaHuio npoueayp ambynatopHou
KIMMHWUKN N BBISICHU T, YTO YTPOM cBOBOAHO noaxoasuiee spemMms ans gaHHoro obcneaoBaHust. 3aTtem Bpad MOXET 3anor-
HUTb U 3aBEPUTb 3NEKTPOHHOW NMOANUCbLI0 BXOAsLLEee HanpasleHne naumeHTa Ha raCTpoO3HTEPOCKOMUIO.

Cutyauus 6e3 NOK:

KINMHWKa He MOXET C A0CTAaTOMHOW CTENEHbIO AOCTOBEPHOCTN ayTEHTUMMUNPOBATL Bpa4a, W, Kak pe3ynbTaT, Bpad
BbIHY>XAEH NO3BOHUTL B KITMHUKY NO Tenedony, 4Tobbl 3anucaTb NauneHTa Ha npoueaypy, YTo notpebyet HaMmHOro 6orb-
e BPEMEHMN.

Cutyaumsa ¢ NOK:

Bpau moxeTt ayTeHTUdunumpoBaTb ceba B KINMHUKE U caenaTh 3asBKY, a KITMHUKA MOXET BbITb YBEPEHA, YTO UMEHHO
OAHHbIVM BpaY caenan 3asBKy U 4TO BMocneacTBMU OH HE CMOXET 3asiBUTb, YTO HE Aernan 3TOW 3asiBKM.
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[MpunoxeHune QA
(cnpaBo4HOE)

CBegeHNA 0 COOTBETCTBUM CChINOYHbLIX MeXXAYHapOAHbLIX CTaHOAPTOB
CCbINOYHbIM HaUuMOHanNbHbLIM cTaHgapTamMm Poccunckoun Pegepauum

Tadbnwunua OA. 1

OBo3Ha4vYeHUe CChbINOYHOro CTeneHsb OBo3Ha4YeHUe n HaMMeHOBaHUEe COOTBETCTBYHOLLErO
MEXOYHAPOOHOro craHgapra COOTBETCTBUA HALMOHANBLHOrO crtaHgapra
NCO 7498-2:1989 IDT [OCT P NCO 7498-2—99 MHdopmaunoHHast TEXHOMO-
Msl. B3anmocBsA3b OTKPbLITbIX cUCTEM. baszoBas 3Tanon-
Hasa moaenb. YacTte 2. ApxuTtekTtypa 3awmnTtbl MHdOpMa-
LW
NCO/MOK 9594-8:2001 IDT [OCT P MCO/M3K 9594-8—98 MHdopmaunoHHas Tex-
HONnorvsl. BaammocBA3b OTKPbITBIX cncTtem. CnpaBoYHUK.
YacTtb 8. OCHOBbI ayTEHTUMKALNY
NCO/TC 17090-2:2002 — *
NCO/TC 17090-3:2002 — *
NCO/M3K 17799:2000 IDT [OCT P NCO/M3K 17799—2005 NHhopmaunoHHas TEX-

Honorus. [1pakTnyeckue npaswuna ynpasrneHusa nHdpopma-
LMOHHON OEe30MacHOCTbIO

CoOTBEeTCTBUNA CTaHAAPTOB.

- IDT — naeHTn4HbIE CTAHOAPTLI.

* COOTBETCTBYHOWMN HAUMOHAlNbHbIN CTaHAAapT OTCYTCTBYET. 11O ero ytBepXxgeHus pekoMmeHayeTcsl UCnosb30-
BaTb MEPEBO Ha PYCCKUN A3bIK 4AHHOIO MexayHapoaHoro craHgaprta. [lepeBog QOaHHOrO MexgyHapogHoOro CraH-
naprta Haxogutcs B PegepanbHOM MHPOPMALMOHHOM (POHAE TEXHUYECKUX pernameHToB M CTaHOapToB.

[MTpunmedyaHwune—B HacToswen tabnuue ncnonb3oBaHO crneayollee yernoBHoe 0b603HavYeHNE CTENEHN
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