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[lpeaucnoBue

Llenn u npuHuMnel ctTaHgapTusauum B Poccumnckon PeagepaumyctaHoBneHbl PegepanbHbIM 3aKOHOM OT
27 nekabpsa 2002 r. Ne 184-03 «O TexHUYeCcKOM perynmupoBaHiun», a npaBuna npMMmeHeHuns HauMoHanbHbIX
ctaHgapTtoB Poccunckon egepaunmm — OCT P 1.0—2004 «CtaHaapTusaunsa B Poccunckon depgepanmn.
OCHOBHbIE MNONOXEHUAY

CBepgeHUA o cTaHaapTe

1 NMOAINOTOBJIEH ®egepanbHbIM rocygapcTBeHHbIM yupexaeHnem «LleHTpanbHbIM Hay4YHO-UCCNeao-
BaTe€NbCKUN WUHCTUTYT opraHusauMm U WUHPpopmMaTUsauum 3gpaBooxpaHeHua Pocsapasa» (UWHUWMOWUS
PocsapaBa) 1 ['ocygapcTBeHHbIM Hay4YHbIM ydpexaeHunemMm «lLeHTpanbHbIM Hay4dyHO-UCCNeaoBaTeNbCKUA U
ONbITHO-KOHCTPYKTOPCKUN MHCTUTYT PODOTOTEXHUKU U TEXHUYECKON KNDEPHETUKN» Ha OCHOBE CODCTBEHHOTO
ayTeHTMYHOro NnepeBoda ctaHgapTa, ykasaHHOro B NyHkTe 4

2 BHECEH TexHun4yecknum komuteTom no ctaHgaptusaumm TK 468 «MHPpopmMmaTU3aLmsa 3aopoBbs» Npn
LIHNNOW3 PocsapaBa — eanHonnyHbiM npeactasutenem MCO TK 215

3 YTBEPXXOEH W BBEAEH B JEWCTBUWE MMpukasom PeaepanbHOro areHTCTBa no TEXHUYECKOMY
perynmupoBaHunio M metponorin ot 14 ceHTabps 2009 . Ne 410-cT

4 HacTtosawunn ctaHaapT naeHTudeH mexayHapoaHomy ctaHgapty NCO/TC 22600-1:2006 «NHdopma-
TU3aLKUA 300POBbSA. YNIpaBneHmne NoNHOMOUUAMM U KOHTPONb gocTyna. YacTtb 1. ObLiune ceeaeHUs U ynpanne-
Hne nonutukon» (ISO/TS 22600-1:2006 «Health informatics — Privilege management and access
control — Part 1: Overview and policy management»)

5 BBEAEH BINEPBbIE

VIHipbopmMmayuss o6 UBMEHEeHUSX K HacmosweMy cmaHoapmy rnybnuKkyemcs 8 eXe200H0 u3oasaeMoM
UHpOpMaUUOHHOM yKalzamerse «HauuoHanbHblie cmaHoapmabi», a mexkcm U3MeHeHUU U MorpasoK — 8 eXXeMe-
CSYHO U30asaeMbiX UHGhOPpMaUUOHHbIX yKalamernsx « HauuoHanbHbie cmaHoapmeiy. B cnyyae nepecmompa
(3aMeHbl) Unu OmMeHbi Hacmosauw,e20 cmaHOapma coomeemcemesyroujee yeeoomreHue byoem onybnukosaHo
8 e)XXeMeCsIYHO U30asaeMoM UHGPOpMaUUOHHOM yKa3amerie « HayuoHarnbHbie cmaHOapmebil»y. Coomeemcemaey-
rowas UHopmMauus, yeeooMrieHuUe U meKcmsbi pa3Melwaromcs makxe 8 UH(popMayUoHHOU cucmeme oblyez2o
rofib308aHUsT — Ha ouyuanbHoM calime PedepallbHO20 a2eHmcemaea rio mexHU4ecKoMy peaynupogaHuro U
Memposioza2uu 8 cemu MIHmepHem

© CTtaHgapTtuHdopm, 2010

HacTtoawumn ctaHaapT He MoXeT ObITb NOMHOCTLIO UMM YacTUYHO BOCTNIPOU3BEAEH, TUPaXXNPOBaH U pac-
MpocTpaHeH B KayecTBe oduumanbHoro nsgaHmsa 6es paspeweHns PegepanbHOro areHTcTBa Mo TeEXHNYECKO-
MY PerynmpoBaHuo U MeTPOoorum
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BBenoeHue

B neyebHo-NpodmnNakTnieckmnx y4pexxaeHusax Hepeako BHeapsaoTCa MHPOPMaLUMOHHBIE CUCTEMBI pPas-
HbIX MOCTaBLUMKOB, KaXKaasi U3 KOTOPbLIX TpebyeT OT nonb3oBaTens otTaenbHON ayTeHTUdnKaLmMm n aBsTopursa-
LUK AoCTyna, NOCKOMbKY OHW peanuayioT 3TU pyHKUUKM no-ceBoemy. VHTerpaumns atux yHKUUA TpebyeT
3Ha4YUTENbHbLIX 3aTpaT Ha B3aUMHbIe 0TODpaXkeHUA CBeAeHNA O NONb3oBaTENAX M opraHusaunax. B Takou cUTY-
aLln pecypchl, Heobxoammble Ans paspaboTkn n akennyaTtaunun pyHKUM obecneveHns 6e3onacHOCTU, pacTyT
B reOMeTpU4eCcKoUn Nporpeccumn ¢ ysernnmvyeHnem Yyucna MHQopMaunoHHBIX CUCTEM.

C Apyrov CTOPOHbLI, eCcrni paccMaTpuBaTb aBTOPU3aLUIO C TOYKU 3peHNA yupexgeHUd 3apaBooxXpaHeHuns,
TO ByaeT oveBmnaHa noTpeObHOCTL B rTMOKON MOAENN ee peanusaLn, MOCKOMNbKY B yYPEeXAeHUSAX MOCTOAHHO NPOo-
NCXoaaT nameHeHUsa. OagHun noapasaeneHns 3akpblBarOTCA, Apyrne cos3aatTcs, TpeTb 00 beANHAKTCA.

Cutyauusa cTaHOBUTCS eLle Donee CNoXXHOW, Koraa aAngd B3auMoaencTBust TpebyeTtcsi nepecevyeHue nepu-
METPOB 30H C pa3HbIMU NONUTUKAMK De3onacHOCTW. [nga npeoaoneHuns pasnmuunn mexay sSTUMmn nonmTmkamm
HeobXoaAUMBbI B3aMHbIE COrfalleHns o NONUTUKaxX Mexay CTopoHamMm, cbecnevmBaroLiMmMmm 6e30nacHOCTb.

[dpyraa CrnoXXHOCTb COCTOUT B HasHadyeHUN nonb3oBaTtendam poneit. [Nonb3oBatenb MOXeT UCMONHATL
pasnuyHble ponun B pasHoe BPeMS U Aaxe ABe UK Bornee ponu oaHOBpeMeHHo. Hanpumep, nonb3oBaTterb
MOXET paboTaTh ABa MecslLia B POl MeicecTphl, a crneayollme ABa — KaK akyllepKa, UM XKe COBMeLLlaTh 3TU
PONN.

bonee TOro, B yupexaeHun 3gpaBooxXpaHeHU MOryT ObITb MOAEHTUPULIMPOBAHBI padHble 00A3aHHOCTM B
3aBUCUMOCTU OT BLINONHAEMON PONn N poaa AeATeNbHOCTU Nonb3oBaTenen. [Npu nepeesae B APYryto CTpaHy
NN NpU Nepexoae B Apyroe MeanLUHCKOoe yupeXxaeHne angd nofb3oBaTenen oaHUX N TeX Xe KaTeropmm MoXeT
MEHATLCA TUM UM YPOBEHb aBTOPM3aLIMN, HEODXOAMMOW Kak ANA BbINOMHEHUS KaknxX-nbo AeNCTBUN, Tak U AN
NnonydeHna gocTtyna K tHgopmMaLuun.

Ldpyron He MeHee BaXXHbIN aKTyalbHbIN BOMNPOC — KaK NOBLICUTb KAYECTBO 0OCNYXXUBAHUS, UCMOMNb3YS
MHPOPMALMOHHBLIE TEXHOMOMMK, HEe HapyLLaga Nnpy 3TOM Nnpae NUYHOCTU NaumneHTa. YTobbl Bpayum MOrnuv nosny-
YyaTb HaMbonee agekBaTHyO UHpOPMaLMIC O NALMeEHTe, HeODXOAUMMO Hannune «BUpTyaribHOU 3NEKTPOHHOW
NCTOPUN DONE3HNY, KOTOPAaA NO3BONsANA Obl pErMcTpUpoBaTh BCHO MEAULIMHCKYO MOMOLLb, OKa3aHHYH NaLeH-
TY, HE3aBUCUMO OT TOT0, rAe N KeM OHa AoKyMeHTUupoBanacs. [1py TakoMm noaxoae Heobxoanma obLas Moaens
aBTOpU3aLKM UNK crielnanbHoe cornaweHue ob aBTopusaL MM Mexay ctopoHamMmm, obecnevmnsaroLiumm 6e3o-
MacHOCTL.

KpomMme HeobxoaMmMocTu yyeTta MHOroobpasns ponen n obsizaHHOCTEW, TUNUYHBIX AN MoboN KpynHOU
opraHusauuu, pewarollee sHadeHne UMeroT U Apyrme acnekTbl MeguUUMHCKOU NOMOoLLX, HanpumMep, 3aTu4eckue
NN ropngnieckme, obycrnoBneHHble 0COOEeHHOCTAMN UCNONb3yeMOU MHdopMaL .

HeobxoanMmMoCTh B CTPOro orpaHU4YeHHON aBTopu3aLnm akTyansHa ucendac, Ho oyaeT CyLeCcTBEHHO BO3-
pactaTtb B bnvkaunlimne aga roga B CBsI3M ¢ yBennvyeHMem obomeHa nHgopmau e mexay npunoxXeHnssMmm, 4to-
Obl YOOBMNETBOPUTL NOTPEOHOCTL Bpaden B NonyvyeHnn Bce donbliero n bonswero cdbema nMHgopmaLlmm o
naumneHTe B uensix obecnevyeHuns BICOKOro kKavectBa N 3o eKTUBHOCTN NNEYEHUS.

3a nocnegHee aecAaATUNETUE NPOUIOLLNM 3aMeTHble U3MEHEHUA B YacTU CepBUCOB MHJOpMaLIMOHHOW
De3onacHOCTU NpUKNagHbIX NporpaMmm nnepegavn gaHHbiX. Huke ykasaHbl HEKOTOpPbIe (PakTopkl, CNOCODCTBY-
loLme 3TUM USMeHeHUsIM:

- nepexoq OoT LeHTpannM3oBaHHbIX CUCTeM Ha Base DOMbLUMX KOMMNLIOTEPOB K pacnpeaeneHHbIM CUCTe-
MaM Ha 6a3e MEeCTHbIX BbIMNCTTUTENbHbIX PECYPCOB;

- Bce bornblle AaHHbIX XpaHUTCS B UHQOPMAaLMOHHBIX CUCTEMAaX, U TEM LLleHHee OHWU ANS NoNib3oBaTeNen;

- NaUWUEHTLI CTaHOBATCS bonee MODUNBbHBIMA, N X MEAULMHCKUE AaHHbIE TPEDYHOTCA B padHbIX MecTax
npedbbiBaHUSA.

B cBA3M C HEOOXOAUMMOCTLIO 3aLLUTbl NepPCoHalbHbIX AaHHLIX, TPEOYEMOW AN UCKMOYEHUA HeXenaTe b-
HbIX NMMUYHBIX U coLUMarnbHbIX NOCNeACTBUN, 3TN N3SMEHEHUA BNEKYT 3a cobOoW NnoBblieHUe TpeboBaHUN K cpe-
OCTBaM 3alnThl nepegadmn nobpaboTKU MeaULIMHCKUX AaHHbIX. OTa 3alluTa A0 KHA pacnpoCcTPaHATLCH KaK Ha
obMeH nHdopmMmaLunen, Tak MHa ee 0bpaboTKy. HUTo KacaeTcsl TakUxX MexaHM3MOB 3aLLUTLl 0OMeHa AaHHBbIMU, Kak
ayTeHTUUKaLUna, LeNoCTHOCTb, KOHPUAEHUMANbHOCTL, AOCTYNHOCTbL, OTCMNEXNUBAEMOCTb (BKMOYaA TpacCu-
PYEMOCTb MHEBO3MOXHOCTbL O0TKa3a OT aBTOPCTBA), KOHTPO/b A0CTYNA K BEIMNCIIUTENBHEIM pecypcaM, a Takke
CNy>XObl YAOCTOBEPEHUA, UMEHHO ayTeHTUUKALUMSA KpUTHUYHA Ans bonblueid 4acTu ocTallbHbIX MEXaHU3MOB.
OTO cnpaBeaBo U MO OTHOLLEHUIO K De3onacHOCTU 0b6paboTKu AaHHbIX, rae HeobXoaAuUMBbl yrpaBrieHUe AOCTY-
MOM K AaHHBIM U PYHKLUAM NporpamMm, UCNoNTHAEMbIX Ha BbllLeyKa3aHHbIX BbIMUCTUTENbHBIX pecypcax, Lenoc-
THOCTb, KOHPMAEHUMNANBHOCTL, AOCTYMHOCTb, OTCNEXNUBAEMOCTb, Pa3NMUYNMOCTb U CNYXX0bl YAOCTOBEPEHUS.

[TpMeHeHne HacTosILWEero cTaHaapTa 0yaeT Bbi3biBaTb OCODYHO CIIOXKHOCTL B CBA3N C TEM, UTO YHACTBYHO-
LLIe CTOPOHBI VXKe pacnonararoT AeUCTBYIOWMMMN CUCTEMAMN U He NMPOSIBAT 0CODOro XxenaHust HemeaneHHo
OOHOBUTBL UX UMW NOJNTHOCTBLIO 3aMeHUTL. [103TOMY OYeHb BaXKHO, YTODLI CTOPOHBLI Nognucann cornaweHue o

IV
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NONMATUKE, B KOTOPOM OHU NOATBEPXAAa0T HaMepeHUe K ABUXKEHUIO B CTOPOHY peanu3aunm HacTOALLEro cTaH-
napTa no mepe BO3HUKHOBEHUA NOTPebHOCTU B MOANMDUKAL NN 3TUX CUCTEM.

CornaweHue o NoNMTUKe ACIKHO TakKe cogepXaTb ONMcaHne BbIABIEHHbLIX pas3mMinii B cUCTeMax obec-
neyeHnsa MHPoOpMaLMOHHON Be3onacHOCTU U CornacoBaHHbIX Mep No UX NpeocgoneHnto. Hanpumep, B cepBuce
ayTeHTUdUKaLm npasa n ocbsA3aHHOCTN OAHOW CTOPOHBI, 3anpalluuBatoLlen AoCTYN K MHgropMaL M Apyron cTo-
PDOHBI, AOMKHbI obecneYnBaTbCcsl B COOTBETCTBUN C COrMacoBaHHOW NONMUTUKOW, 3anncaHHOW B cornalleHnin
MexXay ctopoHamin. ns pewieHnsa sTon 3agadm Heobxoanmmo obecrneynTb COOTBETCTBYIOLLYIO FPYNMUPOBKY U
Knaccudpurkauuio Kak nonb3oBaTtenie M NocTaBLMKOB MHGOPMaLUU U MHPOPMaLUMOHHBIX YCIYT, Tak U caMO
MHOPMaLKUK 1N NpeaocTaBnsaeMblX yenyr. Takasa knaccugukaunua MoXXeT CNy>XUTb OCHOBOW ANSA peannsauini
MEXaHN3MOB 0DpaboTKn TpeboBaHUK AOCTYNAa, KaTeropupoBaH1Ua MHopMaLnMi U MUHPOPMaLMOHHBIX YCNYT, a
TakKe MexaHU3MOB ONUCaHMSA NONUTUK KOHTPONA AoCTyna 1 ynpasneHunss UMu. Ecnu Bce B3anmMoaencTeyoLme
CTOPOHBbI HE BUAAT KakUX-nMbo pUCKOB, B3aUMOAEUCTBME CYLLECTBYIOLWMX CUCTEM N 0OMeH MHGopMaLnen
MOXHO HauvMHaTb cpasy Xe nocne nognucaHua cornaweHust o NoNUTUKe KOHTpons goctyna. Ecnn puckn
HACTONbKO CYLLIECTBEHHbI, YTO UX HAA0 UCKNHOYUTL A0 HaYana obMeHa UHgpopmMaLnen, To Haao onucaTtb 3TU
PUCKW B cornawlieHnun o NonnMTUKe KOHTPONs AocTtyna n A4obaBnTb K HEMY nepeveHb MepOonpUATAN NO yCcTpaHe-
HUIC pUCKOB. CornawueHne 4oMKHO coaepXaTbh rpaduk BeINOTHEHUS 3TUX MePONpUSITUA M onpeaensiTb crnocod
X PUHaAHCUPOBAHUA.

[TpoLecc AOKYMEHTUPOBAHUA OYEHb BaXXeH U CNYXXUT OCHOBOW ANl BblipabOoTKM cornalleHns o NONUTUKe
KOHTpONs gocTyna.

TpeboBaHUA K ynpaBNeHMIO MOMHOMOYNAMK U KOHTPOMO ACCTYNa NpeabsaABNATCA K cepBUcCaM 3aLlunThl,
HeobXxoauMbIM ANA nepegavn MeanlmHCKon HgpopmaLunn n obecnevyeHns pacnpeaeneHHoro A4ocTyna K SToun
MHdopmMmaumn. Hactodawmn ctaHgapT npeactaBnsieT NpuHUUNGl U onpegensaeT cepBUCHI, Heobxoaumble AN
ynpaBneHust NoONHOMOUYUAMN U KOHTPONA AgocTtyna. Kpuntorpadpuyieckune npoToKoNbl He BXOAAT B 00NacTb Npu-
MEeHEeHUA HacToALWero ctaHgapTa.

B ctaHgapte MCO/TC 22600, cocTosiLLeEM M3 ABYX YaCTeN, cCOOepKaTCH CChINKU Ha yXKe NMPUHATBIE CTaH-
0apTbl MHPOPMaLMOHHOW Be30NacHOCTU U apXUTEKTYPLI ee peann3aunn, a Takke Ha cneuudukaumm, npeano-
XeHHble AN 3apaBooxpaHeHunsa Takumuy opradmsaymamm, kak MCO, CEN, ASTM, OMG, W3C n gpyrumun. B Hem
noaaepXKMBaeTcs NpUMeHeHUe NoaxoasaLmx ctTaHgapToB NMOo npegnaraeTcs UxX ynydlleHue Unn moanugpuka-
Luns, NMbo obocHOBLIBAETCA HEOBXOAMMOCTb pa3padoTKM HOBLIX CTaHOAAPTOB.

B HacTosawem ctaHgapTe (MCO/TC 22600, yactb 1 «ObLWMe ceegeHUa 1 ynpasneHme oben nonnuTn-
KOW» ) COAEPXUTCA onnUcaHme cueHapmeB U KPUTUYHBIX XapaKTepPUCTUK TpaHCrpaHMYHoro oomMmeHa nHdgopmaL m-
en. B HemMm Takke npuBoasTcs NpUMepbl METOAOB HEeODXoAMMOro AOKYMEHTUPOBAHUA, KOTOpble AOIMKHLI
MNOCNY>XXUTb OCHOBOW cornalleHnsa o NONUTUKE KOHTPONA AOCTyNA.

B NCO/TC 22600, yacTtb 2 «PopmanbHble Mogenn» cogepatca bornee aeTtarnbHble ONMUCaHNS apXUTeK-
TYpbl 1 MoAenen NonMHOMOYMA U yrpaBleHUs NONMHOMOYNAMMK, peannsyemMbliX Ang obecneveHus 3aluUThl
COBMECTHOIMo AocTyna K uHpopmMaLnm, AONONMHEHHbIE NPpUMepamMi LabnoHOB cornaweHiA 0 NONUTUKE KOHTPO-
na gocrtyna.

HacToawmn ctaHgapT TeCHO CBA3aH ¢ APYrMMn MeXayHapoaHbIMMU cTaHgapTaMn B 3TOW NpeaAMeTHOW
obnactu, Hanpumep MCO/TC 17090 nNCO/TC 21091. OH Takke CBsizaH € Beayuwlencs paspaboTkon npoekTa
NCO/TC 21298.

PacnpegeneHHaa apXxuTektypa COBMECTHO UCMOMb3yeMbIX MeAULUMUHCKUX UHPOPMALUNOHHBIX CUCTEM
BCe B OONbLUEN CTENEHU OCHOBAaHAa Ha NPUMEHEeHNU BbIMUCTUTENbHBIX ceTeln. bnarogaps olWyTUMbIM BbIrogam
0N nonb3oBaTenen, NpMMeHeHne cTaHaapTU30oBaHHBIX MHTEPEdEeNCOoB NMonb3oBaTens, MHCTPYMEHTaNbHbIX
CpeaCcTB U NPOTOKOMNOB, obecnevnBatrollee nNnatPopMeHHyo He3aBUCUMOCTL NpeasiaraeMbiX peLleHuid, cTa-
HOBUTCS BCe bonee nonynsipHbIM, UTO 3a napy nocneaHnx net npmBeno K olyTUMOoMY POCTY YUCa AEUCTBU-
TelTbHO OTKPBLITLIX MHPOPMAaLMOHHBIX CUCTEM, NpeAgHa3HavYeHHbIX ANna PYHKLUMOHNPOBAHUSA B KOPMOPaTUBHBIX
BbIYUCIUTENbHBIX CETAX MU B YACTHLIX BUPTYalbHbIX CETSX.

CtaHaapt NCO/TC 22600 onpeaensieT cepBUCHl yNpaBneHUst NOMTHOMOYUAMN U KOHTPOMNS AOCTYNa,
Heobxoaumble Ana pacnpeaeneHHoro 4octyna n oomeHa MmegmuUnMHCKoOU MHpopMaumen Mexxay BCeMm 3anHTe-
pecoBaHHbIMW NONb3oBaTENAMU, YAaNeHHBIMW APYr OT Apyra 1 UCNONb3yOWUMIK pasHble cpeacTBa 3aliUThl
nHpopmaunn. B HacTodLwemM cTaHaapTe yCTaHOBNEHbLI NPUHLWMBI U ONpeaeneHbl CEPBUCHI, HEObXoanumMble AN
yrnpaBneHunst NONHOMOYMSIMUA U KOHTPONA AocTyna. B Hem onpeaeneHbl He0OX0AUMBIE NOHATUS, Da3npyroLLnE-
CSl Ha KOMMOHEeHTax, 1 OH NpegHa3HaveH Ans nogaepKKnM X TeXHM4eckon peanmsaunn. Hactoawmm ctaHgapT
He onpeaensieT NPUMEHEHNE 3TUX NOHATUIA B KOHKPETHbLIX NpoLeccax okasaHus MeguLMHCKOU MOMOLLIN.
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HAUUWOHANBbHBILU CTAHOAPT POCCUUCKOWNW OGEOLEPAUUNMN

UMHdopmaTuzauma 340poBbLA
YINPABINEHUE NOJIHOMOYUNAMU U KOHTPOJIb OOCTYIA
YacTtb 1

O6wune cBegeHna U ynpasneHme NOfIMTUKON

Health informatics. Privilege management and access control.
Part 1. Overview and policy management

[NaTta BBeaeHna — 2010—07—01

1 Ob6nacTtb NpUMeHeHus

Llenbto HacTosWero ctaHgapTa asnsietTcs obecneveHrUe noaaepkknm noTpedbHOCTEN COBMECTHOIO AOCTY-
na K MmeauumHCKon MHgpopmMaunn pasnmiHbiX agMUHUACTPAaTUBHO HE3AaBUCUMBIX NMOCTaBLUMKOB MeaULMUHCKOWN
MOMOLLN, yupeXxaeHUU 3apaBooXpaHeHnd, CTpaxoBbiX MegULUMHCKUX opraHnu3auunn, Ux nauMeHToB, NepcoHana
M KOMMEepPYEeCKMX NapTHEPOB. KpoMme Toro, HacTodALWwmMn ctaHaapT npegHasHa4veH ans obecnevyeHunsa noaae prku
3anpocoB MHopMaLMK, NOCTYNAKLWNX Kak OT oTAENbHBIX UL, Tak U 0T MHPOPMaLMOHHBIX CUCTEM.

B HacTosweM cTaHgapTe onpeaeneHbl MeTodbl yrpaBneHUs aBTopusaLnen n KOHTpoNda 4ocTyna K AaH-
HbIM n/nnn pyHkumam. OH obecneynBaeT cornacoBaHne NONUTUK KOHTPONA A0CTyNa U OCHOBAH Ha KOHLEMNTY-
anbHOW Modenun, No KOTOpPOoW Ans ynpaBneHusa AOCTYNOM K MHOopMaUUnU, OCyLLeCcTBAAeMbIiM pasfnyHbIMIA
NpUKNagHbIMM NporpamMmamMmm (MporpaMmMHbIMM KOMNOHEHTaMUM), MOTYT UCNOMNb30BaTbCA NNOKanbHbIE CepBephl
aBTOpPU3aLMN N CNYXObI pacnpegeneHHoro Katanora u penosnTopus NONUTUK KOHTPONS aoctyna. Peno3nTo-
PUN NONUTUK NpeaocTaBnAeT MHOpMaL Mo 0 NpaBunax gocTyna K pasHbIM NpuknagaHbiM PyHKLUUAM, OCHOBaH-
HbIM Ha WUCNOMb3OBaHUN ponen KU Apyrmx atpubyToB. Cnyxba katanora obecneunBaeT naeHTUPUKaLUIO
oTAenbHbIX NoNb3oBaTtenen. lNpegocrtasneHne gocTyna A0/HKHO OCYLLECTBNATLCA HA OCHOBE:!

- ayTeHTUpUUMpoBaHHOW naeHTUgUKaLl M nonbL3oBaTeny;

- NpaBWn 4oCcTyna, OTHOCALMUXCS K KOHKPE THOMY UHPOPMaLMOHHOMY ODBEKTY:;

- NpaBWUmn OTHOCUTENBHO aTPMDOYTOB aBTOPU3aALNA, 3adaHHBIX MeHePKEPOM aBTOpU3aLnun Ans Nonb3o-
BaTens;

- (PYHKLMN KOHKPETHOTO NPUNOXeHus.

HacTodwWwun cTaHaapT B NepcrneKkTuBe 4omKeH NPUMEHSTLCH KaK Ha NoKanbHOM, TakK U Ha permMoHarnbHOM
NN HauMoHanbHOM ypoBHe. OAHUM U3 KNoYeBbIX MOMEHTOB ero npuMeHeHua aBndaeTcs BKIoYeHUe B NUCH-
MeHHOe cornallueHue o NoJTMTUKE KOHTPONA A0CTYNa opraHn3alMOoHHBIX KpuTepues 1 npodunen astopusauunu,
cornacoBaHHbLIX 3anpalluMBatoLlMM U NpegocTaBNALWMMN AOCTYN CTOPOHaAMMN.

HacTtodawmn ctaHgapT nogaepXneaeTt B3aMModeUCTBMe MeXay HECKONMbKUMMN MeHeaXXepaMn aBTopuaa-
LMW, KOTOPLIE MOTYT AeNCTBOBATb HE3AaBUCUMO OT OpraHn3aLUNOHHBLIX U MONTUTUYECKUX TPaHNLL.

[TlpaBmnna B3anMoaencTBUA onpeaendaoTcs B cornalleHnn o NonMTUKe KOHTponsa goctyna, noanMcaHHOM
BCEMW yYaCTBYOLL MW OpraHn3aLnuaMu, U cnyxaTt OCHOBOW ANs AansHenwen padboThl.

B KayecTBe OCHOBLI cornalleHns o NONUTUKe KOHTPONA AocTyna npeanoXeH dpopmMaT goKyMeHTauuu,
OaLWNA BO3MOXHOCTb MONyYeHUss CONOCTaBUMON AOKYMEHTAaLUN OT BCeX CTOPOH, y4YacTBYIOLWNX B 0OMeHe
MHpopMaLInen.

HacTodawmn ctTaHgapT He BKto4YaeT B cebs geTarnu, CBsi3aHHbIe ¢ KOHKPETHBIMU nnatdgopmMamMn 1 pearnu-
3aLmnamMmun. B HemM He onpeaenaoTCca CepPBUCHI U MPOTOKOMLI 3aLMThl TEXHUYECKOU Nnepeaadvi aaHHbIX, onpege-
neHHble B Apyrnx ctaHgaptax, Hanpumep B ENV 13608, a Takke meToabl ayTeHTURUKALIUNA.

U3paHune odbmumanbHoe
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2 TepMUVHBbI 1 onpeAaeneHus

B HacTodweM cTaHaapTe NnpuMMeHeHbl crneaytolme TepMnHbl C COOTBETCTBYIOLW UMK onpeaeneHUsIMIA:

2.1 KOHTpoOnb Aoctyna (access control): Cpeactea obecneyveHusa gocTtyna K pecypcam cMctembl obpa-
OOTKM AaHHBLIX TONLKO aBTOPU3OBaHHLIM CyObLeKTamM aBTOPU3OBaHHLIMK cnocobamm [9].

2.2 oTcnexuBaeMocTb (accountability): Csouctso, obecneymBaroulee OOHO3HAYHYIO TMPUBSIZKY
O0eNCTBUN cyDbeKTa K KOHKPETHOMY cyObekTy [6].

2.3 ceptudukar atpubyta (attribute certificate): CtpykTypa AaHHbIX, 3aBepeHHas LMPOBON NOA-
MACBLIO YNONMHOMOYEHHOro nuua no ceptudukalnm, Kotopast CBA3bIBAET HEKOTOpble 3HAYEHUA aTpmbyTa C
naeHTUduKaLmMen ero Bnagensua.

2.4 ayteHTUdUKauma (authentication): lNpouecc goctoBepHon naeHTUPUKaLMM CyO bEKTOB MHOpMa-
LIMOHHOM De30nacHOCTU NOCPEACTBOM HaAeXKHOW CBA3M MexXay UAEHTURUKATOPOM N ero yaoCTOBEPEHUEM.

[Tpnumevanme—CM TakkKe ayTeHTUMPUKALUIO WCTOYMHMKA AdaHHbIX W ayTeHTUOUKAUUIO pPaBHONPAaBHOM
obbekTa.

2.5 ynonHomMmoueHHoe nuuo (authority): CybbekT, 0TBeTCTBEHHLIN 3a Bblaavy cepTUUKATOB.

[TpumedaHue— B HacTosWweM cTaHgapTe onpeaeneHbl ABe KaTeropum ynonHOMOYEHHbIX ML YNONMHOMOYEH-
HOe NNUo Mo cepTtudurkaymm, Bolgatowee ceptmdmkaTtbl OTKPbITbIX KIHOYEr, ¥ YNONMHOMOYEeHHOE NMUo Mo atpmbyTam, Bblaa-
owee ceptndmnkaTbl aTpubyTOB.

2.0 aBTopu3saumda (authorization): ['pouecc npegocTaBneHMa npas, BKoYaa npegocTaBiieHUe npas Ha
OOCTyn.

2.7 poctynHocTb (availability): CBOUCTBO ObITb AOCTYMHLIM U TOAHBLIM K UCMOMNL30OBAHMIO MO 3anpocCy
aBTOPU30BaAHHOMo cydbbekTa [6].

2.8 ynonHomMmou4yeHHoe nuuo no ceptudukauumn; YC (certification authority; CA): YnonHomMo4yeHHoe
NULO, KOTOPOMY ogHa UMM HECKOJIbKO YYaCTBYIOLWMX CTOPOH AOBEPUIIN BbINYCK U NPUCBOEHNE CepTUdPUKa-
TOB [7].

[TpumevyaHms
1 YnonHOMoO4YeHHOe Nnuo no ceptudmnkaumm moxert hpakynbTaTUBHO Co3gaBaTth KIoYm 4N y4acTBYIOLWMX CTOPOH.

2 [loHATne «yNONTHOMOYEHHOE NMMUO» B TEPMUHE «YMNOJTHOMOYEHHOE NUUO Mo cepTudunkaummny o3HavaeT BCEero
NMUWb AOBEPEHHYIO CTOPOHY, a HE KaKyto-nnbo rocygapcTBEHHYIO aBTopu3auunio. bonee yagayuHbiMm TEPMUHOM MOXET ObITb
«n3pgartenb ceptudukara (certificate issuer)», HO TEPMUH «YNONTHOMOYEHHOE NNLO NO cepTudmnKaummy OYeHb LLNPOKO
ynotpebnseTcs.

2.9 KoHdbuaeHumanbHocTb (confidentiality): CBOMUCTBO, 3akntovarowleecd B TOM, UTO MHpopMaLUAa He
MOXeT ObITb AOCTYNMHOW NN pacKpPbITOW ANA HEABTOPU30BaHHLIX NKULL, 0OBLEKTOB UMK NpoLeccosB [6].

2.10 penerupoBaHue (delegation): Nepegava nonHomMounda OoT ero cbnagartenst Apyromy o0 bekTy.

2.11 npentudukaumna (identification): BeinonHeHne npoBepoOK, NMO3BOMSAOWMNX CUCTEME ODPabOTKK
OAHHbLIX pacno3HaBaTb OOBHEKTHI.

2.12 knwou (key): lNocnegoBatenbHOCTbL CUMMBOJIOB, ynpaBndawowaga onepaunaMmu WwndpoBaHUa U
OeLlmngppoBKu [6].

2.13 nonutuka (policy): Komnnekc ropuanvecknx, rnorimTudeckmnx, opraHusaunoHHbIX, PyHKLUOHAb-
HbIX U TEXHNYECKUX 005s13aTenbCTB No 0dbmMeHy nHdopmMmaLmen N COBMECTHOW AesITENbHOCTM.

2.14 cornaweHue o nonutuke (policy agreement): NucbmMeHHoe cornaweHue, B KOTOPOM BCe y4aCTBY-
loLLIMEe CTOPOHBbI 0DA3YIOTCA NpUAERKMBATbLCA oNpeaeneHHOoro KoMnnekca NonnTUK.

2.15 npuHuyunan (principal): lencteytollee nuLLo, cNnocobHoe peannsoBaTh onpeaeneHHble clueHapun
(Nnonb3oBaTenb, opraHn3aLUnsa, cucTtema, yCTpOUCTBO, NpUKNaaHasi nporpamMmma, KOMMNOHEHT, 00 BLEKT).

2.16 ceKpeTHbIN KnM (private key): Knwod, UCcnonb3yembln B aCUMMETPUYHOM KpunTtorpadpuieckom
anroputme, obnagaHune KoTopbIiM orpaHn4eHo (0BbIMYHO TOMbKO OAHUM CYOBeKTOM) [9].

2.17 nonHomMouue (privilege): Bo3aMOXHOCTb, NpefocTaBneHHast 00beKTy yrnonaHOMOYEHHbIM NMULOM B
COOTBETCTBUM C aTpUBYTOM 3TOro obbekTa.

2.18 oTKpbITBIN KN (public key): Knou, nCnonb3yembln B aCUMMETPUYHOM KpUNTOrpagemMyeckom
anropuTMe, KOTOpbI MOXET ObITb caenaH obweaoCcTynHbIM [9].

2.19 ponb (role): Komnnekc cnocobHocTen U/mnu AencTBUIn, CBSA3AHHbLIN C 3a4a4en.

2.20 6e3onacHocTb (security): CodeTaHue AOCTYNHOCTWU, KOHMPUAEHLUWANbHOCTWU, LENMOCTHOCTU W
oTCcneXnsaemocTu [12].

2.21 nonutuka 6e3onacHoOcTHU (security policy): YTBepKaeHHbIN NnaH unu cnocob AencTenin no obec-
nevyeHuno MHpopMaLnoHHON 6e30NacHOCT!.

2
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2.22 cepBuUc be3zonacHocTU (security service): Cepsuc, npegoctaBnseMeln ypoBHEM B3aUMOOENCTBUS
OTKPbITbIX CUCTEM, oDecnedymBaloLlUMA Hagnexally creneHb 0e30nNacHOCTU CUCTEM UK Nepefadn OaH-
HbIX [6].

2.23 HapeXHaf ayTeHTUdukauua (strong authentication): AyteHTUpukauns, ocylecTenaemMad nocpe-
OCTBOM CBUAETESILCTR, NOJTYYEHHbIX C UCMOSIb30OBaHUEM KPUNTOrpagpuUIeCcknx cpeacTB.

2.24 uenb (target): Pecypc, K koTOpOMY CyObeKT 3anpalumMsaeTt 40CTYn.

3 LUenun v cTpyKTypa ynpaBneHUA NOTIHOMOUYMAMU U KOHTPONA AocTyna

3.1 UenuynpaBneHna nosIHOMOYUAMU U KOHTPONA gocTyna

Llensamu ynpaBneHUst NTONHOMOYUSMU U KOHTPONS A0oCTyNna ABNSAOTCS:

a) co3gaHue UHCTPYKLWA Mo COBMECTHOMY UCMOMNb30BaHUIO MHpOpMaLIKMK, BKNOYast WWabnoH cornaile-
HUS O MONMUTUKE, KOTOPLIN 3adaeT U onpedenseT CTPYKTYPY U coaepXaHue 3Toro AOKYMeHTa;

b) cosgaHue cTaHaapTa ynpaBneHUsl NONMHOMOYMNSIMU N KOHTPONA AOCTYNa, KOTOPbIN 0OYCNOBNUBAET
Oes3onacHbI 0bMeH MHpopMaLmen mexay soHamun besonacHocTu. AN atoro onpeaeneH 6asoBbIN NpoLece
obmMmeHa nHdgopmauumen. CtaHgapT No ynpaBneHuo NONMHOMOYUAMUN U KOHTPOMIO AOCTYNa TakkKe onpeaenseT
METOo opraHmnsaLnm salueHHOro TpaHerpaHn4YHoro npoLecca ocomeHa nHdpopmaumnen;

C) yCTaHOBNeHue Kypca Ha npecbpaszoBaHne CyLLIEeCTBYIOLNX CUCTEM B bByayLimMe CUCTEMBI, YAOBMETBO-
PAOLLNE BCEM KPUTEPUAM TPaHCrpaHU4YHOro obmeHa MHgopmMaumend B COOTBETCTBUM C HACTOALLUM CTaH-
0apTOM.

OpraHusauuto npouecca cbmeHa nHgopmMaLmen o NOSIHOMOUUAX U KOHTPOMNE A0CTyNa crnegyeT ocylle-
CTB/MISATb C YYETOM TEKYLIEN CUTyaLuMn U npegycMaTpuBaTh cTaHAapTUlauno obmMeHa nHpopmMmaumnen mexay
30HaMn Be30nNacHOCTU CYLWIECTBYOLWMX cuctem. CornawieHue o nonnuTuke, PenosuTopmin NONMUTUK U KaTarnor
ABNAITCA LleHTpanbHLIMU 3NIeMeHTaMWU HacTosALLero ctaHaapTa.

3.2 CTpyKTypa ynpaBneHMda NOTHOMOYUAMU U KOHTpONA AOCTYynNa

3.2.1 3neMeHTbl CTPYKTYpbI

CTpyKTypa Mogenu npouecca obMmeHa gaHHbIMU MeXay 3oHaMy 6e30MacHOCTM COCTOUT U3 3NIEMEHTOB,
nepeyncrieHHbIX HUXKe. B HacTosLWweM cTaHgapTe NOHATUE CTPYKTYPbI pacKpbiBaeTCs B LUMPOKOM CMbICTE.

CTpYKTypa COCTOUT U3 Cneayomnx 3NeMeHTOB:

- 30H3,;

- MONUTUKA;

- ponu;

- KaTanor;

- ayTeHTUUKaung;

- npouecc.

[lpaBuna Ana STUX 3NeMeHTOB, corfnacoBaHHble y4acTBYIOLWMMKU 30HAMWU, XPaHATCA B pPeno3nTopun 1
MOTYT paccMaTpuBaTbCs Kak YacTb AaHHOWU CTPYKTYPHI.

3.2.2 30Ha

UTobbl MHPOPMaLMOHHAdA cucTemMa, obecrnevnBaroLllasi COBMECTHbLIN AOCTYN K MEeAULMHCKMM OaHHbIM,
Obina ynpasnsieMon n paboTocnocobHONU, ee KOMMOHEHTHI, HEMOCPEACTBEHHO CBSI3AHHLIE C MPUHLMNAanamm,
rPYNMNUPYIOTCS B 30HbI MO NPUHLIXNMY OOLWHOCTU OpraHn3aLOHHbIX, MOTMYECKNX N TEXHUNYECKNX CBOUCTB. DyHK-
LUOHanNbHad COBMECTUMOCTb MbDOro BMaa B npegenax 30Hbl Ha3blBAETCH BHYTPU3OHAlbHbIM OOMEHOM
MHpopMaLnen n BzanmoaencTeBmemM, a PyHKUMOHaNbHad COBMEeCTUMOCTb MeXay 30HaMU Ha3blBae TCA MeX30-
HanbHbIM 0OMEHOM NMHGopMaLMen U BsanmogencTemem. Hanpumep, oomMeH MHpoOpMaLMEN MOXKET OCylLLe-
CTBMATbCA MexXay oTAeneHuaAMn 6onbHuUbl B npegenax O0NbHUYHOWU 30HbI (BHYTPU3OHaNbHLIA OOMeEH
MHopmavLmnen) unn ObiTb BHELHWAM MO OTHOLLUEHUIO K 30HE crneunani3npoBaHHOro oTAeneHna (MexaoHarb-
HbI OBMeH HdopmaLuen).

30Ha MOXET COCTOSATb U3 CYD30H (KOTOpLIE DyAYyT HAcneaoBaTh U MOTYT CneLnanmM3npoBaTh NMNONMUTUKIA
POANTENBLCKOW 30HbI). HauMeHbLUIEN 30HON MOXET ObITb 0TAeNbHOE pabovyee MECTO NN KOHKPETHLIN KOMMNO-
HEHT UHOPMALUOHHON CUCTEMBI. 30HBI MOTYT OO BbEeANHATBLCS B CYNEP30HbI CBSA3bIBAHMEM OTAENbHBIX 30H U
popmMmupoBaHnemM obLen 30HbI bonbLUero macwtaba ang comeHa nHopmMmaLmen n B3anmMmoae NICTBUS.

3.2.3 lNMonutuka

3.2.3.1 [lonnuTuKa KOHTpONSA 4ocTyna

[TonuTnKa onnucbiBaeT KOHLENUWIO, BKMHOYast HOPpMbl U npaBsuna, opraHM3aunoHHbIE 1 agMUHUCTPaTUB-
Hble paMKW, PYHKLUOHANBHOCTU, TPEDOBAHUS U LLENN, y4aCcTBYOLWNE CTOPCOHLI, COrnalleHust, 3agaHHble npaBsa,
00SA3aHHOCTU N WITpadHble CaHKLUWKU, a TakKe TEXHUYECKME peLlleHUs, peannsoBaHHble ang cbopa, sanucu,
0bpaboTKM 1 Nepegadn AaHHbIX B UHPOPMALMOHHBIX CUCTEMAX.
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[ns onucaHna NONUTUK MOTYT UCMONb30BAaTLCHA TakKUe CPeacTBa, Kak lWabnoHb! nnm dopmarbHble Moae-
nu nonutuk. Mogens nonnTUkK onnucaHa B nogpasaene 4.4 NCO/TC 22600-2. Yto kacaeTtca TpeboBaHUU NO
De30nacHOCTU, TO OCODbIN MHTEPEC NpeacTaBnAET NonnTuka MH@opMaLnoHHOU besonacHocTu. lNonntuka
MHdopmMaLnoHHOW BesonacHoCcTU paccMmaTpuBaeTcd B nogpasgene 4.1 NCO/TC 22600-2.

Monuntuka, paccmaTpmuBaemMas B HacTOsALLIEM CTaHAapTe, KacaeTca MHAPaCTPYKTYPbl KOHTPOMNA AoCTyNa.
OHaonpegensaeT TpeboBaHNA U YCNOBNA HaaeXHOro obmeHa nHdopmaumen, cosgaHns, xpaHeHus, obpaboTku
1 UCMONb30OBaHUSA BaXXHOM MHOPMaL MK, BKNOYAET lopuandeckne U aTuveckue nocneacTeums, opraHn3aummoH-
Hble U PYHKLUOHAaNbHbIE acneKThl, a TakKe TeXHUYEeCKUe peLleHuns.

[Tpn MeX30HaNLHOM B3aUMMOAeCTBMK HeODX0AUMO onpeaennTb 0B HaboP NONUTUK, MPUMEHAEMbIX
KO BCeM B3aMMOOenCTBYOWNM 30HaM. JaHHbIM Habop AOMKeH ObITh onpeaeneH Ha OCHOBeE aHanunsa pere-
BAHTHbIX MOMUTUK, CNeLUPUIHBIX NS KaXXA0W U3 B3aUMMOOEUCTBYIOLWMX 30H. Takme obLyme NonnMTUKK Bblpaba-
ThIBAOTCS (COrnacyroTcs) B npoLecce, Ha3biBaeMOM «HaABEAEHNEM MOCTOBY. YXKe cornacoBaHHbIe NONINTUKA
OOJTKHBI ObITb AOKYMEHTMPOBAaHLI M NOANUCaHbI BCEMU YNONTHOMOYEHHLIMU NULLAMK, OTBeYatoLMMmM 3a obecne-
yeHne 6e30MNacHOCTUN B CBOUX 30HaX. B naeane Becb 3TOT NPOLECC ACMKEH NPOBOANTLCH C UCMNONb30OBaHUEM
npeacTaBlieHUA U COrNacoBaHNN B 3MEKTPOHHOW popme, YTODbI 0becnevynTb B3aMMoaencTBME B peanbHOM
BpeMeHU B paMKax (3apaHee cornacoBaHHOW) COOTBETCTBYIOLWEN N pernaMmeHTUpoBaHHOU CTPYKTYpLI. Corna-
coBaHMe N Bepudukaung nonmTuk B 3TOM cnydae dyayT UMeTb MECTO MPK KaXKaoM B3aUMOOEUCTBUU CNYXO
obecneveHnsa 6€30nacHoCTI.

CornawleHune o NonUTUKe NpeacTtaBneHo B pasaene 6 n gopmManbHO NpoMoaenMpoBaHO C UCNONb30Ba-
HAEM CTPYKTYPHBLIX cXeM U wabdnoHoB B YacTn 2 UCO/TC 22600. INpouecc BbipaboTKn cornalueHunst no MHgop-
MaLMOHHOMY 0OMeHY AOMKeH NpeallecTBOBaTh NMpoLeccy peanbHoro obmeHa nHgopmaumnen. Huke onucaH
cueHapun npouecca BbipaboTKU cornalleHus, Kotopoe byaeTt CcnyXuTb OCHOBOW AN npoLecca pearnbHOoro
obmMeHa nHpopmauunen, onucaHHoros 3.2.7.

3.2.3.2 Tpouecc BbIpaboTKn cornalleHns

[Tpouecc BbIpaboTKM cornaweHnsa HaynHaeTcs ¢ popMUPOBaAHUSA TPyNnbl AOIMKHOCTHLIX SIAL, XOPOLIO
OCBEOMIIEHHbIX O CUCTEMaX, y4acTBYHOLIUX B NpoLecce obmMeHa nHdopmaLrmen, n ynonHOMOYEHHbIX NPUHU-
MaTb peLLeHNs 0 TOM, Kakol MHdopMaLnen MoXXHO 0OMeHMBaTbLCS N Kakoro YPOBHS 3alMTbl OHa Tpebyer.

[Tocne NpUHATUSA peLlleHns 0 TOM, Kako MHopMaL e MOXXHO 0bMeHUBaTbCs, Haa40 NPOBECTN aHan3
YPOBHS 3aLLUTLI B 0DeUX CUCTEMAaX N ONpeaennTb YPpoBEHb, YAOBNETBOPAOLWNA 00e CTOPOHLI. [Ansa aToro Haao
COCTaBUTb CMUCOK BCEX TPEOOBaHUN CO0DBEenX CTOPOH U AN UX OLLEHKM COCTaBUTb POpMY, NOACOHYIO NpUBeaeH-
HOW B NPUNOXXeHUU A.

Ha cnepgytollem atane npouecca BblpaboTKn cornalleHns CTOpoHbl CpaBHUBAKOT CBOW CUCTEMbI MO KPU-
TePUSAM OLIEHKM, 3aMoTHAA oLeHo4YHYo popmy. B AanbHenwem a1 dopMbl COCTaBAT OCHOBY 419 cornalleHuns
CTOpOH 06 obmeHe MHopmaumen. B kaxxgom cny4vae, Kkoraa BbIABNIEHO HECOOTBETCTBME OJHOM U3 CUCTEM
COrNlacoBaHHOMY YPOBHIO 3aLLUThI, 3TOT dpaKT Ao/mMKeH ObiTb OTMEeYeH B cornalleHun BMecTe ¢ onnmcaHmem
HeobxoanuMbIX AencTBUA. Hanpumep, ogHa n3 CTOPoH pellaeT, YTo obMeH nHdopmaumein MoxeT ObiTb HavaT
TONbKO NOCe yCcTpaHeHNsa JaHHOro HECOOTBETCTBUA NN 0OMeH NHdopMaLMein MOXeT ObITb Ha4aT, HO AaHHoe
HECOOTBETCTBMNE AOMKHO ObITb YCTPaHEHO B yKa3aHHbIe CPOKMU.

YyacTByloLMe CTOPOHBI A0IMKHbBI TakKe onpeaennTb U 3adukcnpoBaTh B corfnalleHn cepBUChI 1 ypo-
BEHb CEPBNUCOB peno3utopua nonTtuk. O4HUM N3 NPUMepPOB MOXKET CNYXXNTb B3aMMHOE oTobpaXkeHne ponen,
MCMOSIb3yEeMBbIX B IBYX 30HaX, €CIIM OHW HE COrnacoBaHbl.

B cornaweHnn AomkHbl ObITb yKasaHbl cpeactBa obecneveHus ynpaBneHns n OyHKLMOHUPOBaHUS
obLero katanora 1 cepBuUchl peno3nTopus NOIUTUK.

3.2.4 Ponn

[TpaBo Ha3Ha4YeHUa ponen, NOTHOMOYUA U CBUOETENLCTB, a TaKKe NMPUHATUSA OKOHYaTEeMbHOMo peLleHns o
0OCTyNe K pecypcy A0MKHO DbITb 3aKpenneHo 3a KOHKPeTHbIM NpuHuunanom. CneagoBaTenbHO, MAeHTUUKa-
LUK 1 ayTeHTUdrKaumsa NpUHUMNAanoB sIBASIOTCA 6a30BbIMKU CEPBUCAMU AN aBTOPU3aLUK, KOHTPONSA AocTyna
N OpYrnx cepBUCOB obecneyeHnst 6e3onacHOCTM NPUNOXKEHUNA.

Ha3HaueHune ponen MOXeT CYLLLECTBEHHO BapbUPOBAaTbLCA B Pa3HbIX yUPEeKAeHUSIX 34 paBooOXpaHeHUs Kak
Mo CTeneHun getannsasnun, Tak n no nepapxmieckon opraHusaumnn. 1o cosgaeT TpyaHOCTN Anst PYyHKLUUOHATTb-
HOW COBMECTUMOCTU, KOTOPbIE AOTKHbI ObITb NPeoAoeHbl MPK CorrnacoBaHU NOMUTHUK.

Ob60bWweHHas KoHuenuma ponen onucaHa B 4.4 u B npunoxeHun A NCO/TC 22600-2, a Takke byaeT pac-
CMOTpeHa B paspabaTteiBaeMoM cTaHaapte MCO/TC 21298.

3.2.5 Peno3utopuu nonNUTUK

Penosutopuin nonnTUK coaepXXnt Habop npaBuni KOHTPONSA AOoCTyna U Habop ponen, K KOTOPbIM OHW NPU-
mMeHsaTcAa. [na obecnevyeHnss MeXx3oHalbHOro KOHTPOMSA AoCTyna 3TU nNpaBuia N MexaHuU3M oTobpaXkeHUs
ponen cnegyeTt XpaHuTb B 06LLEM peno3nuTopun NOIUTUK.
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ObLWwKnn peno3nTopuia NONUTUK ABNAETCH popManbHbIM NpeacTaBneHnem cornaweHus o nonutnke. OH
NCMONb3yeTcs CNY>X00M KOHTPOMNA ACCTYNa BMECTe C UHpopMaL e o ponsax oTAeNbHOro cydbekra Ang npuHs-
TUS peLlleHns o NpeaocTaBNeHUN NN O0TKase B AocTyne. Ecnun Bce TpeboBaHUS BbINOMHEHEI, NOMb30BAaTENb
NPUNOXEHUSI N3 OOHOWN 30HBLI 6E30MacHOCTU NOMNYYUT MNOMITHOMOYME HA AOCTYMN M NONy4YeHUe Hagnexalleu
MHpOopMaLNN N3 APYron 30HbI De30MacHOCTMH.

3.2.6 KaTtanor

Cnyxba kaTanora npegocrtaBnseT MHopmMmaunto o cybbektax. Cneyndukauna katanora gofmkHa cooT-
BETCTBOBATb TpebOBaHNAM, N3NOXKEHHbIM B [14].

Cnyxba obulero katanora, UCrnonb3yemMasi 4Ng MeX30HanbHOro KOHTPONA A0CTYNa, A0KHa NpeaoCTaB-
NATb HeObXxoANMYO MHpoPMaLMIO 00 BCeX cybbeKkTax, Ha KOTOPbIX pacnpocTpaHAeTCH cornalleHmne o nonu-
TUKe, BKIoYaa MHopMauMio 0 HasHa4vYeHUM ponen n ayteHTudukauun,

3.2.7 AyTteHTUdUKauuna

CYLLUECTBYHIOT pas3nMvHble YPOBHU ayTeHTUdpUKaLMKM NpuHUMNanoB. Bcneacteue WweneTUnbHOCTU Meaun-
LMHCKOW MHpopMaLn U CBA3AHHBLIX C 3TUM TpeboBaHUA Mo ee 3alute npru cbmeHe nHdpopmaLmnen n B3anmMmo-
OEeUCTBMK O0MmKeH ObiTb obecnevyeH HauMBLICLLUMA YPOBEHb 3allMThl Kak ANs 3anpallvMBarollero, tak U ans
OTBevalollero npuHUMNanoB nocpeacTBOM HaaeXXHOU B3auMHOU ayTeHTUdukaunn. HagexHas ayteHTUdprKa-
LISl AOKHAa ObITh peann3oBaHa No TEXHONOMMKU, OCHOBAHHOW Ha Nepegade MapKepoB (HanpuMep, C UCNoMb30-
BaHMEM cMapT-KapT).

OcHoBbl ayTeHTUdUKaum onpeaeneHel B [8] n[9]. Npoueanypa ayteHTURMKALMMA OCHOBaHA Ha UCTONb30-
BaHUU MHPPACTPYKTYPbI OTKPLITEIX Ktodel. OCHOBLI MUHRPaCTPYKTYPbI OTKPLITEIX Ktoven onpeaeneHsl B [10].
CepTudgukat ayTeHTUUKaLMM CoOOTBETCTBYET cneymdgpukaumm X.509V3.

3.2.8 lpouecc

INNeyebHO-aMarHocTnyeckne npoLeccol NoaBepKeHbl N3MmeHeHUsaAM. o3ToMy oUYeHb BaXXHO co3daBaTh
peLlleHns, NO3BONALWMNE BHOCUTb HEODX0AMMbIE U3MEHEHNS B NMpoLeccbl 0OMeHa MHpopMaLnen, He 3aTparu-
Bas nevebHo-AnarHoCTU4eCKUM NpoLecce. bonbLUMHCTBO PYTUHHBIX NPoLEeayp No HasHa4vYeHUIo M OT3bIBY PONEN,
a TaKKe No aBTOpU3aLMnM ACITKHBI ObITb MakCUMarbHO aBTOMATU3NPOBaHbI 6e3 NoTepU KOHTPONS Haag UHPOP-
MaLMOHHOM Be30nacHOCTLI0. B oTAeNbHBIX Cciyvasix crneunanncThl, y4acTBYHOLLME B NeYeHUM naumeHTa, omK-
Hbl UMETb BO3MOXXHOCTb BbIXOAUTb 34 paMKu orpaHnd4eHuid aBTopusal i, HasHa4eHHOM X PonsiM, 1 BblTb
rOTOBLIMU OOOCHOBATbL 3TO NMO3XKeE.

CopgepXaHue npolecca pasnnyHo B pasHbIX criydasax, HO ONUCaHHBIN HUXKe NpoLece ABNAETCH BeaAyLm
npoLeccoM And HacTosiWero ctaHgapTa. B aToM npouecce y4acTBYIOT ABe 30HbI 6e30MacHOCTH, B KaXKA0n N3
KOTOPbIX PYHKUMOHUPYET O4HO NPUNOXeHUe.

CueHapuem npumMepa sBnsaeTcs cuTyauus, korga cneunanncTy U3 3oHbl besonacHocTn 1 HyXKHa MHOP-
MaL WA O CBOEM NaLMeHTe, XpaHAaLlasacs B 30He 2, rae AaHHbIM NauMeHT Nnpoxoann nevyeHue paHee.

B onpeaeneHHbIX 006CcTOATENLCTBAX OAHOMY MPUNOXKEHMIO HeODXoAMMO nNepeaaTb MHOPMaLUIC APYro-
MY MPUNOXKEHUIO U/UNN NONYYUTb UHPOPMALNIO OT HET0. 3Ta HEODXOAMMOCThL onpeaensaeTcs NoNbL3oBaTENAMMN
OaHHbIX NpUunoXxeHun. Nonb3oBaTeNnbCKUNA AOCTYN KOHTPONMUPYETCS KaXKaoM 30HON 6e30NacHOCTU, HO OH MOXKET
ObITb TakXke npeaocTaBieH Mo 3anpocy NoNb3oBaTend U3 Apyron 3oHbl besonacHoCTU. BHelWHW 3anpoc Ha
OOCTYN YOOBNETBOPAETCHA NOCNe ero ycnewHoM npoBepKn Ha COOTBETCTBME COrnacoBaHHbIM NpaBuiam, Xpa-
HALLIMMCSI B PENO3NUTOPUKM NONUTUK. BCe Takme npasuna AomnkKHbl ObITb YKasaHbl B cornaleHnn o nonmTuke.

B 0benx 3oHax MMetoTCH CBOU CUCTEMBI aBTOpPU3aL/MA CO CBOUMU NEPEYHSIMU PONen, COOTBETCTBYHOLLIMMA
MX NOTPEOHOCTAM, U pa3HbIMU NpaBUNaMn NpeaccTaBeHnUsa AoCTyna K pasHoOW UHpopMaunun Ana pasHbIX
PONen.

Mopaenb npouecca npeacTtasieHa Ha pUCcyHke 1.

[TpoLuecc ocyLecTBNAETCA B cregyoLlen nocneaosaTeibHOCTU!

1) HOBLIV cOTpyagHUK NONyYaeT CBOK PONb, onpedeneHHyo U HasHavYeHHYIo pykoBoAUTENEM nogpasae-
NeHuns, B KOTOPOM OH cobupaeTcs paboTaTb, B COOTBETCTBUN C UNTOXKEHHBIM B 3.2.4.

2) HOBBLIN COTPYAHUK PErMCTPUPYETCH B CUCTEME aBTOPMU3aLINA COOTBETCTBYHOLLEN 30HBI D€30MacHOCTH
C OrpaHNYeHUs MM N aBTopusaLmen, NpuUCyLLiMMm HasHa4eHHOU eMy PON. ITO NoApasyMeBaeT, UTO COTPYAHUK
ayTEHTUPULNPYETCA B COOTBETCTBUNM C USNOXKEHHBLIM B 3.2.7.

3) lNonb3oBaTenu U3 AByX 30H DE30NacCHOCTU, KOTOPLIE YAOBMNETBOPAIOT NpaBunam, onpeaeneHHbiM B
cornaweHunn o NONUTUKe, MOryT ObITb HanaeHbl Yepes cnyxby obuero katanora. Katanor 4oCTyneH ns nodoro
NPUNOXEHNS B 30HaxX 6e30nNacHOCTU, Ha KOTOpPbIE pacnpocTpaHAeTCcs cornatlerme o nonmtuke. Cm. 3.2.6.

4) Korga coTpyaHuk, npuHaanexauwnm K 3oHe 6e3onacHocT 1, HauMHaeT NCNOoMb30BaTh NPUNoXeHue 1
B MH(pOpMaLMOHHOW cucTeme 1 30HbI BesonacHocTM 1, NepBbIM, YTO ACIPKHO caenaTb AaHHOE NMPUnoXxeHue,
ABMAETCS NPOBepKa ero aBTopusaunm B cnyxxbe KoHTpons goctyna 1 (CM. pucyHok 1).
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30Ha nonuTuUKn 6esonacHocty ——» =—— 30HAa NONUTUKKU De3onacHoCcT ———————

NaeHTudnkaumns % :i NoeHTndunkaums
CornaweHue
PykosoguTtens 1 O NOJINTUKE Pykosogutens 2

Ponb compyOHuKka A, Pornb compyOHuKa B,
— Ha3Ha4YeHHas Ha3Ha4yeHHas —_—
pykosodumersem 1 pyKoeooumesnem 2

Oéwunn

Cnyx6a Cnyxb6a

pPeno3nTopun
NONUTUK

aBTOpPU3aLUn
30HbI 1

aBTopusaumu
30HbI 2

KoHmporsb docmyna
npu e3aumodeticmsuu

cucmem
KoHmporib Cucrema Cuctema KoHmporib
docmyna 1 1 2 docmyna 2
Y Cnyx6a 3anpoc Cnyx6a 4
KOHTPONS - uHQOpmayuu = KOHTPONS
Aoctyna 1 i e e atde-sit AocTyna 2
[lpedocmasreHHast Ba3a JaHHbIX
1

I

UHopmayus

Cnyxba
Katanora

~—— 30Ha nonutukm besonacHocty ——————» <«— 30Ha NONMUTUKU De3onacHOCTM —mmm»

PucyHok 1 — Mopagenb npouecca

5) CoTpyaHUKY NpenocTaBnsaeTca 4OCTYN K NpunioXeHuto 1 B 3o0He be3onacHoctu 1. [lpaBuna BHYTPU30-

HanbHOrO W MEX30HaNbHOro WHMOPMAaLUMOHHOIO B3aMMOAEUCTBUA oOnucaHbl B noagpasgene 4.1
NCO/TC 22600-2.

6) CoTpyaHUK, MICNONb3YIOLWNU NpUnoXeHue 1, cosgaeT 3anpoc Ha NnonyyYeHne MHpopmMaLnm ot NpUso-
XXEHNS 2 N3 30Hbl be3onacHOCTU 2. 3anpoc COAEPKUT UOEHTUMDUKALMIO U POIb 3anpallnBatoLLEro, a TakxKe
CCbISIKY HAa COOTBETCTBYHOLLEE NPaBMIO B 0OLLLEM PENO3UTOPUN NOSTUTUK.

/) BaTtoucutyaumm obe cuctemMmol 00paTATCA K PENO3NTOPUIO NONUTUK, YTOOLI NPOBEPUTL, BbINMONTHAKTCA
nmTpeboBaHNA KobmMmeHy nHpopmaumen. [lloatomy Heobxoammo, YTobbl A5nd 30H 1 1 2 Bbina cornacoBaHa Nnorsu-
TUKa ANs JaHHOro tmna oobmMeHa nHdopmaunen, n 4Todbbl B peno3ntopumn NoINTUK MMENnUChb npasuna ans rnpo-
BEPKN OOMNYCTUMOCTU AAaHHOro obmMeHa. Ecnn Bce 3TM yCrnoBUsS BbINOMHEHbLI, TO MPOLECC NPOAOIMKAETCS C
lwara 8. B npotnBHOM cny4ae npunoxexnue 1 gormKHO yBeAOMUTb NOSIb30BaTENS, YTO €ro 3anpoc OTKIOHEH.

8) lNpunoxeHune 1 nocbiNaeT 3anpoc Ha nony4vyeHne nHpopmaumn nNPUNoXeHnto 2 n3 30Hbl besonac-
HOCTU 2.

9) PesynbTart 3anpoca nocbinaetcs npuUnoXeHnto 1, B KOTOPOM COTPYAHUK MOXET €ro npovntatb U
COXPaHUTb BMECTE C ApYyron nHopmaumnen o 4aHHOM NaLueHTe.

10) Bce TpaH3akuum, MMeBLUME MECTO B NMPUIOXeHUN 1, npunoxeHnn 2, cnyxbe katanora n peno3nTo-
PUW MONUTUK, @ TaKXKe BCE B3aUMOAENCTBUSA MeXAy ABYMS 30HaMU JOMKHbI pernctpupoBaTtbes. CTaHaapTHbIe
npoueaypbl MOHUTOPWUHTA XXypHana permcTpaLunm AoMmKHbl ObiTb onpeaeneHsl B cornalleHnmy o NornmnTurKe.

4 CornaweHue o NnofnmTuke

4.1 O0630p

OcHOBHasi YacTb COrnalweHmsa o0 NONUTUKE AOMKHA CoAepXKaTb ONMcaHne AENCTBYIOLLEN OPUANYECKON
6asbl, BKIoYas npaBuna v Hopmbl. B HEM JormkKHbI ObITb NPONMCaHbl OPraHn3aLnoHHbIE M a0MUHUCTPATUBHbIE
peLlleHns, PYHKLUMOHANbHOCTb, TpeboBaHUsA U LEenn, y4acTByoLWmMe NpUHLMNanbl, cornawleHus, npasa, ooa-
3aHHOCTU M HaKa3aHus, a TakKe TEXHUYECKNE PeLLEeHNs, MpUMeHsieMble ansa coopa, 3anucu, oopaboTkm n nepe-
[a4YM AaHHbIX B NPUNOXEHUAX B 30HaX 6€30nacHOCTM.
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CornawleHue o nonmMTUKe OOIMKHO TakKe coaepXaTb CTaHAapPTUIMPOBaHHbIA AOKYMEHT, LeNbio KOTOPOro
ABNAETCA 0bNerdYeHne HanMcaHus cornaweHns, nokpbiearoLWero QyHKUUN, Heobxoanmele And odmeHa MHOP-
Maumnen. CtaHgapTHBIN WabNoH cornalleHunst o NonUMTUKe npeactaBneH B NpUioXXeHnun A.

Cnegyet Takke NPUHATb Mepbl, rapaHTUpylowme ogHo3Ha4yYHoe NoHUMMaHue cornaweHus o nonuTuke
KaxkabIM NTALUOM, MONb3YHIOLWUAMCSH MeX30HalnbHbiM 0bMeHoM UHpopmaumnen. OTBETCTBEHHOCTL 3a cobntoae-
He cornalleHuns NeXxXnT Ha rnaBHbIX agMUHUCTpaTopax 30H 6e30MacHOCTH.

PYHKUUK onucaHbl B 4.2—4 .22,

4.2 UpeHTudpnkauunsa

CornawieHue o NoNUTUKE AOMKHO onpeaendTb MeToabl naeHTUdnKaLun, NCrnonb3lyemMsle B 30Hax 6e30-
MacHOCTW, BKNtoYas naeHtudukauuo nuy (nauneHToB, MeauuMHCKUX cneunannucToB, aApyrux paboTHUKOB
3QpaBoOXpPaHEeHNA N T. 4.), opraHnsaunin, CUCTeM, YCTPOUCTB, NPUNOXEHUN, KOMNOHEHTOB U T. A. [pn ncnonb-
30BaHWM pasHbIX cCUCTEM MAEHTUUKALKUK KaXaas U3 HUX AorrKHa ObITb onpegeneHa. Takke AOmMKHbI ObITh
onpegeneHbl MeXaHU3Mbl CBA3LIBAHUA, OTODpaXkeHUs 1 npeodbpasoBaHns. B 4aHHOM KOHTEKCTE HeoDXoANMO
paccMoOTpeTb U 3adaTh UCMOMb30BaHUE YHUKANbHOro uaeHTudgmnkaTopa nauneHTa, a Takke rmaBHoro perncrtpa
NnauMeHToB, CBA3AHHOIO C NPOCTPAaHCTBOM UMEH, U CNyXX0 naeHTMdUKaum naLumeHToB.

4.3 UHdopMunpoBaHHOe cornacue nalmeHTa

[MpaBunna nony4vyeHUa n xpaHeHnst UHQPOPMUPOBAHHOIC Cornacus nauneHTa AoKHbI ObITb COrfacoBaHhl,
B NPOTUBHOM cCriyvyae AOIBKHbI ObITb YCTAHOBMNEHbLI NMYyTU npeoaoneHus pasHornacun. lNpuHaToe pelleHune
OOMKHO ObITh 3aPMKCUPOBAHO B cornawleHnn o NofInTUKe.

4.4 3aluTta nepcoHanbHbIX AaHHbIX NaLlueHTa

3alwmTa nepcoHanbHbIX AaHHbIX NaLMeHTa ABNAETCS KItoYeBbIM BOMPOCOM NpKX TpaHCrpaHU4YHOM 0bMe-
He MHpopMaLnen.

UTobbl 4ODUTLCA NONMHOro AoBepPUd NauneHTa K MHPoOpMaLMOHHBIM TPpaH3aKUUSM, KpalHe BaXXHO, YTOOLI
npasuna db1M ACHbI U NALMEHTLI NEerko nx NoHUManu.

4.5 WaeHTudukauuna nHdgpopmauumn

CornalwleHre o NoNUTUKE ACIMKHO MOEHTURUUKMPOoBAaTL nNpoLeaypy Aoctyna K AaHHbIM, XpaHALWMMCS B
apyron soHe besonacHOCTU. [MOoCKONbKY CyLLIECTBYET MHOTO CNOCODOB obecnevyeHns Takoro AoCcTyna, OYeHb
BaXKHO, YTOOLI BbIBpaHHbLIN cnocob BbIN onrucaH B cornalleHunu.

Ecnn gaHHble NpegHa3HaveHbl TONbKO ANA YTeHUA, TO BHELUHUI NMonb3oBaTenb MOXeT NMoNnyvYnuTb Takme
Xe npaea gocTtyna K NpUnoXXeHuo B Apyron 3oHe 6e30nacHOCTU, YTO U ODbIYHBLIX NMONb30BaTENlb 3TOW 30HHI.
Ecnun ke BHELWHWU NONb30BaTeNb XOYET nepeaartb MHQOopMaLUMo B APYryio 30HY 0€30MacHOCTU, TO ACITKHA
ObITb NpeayCcMoTpeHa BOSMOXKHOCTb YKasaTh UMW UOAEHTUPULMPOBATL U OrpaHUYnTb MHOPMaL Mo, noaneXxa-
LYo Nepegavde.

4.6 Jlokanuzauuna nHdopmaLuu

UTobbl 0OecnevnThb 3aWMTY NnepegaBaemMon MHpopmMaunum, HeodbxoanMmMo onpeaennTb CTPYKTYPbI AaH-
HbIX, UICMOMb3yeMble B NPUIOXKEHUAX, B MOHATHOM AN BCeX CTOPOH popmMe. [103TOMY cornatwleHune o NnonnTuKke
OOJPKHO coaepkaTb nogpobHble onucaHus nepegaBaeMon MHpopMaL MM U CTPYKTYPbI AaHHbIX.

4.7 LlenocTHOCTb AaHHbIX

[na BbIABNEHUA UCKaXKEHWUS AAaHHBbIX B npoLecce nepegadn Mexagy 3oHamu 6e30nacHOCTU O0MmKHa
BLINOMHATLCA NPOBEpPKa UenoCTHOCTU AaHHbIX. [1paBuna n Metoabl TaKoW NPOBEPKN A0MKHBLI ObITh COrNacoBa-
Hbl 1 3aPUKCUPOBaHbI B cornaluleHunm o nommTuKe.

4.8 be3onacHOCTb

C 0ONbLION BEPOATHOCTLIO KaXkaasli 30Ha dbyaeT MMeTb CBOWM CODCTBEHHbIE npaBuna 6e30nacHoCTH.
KoHe4vHo, ObINno bkl UaeansHO, ecnn bbl BCe y4acTBYIOLLME 30HBI MOMMIU NEPENTU K eaUMHOWU Moaenin 6e3onacHocC-
TN. ITO ABNSAETCH OCHOBHON LEnbio, U cTaHaapTbl MHPOPMaLNOHHON Be3onacHOCTU, NPUHATLIE EBpONEeNCKUM
KOMUTETOM no ctaHgapTusauum n MCO, A0MKHBI CNYXXUTb rMaBHBIMUA MHCTPYMEHTaMU ee AOCTKEHUS.

Ecnun Takon nepexoq HEBO3IMOXEH, TO B COrnalleHn A0MMKHO ObITb onpeaeneHo, Kakon ypoBeHb 3aLliu-
LLIEHHOCTW B OHOMN 30HE COOTBETCTBYET KAKOMY YPOBHIO 3aLLUMLLIEHHOCTM B APYron 3oHe. Takke A0MKHbI ObITh
paspaboTaHbl NONHOMOYNS MONb30BaTENEN ANA Pa3HbIX YPOBHEN 3aLLULLEHHOCTN B 0Benx 30Hax.

[TpunmeyaHun e — Acnekrbl MHPOPMaLMOHHON Be3onacHocTu paccmatpuBatoTes B VICO/TC 22600-2.

4.9 ABTOopuszauun

B cornaweHnn o nonuTtuke AoMmKHblI ObITb onpegenerHbl NpoUeccbl aBTOPU3aL MM KaK BHYTPEHHWUN, B
npeaenax 30Hbl 6e30NacHOCTU, Tak N BHELLHWIA, OTHOCALLMICA K APYTMM 30HaMm BesonacHocTu. bonee nogpob-
HO aBTopU3auusa paccmoTpeHa B pasgene 4 NCO/TC 22600-2.

4.10 CTpyKTypa poneu

Ponu onpeaensaoTca Ans Kaxxaon 3oHbl. B nonutukax onpeaensitoTcd npasa 1 0b6s13aHHOCTU AN O4HOW
NI HECKONbKUX ponen B KOHKPETHLIX KOHTEKCTax. HasHavyeHne ponen aBnsdeTcsl 04eHb BaXKHOMN YacTbio Mpu
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paspaboTke OKOHYATENbHOro CTaHgapTa No cornacoBaHuio nonuTuk. Mogens ponen npeacrasneHa B nogpas-
nenax4.6—4.9 NCO/TC 22600-2.

4.11 llpaBaatTecTauuu

B cornaweHunm o nonnTnke AomKHbl ObITh NepevncneHbl nuua, UMetoLe NnpaBo HasHavyaTb POSIA U 3aCBU-
OeTenbCTBOBAHHbLIE MOMHOMOUYUA COTPYAHUKAM opraHusauun. YNonHOMOYEHHbIN COTPYAHUK MMeeT NnpaBo
KaTeropupoBaTb MeaAULIUHCKYO MHpopMaLUio.

4.12 NenernpoBaHue npas

B noBcegHeBHOW paboTe Hepeako BO3HUKAET NOTPedHOCTb B AenernpoBaHnn npas. Anga ynpaBneHus
3TUM NPOoLLECCOM AenernpoBaHune npas A0J/HKHO ObITb oNpeaeneHo B cornalleHnn, Tak Kak KpanHe TpyaHO ToM-
HO 3HATb, KTO HageneH KakKuMi npaBamMun BHYTPW CBOEN 30HbLI 6e30NacHOCTU U B ApYyrnx 3oHax. lenernposaHue
OOIMKHO ObITh XOPOLUO CTPYKTYPUPOBAHHBIM, YTOOLI €ro MOXHO DbINC oTcneXxmnsats. Mogens aenerMpoBaHuUs
paccmaTpuBaeTcs B nogpasgene 4.8 UCO/TC 22600-2.

4.13 Cpok pgencreus

ABTOpM3aLNA, pOonK, NpaBa aTtTecTaumm 1 genermposaHue npaB AOMKHblI UMeTb YeTKO onpeaeneHHble
CPOKN OENCTBMUS MO OTHOLLEHUIO K NpaBaM AocTyna K MHopMaL M Kak BHYTPU CBOEN 30HEI D€30MacHOCTU, TaK
B APYrUX 30Hax. 3T CPOKU A0MKHbI ObITh YKa3aHbl B cornaweHunm.

4.14 AyTeHTUduUKauua nonb3oBaTenen u poneu

B kavyecTBe MeToaa ayTeHTURUKALUMN PEKOMEHAOYETCHA NCMONb30BaTh UHAPPACTPYKTYPY OTKPLIThIX KIHO-
yen. B HacTosIleM cTaHaapTe onpeaeneH psaa yCcnoBUn, KOTopble AOMKHbI ObITh BLINOMHEHLI, €Cni MeXay
30HaMn 6e30MacHOCTU HEe MOXeT ObiTb AOCTUIHYTO cornalleHue o eauHON CcTaHO4apTU30BaAHHOWU CUCTeMe
ayTeHTudpukauunn.

4.15 Hoctyn

ObcToATENBLCTBA, MPU KOTOPLIX paspellaeTcs A0CTYN K MHopMaL UM B Apyron 3oHe 6e30nacHOCTU, ONKn-
caHbl B nogpasgene 4.7 NCO/TC 22600-2.

[TlpaBuna ans npas AocTyna A0MKHbI ObITb COrnacoBaHbl M YCTAHOBMNEHLI B COrMalleHnn.

4.16 Cpok genctBusa cornaweHus

B cornalweHunn gomkeH bbiTb YyCTaHOBNEH CPOK ero Aencteust. CornalleHmne AomKHO Takke coaepXaTb
MYHKT, onpeaendrolmn npoueaypy npekpaweHusa OeUCTBUA cornawleHusl Kak no OKOHYaHUKM cpoka ero
OEeNCTBUSA, Tak 1 AocpoyHO. [omkHbl ObITh OnpegeneHbl 3aKOHHbIE OCHOBAHUA AN pacToOpXKeHUS cornawueHus.
B cornaweHunn takke OOMKHbI ObITh onpeaeneHbl WrpadHble CaHKLUWMW B criyvae ero JOCpPOYHOro pacTtop-
XEHUS.

4.17 IJTNYecKue NpUHLUUNLI

HopMbl 1 NpaBuna HUKOrga He oXBaTbIBalOT BCe BO3MOXHbIe cuTyauun. [osToMy AOMKHBI YUUTBIBATLCA
dTUYECKNE NMPUHLWNLI, U ACIMKEH ObITb CPOPMYNUPOBaH MEMOPAaHAYM, MO3BONSIOLL NN K2XXKAOMY NMONMYy4YUTh YET-
Koe NOHUMaHWe paMOK CBOEW OTBETCTBEHHOCTU, B KOTOPbLIX OH AO/MKEH AEUCTBOBATb.

4.18 3alWUWEeHHbIN peErucTpauMoHHbIN XypHan

Kak 6bINno ykasaHo Bhllle, BCe TpaH3aKU MK A0MKHbI PETMCTPUPOBATHLCA B XKypHane. B cornaweHnmn gonx-
HO ObITb YKa3aHO, Kak 3TO byaeT AenaTtbCs U C KaKoW cTeneHbto geTtannsaunn. Pernctpauyms TpaH3sakumm aBns-
eTcs KnoveBbIM pakTopoM A0BEePUA NAaLIMEHTOB K CUCTEME.

UTobObI rapaHTMPOBaTh BbICOKOE KaYeCTBO BEAEHUS PErUCTPAaLMOHHOMO XXypHana, HeobxoanMmo UCNoSb-
30BaTb MeTKN BpeMeHU. Bce nHopmMauUnUOHHBIE TpaH3aKUUKM OOMKHBI UMETb METKY BPEMEHU. OTO MOXKET
noTpedoBaTh CYyLLECTBEHHOIO NepenporpaMmmMmnpoBaHns dbonee cTapbIX CUCTEM U, CNeAoBaTENbHO, MOXKET OKa-
3aTbCH HEBO3MOXHbLIM MO SKOHOMWYECKUM NMpUYnHam. B 3TOM criydae CTOPOHbI, NoANMUCLIBaOLWME cornalle-
HUAE, ACIMKHbI PELUUTL, YTO MOXKHO cAeNnaTh B CYLWECTBYIOLWMX OOCTOATENLCTBAX U KaKne Mepbl A0MKHbI ObITh
MPUHATLI ANS UcnpaBneHns cutyaunn. INnaH peanmsaunm aTUX Mep SIBASIETCHA YacTbio cornalleHus.

4.19 Ayautopckad npoBepka

B cornaweHnn aomkKHO ObiTb OrOBOPEHO, KOraa, Kem 1 Kakium obpasom AOIMKHbI MpoBepsThCca danrbl
DErMCTPALMOHHOrO XypHana U npeanpuHMMaTbCca Haanexaulime AenNcTBUS.

4.20 AHanuns pUcKkoB

[Tpn HANUYMN KaKNX-NMOO PUCKOB BCE CTOPOHbI AOIMKHbI COBMECTHO OLEHUTb X U peLllnTb, NpUuemMiemMsl
OHU NN HeT. PUCKM AOMXKHBbI ObITb 3a40KYMEHTUPOBAHLI B COrnallueHun o nonuTmnke. Ecnm puckn npnemMnemesl,
TO BCE CTOPOHbI AOBKHBI 0400PUTL cornalueHne o NnonnuTuke. Ecnm prucku He npuemnemsl, TO B cornalleHme o
MNONMUTUKE AOIKEH ObITh BKMOYEH NNaH, AeTanusnupyowmnn TpedoBaHuns K pecypcam, obecnevymsaromm CHU-
XeHWe PUCKOB.

4.21 HenpepblBHOCTb U yNpaBrieHUe Ype3BblYauHbLIMU CUTYALUAMMU

B cornaweHun o nonutuke AomkHbl ObIThb onpegeneHbl nogpodbHble npoueaypbl Ans noaaepXaHus
HenpepbIBHOCTU DU3HEC-NPOLECCOB, BOCCTAHOBMNEHNS paboTOCNOCOOHOCTU K yNpaBneHns Ypes3BbldanHbIMU
CUTyaumsimn B criydae cboes.
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4.22 Pa3Butue UHpOpMaLUOHHbIX CUCTEM

[ns obecneyeHnsa He TOMLKO TeKkyLero, HO U byaywero oomeHa gaHHbIMUA Mexay UHPOPMaLUOHHBIMA
CUCTEMAaMW BCE CTOPOHBLI AOIBKHbBI MPUHSATL Ha ceb9d B cornallueHnn o nonnTnke obasatenbCTBO pasBMBaTh CBOU
MHJOPMaLMNOHHBIE CUCTEMBI B COOTBETCTBUN C HACTOALLMM CTAHAAPTOM U APYTMMU MPUHATBIMU CTaHdapTaMMu.

Bce 311 yHKUWKW A0IMKHBI ObITh onpeAenexsl B cornaweHn o nonutmnke. CtaHaapTUsnpoBaHHbIN pop-
MaT cornawueHuns o nNonnuTuKe onmcaH B NpunoXxeHumn B u A4omKeH UCNoNb30oBaTbhCH B KAYeCTBe PYKOBOACTBA NP
COCTaBNeHUM cornatleHnsa o NoNNTUKE.

B cornatueHunn o nonnuTmuke AoMmKHbl ObITh onpeaeneHbl Bce pyHKUMM obMeHa nHgopmMaLnen.

5 HokymeHTauuA

CornawieHue o NoNMMTUKE OCHOBLIBAETCS Ha AOKYMEHTaL UM No MHGopMaLMOHHOW Be30MacHOCTU CUCTEM,
y4yacTBYOLWNX B MHPOPMALIMOHHOM oDOMeHe. Bce CTOPOHBLI ACITKHBI AOKYMEHTUPOBATb MHAOPMALIUMOHHYIO
0e30MacHOCTbL CBOMX CUCTEM B CTaHAapPTU3UPOBaHHOU hopMe, YTODLI ee MOXKHO ObINO CONOCTaBUThL. [JoKyMeH-
Taluns COCTOUT U3 ABYX YacCTeu.

[lepBas yacTb, andaroLasaca agMUHUCTPaTUBHOWU, onpedendeT CUCTeMbI, y4acTBYOLWME B MHpopMaL K-
OHHOM OOMeHe, M OTBETCTBEHHbIX NNL,. B Hel TakKe yKasbIBaeTCs BEPCUA AOKYMEHTaL NN, AaTa U BPEMS BbIMNyC-
Ka N BHECEHNA N3MEHEHU.

BTopagda yacTb, ynopagoymesatowias AoKyMeHTauMo CUCTEMBI, COCTOUT U3 psdda BONPOCOB OTHOCUTENBHO
CUCTEM, Yy4aCTBYHOLLUUX B UHpOPMaLMOHHOM 0OMeHe. Kakabln BoNpoc pasaeneH Ha aABe YacTu. [lepBas vyacTb
KacaeTcsl TeKyLlen cutyaumn, a BO BTOPOW YacTu cnpallmMBaeTcs, YTO npegnonaraeTcd npeanpuHAaTb, YTOOb!
BbINMONMHUTL TpeboBaHUA No obecneyveHno MUHpopMaLMOHHOW Be3onacHOCTU. Ha KaXkabl BONPOC B AOKYMEHTA-
LUK NpeanaraeTcs CNUCOKOTBETOB, PaHXUPYIOLUXCA OT MONHOTO BbINONHEHUS TpeboBaHMA A0 X HEBLINOMHE-
HUA. JTMLo, 3anonHswoLlee AOKYMEHT, MOXeT BblbpaTb OTBET, B HaUbonblUue Mepe noaxoasaLn ans AaHHOro
Bonpoca. KpanHe Ba)kHO, YTOObI CNUCKU CTaHAapTU30OBAHHbLIX OTBETOB € MHOXECTBEHHbLIM BbIOOPOM BbINN YeT-
KO onpeaeneHbl M NOHATHLI A5 06enxX CTOPOH.

NMoboe pasnuine BoTBETax Ha BOMNPOCHl «KaK eCTb cernvac?» N «Kak AOIHKHO BbIThb?» siIBNSieTCA hakTOpOM
pycka ans uHpopmaunoHHon 6eszonacHoCTU. [JonkeH ObITb NPOBeAEH aHann3 TOro, Kakne PUCKU MOryT BbiTe-
KaTb U3 BbIABMEHHbLIX pasnuuni. Heobxoanmo 3agokyMeHTUPOBaTL 3TU PUCKUA N oncaTb Mepbl NO UX yCTpa-
HEHWIO.

[Tpumep wabnoHa cTaHAapTHOW AOKYMEHTaLUUK NpruBeaeH B NpUNoXkeHun A.
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[MpunoxeHune A
(cnpaBo4HoOe€)

[MpumMmep WabnoHa 4OKYMEHTauun

A.1 BBeaeHwne
CTOPOHbI, COBMECTHO UCNONb3YIOWME NHDOPMALNIO, AO0ITKHbI OBLWMMK YCUNUSAMK CO3a4aTb €AUHbIN WaBNoH AOKY-
MEHTAaLUWN, OXBaTbIBAKLWMW BCE aCNeKTbl UHPOpMaUNOHHOW BE30NaCHOCTU B3aUMOAENCTBYIIOLWMNX CUCTEM U APYIUX KOMMO-

HEHTOB.

LlabnoH gokymeHTauun, NpeacTaBneHHbI B HACTOSIWEM MPUITOXKEHUWN, OOIMKEH paccMaTpuBaTbCs Kak Npumep
NOCTPOEHUS WabnoHa AOKYMEHTaLUUMN.

A.2 OnncaHve nHPOPMALMOHHLIX CUCTEM U MHPOPMALMOHHOIO OOMEeHa

B HacToswem pasaene AomXHbl ObiTb 00bABNEHbI LLEeNN 1 cnocobbl obmeHa nHdopmaunen. Kpome T1oro, Bce CTopo-
Hbl JOIMKHbI ONUcaTb B 4aHHOM pa3sgene CBOU MHAPOPMaUNOHHbIE CUCTEMbI M APYIrMe KOMMOHEHTLI, y4acTBYoWMeE B UHAOP-
MauUMOHHOM OBMeEHE.

A.3 AOMMHUCTPATMBHLIN pa3gen wabrioHa AOKYMEeHTa

dopmaT JOKYMEHTA MOXET UBMEHSATLCH B 3aBUCUMOCTHU OT CPpeabl, B KOTOPOW OH ByaeTt ncnonb3oBatbes. B ogHux
cNydyasnx oH MOXeT bbITb NpeacTaBneH B hopme himl-gokymeHToB, B Apyrnx — B bymaxkHou chopme. HacToswmm cbopmar,
B KOTOPbIV BCTABMEHbI KOMMEHTAPUKN N NOACHEHUSA, NPeAHA3HAYEH UCKNIOYNTENBHO ANS TOro, YTod bl NPOUNMIOCTPUPOBATL
cocTaBnsiowme, Heobxoanmele Ansa co3gaHns IPPEKTUBHON AOKYMEHTALMN, NPUNAaraemMmomn K CornallueHuio.

-

30Ha beszonacHocTu Ne 1

ﬂHLI,O, OTBETCTBEHHOE 3a COCTAaBIIEHUE AQOKYMEHTA. . . . . . . . & o v ot e e e e e e s e e e e e e e e e e

B3aMOOAEUCTBYIOLLME CUCTEMDBL: . . & . v o v o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e

30Ha be3zonacHocTu Ne 2

ﬂI/ILI,O, OTBETCTBEHHOE 3a COCTABIIEHUE AJOKYMEHTA . . . . . . . . & & v v 0 o e et e e e e e e e e e e e e e e e e e e

B3aMOOAENCTBYIOLLNE CUCTEMDBL. . . v v i i i e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e

A.4 OueHOYHbIN pa3gen WadbNoHa AOKYMEHTA

A.41 Cxemaknaccudpumkaumm
[TpyMmepbl KNaccnuKkaumm, KOTopbIe MOMOryT NPu 4OKYMEHTUPOBAHNN CUCTEM, YHACTBYIOWUX B UHPOPMALNOHHOM
obmeHe.
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[Tpymepbl BONPOCOB, CNyXalnxX ANl YTOMHEHUSI KOHKPETHBLIX AeTanewn, KacatowmnXxest 4aHHOro KOHKPETHOro obmeHa
NMHAdOpMaLUneEN.

OueHb BaXXHO, 4YTODLI NPy opraHn3aunmn obmeHa nHpopmaumnen B COOTBETCTBUM C HACTOSLWMM CTaHAAPTOM 06€e CTOo-
POHbI UCNONB30BaNu 04MHAKOBbIE Knaccupukaumm n 0oguH 1 TOT XKe Habop BONPOCOB. 3TO obrnervyaer cornacoBaHue JoKy-
MEHTaUNN BCEMUN CTOPOHAMM.

Takxke BaXXHO 3a40KYMEHTUPOBATL KAK TEKYLLYIO CUTYaLUIO, TAK U OXXnagaembin/ HE0BXoanMbIN yPpOBEHBb BE30NacHOC-
TV NPV Nepeagade nHpopmauumm.

Takon cnocob AOKYMEHTUPOBAHUSA MO3BONNT BbISABUTL Crnabble CTOPOHLI U Apyrne npobnemel ¢ koHurypaumen. OH
TakKke co3gaet bas3nc Ans B3amMHOIo CornawweHmns CTOPOH O TOM, YTO AOJKHO ObiTb cAenaHo ANns AOCTUXKEHNA HAOEXHOW
nepeagayn nHdopmauum, nMbo OCHOBY, HA KOTOPOW CTOPOHbI CMOTYT HA4YaTb COBMECTHOE UCMONb30BaHNeE MHoOpMaunmn ¢
YYETOM U3BECTHbLIX Npobnem.

Ka)xaasa cTopoHa 3anonHseT BONPocHUK. B wwabnoHe npeaycmMmoTpeHs! ABa cTonbua ¢ OTBETaMU HA KaXKabl BONPOC.
[MepBbin cTONOEL 03arnaBneH « Tekylwee cocTosiHne», BTopon — «CornacoBaHo». B nepBom ctonbue CTOPOHbI AOMKHbI
OTBETUTb «Ja» UMNKN «HET» Ha BONPOC O TOM, UMEET NN UX CUCTEMA OonpeaeneHHble KayecTBa, Uin BbibpaTb OOUH U3
HECKOJITbKMX BapUaHTOB OTBETA, YKa3aHHbIX B BONPOCe, COOTBETCTBYIOLWNN X cucTemMme. Bo BTOpPOM CcTONBLE CTOPOHBI CTa-
BAT OTMETKY, €CIMM UX CUCTEMA YAOBNETBOPSAET NONUTUKAM 3aWwmnTbl 0bMeHa nHdopmaunen, cornacoBaHHbIM Kak A
30HbI 1, TAK M ANS 30HbI 2.

KaTeropmm 3awmThbil:

0 — He NpucBOEHA;

1 — HeceKpeTHas;

2 — Onsi cny>XebHoro nonb30BaHUS;

3 — KOHPMaeHumanbHas;

4 — ceKkpeTHas,;

5 — COBEPLIEHHO CEKPETHAaHs.

A.4.2 Knaccudmkauma nognexawen ooMeHy MH(popMaLMm Nno ypoBHIO 3alUMNTHI

A.4.2.1 Cnocob naeHtudpukauumn naymeHTa Tekyllee CoCTosIHUE CornacoBaHo

1 Pamunnus, M, OTHECTBO NAUUEHTA

Z2 VI peHTnMunKaunoHHbIM HOMEP NauneHTa

3 Pamunust, Ms, OTHECTBO N MOAEHTUMDIUKALNOHHBIN HOMED

4 NHoe (onnwnTe);

A.4.2.2 Cnocob naeHtudukaumm meauumHCKoro pabotHuka Tekyuiee cocTosiHue CornacoBaHo

1 Pamunusa, Mms, OTYECTBO NaLNEHTa

2 N\ peHTnMunKaumnoHHbIM HOMEP NnauneHTa

3 Pamunnunsa, Mmsl, OTYECTBO U UAEHTUDPUKALUNOHHBIN HOMEP

4 NHoe (onnwnTe);

A.4.2.3 Cnocob nony4eHnsa HOOPMUPOBAHHOTO COrmacusa nauneHTa Tekyliee cocTosiHNe CornacoeaHo

1 UhdpopmmpoBaHHOe cornacme nauneHTa He UCMnonb3yeTcs

2 VIHhopmMmmpoBaHHOE cornacue naumneHTa 3anpalmBaeTcs

3 NndpopmmnpoBaHHoe cornacme naumeHTa 3anpawmvmBaeTcs U NpoBepsi-
eTCH NauneHToOM

4 NHoe (onnwmnTe);

A.4.2.4 3aumTta nepcoHanbHbIX AaHHBIX NALKWEHTA Tekylwiee cocTosHue CornacoeaHo

1 NMayneHt He nHdbopmMmupoBaH 06 obmeHe AaHHbIMU

2 MauneHT nucbopmmpyetcsa 06 obmeHe gaHHbIMK B YCTHOW dhopme

3 MaymeHT nonyyaeTt NMCbMEHHYIO MHpoOpMmauno 06 obmeHe AaHHbIMK

4 NHoe (onnwnTe);
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A.4.2.5 NoeHTupukaumusa nHpopmauuu Tekyulee cocTosiHUe CornacoBaHo
1 YcTaHoBNEeH Nn metoa odmeHa nHdpopmaymen?
A.4.2.6 Nokanusaums uHopmaLmnm Tekyllee cocTosiHME CornacoBaHo
1 YcTtaHoBneHa nu npougaypa nokanmsaumm, nognexawen oomeHy?
A.4.2.7 UenoctHocTb MHODOPMALIMK
MaeHTudrkaumns nepenaym Tekyllee cocToaHue CornacoeaHo

1 BkntoyeH nu B coobweHne naeHtndnkaTop OTBETCTBEHHOIO oTnpasmTens’?

2 VimeeT nn kaxxgoe coobuleHne yHuKanbHbl naeHTudumkaTop?

3 Wudopyrotesa nn gaHHble npu nepegade’?

4 Pernctpupyertcs N naeHTUMUKaATOP OTBETCTBEHHOIO nonyvyarens?

A.4.2.8 3awmTta nHpopmaumm oT NCKaXXeHUA N/Mnm nameHeHuns

prrlrl bl, NPEAJTIOXKEHHbIE HUXE, MNPEeaACTaBITAOT cobon HEKOTOPbLIE NPUMEPDbI aHAllN3a ﬂpO6ﬂ9Mbl UMOTYT ObITb N3ME-
HEHbl B 3aBUCUMOCTU OT OOCTOATENLCTB NnoaroToBKU 4OKyMeHTauunu. MOFyT Takke rpyrnnpoBaTbCH padJindHble COYeTaHUA

O1151 OTPAXKEHNSA MECTHOW CUTYaLUMN.

Bepudukauua nepegayu Tekyllee cocTosiHue CornacoBaHo
1 Begetca nu xypHan pernctpaunmm ngeHtndpmnkaTtopoB oTnpaBuTens?
2 Vlcnonbayetca nu obpaTtHas nepegada AaHHbIX NS CPaBHEHNAT
3 VMicnonb3yeTcs N NpoBepKa KOHTPONBHON CYMMbI?
4 Bepetcsa nu pernctpaunoHHbIN XypHarn naeHTUMUKaTopoB nny, NOATBEPXK-
OALWMX Nony4veHmne coodbweHna?
5 Begetca nu pernctpaunoHHbIN XypHan ngeHTndpnkatopoB nuu, NogrBepXx-
AaoWwmMx nony4eHne coobueHns, n NocbiNaeTcs yseaomMmnsiouiee coobuieHmne
OTMNPaBUTENIO?

Knacc npocnexnsaemoctu Tekyllee cCocToAHUE CornacosaHo
1 2KypHan nepegavn gaHHbIX OTCYTCTBYET
2 BepeTtca xypHan, nogreepxaatowmn, Yto nepegadva gaHHbIX MMena MecTo,
b6e3 BO3MOXHOCTU BOCCTAHOBIEHUS NEPEAaHHbIX AaHHbIX B Cny4ae notepu
3 Begertcs xypHan, nogTBepXg4atoLwmn, 4To nepegada gaHHbiXx Mena Mmecro, ¢
BO3MOXHOCTbIO BOCCTAHOBNEHUS NepeaaHHbliX 4aHHbIX B ClyYae notepu
4 Bepnpmnkaumsa naeHTUYHOCTU CUCTEMbI-OTINPaBUTENS
5 Bepnomkaumns naeHTUYHOCTU CUCTEMbI-MONyYarens

A.4.3 KoHTponbHble TAONMLUBLI NO 6e30NacHOCTH
A.4.3.1 [Npumepbl BONPOCOB K oTAENY UHPOPMALIMOHHON Be30nacHOCTH Tekyllee cocTosiHUE CornacosaHo

1 ImetoTcs nn AOKYMEHTUPOBaHHbIE TPeboBaHUs K obecneveHnto 6e3onacHoC-
M N CEKPETHOCTU AaHHOro obmeHa gaHHbIMU?

2 imetoTes Nm AOKYMEHTUPOBAaHHbIE TPEeDOBaHUSA K NpaBam AOCTyna ANs AaH-
HOro TMna oobmeHa gaHHbIMKU?
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A.4.3.2 lNpumepkl BONPOCOB K OTAENY 3KCnnyatauymum CUCTeMsbl Tekyuee coctoaHUe CornacoeaHo
1 Mmeetca nu rpatuyeckoe npeacraBleHne CUCTeMbl U B3aUMOOENCTBYHO-
LLIMX KOMIMOHEHTOB AN AaHHOro obmeHa nHdopmaymnen?
2 VimeeTtca nv 3awinTta oT HECAHKLUMOHUPOBAHHOIO JoCTyna K nHgopmaumm?
3 NvetoTcsa nn aHTUBUPYCHbIE cpeacTBa?
4 VimetoTcs nNn cornalleHuns], YeTKo ONnucbiBaloLWmMe OTBETCTBEHHOCTb KaXXaoW
CTOPOHbI, 0becnevmBatoWwen cConpoBOXaeHUe CUCTEMbI?
5 Vimetotcs nm QOKYMEHTUPOBAHHbLIE PErnamMmeHTbl OTYETOB O HAPYLUEHUSAX W
apyrmx npobnemax npu obmeHe nHpopmaunen?
6 imeloTca nn QOKYMEHTUPOBAHHbLIE NPAaBUa y>XeCTOYEeHNSA OTBETCTBEHHOC-
TW, €CINU NOCIe OTYETA 0 HAPYLEHUN HUKAKUe Mepbl HE Dby NPUHATBLI?
7 NNmetoTcs nn AOKYMEHTUPOBAaHHbIE pernamMmeHTbl yrnpasieHns MHHOBaUUSAMMW
N NUBMEHEHUSMUN CUCTEMBI U €€ NPOLECCOB?
8 VimetoTcsa N JOKYMEHTUPOBAHHbIE PErMamMeHTbl Pe3epPBHOIN0 KONMUPOBaHUS,
BOCCTAHOBIIEHUSA N apXUBUPOBaHUA"?
9 NmetoTcsa N gOKYMEHTUPOBaHHbIE CpeacTBa v Npoueaypbl No permctpaumn
NPOUCLLECTBUN?
10 VimetoTcs nn QOKYMEHTUPOBaHHbIE NMpaBuina yCTaHOBKU UCTIPaBITIEHNN U Me-
pexoga Ha HOBblE BEPCUN NPOrpaMmmHoOro obecneveHmns?
11 ImeroTcs N AOKYMEHTUPOBAaHHbIE alnbTepPHATUBHbIE PErnamMeHTbl Ha Cry-
Yyam HEUCNPABHOCTEW, MPOoAOIKAKLNXCH ANNTENBHOE BPeEMSA?

A.4.3.3 lpumepbl BONPOCOB K Bnagenbuy CUCTEMBI Tekyllee cocTosiHUE CornacoBaHo
1 VimeeTcs nn QOKyMeHTauuns rno PyHKUUAM CUCTEMBbI, NCMONb3yEeMbIM MOSb30-
Batenem?
2 VimetoTca nn veTkoe onucaHmne NOTOKOB AaHHbIX MeXAy pasnnuyHbiMn Npo-
ueccamm u onucaHme popmaroB TpaH3akuMn obmMeHa gaHHbIMU C APYruMWn
cucTtemMammn’?
3 NmeeTtcsa nu pykoBOACTBO NONb30BaTENA CUCTEMbI?
4 imeroTcs nMn QOKYMEHTUPOBAHHbLIE pPernamMmeHTbl OUeHKU 3PEKTUBHOCTH
CUCTEMbI N NONMyYEeHUs NPeanoXeHnn no ee yrnyyeHuno?
5 MimetoTcs Ny NpOTOKOMNbI, NpaBunia NPUHATUA N 4OKYMEHTUPOBAHHbIE perna-
MEHTbI Nepexoaa Ha HOBYHO CUCTEMY MU HA HOBYIO BEPCUIO CUCTEMBbI?
6 CywecTByOT N1 cneymnanbHble npaBuna obpauwenHna ¢ ocobo BaXXHOW WUH-
dopmaunen’?

A.4.4 AAMVHNCTPATUBHLbIE KOHTPONbHLIE TAONULbI

A.4.4.1 ABTOopu3sauus TekyLlee cocToAAHME CornacosaHo
1 Ucnonb3ytoT nn 06e CTOPOHbI aHANOIMYHYI0 CTPYKTYPY aBTopu3aumnmn?
2 Ecnn HeT, TO CYLLECTBYET NN CXEMA MONTHOro 0TObpaXeHnst OAHON CTPYKTYPb!
Ha apyryto?

Tekyllee cocTosAHUE CornacosaHo

A.4.4.2 CTpyKTypa poneu

1 Ucnonb3ytoT nn 06e CTOPOHbI aHANOIMYHYIO CTPYKTYPY ponen?

2 ECnn HET, TO CYyWEeCTBYET NN CXemMa MoSTHOro 0TobpaXXeHnst oaHON CTPYKTYPb!
Ha apyryto?
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A.4.4.3 JenernpoBaHne npas Tekyuiee cocToaHue CornacoeaHo

1 metoT nn opranmnsaumm oanHakoBoe gernernpoBaHue npas?

2 Ecnv HeT, TO UMEIOT NN OpraHn3aunm NorHyo CXemy oTobpa)keHnst Ans ge-
NnernpoBaHuns npas?

A.4.4.4 MNeproa OOCTOBEPHOCTH Tekyllee cocTtoaHue CornacoBaHo

1 VImetoT Nn opraHnsaumm o auHaKkoBYHO CTPYKTYpPY neprnoga 4oCTOBEPHOCTU?

2 CUHXPOHU3NPYIOT NN opraHmsaumm nepnogbl 4OCTOBEPHOCTU?

A.4.4.5 AyTeHTudpuKauua nons3osartenen/poneu Tekyllee cocTosiHuE CornacosaHo

1 MNMpumeHstoT nn 0be opraHm3aumm ayTeHTUOUKALKUIC NONb3oBaTeNnen/po-
nemn?

2 Ecnv ga, naeHTUYHbI N cncTemMbl ayTeHTudonkaummn?

3 Ecnun HeT, cywecTBYeET NN CXema oTobpaxeHns ayTeHTuprkaumm, npume-
HAEMbIX B cuctemax?

A.4.4.6 DocTyn Tekylwee cocTtoaHue CornacoBaHo

1 Mcnonb3ytloTesa N B 06enx cuctemax oMHaKkoBble Ponu Ans npaeB gocTy-
na?’

2 Ecnun HeT, TO CyWeCTBYET N CXeMa NOMHOro 0TobpaXXeHns Mexgy ponsimu
A8 NpaB JocTyna, UCMonb3yeMbiMU B CUCTEMAX?

A.4.4.7 Cpokpagencreus cornawenus (cm. B.3.14)

A.4.4.8 Studeckue npasuna Tekyllee COCToAHUE CornacosaHo

1 OanHakoBbl N B 06enx opraHmn3aumnsx 3Tmdeckue npasmna’?

2 Ecnun HeT, TO CyWEeCTBYET NN CXema 0TobpaXKeHns 3TUYECKUX NpaBun opra-
HU3auun?

A.4.4.9 3almMULIEeHHbIN PErMCTPaLMOHHBIU XKYPHA Tekylee cocTonHue CornacoeaHo

1 MlcnonbayoTcs N B 00enx opraHmn3aumnsix 0gMHaKoBbIE NpaBuna BeJeHWs
PEMMCTPALMNOHHbBIX XXYPHANOB?

A.4.4.10 Aygutopckas nposepka Tekylwiee cocToAHME CornacosaHo

1 Ncnonb3ytoT nn obe opraHnsaumm OgMHaKOBbIE MpaBuna OTHOCUTENBbHO
TOr0, KOraa, KEM U Kak aHanm3npyroTes 3annucuy permcTpaLnoHHbIX XXypPHanNoB?

A.4.4.11 AHanu3 puckos Tekyuiee cocTodHUe CornacoeaHo

1 Vcnonb3yoT nn obe opraHn3aumm OAWHAKOBbIE CUCTEMbI OBHapyXeHUs
PUCKOB U ynpaBneHns UMmn?

2 Ecnn HET, TO CylwecTByeT J1INn CorraweHne Mmexgy opraHmn3aumnamm OTHOCHKU-
TEJNbHO TOIO, KakK AOJPKHbBI OCYLWEeCTBITATbCH O6Hapy}l{8HHe PUCKOB W yIipaBJie-

H1UEe UMU7?
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A.4.4.12 HenpepbIBHOCTL U yNpaBneHue vYpes3sbiManHbIMU CUTYALUAMU Tekyllee COCTOAHUE CornacosaHo
1 BbipaboTaHbl N1 1 cornacoBaHbl 0benmmn opraHn3aymsamMmm odLwme npasmna u
pernamMmeHTbl AENCTBUN B criyvyae cb6oeB?

A 4413 PasButue cuctem Tekyulee cocToAHUE CornacosaHo

1 CywecTByeT nu cornaweHmne o passutnm 4eNCTBYIOWNX CUCTEM?
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[MpnnoxeHwe B
(cnpaBo4HoOe€)

[MpumMmep cornawleHUs o NONUTUKe obMeHa uHdopmaLuen

B.1 BBeneHwue

CornaweHune CoCTonT N3 AByX YacTeun.
[TepBas yacTb ABNSAETCA agMUHUCTPATUBHON U ONpeaenseT, Kakas nHpopmMaumns nognexmTt obmMeHy, Kakme meau-

LIMHCKWE CTPYKTYPHbIE € AMHULbI yHACTBYIOT B 0OOMeHe, KTO OTBe4aeT 3a 006MeH. B Hel Takke yKkaszaHbl HECOOTBETCTBUS TPe-
boBaHUSAAM reHepanbHOro cornallenuns, Tpebytowme cornacoBaHHOro nNnaHa 4eNCTBUMN NO NX YCTPAHEHMUIO.
Bropas yactb npegcraBnsieT cobon reHepanbHoe cornaweHve (cornaweHne 0 NoNnUTUKE), Kacawleecsi BCex

acnekToB obmeHa nHpopmaunen mexay CTopoHamu, onpeaeneHHbix B B.2 n B.3.
B.2 AOMMHNCTpPaATUBHAA YacTb
B.2.1 CtopoHbI cornawieHus
CtopoHa 1

CTopoHa Z

B.2.2 Obnactb npnmeHeHnA cornalleHus

[aHHOe cornaweHne NnpuMeHseTcst K 0OMeHy MHopMaunen mexay BblLLEYNOMAHYTbIMM CTOPOHaAMMU U APYITMM BOT-
pocam, TPEOYIoWNM YPErynMpoBaHNs B COOTBETCTBUU C ONMMCAHUEM, MPUBEAEHHBLIM HUXE.

B.2.3 Cneundovmkauna nHdopmaunmn
CornaweHne KacaeTtcs crieayowen NHPopMaumn:

B.2.4 KOHTakTHbIE NnMnua
KOHTaKTHbIMU TUMLAMU ABNAOTCA:

OT CTOpPOHLI 1
damunnusa, UMs, OTHECTBO:!

TeneoH: agapec 3NeKTPOHHOM MOYTbI;

OT CTOpPOHbI 2

damnnua, UMs, OTYECTBO:

TeneoHHOMEP: aapec aNeKTPOHHOW NOYTHI:

B.2.5 NMpumevanna otaena vHopmMaLuMOHHON 6e30MacHOCTH

HokymeHTaumsa paspaboTaHa:

[TpoBepka 6e30nacHOCTU OCYLLECTBIEHA:

[ToanncaHo:

HaTtanepegavm gokymeHtauymm Ctopore 1. ['T-MM-1 1
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[ata nepegayn npotokona nposepku bezonacHoctn Ctopone 1: I'M-MM-1

Cpok npoBeaeHns meponpusatusa 1: ' T-MM-101

Cpok npoBeaeHuns meponpusatusa 2: [ T-MM-101

Cpok npoBeageHus meponpusatna N: I'T-MM-11

HaTtanepegavum gokymeHtaumm Ctopone 2: [ [-MM-111

[lata nepegaym npotokona nposepku besonacHoctn Ctopone 2: I'M-MM-1

Cpok npoBeageHus meponpusatua 1: 1 T-MM-14

Cpok npoBeaeHuns meponpusatusa 2: [ T-MM-11

Cpok npoBeaeHus meponpusatna N: ['T-MM-11

B.2.6 Opyrne Bonpochol
Cregyrowmne npunoXXeHus ABMATCA HEOTbEMITEMON YACTbO 4AHHOIO COrmnalleHus:
- NpunoXeHne A  YCnoBus reHepanbHOro cornalleHus,;

- NpunoxeHwe B ObLwasa AOKYMEHTaLUUS;

- npunoxenmne C  [poToOKOMNbl NPOBEPKM BE30MACHOCTH;

- npunoxeHne D  [1okymeHT 1;

- npunoxeHne B [lokymeHT 2.

B.2.7 NMoanwucw

[JOKyMEHT CcOCTaBneH B ABYX 3K3eMMNNApax — rno 0 gHOMY A KaXX40W CTOPOHbI.

OT1T CTOpOHbI 1

Hara: 'T-MM-01

OT MeHun opraHmn3aunmn, OTBETCTBEHHOW 3a CUCTEMY:

OTBEeTCTBEHHbLIN 3a NepegaBaemMble JaHHbIE:

OTBETCTBEHHbLIN 32 CUCTEMY:

OT CTOpPOHBI Z
Harta: ['T-MM-11

OTumMeHn opraHn3aunm, OTBETCTBEHHON 3a CUCTEMY:

OTBEeTCTBEHHbLIN 3a NepegaBaemMble JaHHbIE:

OTBETCTBEHHbLIN 32 CUCTEMY:

B.3 Npumep copepxaHna «eHepanbHOro cornaweHus o NONMTUKeE»

B.3.1 Obnactb npnmeHeHuns

B.3.1.1 YcnoBus HACTOSILWLENO COrMalweHns PErynmpyroT OTBETCTBEHHOCTb 06enx CTOPOH NPU 3NEKTPOHHOM 0bMe-
HEe MHpopMaLUnen.

B.3.1.2 lpnHann4Ymm OTKNOHEHNN OT YCITOBUW HACTOALLENO COrMalweHunst, 3T OTKITOHEHUS A0MKHbI ObITb Onpeaene-
Hbl B JOKYMEHTE, MPUNOXEHHOM K COrmnalleHuIo.

B.3.1.3 YcnoBus HAacToOSAWEro cornalweHns CocTaBneHbl yrpasneHne M MHQopMaUunOHHbIX TEXHOONMU NI aHaro-
TMYHbIM OPraHoM 1 YyTBEPXAEHbI PYKOBOACTBOM OpraHu3auum.

B.3.2 OnpeneneHun

B.3.2.1 TepMmunH «CTOpOHa» OTHOCUTCH K TEM, KTO YNOJIHOMOYEH UCMNONb30BaTh MHPOPMALUNOHHBIE CUCTEMbI W
obopyaoBaHue, onpeaeneHHble B HACTOSAWEM COrnalweHnn, ans anekTpoHHoro oomeHa nHdopmaymnen. OpraHmsauyms,
OTBETCTBEHHAS 3a SKCNnyataynto cuctem n obopygoBaHus, NPUMeEHsIEMOro anst oomeHa nHpopmMmaumnen, Takke cHUTaeTCs
CTopoHOMW.

B.3.2.2 TepmuH «VIHopMaUuMOHHasA cuctema» OTHOCUTCH K MECTHBIM MHPOPMALMOHHBIM CUCTEMAaM, KOMMYHUKa-
LLMOHHOMY 060PYAOBaAHUIO M APYroMy L poBOMYy 0D0PYA0BaHUIO, HEOBX0AMMOMY ANs 00paboTKK, Nepeaayn, XpaHEHNA U
pacnedvyaTtkm MHopmMauuu, onpeaeneHHon B HACTOSLWEM COrnalueHum.
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B.3.2.3 TepmunH «Cuncrema» OTHOCUTCS K COBOKYNHOWN CUCTEME, COCTOSILLEN U3 CUCTEM N 0BOpYyaOBaHUSA, yHaCTBYIO-
LWKX B 0OMeHe nHpopmaumnen, onpegeneHHoM B HAaCTOSILWEM COrmalleHun.

B.3.2.4 TepmuH «MHdopmaumsa» OTHOCUTCA K CBA3HOW COBOKYMNHOCTU MHQOpMaunn, onpegeneHHon CTopoHamMu B
HaCTOALLEM cornaweHun,

B.3.2.5 TepMnH « AHanum3 cnctemMbl» OTHOCUTCH KCUCTEME ayanTa, NocpeacTBOM KOTOPOWU BCE CUCTEMbI, yHaCTBYIO-
lwune B 0bmeHe nHhopmaunen, NPoBEPSIIOTCH HA COOTBETCTBUE YCITOBUSIM, YCTAHOBIEHHBIM YNOJTHOMOYEHHbIM JTMLIOM.

B.3.3 Cnctema

B.3.3.1 CTOpOHbI 4OIMXHbI MPOBECTU TECTLI A4J15 NPOBEPKN COOTBETCTBUA CUCTEMbI YCITOBUAM, OMNMpegerieHHbIM B
cornaweHnm, n AOKYMEHTUPOBATL pe3ynbTaThl 3TUX TECTOB. JJOKymMeHTauus gonxHa beiTeb cozgaHa obenmm CtopoHamm B
CTaHAapPTU3NPOBAHHOW (DOPME B COOTBETCTBUM C LLABNOHOM AOKYMEHTaUUN, MNPUBEAEHHOM B NPUITOXEHUN A.

B.3.3.2 [o nayana obmeHa niHcopmaumnen Bnagenewl, cucTemMbl 4OJHKEH NPoTeCTUpoBaTb MHMOPMALNOHHbBbIE CUC-
TEMBbI, y4acTBYOWME B OOMEHE, COBMECTHO C ONepaTopomM CUCTEMBI.

B.3.3.3 Ecnu B cornaweHnmn He ykasaHo nHoe, Bce 3atpaTtbl CTOPOH NCHUCNAITCH ¢ MOMEHTa Havana obmeHa
nHcopmaumnenm n padboTbl CUCTEMBI.

B.3.3.4 EcnwuB cornaweHuny He ykasaHo nHoe, kaxxgas CTopoHa 4ornmxXHa ¢ NOMOLbIO TECTOB U APYIMX NOAX0aAWMX
METOAO0B NOCTOSIHHO NPOBEPATL, YTO CUCTEMA COOTBETCTBYET COrMacoOBaHHbIM TPEDOBaAHUSM.

B.3.4 O0bmeH nHdopmaunen

B.3.4.1 Ecnu nundopmaumsa He moxXeT BbiTb NepeagaHa ¢ NOMOLbIO CUCTEMbI, BUHOBHAas CTOpOHAa O0MKHa nepe-
crnaTtb MHQOPMaUWKo B COOTBETCTBUN C JOKYMEHTUPOBAHHbIMUY arlbTEPHATUBHbLIMUY PErnamMmeHTamMmu.

B.3.4.2 VIHgpopmauus, oTnndHas ot onpegeneHHON B HACTOALWEM CornaweHnn, He 4oMKHa 4oNycKaTbCH Ans nepe-
aadun mexay cucremamm 6e3 cornacosaHus CTOPOH M onepaTopa CUCTEM.

B.3.4.3 Kaxpas CtopoHa HeceT OTBETCTBEHHOCTb 3a CBOKO OCBEAOMITEHHOCTb O IOPUANYECKUX HOPMaX, NPUMEHN-
MbIX K HACTOSILLEMY COrMaLlleHunIo, 1 3a NpaBulibHbIN 0OMeH, 06paboTKy N XpaHeHne nHhopMaLUnumn B COOTBETCTBUN C YCI0-
BUSIMW HACTOSILLLErNO COrnalleHus.

B.3.5 OTBeTCTBEHHOCTb 3a MECTHYIO MHOPpMaALMIO
Kaxgas CTopoHa HECET OTBETCTBEHHOCTL 34 CBOU A4OCTYN K cepTndpmkaTtam un ynpasrieHNE MU, a TAKXe 3a aBTOPU-
3aumioc NOAYNHEHHOIO e NepcoHana.

B.3.6 lNepepaya n nonyvyeHne nHdopmaumm

B.3.6.1 VlHpopmauusa cyutaeTcsd nepegaHHon, Korga akT nepegaqm 3aperncTpupoBaH B CUCTEMHOM XypHane
obmeHa.

B.3.6.2 NHdopmaunsa cuntaeTca npuHAToM nonydawuwen CTOpOHON, Korga €e nony4vYeHmne 3aperncTpupoBaHo B
XKypHane nony4arowen CUCTEMbI MU OHA MOXET BbITb MpoYnTaHa nonyvarenem.

B.3.7 UhdbopmaunoHHada be3zonacHoOCTb

B.3.7.1 Kaxpgas CTopoHa 4omKHa rapaHTMpoBaTh, YTO €€ CUCTEMA BbIMOMNMHAET HEODXoanmble TpeboBaHUA MHADOP-
MaLUWOHHOM 6e30nacHOCTM NO 3awuTe camon nHdopmMaunm N PErMCTPaunoHHOIo XypHana obmena nHdopmaunen ot
HECAHKLUMOHNPOBAHHOIO 40CTYNAa, UCKaXEHWS, 3adePXKEK N NOTEPU AaHHbIX.

B.3.7.2 ObsazaHHOCTbIO KaxXaon CTOPOHbI ABNSAETCA NPOBEPKa COOTBETCTBUA MHAOOPMALMOHHON CUCTEMBbI, MOCTAB-
wuka VIHTepHeT-yecnyr n/mnun cpeacTB nepegaydum JaHHbiX HeobxoanmbeiMm TpeboBaHUAM MHPOPMaLNOHHOW BE30MNACHOCTH
Nno 3awuTte MHOOPMaLUN U PETMCTPALNOHHOIO XypHana obmeHa nHdopmaumen 0T HECAHKUMOHMPOBAHHOIO A0CTYyNa,
NCKaXKEHUS, 3a0ePKEK U NOTEPU AaHHbIX.

B.3.7.3 CopaepxaHne nHpopmaynm n ee oTrnpaBUTENb AOKHbI AONYCKaTb NPOBEPKY HAAEXHbIM crnocobom. Cnocob
NPOBEPKN AOIMKEH ObITh OnpeaeneH B AOKYMEHTaUUM CUCTEMBI.

B.3.8 KoHdbvaeHUnanbLHOCTL

B.3.8.1 Kaxgasa CTopoHa gorxHa TpaktoBaTb MHOPMaUUIO, KOAbl 4OCTyNna, UMeHa Mnonb3oBaTenenm n gpyrywo
nHcopmaumnio no 6e3onacHOCTU B COOTBETCTBUM C NPaBuUnamMmm CBOEU opraHn3aumm n BCEMU BO3MOXHbIMU CPeaCTBaMU
npecekaTb NOMNbITKN HEABTOPU3OBAHHbLIX NTUL NONYYNTb 4OCTYN K 3TUM CBEAEHUAM.

B.3.8.2 Ecnun CTopoHa nony4aert gaHHble, OMEBUAHO NPeaHa3HauYeHHbIE TPETbEN CTOPOHE, 0BA3AHHOCTBIO MONYy-
ymnBwen CTOPOHbLI ABMNAETCHA HEMEANEHHO 3a40KYMEHTUPOBATL AAaHHbIN PaKT N coobwmTtb 06 aToMm oTocnaewen CTOpPoHe,
a Takxe, rno BO3MOXHOCTHU, CBA3ATLCSH C NpeanonaraemMmbiM rnonyvarenem.

B.3.9 HocTtynHOoCTb

B.3.9.1 Onepatop cncrembl 06513aH HECTU OTBETCTBEHHOCTD 3a BbIMNOJTHEHNE COIMMaCcOBaHHbIX 3aNPOCOB HA 4OCTYI.

B.3.9.2 Kaxaas CtopoHa 06513aHa HECTU OTBETCTBEHHOCTL 3a BbINONHEHUE TpeboBaHMK NO AOCTYNY K MHDOPMa-
LUK, onpeaeneHHbiX B HACTOALWEM COrnaleHum.

B.3.10 UndbopmaunoHHbIe 00A3aHHOCTH

B.3.10.1 Kaxpast CtopoHa 0b6s3aHa HemeaneHHO nHdhopmupoBaTtb Apyryto CTOPOHY 0 NobbIX CUTyauusix, KOTopble
MOTryT 3aTPYAHUTb BbINONIHEHME HACTOSILLENO COrnaweHnsi B TEHYEHNUE KPaTKOoro Unv anmTenbHOro nepuoga BpeMeHw.

B.3.10.2 Kaxpasi CtopoHa 0bs13aHa y4acTBOBaTh B nccnegoBaHmm 06HOBNEHHOW CUCTEMbI M OCYLLLECTBITEHUN KOH-
Tpons No TpeboBaHuio onepatopa CUCTEMBbI.

B.3.11 ApxuBunpoBaHue

B.3.11.1 Kaxaas CtopoHa BMecTe C onepaTtopomM CUCTEMbI HECET OTBETCTBEHHOCTb 3a BEAEHME MNONHOI0 XypHana
perncTpaumnm coobeHuin, nepegaHHbiX N NONMYYEHHbIX C MOMOLLbIO CUCTEMBI.
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B.3.11.2 Kaxpgasa CTopoHa 4oMmKHAa COXPaHATb U pe3epBUpPOBaTb MHOPMaLUWIO, AOCTYIMNHYIO C NOMOLWbIO CUCTEMBbI, B
COOTBETCTBMM C 3aKOHaAMWN, OEUCTBYIOWLMMN HA TEPPUTOPUN 3TOU CTOPOHLI. ECNn gencreyolee 3akoHO4aTeENbCTBO HE
TpebyeT bonee ANUTENbHOro XpaHeHus!, To MHQoOPMaLUS AOIHKHA XPAHUTBCH HE MEHEE TPeX NeT. XpaHeHne A0MKHO ObITh
He3onacHbIM 1 HE A0NYCKaTb HECAHKUMOHUPOBAHHOIO A0CTYNa, UCKaXXeHUs u notepu nHdpopmaumn. CoxpaHsiemble gaH-
Hbl€ AOMXHbI ObITb AOCTYNHLI NO NEPBOMY TPEOOBAHUIO B UM TAEMON POPME B TEHEHNE BCETO NEPNOA XPAHEHUSI.

B.3.11.3 Kaxpasa CtopoHa 0b6s13aHa no tpeboBaHuto apyron CTOPOHbLI UMK TEX, KOro kKacaertcs nHdopmauus,
NpeaocTaBnATh AOCTYN K PErMCTPALUMOHHOMY XypHany obmeHa nHhopmMaumen, a TakKe K UNTaeMblM BblAEPKKAM U3 Nepe-
ONaHHOW nHdhopmaLunn.

B.3.12 OTBeTCTBEHHOCTDL

B.3.12.1 Ecnwu He ByaeT yCTaHOBNEHO HAMEPEHHOE UMK CEPbE3HOE NpeHebpexeHne 06A3aHHOCTSAMU, TO OTBET-
CTBEHHOCTb 3a ywepb, npu4nHeHHbI 0gHOW N3 CTOPOH, AOIMKEH OrPaHNYNBATBLCH KOMMEHCAUMEN NPAMOro yuepba, Mmak-
CUManbHbIK 06 bEM KOTOPOU cornacoBbiBaeTcs CToOpoOHaAMKM NS KaXA0ro cny4asi B HAaCTOsIWEM COrnalleHum.

B.3.12.2 Takas orpaHn4veHHas OTBETCTBEHHOCTb NPUMEHSETCH TOJBKO K yWepOy, BbITEKAIOWEMY U3 HACTOSALLENO
cornalweHunsi, n He BNUAET Ha Kakne-nnbo gpyrmne cornaweHns CTopoH nnu gpyrme npasa CTOPOH, HE nognajatoumne noa
OENCTBUE HACTOSALLENo CornaleHums.

B.3.13 ®opc-maxopHble 00CTOATENLCTBA

CTOPOHbI HE HECYT OTBETCTBEHHOCTU 3a Kakne-nmbo 3agepXKu BbINMOSTHEHNS 006A3aTENBLCTB MO HACTOSLWEMY COrma-
LLEHWUIO, €CNN MOryT A0Ka3aTb, YTO 3TU 3a4EPXKKU Bbl3BaHbl OOCTOATENBCTBAMUN HEMPEOAONNUMOWN cUlbl. CTOpPOHA TakkKe
0CBODOXAAaeTCsH OT OTBETCTBEHHOCTU nepea apyrumm CTopoHamm cornalleHunst, eCrnuv BbIMONHEHNE e 0053aTENbCTB OKa-
3a510Cb HEBO3MOXHbIM:

- MO NPUYNHE BO3HUKHOBEHUSA ODCTOATENBCTB, HENOAKOHTPOIbHbIX CTOPOHE, W/MNn 0BCTOATENBLCTB, KOTOPbIX CTO-
poOHa He Morna npeaBuaeTb U nlbexarb;

- ecnu CTopoHa He B COCTOSAAHUM BbINONHUTL 3TK 06513aTenbCTBa NO NPUYMHE ODCTOATENBCTB, BbI3BAHHbLIX TPETHEWN
CTOPOHOW UMM CTUXMUHBIMK BEeACTBUAMIM, BYPEN, MOTTHUEN, NOXAPOM, OTCYTCTBUEM SIEKTPUHECTBA, 3abacToOBKaMU, TEP-
POPU3MOM, BOMHON NN APYyrumMmmn becnopsakamm, a Takke U3MeHEHUEM 3aKOHOAAaTeNbCTBA, BKIHOYas cOOn TENEKOMMYHW-
Kauun, gedonunT yecnyr CBs3m obLero nonb3oBaHus, TOBAPOB, SHEPTUN UK APYrve aHanornvHble ob6CcToATENBCTBRA.

B TeueHne nepunoaa sBpemenun, korga CTopoHa HaxoauTcs No BO3AENCTBUEM BbILLEYNOMAHYTBIX OBCTOATENBCTB,
apyrne CTopoHbl 06513aHbl BbINOMHATL CBOM 0b6s3aTenscTBa nepeq 3ton CTOPOHON B COOTBETCTBUN C STUMU YCITOBUSIMM.

B.3.14 CpokaencrtBusa cornalleHvs

B.3.14.1 CropoHa, nognucaeLluas cornaweHme, MOXeT PpacToOprHyTb ero, ysegomms gpyryto CTOpoHy 3a 3 Mec 4o
CpOKa npeKkpalleHns 4eNCTBUS.

B.3.14.2 CtopoHa, nognncasluas cornaweHmne, MMeeT rnpaBo pacToOprHyTb ero HemeaneHHo, ecnu gpyras CtopoHa
npu3HaHa BUHOBHOW B CYLLECTBEHHOM HapPYLLIEHUN COrnalweHns U He NPeanPUHUMAET MOMNbITOK UCNPaBUTL TAKOE HapyLLe-
He B TedveHne 30 gHEN C MOMEHTA NONy4YeHUs MTMCbMEHHOIo 3anpoca Ha pacTopXeHne cornalieHus.

B.3.14.3 CtopoHa, nognucaswas cornaweHune, takke UMeeT NpaBo pacToprHyTb ero HemeaneHHo, ecrnn gapyras
CTopoHa npuaHaeTcs DaHKPOTOM, MHBbIM CNOCOBOM BbIKA3biBAET HECOCTOATENBHOCTb UITN NIMKBUANPYETCA.

B.3.14.4 [locne aHHynupoBaHusa gaHHOro cornaweHuns kaxgas na CToOpoH NpoaonXaeT HECTU OTBETCTBEHHOCTb MO
obs3aTenbCTBaM, CBA3aHHbIM C 0DecneYeHnemM UenoCcTHOCTU MHPpOpMaLn U apXBUPOBaAHNEM PETNCTPaLNOHHbBIX XYpP-
HarnoB.

B.3.15 UameHeHMNA n 4ONONHEeHWA
PYKOBOASLLME OpraHbl opraHmn3aunu, K KoTopbiM npuHaanexart CTOpOHbl, MOTYT U3MEHUTb YCINOBUA reHepanbHOro
cornaweHus, 3a nckrodeHnem nyHkra B.3.14. Takne nameHeHns BCTynarT B CUMNY B TEYEHNEe 3 MEC C MOMEHTAa NONyvYeHus
NMMCbMEHHOIO YBEAOMITEHUS YNONMHOMOYEHHbIM Npeactasutenem gpyron CtopoHbl. Ecnn gpyras CtopoHa He npuHuMaeT
npeanoXeHHbIX nameHeHun, nepas CTopoHa MOXeET B NMMCbMEeHHON hopme noTpeboBaTh pacTOPXXEHUSA COrnaleHns ¢
MOMEHTA NpeanonaraemMmoro BCTyrnneHns B 4ENCTBUE NPeasioXeHHbIX nameHeHnn. 1IameHeHnsa BCTynatoT B CUNY TONBbKO
npw ycnosum cornacusi 06emnx CTopoH.

B.3.16 lNepepava TpeTben CTOPOHE

Hu oaHa n3 CTOpoH HE UMEET NpaBa nepegaBaTtb CBOU NpaBa n 0653aHHOCTU NO HACTOSILWLEMY COIMaLLlEHNI0 TPETHEN
CTopoHe 6e3 cornacus apyron CTOPOHLI.

B.3.17 Cnopbi

B.3.17.1 Cnopbl, BO3HMKalOWME B CBA3N C JaHHbIM cCOrnawweHnem, A4oMMXKHbl B NMEPBYIO ovepenb paspeLwaTbes C
nomMmoLwbio neperosopoB CtopoH. Ob6e CTopoHbl 0653yI0TCA y4acTBOBATh B TakMxX neperosopax B tedeHne 30 gHen ¢
MOMEHTA YBEAOMITEHNSA O BO3HUKHOBEHWN Cropa.

B.3.17.2 ApbutpaxkHast KOMUCCUA OOIMKHA pa3pewaTtb pasHornacus CTOPOH, Kacalwmnecs HAaCcTOSALWEero cornatle-
HUSA TAKUM Xe 0bpasom.

B.3.17.3 CTOpPOHbLI MOryT cornacuTtbCs npeactaBuTb CNop Ha paccMoTpeHue npegBapuTenbHO COrmacoBaHHOIO
nua nnun opraHusaunm ansi BeIHECEHUS NMPUHYXOA0WEro peLleHns.

B.3.17.4 Ecnun CTopoOHbI pacnonaratoTcsa B pas3HbiX CTpaHax, IopUCOMKLUSA paspelleHns CnopoB AO0MKHA BbiTb
cornacosaHa CTtopoHamMu.

B.3.17.5 Cnopbl, KOTOPbIE HE MOTYT ObITb Pa3peLleHbl NYTEM MEPErOBOPOB, AOIMKHbI ObITb NepeaaHbl B Creayowmnm

cyA:
(HanmenoBaHmne n agpec cyaa)
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