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F'OCT P ACO/M3K TO 13335-5—2006

[lpeaucnoBue

Llenn un npuHunnbl ctTaHaaptusaunm e Poccnnckon epepaumm yctaHosneHol deaepanbHbiM 3aKOHOM OT
27 nekadbpsa 2002 r. Ne 184-03 «O TeXHUYECKOM perynmpoBaHuny», a npasnna NpUMeHEHN HaLMOHANbHbIX
ctaHpapToB Poccunckon Pepepaummn — NOCT P 1.0—2004 «CtaHpapTtusaumsa B Poccnnckon depepaumn.
OCHOBHbIE NONOXEHUAY

CBepgeHunA o cTaHpapTe

1 NMOAINrOTOBJIEH ®epepanbHbIM rocyaapCTBEHHLIM yupexaeHnem «l oCcyaapCTBEHHbIN HAYYHO-
nccneaoBaTenbCKUN UCNbITATENBHLIM MHCTUTYT NPObNeM TEXHNYECKOWN 3aLLNTbl MHGopMaLunn GeaepanbHOM
CNy>XObl MO TEXHNYECKOMY N IKCNOPTHOMY KoHTpono» (Pry «MrHUHU MT3N ¢CTIK Poccun) Ha ocHoBe
COOCTBEHHOro ayTeHTUYHOrO NepeBoaa CTaHaapTa, ykasaHHOro B NyHKTe 4

2 BHECEH TexHn4yecknm komnteToM no ctaHaaptTnsaumm TK 10 «lNepcnekTnBHblie NPON3BOACTBEHHbIE
TEXHONOMMN, MEHEOXXMEHT U OLIEHKA PUCKOB»

3 YTBEPXXAEH W BBEAEH B OEWCTBUE Mpukazom PenepanbHOro areHTCTBa no TEXHUYECKOMY
perynupoBaHuio n metponornm ot 19 nekabpsa 2006 r. Ne 317-ct

4 Hacrtoawun ctaHaapTt naeHtTndeH mexayHapoaHomy otdety NCO/MIKTO 13335-5:2001 «MHpopMma-
LLMOHHAA TexHonornsa. PekoMeHaauun no MeHeaXXMeHTy 0e30nacHOCTU MHOPMALMOHHBLIX TEXHOMNOMM.
Uactb 5. PykoBoacTtBO no MeHeaXMeHTy OesonacHoctn cetu» (ISO/IEC TR 13335-5:2001 «Information
technology — Guidelines for the management of IT Security — Part 5: Management guidance on network
security» ).

[1py NpUMEHEHNN HACTOSALLIErO CTAaHAAPTa PpeKoMeHaYyeTCA UCNONb30BaTb BMECTO CChINOYHbIX MEXAYHa-
POOHbLIX CTaHAApPTOB COOTBETCTBYIOLME UM HALMOHanNbHble cTaHaapTel Poccnnckon denepaunn, cBeaeHna o
KOTOPbIX NpuBeAeHbl B AONONHUTENBHOM NPUNOXEHNN A.

HanmeHOBaHMe HacToAlero ctaHaapTa N3aMeHeHO OTHOCUTENBHO HAMMEHOBAHNSA YKa3aHHOIo MeXay-
HapoAHOro craHaapta ansa npueeaeHuns B cooteetcTene cOCT P 1.5 (nyHkT 3.5)

5 BBEIAEH BINEPBbIE

NHpopmayus ob uaMeHeHUsIX K HacmosuweMy cmaHoapmy nybnukyemcsi 8 eXXee2o0Ho u3dasaeMoM
UHOpMaUUOHHOM ykazamene «HauyuoHanbHbie cmaHoapmably, a meKkcm U3MeHeHUU U rornpasok — 8 eXe-
MEeCSIHHO U30asaeMbiX UHGbOPMaUUOHHbIX yka3damessx «HayuoHarnbHble cmaHOapmbl». B criydae nepecmom-
pa (3aMeHbl) unu ommMeHb! Hacmosiweao cmaHoapma coomsememeyrouiee yeedomreHue byoem onybnuko-
8aHO 8 EeXeMecCsHHO u30asaeMoM UHOPpMayUOHHOM ykazamerne «HayuoHanbHble cmaHoapmbl».
Coomeemcecmeayrouwias UuHgbopmMmayus, yeedoMIeHUsS U MeKCcmbl pa3mMelaromcss makxe 8 UHgopMalUuoHHOU
cucmeme obuje20o rnone3osaHuss — Ha ogpuluanbHoM caume QedeparnibHo20 azeHmemaea rno MexHU4eCcKoMy
pezaynuposaHuro U Memposnoauu e cemu MIHmepHem

© CraHpapTrnHpopm, 2007

HacToAawmm ctTaHaAapT He MOXET ObITb NMONHOCTBLIO NN YACTUYHO BOCMNPOU3BEAEH, TUPAXUPOBaH U Pac-
NPOCTPaHEH B Ka4yeCcTBe 0hnLManNbHOro n3naHna 6es paspelueHns PenepanbHOro areHTCTBa NO TEXHNYECKO-
MY PEryNMpPOBaHMIO 1 METPONOIMK
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HAUWOHAINBbHBILU CTAHOAPT POCCUMUCKOWNW OSGOEOLEPALUNMN

UMHcpopmMaLMoHHaA TeXHONOrMA
METObl N CPEOACTBA OBECINEYEHUA BE3OIMNACHOCTW
YacTb 5

PykoBOoACTBO N0 MeHeA)KMEeHTY 6e30nacHOCTU CeTMH

Information technology. Security technigues.
Part 5. Management guidance on network security

[Jata BBeaeHua — 2007—06—01

1 O6nacTb NpUMeHeHUs

Hactoawmnn ctaHaapT npeacrtaBnaeT cobon pykoBoACTBO NO yNpaBneHnio 6e30nacHOCTbLIO CETAMU ANS
nepcoHana, OTBETCTBEHHOIO 33 3Ty AEATENbHOCTb, U COAEPXKNUT OCHOBHbIE MNOMOXEHNSA NO BbIABNEHNIO N aHA-
nn3y pakTopoB, UMEIOLLINX OTHOLLEHME K KOMMOHEHTAM De30NacHOCTU CBA3N. ITN (PaKTOPbI CNeaveT YYUTbI-
BaTb NPU YCTAHOBNEHUU TPpeboBaHNN NO 6E30NAaCHOCTU CETW.

Hactoawmn ctaHaapTt ocHoBaH Ha nonoXxeHnax NCO/M3IK 13335-4 nyteM onncaHmna Mmetoaa naeHTnu-
KaLmn 1 aHanNn3a BbIDOPa KOHTPONNPYEMBbIX 30H, UMEIOLLINX OTHOLLIEHNE K CETEBbLIM COEANHEHNAM, C TOUKN 3pe-
HUA obecne4vyeHmna 6e30NacHOCTM.

ACneKTbl AeTANbHOIro NPOEKTUPOBAHNSA U TEXHNYECKOW peann3aunm KOHTPONMMPYEMBbIX 30H HE BXOAAT B
0bNacTb NPUMEHEHNA HACTOALLLErO CTaHAapTa. Takme pekoMeHaaLUmnm NNaHnpyeTcsa BKNIOYNTL B paspabaTbiBa-
eMble MeXAYHapPOAHbIE AOKYMEHTHI.

2 HopmaTuBHbIE CCLINIKK

B HacToalWeM CTaHAapTe UCNONb30BaHbI HOPMATUBHbLIE CCbINKM Ha cneayowme CTaHaapThl:

MCO/MOK TO7498-1:1994 MNudopmaunoHHAA TexHONOMMA. B3auMOCBA3b OTKPLITbIX CUCTEM. BazoBas
3TanoHHaAa Moaenb. ba3zoBaa moaenb

NMCO/MIK TO 7498-2:1998 Cucrembl obpadbotkn nHdopmauun. B3anMocBA3b OTKPbLITbIX CUCTEM.
ba3oBaqa atanoHHaa Moaens. HacTtb 2. ApXUTeKkTypa 3aLUTh

MCO/MIK TO 7498-3:1997 VNHpopmaunoHHaa TexHonormsa. Bianmmogencteme OTKPLITbIX CUCTEM.
ba3oBaga aTanoHHaA MOAENb: NPUCBOEHUE NMEH N aapecalns

MCO/MIK TO 7498-4:1989 Cucrembl obpadbotkn nHdopmaumn. B3anMocBA3b OTKPbITbIX CUCTEM.
ba3oBaa aTanoHHaa moaenb. Hactb 4. CTpyKTypa ynpaBneHus

MCO/MIK 13335-1:2004 VHopmaLnoHHaAa TexHonormsa. Metoabl obecnevyeHna MeHeQKMeEHTA 6e30-
NacHOCTN NHPOPMALIMOHHBLIX N TENEKOMMYHUKALMOHHBLIX TeXHoNnormn. Hacte 1. KoHuenuun n Mogenn MeHe-
XMeHTa 6e30nacHOCTN NHPOPMALIMOHHBLIX U TENEKOMMYHMKALMOHHBIX TEXHOMOMNM

MCO/MIK TO 13335-3:1998 UHdopmaLmnoHHAA TexHONOrMA. PekoMmeHaaumm Nno MeHeQKMeHTY 6e30-
NaCHOCTU NHPOPMALIMOHHBLIX TexHONormn. Hactb 3. MeToabl ynpaBneHmna 6€30nacHOCTbO MHPOPMaLIMOHHbIX
TEXHONOMMN

MCO/MIK TO 13335-4:2000 UNHdopmaLMOHHAA TeXxHONOMMA. PekoMmeHAaaLUmm No MeHEQKMeEHTY 6e30-
NaCHOCTU MHAOPMALMOHHLIX TEXHONOMMN. Hactb 4. Bbi6op Mep 3aLnTbI

MCO/MOK 13888 (Bceuactn) VMHpopmaumnoHHaa TexHonorna. Metoabl 3awmTbl. CTporoe BuliNoONHeEHNe
00A3aTENbLCTB

MCO/M3K TO 14516:2002 WNHpopmaLmoHHaAA TeXHONOMMA. PykoBoasaLwme ykasaHua no ncnonb3oBa-
HUIO M YNpPaBnNeHnto ycnyramm ooBepUTENbHON TPETLEU CTOPOHD!

U3paHue ohumumnanbHoe
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MCO/M3IK TO 15947:2002 NHdpopmaunoHHasa TexHonorna. Metoabl 3aimnTtbl. OCHOBHbLIE NONOXEHUS
No OBHAPYKEHUIO NPOHNKHOBEHNSA B UHPOPMALIMOHHbIE TEXHONOMMM
CcCbINKN HA apyrue AOKYMEHTbI, UMEoLLNE OTHOLLEHNE K pacCMaTpUBaEMON TeMe, NpmBeaeHbl B bndnun-

orpacoun [1] — [3].
3 TepMuHbI U onpeaeneHus

B HacTosweM cTaHaapTe npuMeHeHbl TepMuHbl No MCO/MIK 13335-1.

4 O603HaA4YeHUA U COKpaLLleHUs

B HacTosILeM cTaHaapTe NPMMEHEHbI cneayoLlme 0003Ha4YeHUA N COKPaLLEHUS:

EDI — 3NEKTPOHHLIN OOMEH AAHHbLIMMU;

IP — NPOTOKON VIHTEPHET;

T — NHOOPMALMOHHAA TEXHONOMA;

[1K — NepPCOHanNbHbIN KOMMLIOTEP;

PIN — NUYHLIN NAEHTUPUKALUOHHBIN HOMEP;
SecOPs — 3auuTHbIe onepaunoHHbie Npoueaypsbl.
5 CTpyKTypa

Hactoawunn ctaHaapT OCHOBAH Ha cneayloweM noaxoae: BHa4vane npoBoaAnuTCcAa npouecc naeHTMGOUKa-
LMW U aHaNN3a PakTopoB, BNUAKOLLNMX Ha CPeaACTBa CBA3K, B LeNdAX YCTaHOBNEHNAa TpeboBaHUM NO CeTEBOW
6e30nacHOCTN, N 3aTEM ONPEAENATCA NOTEHLMANbHbIE KOHTPONNUPYEMbIE 30HbI. [1pn 3TOM yKa3sblBaeTcs, rae
MOXXHO MCNONb30BaTb COOTBETCTBYIOLWME NoNoXeHna apyrmx 4acten MCO/MOIOK 13335.

B HacToAIlEM cTaHaapTe NpUBEAEHO ONUCAHUE TPEX OCHOBHbLIX KpUTepueB MAeHTUOUKALMN NOTEH-
LIMANbHbIX KOHTPONUPYEMBbIX 30H B NOMOLLIbL NULIAM, OTBETCTBEHHbLIM 33 0becnedeHne besonacHocTn UT. OTn
KpUTEPUM Pacrno3HaloT:

1) pasHble TUMNbl CETEBbLIX COEAUHEHUN;

2) XapaKTepuUCTUKN Ppa3HOWN OpraHnsaumm ceTn, COOTBETCTBYIOLWMNE O0BEPUTENDBHLIE OTHOLLEHNA U

3) noTeHuManbHble BUAbLI pUCKOB 0becneveHna 6€30NacHOCTU, CBA3AHHOIO C CeTEBbIMU COeANHEHNAMM
(MCNONb30BaHMEM YCNYT, NPea0CTaBNAEMbIX Yepe3 3TN COeaANHEHNA ).

Pe3ynbTaTbl KOMOMHUPOBAHNA STUX KPUTEPUEB 3aTEM NCNONBL3YIOT AN NHANKALWUN NOTEHLIMANbHbIX KOH-
TPONUPYeEMbIX 30H. [MpNBOANTCA TAKKE KPATKOE ONNCAHUE NOTEHLUMNANBHbLIX KOHTPONUPYEMBbIX 30H C YKa3aHUEM
NCTOYHUKOB, rAe OHWN XapaKkTepusyTcsa bonee noapoodHO.

6 Lenb

Llenb HacTosALLEero ctTaHaapTa — AaThb PYKOBOACTBO ANA naAeHTUdMKaLUM n aHann3a akTopoB, OTHOCS-
LMXCA K 6e30nacHOCTU CpeacTB CBA3N. OTU (hakTopbl cneayeT yunTbiBaTh ANA TOro, YToObl YCTAHaBNUBATL
TpeboBaHMa No 6€30NacCHOCTM CETU U YKa3blBaTb HA NOTEHLMANbHbIE KOHTPONUPYEMbIE 30HbI.

7 OOLee npeacraBneHue

7.1 lpepnocbinka
[[OCcynapCcTBEHHbIE U KOMMEPYECKNE OPraHn3aLmm B 60NbLLOW CTENEHN NONArakTCa HA NCMONb30BaAHNE

MHOPMaLMKN NPY BeaeHUN CBOEro bnusHeca. HapylleHne Taknx xapakrepucTuk MHpOPMaLmm N ycnyr, Kak KOH-
donaeHUNanbHOCTb, LLENOCTHOCTb, AOCTYMNHOCTb, HEOTKA3yeMOCTb, NOAOTHYETHOCTb, aYTEHTUYHOCTb U AOCTO-
BEPHOCTb, MOXET UMEeTb HebnaronpuatHoe BO3AEUCTBUE HA AEeNOBble onepaunn n bU3Hec OpraHn3auumn.
[103TOMY cyLlecTBYEeT HEOOXOANMMOCTL B obecnedeHmnn 6€30NacHOCTU NHpopMaLnmn 1 ynpaeneHnn 6e3onac-
HOCTbIO cucteM UT B npenenax opraHnsaumn.

HeobxoanmMocTb B 0becnedeHmnn 6€30nacHOCTU MHpopMaLUnn 0COODEHHO BaXKHa B COBPEMEHHOM NHJPOP-
MaLMNOHHOM MPOCTPaHCTBE, TaK Kak MHOrne cuctembl T opraHmnsaumnm o0beanHAaTea B ceTU. CeTeBble Coean-
HEHNA MOTYT HaxoAUTbLCA B MPaHNLaX CAMOU OPraHn3aumnm, Mexay pasHbiMU OPraHn3aLmnamMmm n UHoOraa Mexay

2
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OpraHusaunen n ceTamm obLLEero NoNbL3oBaHUA. [ocyaapCcTBEHHbIE N KOMMEPYECKNE OpPraHn3aumn BeayT CBOKO
NEeATENBHOCTb YHMBEPCANbLHO. [MO3TOMY OpraHn3aummn 3aBUCAT OT BCEX BUAOB CBA3N — OT MCMNOMb3YIOLWNX
aBTOMAaTU3NPOBAHHbLIE CUCTEMbl MHOOPMALMOHHOIO OBCNYXMBAHMA OO0 WUCAONbL3YIOWKUX «KNaccu4veckme»
cpencTea. MIx noTpebHOCTU B CeTAX A0MKHbI ObiTb YyAOBNETBOPEHLI, NPU 3TOM 0becneveHno 6e30NacHOCTU
ceTen npupaeTtca Bce bonblUee 3Ha4YEHNE.

PekomeHaaunmn no naeHTMunkaunm n aHanmnay pakropoB, OTHOCALLMXCA K 0b6ecneveHnio 6e30NacHOCTU
CpeacTB CBA3N, NpmuBeaeHbl B 7.2. TN hakTopbl cneayeT NPUHMMaTb BO BHUMaHUE ANA Toro, YTobbl yCTaHaB-
nueaTb TPEOOBAHNA K 6€30NaCHOCTN CETEW N YKa3bIBATb HA NOTEHLMNANbHbLIE KOHTPONUPYEMBbIE 30HbI. TN NPO-
Lleccbl bonee NnoapoOOHO pacCMOTPEHbI B NOCNEAYIOLWNX pa3aenax.

7.2 Tpouecc ngeHtudpmkaumm

[1pn paccMoTpeHUn ceTeBbiX CoOeagnHEHUN BCEM OTBETCTBEHHLIM CNeLUnanucTam opraHn3aunn cneayer
4YeTKO NpeacTaBnaTb cebe TpeboBaHMA BU3HECA N NPEUMYLLIECTBA KOHKPETHbLIX CpeacTB CBA3U. Kpome Toro,
cneunanncTbl n gpyrme NnoNb3oBaTeNn cCoeANHEHNN AONXHbI ObITb OCBEAOMNEHLI O pUCKax obecneveHna 6e30-
NACHOCTN U COOTBETCTBYIOLLNX KOHTPONMPYEMbBIX 30HaX CETEBbLIX cCoeaANHEHUN. TpeboBaHna bn3Heca n Npeun-
MylLLlecTBa B oObecnedeHun 0e30nacHOCTU OKa3blBAalOT BAUAHWE HA MHOMME pelleHna U OeUCTBUS,
ocyllecTBnaemMble B Npouecce pacCMOTPEHUA CeTeEBbIX COeANHEHNN, BbIABNEHUA KOHTPONUPYEMbIX 30H U
nocneayoLwero Bbibopa, NPoekTUPOBAHUSA, BHEAPEHNA N NOAAEPKAHNA DE€30MNaCHOCTU C MOMOLLbIO 3aLWTHbIX
mMep. CnenoBaTenbHO, B TEYEHMNE BCEro NpoLecca cneayet NOMHUTBL 00 3TnX TpeboBaHmnaxX DM3Heca n oxxnaae-
MbIX npenmyLlecTBax. [Ana 1oro, 4Todbl MAEHTUMONLIMPOBATL 3aAaHHble TpeboBaHNA 6€30NacHOCTN, UMeLLne
OTHOLLUEHNE K CETU, N KOHTPONNPYEMbIE 30HbI, HEOOXOAMMO PELLINTL cneayiolmne 3agavdn:

- aHanun3 ob6LnX TpedboBaHMM K 0DecneveHno 6€30NacHOCTU CETEBLIX COEANHEHNN, N3NOXEHHbIX B NONN-
TnKe 6e3onacHocTn T opraHnsaunm (cMm. pasnen 8);

- aHanNn3 CETEBOMN CTPYKTYPbI N €€ NPUMEHEHUSA, KOTOPbLIN NMEET OTHOLLEHNE K CETEBLIM COEANHEHNSAM,
4YTOO bl UMETb HEODXOANMYIO OCHOBY ANSA BbINONHEHNA NOCNEAYIOWNX 3a0a4 (CM. pasaen 9);

- naeHTUPMNKaLmnA TMNa nnn TUNOB PaccMaTPUBaAEMOro coeanHeHna cetn (cM. pasgen 10);

- aHANN3 XapPakTePUCTUK NPeaNoXeHHOro 00beaAnHEHUA B CETb (MCNONL3YA NPU HEOHXOANMOCTU NMEID-
LLYIOCA MHAOPMALMIO O NPUMEHEHNN CTPYKTYPbl CETU) U CBA3AHHbLIE C 3TUM A0OBEPUTENbHLIE OTHOLLEHNSA
(cM. pasgen 11);

- onpeaeneHne BNAOB PUCKOB D€30NacHOCTN, €CNN 3TO BO3MOXHO, C NOMOLLLIO aHaNn3a PUCKOB U YNpPaB-
NeHna pesynbTaTaMmm NPOBEAEHHOIO aHann3a, BKN4as oLeHKN AenoBbiX onepaunin h MHpopMaLnIO, KOTOPVYIO
NpeanonaraeTca nepenasaTb Yepes3 coeauHeHns, n ndyio Apyryo HpopmMauunio, NOTEHUMaANbHO AOCTYMHYIO
NNa HECaHKLMOHNPOBAHHOIO NONy4YeHNs Yepes 3TN coeaAnHeHns (CM. pasaen 12);

- U AeHTUPUKALUNA NOTEHLUNANBHO KOHTPONUPYEMbIX 30H, KOTOPble MOryT ObiTb UICMNONL30BaHbl HA OCHOBE
aHanus3a TMna(oB) CoeaANHEHUA N XaPaAKTEPUCTUK OPraHu3auum ceTu N CBA3aHHbIX C 3TUM O0BEPUTENbHbIX
OTHOLLEHWN, a TaKXXe BUAOB YCTAaHOBNEHHbLIX PUCKOB 6e30NacHOCTU (CM. pasaen 13);

- pa3paboTka AOKYMEHTALUMN N aHanNn3 BapuaHTOB CTPYKTYPbl obecneveHna 6e3onacHOCTU (CM. pas-
nen 14);

- pacnpegeneHune 3anad No AeTanbHOMY BbIOOPY 3aLUUTHLIX Mep, NPOEKTUPOBAHNIO, peannu3aunm n nx
00CNYXXMBAHUIO, NCMONb3YA NAEHTUPULNPOBAHHbIE NOTEHLNANBHO KOHTPONMPYEMbIE 30HbI N COMMAaCOBaHHVYI0
CTPVYKTYpY obecnevyeHmna 6e3onacHOCTU (CM. pasaen 15).

Obwmne pekomeHaaunm no naeHTndukaLmm 3awmnTHbix mep coaepxarca B MCO/MIK TO 13335-4.
Hactoawmnn ctaHpaapt gononHaet MCO/MOIOK TO 13335-4 n npeactaBnaeT npouecc Bbibopa noaxoasa-
LLINX KOHTPONNPYEMbIX 30H C TOYKN 3peHnsa obecneveHmna 6e€30nNacHOCTU, CBA3aHHOW ¢ NOAKNIOYEHNAMMN K
CEeTAM CBA3MWN.

O6wmnn npoLecc naeHTNMKaLUnmM n aHannsa pakTtopoB, OTHOCALLIMXCA K cpeacTBaM CBA3W, NpeAcTaBneH
Ha pucyHke 1. PakTopbl, OTHOCALLMECS K CpeCTBaM CBA3WN, cneayeT NPUHMMAaTb BO BHUMaHMe Ans TOro, YToobl
yCTaHaBNMBaTb TPeOOBaHMA K obecneveHnio 6€30NacHOCTU CETU M YKa3biBaTb Ha NOTEHLUMaNbHbIE KOHTPOMNW-
pyeMble 30Hbl. Ka)Xabl aTan 3Toro npouecca noapobHO n3noXeH B nNocneayrwmx pasagenax HacToALWEero
cTaHaapTa.

Ha pucyHke 1 cnnowHbIMY MIMHUAMW NPeacTaBnNeH rnaBHbIN NyTb Npouecca. [MyHKTUPOM OTMeYeHbl Cny-

4yau, Koraa Buabl pycka obecnedeHmnsa 6e3onacHOCTU MOTYT ObiTb YCTAHOBMNEHbLI HA OCHOBE PE3YyNbTaTOB X aHa-
nn3a v ynpaBneHns pe3ynbTataMmn 3TOro aHanusa.
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AHanua nonnTukKu beso-
nacHoctTu AT opraHusa-

uvm (pazpen 8)

AHanus CTpyKTyp ceTw
W UX NPUMEHEHMS

(pasgen 9)

AoeHTuukauus TUnoB
coelMHeHUsa CeTH

(paagen 10)

AHanus xapakrepucTuk
opraHusauuu cetu u go-
BEepPUTENbHbIE OTHOLLEHUA

(pasgen 11)

0630p aHanu3a pUCKOB
o _ obecnerMeHun be3onacHOCTH
npeaeneHue BUAOB PUC M PE3YNLTATH MEHEKMEHTA
koB B6e3onacHOCTH (pasgen 12 8 UCO/MAK
(pasgen 12) 13335-3 1 UCO/MAK
133354)

OnpegeneHve NOTEeHUW-
anbHbIX BesonacHbIX 30H

(pa3gen 13)

HokyMeHTauunsa U aHanua
CTPYKTYP Be30onacHOCTH

(paapen 14)

[loaroToBKa K pacnpeaene-
HUIO 3a4ad nNo Buibopy
3aLMTHbIX MEp

(pa3pen 15)

PucyHok 1 — lNpouecc npeHtTudbmnkaumm n aHannsa paktopos, OTHOCALWNXCA K cpeacTBamMm CBA3N
N Beaywmnx K yctaHoBneHuo TpeboBaHUn 6€30nacHOCTU CETI

B oononHeHWe K rNaBHOMY NyTU NpOLEeCCa Ha HEKOTOPbLIX 3TanaX MOXeT BO3HMKHYTb HEOOXOANUMOCTDb
BEPHYTbCA K pe3ynbTartam npeabiayLmx 3TanoB ANga COXpaHeHUa nocnegoBaTernibHOCTU, B HACTHOCTU, K 3Ta-
namMm «AHanNM3 NONUTUKN opraHm3aunn No 6esonacHoCcTU NT» n «AHaNN3 CTPYKTYP CETU U NX NPUMEHEHUNY .
Hanpumep B cneayiowmx CUTyaumnax:

- Nocne ycTaHoBNeHnsa pucka obecrneveHna 6e30nacHOCTU MOXET NOoTPedboBaTbCA aHanNM3 NONUTUKK
be3onacHocTn T opraHnsaumm , eCNMN YTO-TO HE YYTEHO Ha YPOBHE NONUTUKM;

- ecnn Npun naeHTUOUKaLUNUN NOTEHUUANBHbBIX KOHTPONNPYEMbIX 30H He0OX0ANMO MNPUHNMATL BO BHUMa-
HUe NoNNTUKy besonacHocTn UT opraHm3auumn, NOTOMY UYTO B HEM MOXET ObITb 3aAaHO, UTO onpeaeneHHas
0e30NacHOCTbL AOMXKHA ObITb peann3oBaHa No BCen OpPraHnsaLmn, He3aBMCUMO OT PUCKOB;

- eCcnNn Heobxoanmo obecneynTb COBMECTUMOCTL MPW BblIOOpE BapuaHTa CTPYKTYpbl 6€30nacHOCTN K
npoBeaeHNA aHanu3a CTPYKTYP CeTU U UX NPUMEHEHUNS.

8 AHanu3 TpedoBaHUU NONUTUKU Oe3onacHocTu UT opraHusauun

[TonnTnka opraHnsaunm no 6ezonacHoctTn AT BkNovaeT B cebqa pellieHns o0 HeobxoanmMmocTn obecneye-
HUA XapaKTEPUCTUK KOHPUAEHLUNANBbHOCTU, LLENOCTHOCTN, HEOTKA3YEMOCTN, NOAOTHYETHOCTU, aYTEHTUYHOCTH
N AOCTOBEPHOCTUN Nepeaavn/npmema coobLLEHNN, 8 TaKXKe B3rNsaabl HA TUMbI Yrpo3 N TpedboBaHUA Be30nNacHOC-
TV, UMELLINE HENOCPEACTBEHHOE OTHOLLEHNE K CETEBLIM COEAUHEHNAM.

Hanpumep, B COOTBETCTBUM C NONUTUKOW OpraHn3aLumm no besonacHoctn T cneayeT NPUHATL peLleHne
O TOM, YTO:

- NOCTYMHOCTb HEKOTOPbLIX TUNOB MHPOPMALIMK NN YCNYT ABNAETCA NPeaAMETOM PACCMOTPEHUS;

- HUKaKne coeanHeHna He paspeLularTca Yepe3 KOMMYTUpPYEMble NMHNN CBA3W;

- BCe coeanHeHunsa ¢ IHTepHET A0NXHbI ObITb YEPE3 Nepexon MEXCETEBOro 3KPaHa;

- NOMKEH MNPUMEHATLCA KOHKPETHDLIN TUMN NEPEXoaa MEXCETEBOrO 3KPaHa;
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- HNKaKWe NnaTeXHble NHCTPYKLUUN He ABNAIOTCA AeNCTBUTENBbHLIMK 0€3 L poBOn NOANUCH.

Takune pelieHnsa, MHEHUA N TPebOoBaHNSA, NpUeMneMbIe B MacLUTabe opraHnsaunm, AOMXKHbI ObITb NPUHA-
Tbl BO BHUMaHMeE Npu onpeaeneHnm BnaoB pucka obecneveHna 6es3onacHOCTU (CM. pasaen 12) n naeHtndouka-
LMW NOTEHUMANbHbLIX KOHTPONUPYEMbIX 30H ANA CeTeBbIX coeanHeHnn (cMm. pasgen 13). lNpn Hannumn
Kaknx-nnbo TpedboBaHnn K obecneveHno 6€30NacHOCTU OHU MOTYT ObITb NOATBEPKAEHBLI AOKYMEHTAMU B BUAE
npeaBapuTENbHOro nepeYvHs NOTEHUMaNbHbLIX KOHTPONUPYEMbIX 30H U, NPN HEOOXOOAMMOCTU, OTPaXeHbl B
BapUaHTax CTPYKTYpbl 0becneveHna 6e3onacHOCTU. MeCTo AOKYMeHTa No nonutuke desonacHoctn T B pam-
Kax noaxoga opraHmsaumm Kk 6esonacHoctun UT, ero cogepxaHne n OTHOLWEHNE C APYrMMU aHanOrmMyYHbIMK
nokymeHtamm npmeeneHsl B UCO/MIK TO 13335-3.

9 AHanu3 CTPYKTyp CeTU U UX NPpUMEeHeHUs

9.1 BBeaoeHue

BbinonHAT cneayowmne nocneaoBartenbHble 3Tanbl npouecca noaTeepXaeHna NoTeHUnanbHbIX KOHT-
PONNPYEMbIX 30H, T.€. UOAEHTUPULINPYIOT:

- TUMNbI COEANHEHUA CETU, KOTOPbIE NNaHNpPyeTCcAa NCNoONb30BaTh;

- XapaKTepPUCTUKN CETN N COOTBETCTBYIOLLMX BOBNEYEHHbIX A0BEPUTENBHbIX OTHOLLIEHUW;

- BUAbl pyucka obecneveHna 6e3o0nacHOCTN.

CnNncoK NOTEHUMaNbHbIX KOHTPONMPYEMbIX 30H (a8 N03aHee COOTBETCTBYIOLMX NPOEKTOB 6€30NacHOCTH
onpeneneHHOro CoeaAuHeEHNs ) Bceraa cneayeT COCTaBNATL B KOHTEKCTE CTPYKTYPbLI CETU, VKE CYLLECTBYIOLLEN
NN NNaHUPYEMOUN K UCNONL3OBAHUIO, N €€ MPUMEHEHNS.

Taknum 00pa3om, cneayeT 00CTOATENBHO U3YHYNTL COOTBETCTBYIOLLYIO CTPYKTYPY CETU N €€ NPUMEHEHNe
0Na Toro, 4TodObLl 06ecneynTb HEODXOANMOE NOHMMAaHNE U KOHTEKCT NOcneayoLLKnX 3Tanos npouecca.

[1pn BLIACHEHUN 3TUX aCNEKTOB, N0 BO3MOXXHOCTU, Ha paHHEWN CTaann NpoLecc NAeHTMOUKALNN COOTBET-
CTBYOLWMNX KpUTEPUEB OnpeaeneHna TpedoBaHnn Kk obecneveHnio 0e30nacHOCTU, BbiABNEHUA NOTEHLNANBbHbIX
KOHTPONMPYEMbIX 30H N YTOYHEHUA DE30NaCHOWN CTPYKTYPbLI CTAHOBUTCA bonee apPekTUBHbIM. Pe3ynbTaToM
3TOro npouecca dyaer BbIoOp Handonee BbINOAHUMOrO pelleHna No obecneveHno 6e3onacHOCTN (CM. 9.2 n
9.5).

B TO )Xe BpeMa paccMOTPeHNE CTPYKTYPHbLIX aCNEKTOB CETU N UX MPUMEHEHNE HA PaHHEN CTaaun Npeao-
cTaBnAeT BO3MOXHOCTb ANA aHann3a U BO3MOXXHOr0 NepecMoTpa 3TUX CTPYKTYP, eCNn NpnemMnemMoe peLleHmne
obecnevyeHna 6€30NacHOCTN HE MOXKET ObITb peanbHO BbINONHEHO B Npeaenax MMeLLENCA CTPYKTYPbI CETM.

B npouecce NpUHATUA peLLEHNS O CTPYKTYPaX CETU U UX NPUMEHEHNN HEOHXOAMMO paccMaTPUBaTL Pas-
Hble UX aCNeKTb!, B TOM YMUCNe:

- TUNbI CETK;

- NPOTOKONbI CETU;

- IPUMEHEHNE CET.

HekoTopble BONPOChl ANAa aHann3a 3TUX acnekToB paccMoTpeHbi B 9.2 3.4, apyrme —B 9.5.

Ob6Lee pykoBOACTBO MO CTPYKTYPaAM cETU N MX NPUMeHeHNIO — B cTaHaapTaxcepun NCO/MIKTO 7498.

9.2 Tunbi ceTn

B 3aBWCMMOCTU OT NNOLWLAAUN pa3BepThiBAHMA CETU NOAPA3AENAI0T Ha cneayoLlne TUNbI:

- NOKanbHble (BblYNCANTENbHbIE ), UCNONb3YeMble ANA MECTHOro COeANHEHNA CUCTEM;

- permoHanbHble (BblYNCNNTENBHbIE ), UICNONb3YEMbIE ANA COeAUHEHUA CUCTEM B Npeaenax pernoHa;

- rnobanbHble, NCNONb3yeMble ANA CoOeANHEHNA CUCTEM B Donee LWMPOKUX Maclutabax, 4YeM perMoHanb-
Hble, BNNOTb A0 rNobanbHbIX.

9.3 lpoToKkonbl ceTn

Pa3Hble NPOTOKONbI UMEIOT CBOW XapaKTepUCcTukm obecneydeHmna 6e3onacHOCTU U TPEOYIOT cneumanbHO-
ro paccMoTpeHna, Hanpumep:

- MPOTOKONbI KONNEKTUBHOIO NMONb30BaHUA CPeaou MUCNONL3YIOTCA MaBHbIM ODPa3OM B NOKaNbHbIX
ceTax (MHoraa B Mmacltabe pernoHa) n obecnevynBaloT MEXaHU3MbI PperynnpoBaHnsa KONNEKTUBHOIMO NCNONb30-
BaHUA cpeabl Mexay cuctemamu. ['lpn KoNNeKTUBHOM UCNONL30BaHNKM cpeabl BCA NHOOPMaLNA PU3NYECKN
OOCTYMHAa C NOMOLLbIO BCEX N0ACOeANHEHHbIX CUCTEM;

- MApLWpPYTHbIE NPOTOKONbI UCMONbL3YIOTCA ANA onpeaeneHna NyTn Yepes y3anbl, N0 KOTOPbIM MHOPMa-
LA pacnpocTpaHAeTCca B npeaenax NoKanbHbIX U permoHanbHbIX ceTen. MIHgopmauna onsndeckn AOCTynHa
0Na BCEX CUCTEM BAONb MAapLUPYyTa, KOTOPbIN MOXET ObITb CNY4YanHO NN npeaHamMmepeHHO N3MEHEH.

[TpOTOKOMNbI MOTYT ObITb NPUMEHEHLI Ha Pa3HbIX CETEBLIX TOMNONOMMAX, HaNPUMEP B BUAE LLUNHLI, KONbLA

NN 3Be3abl, C peanusaunen Yyepes dbecnpoBogHble NN ApYIrve cpencTsa CBA3N, KOTOPbIE MOTYT OKa3blBaTb
NONONHUTENBHOE BNUAHME Ha 0becnevyeHne 6e30nNacHOCTI.
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9.4 CeTeBble NPUNOXEHUA

TynN NPUNOXEHUN, NCNONb3YEMbIX B CETU, HEODXOAMMO PACCMATPUBATL B KOHTEKCTE obecnevyeHna 0e3o-
NacHOCTN, U TUMbI MOrYT BKNIOYATL B CE0A:

- NPUNOXEHNE Ha OCHOBE SMYNALNN TEPMUHANA;

- NPUNOXEHNE HA OCHOBE 3aMOMMHAIOLLIErND YCTPONCTBA (MPAMOro NPUMEHEHNA NN NPOrpaMmmMbl NNaHKU-
POBLLUMNKA);

- CEpPBEPHbIE MPUNOXKEHNA KNUEHTA.

9.5 [lononHutTenbHOE COObOpaKeHue
[1pn aHanNn3e CTPYKTYPbl CETU U €€ NPUMEHEHNSA CNEAYET PAaCCMOTPETb CYLLECTBYIOLLNE CETEBbLIE BXOAS-

LLIME NNN NCXOAALLNE COEANHEHNSA B NPpeaenax opraHn3aLnn, a Takke ceTb, C KOTOPOWM npeanaraeTcs coeanHe-
Hue. CylwecTByloLWMe CoeaNHEHNA OPraHn3aLmm MoryT orpaHnymMBaTb UNN HE AOMNYCKaTb HOBbIE COeAMHEHNS,
HanpuMMep No YCNOBMUAM COrnaLleHn NN KOHTPAaKToB. [MprcyTcTBUE APYrX BXOAALLIMX UNN NCXOAALLMX coean-
HEHUN CETW, K KOTOPOW TpebyeTca coeAnHeHNEe, MOXET BHECTU AONMONMHUTENbHYIO YA3BUMOCTb U, CneaoBaTenb-
HO, cO34aTb pPuUCKN 0Oonee BbLICOKOTO YPOBHSA, NoTpeboBaB ©Oonee BbLICOKOW 0e30MacHOCTU W/Mnw
NOMNOMHUTENbHbIX 3aLMTHbLIX Mep.

10 UWaeHTudpukauma TMNoOB ceTeBOro coeanHeHus

CywecTByeT MHOIMo OAHOPOAHbLIX TUMNOB CETEBOrO COeANHEHUA, KOTOPbIE MOXET UCMONb30BaTL OPraHun-
3auma. HekoTopble TUNbl COeaNHEHUN MOTYT ObITb OCYLLECTBNEHbI Yepe3 YaCTHbIe CeTU (OOCTYN OrpaHnyeH ao
N3BECTHOrO COODLLECTBA), Apyrme — vYepes ceTb 00LLEro N0Nb30BaHNA (AOCTYN NOTEHUMANBLHO pa3peLleH Ans
nooon opraHn3aunn NN KOHKPETHOro Nuua). [lanee aTn TUnbl CETEBOro COeANHEHNA MOTYT ObITb UCMONb30Ba-
Hbl ANA NpeaoCcTaBNeHNa Pa3HOODPa3HbIX YCNYr, HanpuMep aNeKTPOHHOW NoYThl nnu EDI, n ana npumeHeHns
cpenctB ceten NHTepHeT, IHTpaHeT nnn JKCTPAaHET, KaxXaaa n3 KOTOPbIX MOXET NoTpebdboBaTbh OTAEMNBLHOrO
paccMoTpeHna bezonacHoCTU. Kaxabln N3 TMNOB COeANHEHUN MOXET UMETb Pa3Hble YA3BMMOCTU N, CNeaoBa-
TeNbHO, COOTBETCTBYIOLLUNE PUCKN DE30NaCHOCTU, KOTOPble, B KOHEYHOM cYeTe, NOTPEebyIoT pas3Horo Habopa
3aLUNTHbIX Mep.

[1yTb pacnpeneneHna no KaTeropuamMm 0AHOPOAHLIX TUMOB CETEBONO COEANHEHUA, KOTOPOE MOXET NOTPE-
OoBaTbCA ANA bnsHeca, C oNUCaHUeM NpUMepPa, NOKasaHHOro ANA KaXxaoro Tuna, npeactaBned B Tadbnuue 1.

[1pn QOMKHOM y4YeTe CeTEBLIX CTPYKTYP U UX NpUMeHeHUAa (CM. pasaen 9) cneayeTt BblIOpaTb 0AUH nnu
Oonee TMNOB, NpeaAcTaBNeHHbIX B Tabnuue 1 n noaxoasawmx Ana paccMaTpmBaeMblX CeTeBbIX COEANHEHNN.

Cneayet 3aMeTUTb, YTO OAHOPOAHbLIE TUMbI CETEBOrO COeANHEHNA, N3NOXEHHbIE B HACTOALLEM CTaHaap-
Te, MOTYT ObITb OPraHM3oBaHbl M pacnpeneneHbl MO KATErOPMAM NPENMYLLIECTBEHHO C TOUKM 3PpEeHUA nepcnek-
TMB OM3Heca, a He TeXHUYEeCKUX cpeacTB. ITO O3HaYaeT, YTO ABaA pa3HbiX TMNAa CeTeBOro CoeanHeHNa MOryT
ObiTb MHOTAA Peann3oBaHbl aHaNOMM4YHbIMU TEXHNYECKUMN CPeaACTBaMU, M B OOHUX CNy4aax 3alnTHbIE Mepb!
MOryYT ObITb KaKk OAUHAKOBbLIMM, TaK U (B APYrnX cny4aax) pasHbIMM.

Tadonuya 1 — Tunbl ceTeBoro coeanHeHUN

Homep
Tun ceTeBOro coeaAnHeHUs [Tpumep

NMYHKTA

10.1 CoeanHeHne B npeaenax OAHOW B3anmHaa cBA3b MexAay pas3HbIMW YacTaAMW OAHOW U TOW Xe
KOHTPONUPpYyEeMON TeppuTopun opra- | opraHm3auum B npeaenax oaHon N TOWM Xe KOHTpoONMpyemMown
HU3aLUnn TEppPUTOPUN, T.€. OAUHOYHOE KOHTponupyemoe 3aaHune unu no-

MelleHne

10.2 CoeanHeHne mMexay pasHbIMK B3anmHaa cBA3b MexXay pernoHanbHbiMK oducamu (W/unu
TEPPUTOPUanNbHO yAaneHHbIMU 4Yac- | perMoHanbHbIX OPUCOB C MECTOM PACNoNoXeHns ronoBHOro odhuca
TAMW OOHON N TOWN Xe opraHn3saunu komnaHun). B 3ToMm Tune coeaAuHeHna OONbLUMHCTBO MNONbL30-

BaTenen (ecnn He BCE) UMEKT BO3MOXHOCTb MOAKNKYEHUA K
cuctemam WT, pocTynHbIM 4depe3d ceTb. OAHakKo He BCEe MONb-
30BaTENU B Npeaenax opraHm3auum HaaeneHbsl NONHOMOYNAMWU ANS
OOCTYNa KO BCEM MNPUNOXEHUAM UNKU MHopmMauun (T.e. Kaxaoe
NoAKNYeHNne NonNb3oBaTens OCyWeCcTBNAETCA B COOTBETCTBUN C
npeaocTaBNeHHbIMU MPUBUNETNAMMN).

OanH AocTyn U3 ApPYron 4acTn OpraHmn3aunm MOXeT CRYXUTb
ANs ANCTaHLMOHHOIo TEXHUYECKOro 0BCnyXMBaHUs
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Homep
Tun ceTeBOro coeanHeHUs [Mpumep
NyHKTAa
10.3 CoeaAnHeHna mexay y3noMm CBA3N Micnonb3oBaHne paboTHUKamMm  MOOUNBHLIX  TEPMMHANOB
opraHmnsaumm n nepcoHanom, pabo- | obMmeHa AaHHbIMK (HanpUMepP NPOAABLIOM, NPOBEPSALWNM HaNnn4ne
TawwWMM B MecTax, yAaneHHbIX OT | 3anaca OT nokynaTtens) nnu yctaHoBneHune paboTHMKamMn AUCTaH-
opraHusaumn LIMOHHbBIX NUHUK CBA3U C BbIYUCNNTENBHOW CUCTEMOUN OpraHM3aLnm
M3 AoMa UnNu Opyroro yaaneHHoro mMecra, He CBA3aHHOro 4epes
ceTb 3TOW opraHnsaumn. B 3TOM Tune ceTeBOro coeanHeHwus
NoNb30oBaTeNb UMeeT NONHOMO4YUA NCMONBb30BaTL CBOK NOKaNbHYIO
CUCTEMY
10.4 CoeanHeHnsa Mexay pasHbIMW CBA3b Mexay AByms mnu 60NbWKMM YUCNOM OpraHuM3auuin B
OpraHmM3aumMsaMmn B rpaHULUax 3akpbl- | cny4dae, ecnu cywecTBsyeT noTpedbHocTb Bu3Heca cnocobCcTBOBATL
TOro coofwecTea, HanpuMmep Mo | 3NEeKTPOHHbIM TPaH3akuMaM (Hanpumep 3NeKTPOHHbIN nepeBoA
ApUYMHE KOHTPAaKTHbLIX WNWU Apyrux | nnaTtexen B 0aHKOBCKON cdhepe AeATENbHOCTU). ITOT TUN coeaun-
3aKOHHbIX 00A3bIBAWKUX CUTYaLUA | HEHUA aHanorndyeH Tuny no NyHKTy 10.2, 3a UICKNKYEHNEM TOro, YTO
NN NHTepecoB DUsHeca (DaHKOBCKMX | COeAUHAEMble Y3Nnbl CBA3WM MNpUHaaneXaTt AByM WK  Oonee
onepaunn nnn cTpaxoBaHnsA) opraHmsaumsamM, n coeguHeHns He npeaHasHadeHbl obecnevunBaTb
OOCTYN KO BCEMY NakeTy MNPUNOXeHUU, UCMNONb3yeMblX Kaxaou
y4acTBYIOLEN opraHn3aunen
10.5 CoeaunHeHna ¢ ApyruMn  opra- CneayeT UMeTb yaaneHHble Da3bl AaHHbIX, NoAAEPKUBAEMbIE
HM3aLUnaMn ApyruMn opraHusaumamu (Hanpumep 4depes npeaocTaBnAeMble
ycnyrn). B 3TOM Tune CeTeBOro COeAMHEHUA BHELUHAS OpraHu-
3auua, K MHGopMauunm KOTOPOW paspellaeTca A0oCTyn, 3apaHee
HagendaeT wHAMBMAyanbHbIMUA MNONHOMOYUAMW BCEX MONb30Ba-
Tenewn, B TOM Y1NCNe U3 COeANHAKLLNX opraHn3aumn. OaHako, XoTA
BCE NOoNb3oBaTenn 3apaHee HaaenAwTcAa TakKuMU NONHOMOYNAMMN,
HET BO3MOXHOCTM MPOBEPKU MOTEHUMaANbHbLIX MNONb3oBaTENEN
MHadye 4YeM 4epe3 uUX CnocoOOHOCTL MNaTUTbL 3a npeanaraemMble
VCNYT.

CneayveT UMeTb Takke AOCTYN K MPUNOXKEHUAM B CUCTEMAX
opraHnsauun, XxpaHsilwen unm obpadaTtoiBaroLLEeN TEXHONOMYECKYIO
nHoOpMaLUn, KoTopas MoXeT ©ObiTb npeaocTtaBneHa MNoOnNb-
3oBaTensaAM n3 BHeLWHUX opraHnsaunin. B Taknx ycnoBuax BHeLLHUE
nonb3oBaTtenn 66inn Obl N3BECTHLI N YNIONHOMOYEHbI

10.6 CoeanHeHne ¢ oaHOPOAHBLIMU O0- [Tonb3oBaTenn N opraHn3aunn MoryT UHMLMNPOBaTb AOCTYN K

nactamum ooLwero nonb3oBaHUA

obwmnm Hasam AaHHbIX, BeO-canTamM W/MNU SNEKTPOHHOM MNoYTE
(yepe3 KVIHTepHeT) B cnydae, ecnu 3TO AenaeTca C LUenbio
nony4yeHnsa UnNu nepepavn MHAopmMaLumn mexay aboHeHTamMmn nnu
y3namMn CBA3W, KOTOpble OpraHm3auua cneumanbHo 3apaHee He
Hagenuna nonHomMoYnsamMu. B 3ToOM TuUne coeaunHeHUsa NOoNb3Oo-
BaTenn opraHnsaumn mornu 66l NCNONL30BAaTL YNOMAHYThIE BbiLLE
cpeactBa ANA OPraHU3auUOHHbIX (BO3MOXHO AaXe 4YacCTHbIX)
Lenen, OAHaKO OpraHmM3aumusi B TAKOM CRny4Yae KOHTponupyeT
He3Ha4ynTenbHbIN 0O6bEeM NepeaaBaemMon NHpopmMmaunn.

Hoctyn moxeT ObITb MHULUMNPOBAH BHELLHUMW NONb30BaTENAMN
cpeacTB opraHmsauun (depes VIHTepHeT). B 3TOM TUne ceTeBoro
COeAUNHEHNA OpraHn3aLna He MOXET MepCcoHanbHO CaHKLWO-
HUpPOBAaTb AOCTYM ANA KOHKPETHbIX BHELWIHWX Monb3oBaTenen

3apaHee

11 AHanun3 xapakTepuCcTUK CeTU U CBA3aHHbIX C HUMM
AOoBepPUTESIbHbIX OTHOLLEHUMN

11.1 XapakTepUCTUKM CEeTH

XapaKkTePUCTUKN CYLLIECTBYIOLLIMX UNN NNAaHUPYEMbIX CETEN cneayeT perynapHo nepecMmatpmBaTtbh. Oco-
OeHHO BaXXHO BbIACHUTDL:

- ABNSETCA NN CETb CETbLIO ODLLEr0 NONb30BaHUA U AOCTYNHA NX ANA NOOOro aboHEHTA;

- YACTHaA NN 3TO CETb, COCTOALLLAA U3 COOCTBEHHbIX NN apPEeHA0BaHHbIX MTMHMI CBA3N U NO3TOMY CHUTAIO-
Liasca bonee 3aMLLEHHON MO CPABHEHMUIO C CETbIO 00LLIErO NONb30BaHUA.
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BaXXHO Takke 3HaTb TUMN A3HHbIX, TPAHCNOPTUNPYEMBIX CETbLIO, HANPUMEP:

- CETb Nepenaym AaHHbIX, NpeaHa3Ha4YeHHaa rNnaBHbiM 06pa3omM AN 0dOMeHa AaHHBIMN C UCMONb30BaHU-
€M COOTBETCTBYHOLLNX NPOTOKONOB;

- CETb ANA peyveBbiX COObLWEHNN, NpeaHa3HavYeHHaa Ans TenedOHHON CBA3MN, HO TaKKe NCNONb3yeMas
nnNsa nepenayn AaHHbIX;

- ceTb, 0becneyvmnBaoLlan TenedOHHYIO CBA3b U Nepeaayvy AaHHbIX.

Llenecoobpa3sHa Takke MHopMaLUa O TOM, ABNAETCA NN CETb KOMMYTUPYEMON NN 0becnevynBaeT
CBSA3b C KOMMYTAaLMEN NAKETOB COOOLLIEHN.

ChneayeT Takxke onpeaenntb, ABNSAETCA NN COeANHEHNE NOCTOAHHBLIM NN YCTAHABNWUBAETCA NO NOTPED-
HOCTMW.

11.2 [JoBepuTenbHbIe OTHOLUEHUA

[TOCKOMNbKY XapakTePUCTUKN CYLLECTBYOLLMX UNKN NPEANOXEHHbIX CETEN VXKe NAEHTNDOULNPOBAHbLI U, KaK
MUHUMYM, YCTAHOBNEHO, ABNAETCA NN ceTb 00LWen nnn 4actHom (11.1), To HeoH6XxO0AMMO NAEHTNOULIMPOBATDL
CBSi3aHHbIE C HUMW AOBEPUTENBbHbLIE OTHOLLEHUA.

Bo-nepBbiXx, HEOOXOAUMO MAEHTUDINLUNPOBATL A0BEPUTENLHYIO cpeny(bl), CBA3aHHYIO(ble) C CETEBLIM
COE€ANHEHUNEM C MOMOLLILIO NPOCTON MaTPULLbI, NPeACTaBNEHHON B Tabnuue 2.

Tadbnunya 2 — XapaktepucTUku AoBEpUTENLHON cpeabl

HoeeputensHada cpena XapaKTepucTuka
Hu3skas CeTb C HeM3BeCTHbIM COODLEeCcTBOM NONb3oBaTENEN
CpeaHss CeTb C M3BEeCTHbIM COoOOLIECTBOM MONb3oBaTENEn U B nNpeaenax 3aMKHYTOro AenoBOro

kpyra (bonee oaHon opraHn3aLum)

Bbicokas CeTb C HEU3BECTHLIM COODLLECTBOM NMONbL3OBaTENEN TONLKO B npeagenax opraHn3aunn

Bo-BTOpbIX, TEKYLLAA AOBEPUTENLHAA cpena (HM3Kaqa, cpeaHas, BbICOKaa) AOMKHA OTHOCUTBLCSA K NpUMe-
HUMOW XapaKTEPUCTNKE CETU (ODLLLEN UM HACTHOW) U TUNY UCNONb3yeMOro coeamHeHna ceten (cm. 10.1—10.6)
0NA YyCTaHOBNEHNA A0BEPUTENBHbLIX OTHOLWEHNW. ITO MOXKET ObITb CAENAaHO C NOMOLLLIO MaTpULbl, NpeacTaB-
NneHHoW B Tabnuue 3.

Tadnwuua 3— VaeHTndukauma aosepuTenbHbIX OTHOLLEHNN

IoeeputenwHasa cpepa
Tun coeanHeHna cetn (cMm. pasgen 10)
Huakas CpenHss Bbicokas
CeTb 0OLWero nonb3oBaHUS 10,6 10,4 10,2
10,5 10,3
“{acTHaA ceTb 10,4 10,4 10,1
10,5 10,5 10,2
10,3

OnpeneneHne KaTeropumn AnNsa Ka)xxaoro AoBepnTenbLHOro OTHOWEHNA — no Tabnuue 3. Bce BO3MOXHbIE
KaTeropum npeactaBneHbl B Tabnuue 4.

Tadnwuua 4 — Kateropun noBepuTenbHbIX OTHOLLEHNIA

KaTteropusa aoBeputenbHOro OTHOLUEHUS XapakTepucTuka
Huskas/obwas Hun3koe aosepmne N NCnonb3oBaHue odLen ceTu
CpeaHsasa/obwas CpenHee aoBepue U Ucnonb3oBaHue obLlen cetn
Boicokas/obLwas Bbicokoe aoBepue n ncnonb3oBaHne YacTHOW CeTu
Hunskasi/yacTHas Huskoe nosepue n UCNONbL3OBaHNUE YaCTHOW CeTH
CpeaHasa/vacTHas CpenHee aosepue N NCNonNb3oBaHUeE YacTHOWN CeTU
Bbicokas/vacTHas Bbicokoe nosepue n NCnonb3oBaHMe YaCcTHON CeTn
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ITN obpaLeHna dyayT UICNONbL30BaHbI B pa3aene 12 HacToALWEro CTaHAapTa ANA NOATBEPKAEHNSA BUAOB
pucka 6e30nacHOCTU N onpeaeneHnsa NOTEHUNaNbHbIX KOHTPONUPYEMbIX 30H.

TN 3a0a4MN MOXHO peLlnTb (MPN HEODXOANMMOCTN) C NOMOLLLIO UHOPMALMN, UMEIOLLIENCSA B CETEBDIX
CTPYKTYpax n ux npuMmeHeHnun (CMm. pasaen 9).

12 OnpepeneHue BUOAOB PUCKa 0e30MacHOCTW

PaboTa 60NbLUMHCTBA OPraHn3aLmnmn B HacTosILLeE BPEMA 3aBUCUT OT UCNONb30BaHNA cucteM T nceten,
noaaepxmearLWLnNX X AenoBble onepaunn. bonee Toro, BO MHOrMX cnyvasx cywecTByeT KOHKpeTHOEe TpeboBa-
HMe BU3Heca NO UCNONBL30BAHUIO CETEBLIX COEANHEHNN MexXay cnctemammn T B MecTe pacnonoXeHnsa Kaxxaow
opraHunsauum n gpyrnx Mectax BHYTPU U 3a npeaenamn opraHnsauun. [lpun noacoeanHeHUn K apyrov ceTu
OonbLUIOE BHUMAHNE cCNeayeT YAENATL 3aLlUTE COEAVHAIOLLEN OPraHn3aLnm OT BOSHMKHOBEHNSA AONONHUTENb-
HbIX PUCKOB. BO3HMKHOBEHWE PUCKOB BO3MOXHO B pe3ynbTaTte, Hanpmnmep, COOCTBEHHOro CoeANHEHNA OPraHmn-
3aLnm nnu coeaANHEHNN Ha APYroM KOHLLE CETMW.

B TO BpeMa Kak ceTeBble coeaNHEHNA ABNAKOTCSA BaXXHbIMU NO AeNOBbIM COODpaXXeHnaM, He0bXoanmMo
NPU3HaTb, YTO X UCNONb30BaHUE MOXET BHOCUTb AOMNONHUTENBLHbIE PUCKN BE€30MNaCcHOCTU, HEKOTOPbIE N3
KOTOPbIX, BO3MOXHO, CBA3aHbl C HEOOXOOANUMOCTbLID CTPOroro cobniaeHnsa COOTBETCTBYIOLWMX 3aKOHOB U
NOCTaHOBNEHUN. Buabl pUCKoB, YKa3aHHbIe B HAaCTOsLWLEM pa3aene, oTpa)xatT 03ab04eHHOCTH, CBA3AHHbIE C
obecnevyeHnem 6e30nNacHOCTU. K HUM OTHOCAT HECAHKLIMOHUPOBAHHbLIN AOCTYN K MHpOopMaLUn, nepenayn
0e3 paspelleHnsa, BHeapeHUe 3NOHaMePEeHHOro Koaa, 0TKas NoaTBepPXXAeHNA NCTOYHNKA U NOOKNI0YEHUA K
ycnyram. Takum obpas3om, Buabl pucka 6e30nacHOCTN, C KOTOPbIMWU MOXET BCTPETUTLCA OPraHmn3auns, Ka-
calTCa:

- KOH(bMaeHUManbHOCTU MHPOPMAaLINN;

- LLEeNOCTHOCTUN NHPOPMALNN;

- OOCTYMHOCTU MHGPOPMALNN N YCNVT;

- OTKa3a OT NoATBepPXaeHNa 06A3aTenbCTB;

- N1OAOTYETHOCTU TPAH3aKUWNW;

- OCTOBEPHOCTU UHOOPMALNN;

- HAOQEeXHOCTU UHOPMaL NN,

He BCe Bnabl pucka 6e30nacHOCTU NPUMEHNMBI K MI0OOMY NOMeLLeHUIO unNn Nbon opraHnsaunn. OgHa-
KO COOTBETCTBYIOLWME BUAObI pUcka 6€30NacHOCTN HEOOXOAUMO BbIABNATE ANA onpeaeneHna NOTeHUMNaNbHbIX
KOHTPONUPYEMBbIX 30H (U, B KOHEYHOM UTOre, ANA BbIOOPA, NPOEKTUPOBAHUSA, peanm3aunn n noaaepKaHus
3aLUNTHbIX Mep).

Cneayet cobupaTtb U aHaNU3NpPoBaTb MHPOPMALMIO N0 UMNNUKALNAM (BOBNEYEHUIO) B A€NOBbLIE Onepa-
LMK, MMeLLne OTHOLLEHMNE K YKa3aHHbIM Bbille BUAaM pmncka 6e30nacHOCTU (XkenaTenbHO MO pe3ynbTaTam
aHanns3a pUcKoB U yrpaBneHns pesynbtaTaMm NpoBeaeHHOro aHanusa). [pu 3ToM pacCcMOTPEHNIO NnoaneXxar
KOH(ONMAEHUNANbHOCTL UNN BaXXHOCTb MHpOPMaL MK (BO3MOXHOE BpeaHoe BNNAHUE Ha OU3HEC) U COOTBETCT-
BYIOLUME NOTEHUMANbHbIE Yrpo3bl N yA3BUMOCTU. B cnyyae bonee 3Ha4MMOro BpeaHoro BNMSHUA Ha AenoBble
onepauun opraHn3aLmm cneayeTt obpaTUTLCA K MaTpuLe BUAOB PUCKA, NpeaACcTaBNEHHOW B Tabnuue 5.

Heobxoanmo obpaTuTb BHUMAHME HA TO, YTO NPW 3aBepLUEeHNN 3TOW 3a4a4n cneayeTt Ucnonb3oBaTth
pe3ynbTaTbl aHann3a pucka 6e3onacHOCTN N ynpaBneHne pesynbTaTamm 3TOro aHanusa, NpoBeaeHHOro B
OTHOLWEHNN COoeanHeEHNA(N) ceTn. ITU Pe3ynbTaThbl NO3BONAT onNpeaennTb YPOBEHb AeTanns3aumn aHanumsa
NpPOoBEeAEHHOrO YyNpaBneHna n cocpeaoTounUTb BHUMaHME HA NOTEHUMANbHO BPEAHOM BNUAHNWN, OKa3blBAEMOM
Ha Bn3HeC B CBA3M C NepevncneHHbIMN Bbllle BUOAMU PUCKE, a8 TaKXKe C TUNamm yrpos, yassuMOoCTAMM U, Cneao-
BaTeNbHO, pUCKaMn Ana AeaTenbHOCTU OPraHmn3aLmn.

CcCbIiNKn Ha aoBepuTenbHble OTHOLIEHUA MO pasaeny 11 ykasbliBalOT B NOA3aronoBkax K tabnuue 5, a
NPUYNHAEMbIE BO3AENCTBUA — B NEBON HACTWN TaONULIbI.

B TouKkax nepeceveHna yKasblBaOT CCbINKN HA NOTEHLUMANbHbIE KOHTPONUPYEMbIE 30HbI, KOTOPLIE Aanee
paccMaTpuBaloTca B pasnene 13.

CnenyeT 3aMeTnTb, 4TO B Tabnuue 5 nokazaHo, Kak ¢ yBenNnn4eHneM AoBepPMA NoNb3oBaTeNa yBennymBa-
eTCA HeOOXOANMOCTDb B 3aLLUMTHbLIX MepaXx. [1NnAa 3Toro CcywecTBYIOT ABE MPUHMHDI.

[lepBas — nmeeTca paa 3alUTHbIX Mep, onncaHne KoTopbix npuseaeHo B NCO/MIK 13335-4 (M noaTo-
MY 3eCb HE NOBTOPAETCA). DTN Mepbl cneayeT BbiIonpaTth Ana obecneyveHna 6€30NacHOCTU BeAYLLNX CPeaCTB

9
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AT, B TOMYncne naeHTuukaumm n ayTeHTUOUKaLMmM 1 NOrm4eckoro KOHTpona aoctyna. KoHpurypauua paspe-
LLIeHUN (NPUBUNEMMN) B CUTYALMAX HUXKHETO YPOBHA OOBEPUA NOMKHA 0becneumBaTb OCTYN TONLKO K pecyp-
CaM, KOTOpble COrnacyrTca C OOBEpPUTENbHOU MOAENnbi U NOTPEeOHOCTAMM MNaHMpyemMoro aoctyna. B
CUTyaUMAX HU3KOro AoBepUa cteneHb NASHTUMOUKALNN N aYTEHTUPUKALNN, NOTMYECKUN KOHTPONb A0CTYNa U
3amTHble Mepbl (cM. NCO/M3BK 13335-4) aonxkHbl ObITb BbilLE, YEM B CUTYaLUMUAX BbICOKOro aosepua. pn
HEBO3MOXHOCTM NOAOOHLIX AENCTBUN AOMKHbI ObITb BHEAPEHbLI AONONHUTENbHbIE 3aLLNTHBLIE MEPHI.

BTopaa — nonb3yowmneca AoBepmemM NoNb3oBatenn 0bbIMHO NONYYAaKNT AOCTYN K D0oNnee BaXXHOW/KPUTH-
4eCcKon MHhopMaLumn n/mnn QYHKUMOHANBbHOCTU. DTO MOXET 03Ha4aTh NOTPEOHOCTL B AONONHNTENBHON 3aLLMU-
Te B Ka4yeCcTBe NPU3HaHUA LLEHHOCTU PECYpPCOB A0CTYNA, HO HE B Ka4eCTBe A0BEPUA K NONL3OBATENAM.

Tabnuua 5— Manmua BNWAOB PUCKA 0e30nNacHOCTN U CCbINOK Ha HOMEPa NYHKTOB, ONMNUCBbIBAKLWWNX NOTEHUWNANIbHbIE
3alLlNTHbIE 30HbI

Ccbinka Ha AoBepUTenbHOE OTHOLLEHNE
Tun pucka Huakasn/ CpeaHss/ Bbicokas/ Huakas/ CpeaHsis/ Boicokags/
obLas obLan obLuas YacTHas yacTHas YyacTHas
PackpbiTne 13.2.2 13.2.2 13.2.2 13.2.2 13.2.2 13.2.2
KOH(PNAEHLMANbHOCTI 13.2.3 13.2.3 13.2.3 13.2.3 13.2.3 13.2.3
13.2.6 13.2.4 13.2.5 13.2.4 13.2.4 13.2.5
13.4 13.2.6 13.2.6 13.2.6 13.2.6 13.2.6
13.5 13.3.2 13.3.2 13.3.2 13.3.2 13.3.2
13.7 13.3.3 13.3.3 13.3.4 13.3.3 13.3.5
13.8 13.3.4 13.3.4 13.4 13.3.4 13.4
13.9 13.4 13.3.5 13.5 13.4 13.7
13.12 13.9 13.4 13.7 13.7 13.9
13.7 13.5 13.8 13.8
13.8 13.7 13.9 13.9
13.9 13.8 13.12 13.12
13.12 13.9
13.12
HapyLweHune 13.2.2 13.2.2 13.2.2 13.2.2 13.2.2 13.2.2
LenoCTHOCTU 13.2.3 13.2.3 13.2.3 13.2.3 13.2.3 13.2.3
13.2.6 13.2.4 13.2.5 13.2.4 13.2.4 13.2.5
13.4 13.2.6 13.2.6 13.2.6 13.2.6 13.2.6
13.5 13.3.2 13.3.2 13.3.2 13.3.2 13.3.2
13.6 13.3.3 13.3.3 13.3.4 13.3.3 13.3.5
13.7 13.3.4 13.3.4 13.4 13.3.4 13.4
13.8 13.4 13.3.5 13.5 13.4 13.6
13.10 13.5 13.4 13.6 13.6 13.7
13.12 13.6 13.5 13.7 13.7 13.10
13.7 13.6 13.8 13.8
13.8 13.7 13.10 13.10
13.10 13.8 13.12 13.12
13.12 13.10
13.12
[ToTeps roTOBHOCTU 13.2.2 13.2.2 13.2.2 13.2.2 13.2.2 13.2.2
(AOCTYMHOCTW) 13.2.3 13.2.3 13.2.3 13.2.3 13.2.3 13.2.3
13.2.6 13.2.4 13.2.5 13.2.4 13.2.4 13.2.5
13.4 13.2.6 13.2.6 13.2.6 13.2.6 13.2.6
13.5 13.3.2 13.3.2 13.3.2 13.3.2 13.3.2
13.6 13.3.3 13.3.3 13.3.4 13.3.4 13.3.5
13.7 13.3.4 13.3.4 13.4 13.4 13.4
13.8 13.4 13.3.5 13.5 13.6 13.6
13.13 13.5 13.4 13.6 13.7 13.7
13.6 13.5 13.7 13.8 13.12
13.7 13.6 13.8 13.12 13.13
13.8 13.7 13.12 13.13
13.13 13.8 13.13
13.13
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Ccblinka Ha AoBEPUTENBbHOE OTHOLLEHNE
Tun pucka Huzkas/ CpepHsas/ Beicokas/ Huakas/ CpepHss/ Beicokas/
obLan obLan obLas yacTHas yacTHas yacTHas
[ToTepa cnocoBHOCTH 13.2.2 13.2.2 13.2.2 13.2.2 13.2.2 13.2.2
noaTBepKAaTh 13.2.3 13.2.3 13.2.3 13.2.3 13.2.3 13.2.3
nepenayvy/npmemM B ceTu 13.2.6 13.2.4 13.2.5 13.2.4 13.2.4 13.2.5
13.4 13.2.6 13.2.6 13.2.6 13.2.6 13.2.6
13.5 13.3.2 13.3.2 13.3.2 13.3.2 13.3.2
13.7 13.3.3 13.3.3 13.3.4 13.3.4 13.3.3
13.11 13.3.4 13.3.4 13.4 13.4 13.3.4
13.13 13.4 13.3.5 13.5 13.7 13.3.5
13.5 13.4 13.7 13.11 13.4
13.7 13.5 13.11 13.13 13.7
13.11 13.7 13.13 13.13
13.13 13.13
[ToTeps 13.2.2 13.2.2 13.2.2 13.2.2 13.2.2 13.2.2
NOAOTYETHOCTM 13.2.6 13.2.6 13.2.6 13.2.3 13.2.3 13.2.3
13.2.4 13.2.4 13.3.3 13.2.4 13.2.4 13.2.4
13.0 13.3.4 13.3.4 13.2.5 13.2.5 13.2.5
13.7 13.4 13.4 13.2.6 13.2.6 13.2.6
13.8 13.6 13.6 13.3.3 13.3.3 13.3.3
13.12 13.7 13.7 13.3.4 13.4 13.3.4
13.8 13.8 13.4 13.6 13.4
13.12 13.12 13.6 13.7 13.7
13.7 13.12
13.8
13.12
[loTeps 13.2.2 13.2.2 13.2.2 13.2.2 13.2.2 13.2.2
ayTEHTUYHOCTH 13.2.6 13.2.6 13.2.6 13.2.3 13.2.3 13.2.3
13.2.4 13.2.4 13.3.2 13.2.4 13.2.4 13.2.5
13.3.3 13.3.3 13.3.3 13.2.5 13.2.5 13.2.6
13.5 13.3.4 13.3.4 13.2.6 13.2.6 13.3.2
13.6 13.4 13.4 13.4 13.3.2 13.3.4
13.8 13.5 13.5 13.5 13.4 13.4
13.10 13.6 13.06 13.6 13.5 13.5
13.12 13.8 13.7 13.8 13.6 13.6
13.10 13.8 13.10 13.10 13.7
13.12 13.10 13.12 13.12 13.10
13.12
YxyaLweHue 13.2.2 13.2.2 13.2.2 13.2.2 13.2.2 13.2.2
HaaeXXHOCTH 13.2.6 13.2.6 13.2.6 13.2.3 13.2.3 13.2.3
13.2.4 13.2.4 13.3.2 13.2.4 13.2.4 13.2.5
13.3.3 13.3.3 13.3.3 13.2.5 13.2.5 13.2.6
13.5 13.4 13.3.4 13.2.6 13.2.6 13.3.2
13.6 13.5 13.4 13.4 13.3.2 13.3.4
13.8 13.6 13.5 13.5 13.5 13.5
13.12 13.7 13.6 13.6 13.6 13.6
13.13 13.8 13.7 13.8 13.7 13.7
13.12 13.8 13.12 13.12 13.12
13.13 13.12 13.13 13.13 13.13
13.13

13 OnpegeneHue peanbHbIX NOTEHUMANIbHbIX KOHTPONMUPYEMbIX 30H

13.1 BBeaeHue

Tenepb cneayeT Ha OCHOBE MCNONb30BAHNA CCLINOK NO Tabnuue 5 naeHTMPnUMpoBaTh NOTEHLMANBHO
KOHTpoONMpyemble 30Hbl 13 pasgena 13. [loTeHUuManbHO KOHTpONUpyemble 30Hbl, MpeacTaBnNeHHble B
13.2-13.13, cneayeTt BbIOMPaTL, ncnonb3ya pasaen 12. Cneayert 3aMeTUTb, YTO YACTHOE pelLleHne 3aLLIUTDI
MOXET Ha CaMOM Aene BKNWYaTb B €eda paa NOTEHUMANbHO KOHTPONUPYEMbIX 30H, MpeacTaBnNEHHbLIX B
13.2-13.13.
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ChnenyeTt TakXe 3aMeTUTb, YTO PAA 3aLLNTHLIX MEP OTHOCUTCA K COOTBETCTBYIOLWMM cuctemam UT Hesa-
BUCUMO OT TOro, umetoT nn NT kakme-nnbdo ceTeBble COeANHEHUA. DTN 3aLLUMTHbIE MePbl cneayeT BblOnpaTh,
ncnonb3ya NCO/MIK 13335-4. HeobxoanMO TakKe OTMETUTb, YTO B HACTOSILLEM CTaHAAPTE CAENaHO Npeano-
NOXEHNE O TOM, YTO UMeIDTCSH Da3oBble 3aLLNTHLIE Mepbl, n3noxeHHble B MCO/MIK 13335-4 ana cnctem Ton
OpraHn3aLun, OT KOTOPON UCXOAAT CETEBLIE COEANHEHUS.

[TepeyeHb NOTEHLUMANBHO KOHTPONMUPYEMBbIX 30H HEODXOAUMO TLLATENBHO NPOAHAaNN3NPOBAaTb B KOHTEK-
CTE COOTBETCTBVIOLLNX CTPYKTYP CETU N UX NPUMEHEHNIN. 38TEM NEePEeYHEeHb MOXHO NPUMEHATL KAK OCHOBY ANS
nocneayowero sbibopa Mep 3awmnTbl 6€30MacHOCTU, NX NPOEKTUPOBAHUSA, Peanu3aLmm N TEXHUYECKOro
obcnyxneaHma (CM. pasnen 15).

13.2 YnpaBneHue 6e€30nNacHOCTbLIO yCNyr

13.2.1 BBegeHue

KniovyeBoe TpeboBaHne obecneveHna 6e30nacHOCTM ANS KOHKPETHON CETU 3aKNIOHAETCA B TOM, YTO OCY-
LLIECTBMNAKTCA AENCTBUA MO YNpaBNeHN0 0€30NacHOCTLIO YCNYT, YCTAHABNMBAKLLME U KOHTPONMUPYIOLLNE one-
paumm no 6esonacHoctTn M peanunsaumio besonacHoOCTU. Takne AOeUCTBUMA cneayetr nNpoBoAUTb ANS
obecneveHnsa 6ezonacHoCcTn BCcex VT opraHmnsaumn. [leatenbHOCTb YNpaBNeHns CeTEBbIMU COEANHEHNAMN
BKNIOYaET B ceds:

- pacnpepeneHne OTBETCTBEHHOCTU U NONHOMOYMIA, CBA3aHHbIX C 0becnevyeHnem 6e30NacHOCTN ceTe-
BbIX COEAMHEHNN, N HA3HAYEHMNE NPEeacCTaBUTENA PYKOBOACTBA, HeEcyLlero obLyo OTBETCTBEHHOCTb 33 MX
6e30NacHOCTD;

- NOKYMEHTAanNbHOE 0POPMNEHNE 33ABNEHNA O NONNTUKE B 0O6NaCcTN 6E30NACHOCTU CUCTEM, 8 TAKKE BCEWN
HeoBXxoaMMOM AoOKyMeHTaumn no cTpykType ) TexHmyeckoro obecneveHns 6e30nacHOCTY;

- pa3paboTKy AOKYMEHTNPOBAHHbIX NpoLeayp No obecneveHnto 0e3onacHOCTH;

- NPOBEPKY COOTBETCTBUNA DE30NaCHOCTUN C LENBLIO YOEeANTLCA B TOM, YTO 6€30NacHOCTL NOAAEPKUBAETCH
Ha TPebyeMOM YPOBHE;

- NOKYMEHTNPOBAHHOE NONYyYEHNE NoATBEPKAEHHbIX YCNOBUIM obecnevyeHmnsa 6e30nacHOCTM AN NNaHu-
PYeMOoro coeaunHeHnsa, npexae 4em dyaeTt Nony4vYeHo paspelleHne Ha NoaKNYeHne K opraHnsaumm nnn cooo-
LLIECTBY;

- NOKYMEHTUPOBAHHOE NONyYEeHMEe NOATBEPXKAEHHLIX YCNOBUN 0becneveHna 6€30nacHOCTU NONb30Ba-
Tenewu ycnyr, npenoctaBNaeMbiX CETbIO;

- pa3paboTKy cxemMm AencTBnn B 0COOON CUTYALINW;

- NOKYMEHTUPOBAHHOE MONy4YeHne NoATBEPXKAEHHbLIX N NPOBEPEHHbLIX NNAHOB HENPEPLIBHOCTN DN3HE-
ca/BOCCTAaHOBNEHUA NOCNe CTUXUNHOIO beacTeums.

CnepyeTt 3aMeTUTb, YTO HACTOSALLUN pa3aen CTPONUTCA Ha acnekTax, nanoxeHHbix B MCO/MIK 13335-4.
TONbKO BaXHbIE TEMbI, KACAIOLINECH CETEBbLIX COEANHEHNWN, XaPaKTEPUIYIOTCA Aanee B HAaCTOALLEM CTaHaap-
Te. TeMbl, He 3aTPOHYTble Aanee B HacToAWeM cTaHaapTe, — B cooTBeTcTBUMN ¢ NCO/MIK 13335-4.

13.2.2 OpraHm3zaunoHHble npoueaypbl obecnevyeHna 6e3o0NacHOCTHU

Ona nopaepXkm nonnTnKN obecneveHna 6e3onacHOCTN CUCTEM cneaveT pa3padoTtaTb N codbnoaaTthb
NOKYMEHTALUMUIO NO OpraHn3aunoHHbIM npoueaypam obecneveHnsa 6e3onacHoCcT. B HMX cneayet noapobHOo
N3NOXNTb NOBCEAHEBHbLIE AENCTBUSA, CBA3aHHbIE C 0becnevyeHnem 6€30nNacHOCTU, U Ha3HAYNTb NNLL, OTBETCT-
BEHHbIX 338 UX NPOBEAEHNE.

13.2.3 lNpoBepKka COOTBETCTBUA TPeOOBaAHUAM 6€30MNaCHOCTH

[TpoBepKYy COOTBETCTBUA TPEDOOBAHMAM DE€30M3aCHOCTU B OTHOLLEHUN CETEBLIX COEANHEHUN cneayeT
NPOBOANTb B COOTBETCTBUN C KOHTPONbHbLIM NEpeYHEM, COCTABMNEHHbIM HA OCHOBE 3aLUTHbIX MepP, onpeae-
NEeHHbIX B:

- NONUTUKE DEe30NacHOCTU CUCTEM;

- npoueaypax, UMeoLnX OTHOLLEHNE K 6e30NaCHOCTM;

- CTPYKTYpE TEXHNYECKOro obecneveHna 6e30nacHOCTH;

- nonuTukKe aoctyna (6e30nNacHOCTU) K yCnyram 4epes MeXXceTeBOW 3KPaH;

- NNaHe(ax) obecnevYeHna HenpPepbIBHOCTU BN3HECA;

- ycnoBuax obecneveHna 6e3onacHOCTN ANa coeanHeHn No TpeboBaHUIo.

[TpoBepKY COOTBETCTBMA CNEAYET NPOBOANTL A0 ONEPALMOHHOIO BKNIOYEHNA NOOOro ceTeBOro coeau-
HEHWA, Nepen OCHOBHLIM HOBbLIM BbINMYCKOM (MMELNM OTHOLLIEHNE K 3HAYNMOMY DU3HECY NN N3MEHEHUIO B
ceTn) Nnbo exerogHo.

1

) CrneayeT npeacTaBuTb U AOKYMEHTUPOBATL NPOEKT CTPYKTYPbI TEXHUYECKOro obecneyeHunst 6e30nacHoCTH (cne-
LNOUKaALNIO 3aLMThI) Kak 4acTb NpoLecca TEXHUYECKOro NPOEKTUPOBAHNA CTPYKTYPLI. OTOT NPOEKT U TEXHUYECKUA NPOEKT
APXUTEKTYPbI AOMKHbI ObITb COrNAcoBaHbI APYr C APYroMm.
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13.2.4 YcnoBua obecnevyeHma 6e30nacHOCTU ANA COeANHEHUA

Ecnunycnoeua obecnedveHna 6e3onacHOCTN ANa coegnHeHNa He cornacoBaHbl HA MECTE N MO KOHTPaK-
Ty, TO OpraHn3auma NpuHUMaeT Ha cebsa PUCKN, CBA3aHHbIE C BHELLHNUM KOHLLOM CETEBOIO COeANHEHUA.

Hanpumep, opraHmnsaumna A MOXeET NOTPeboBaThk OT OpraHnsaunmn B, 4Tobbl A0 NOAKNIOYEHNSA K CUCTEMAM
opraHun3auum A 4yepes ceTeBoe coeanHeHne oprainsaumna B noaaepxmeana n oeMOHCTpUpoBana 3agaHHbIN
YpOBEeHb 6€30nNacHOCTU ANSA CUCTEM, BOBNEYEeHHbIX B 3TO coeanHeHne. B aToM cny4yae opraHnsauma A Moxer
ObITb YBEpPEHA, YTO OpraHmn3aumna B cnpaBnaeTca O CBOUMM PUCKaMU A0MKHBLIM 00pa3oM. B Takux cutyaumnax
opraHunsauma A oonmxHa onpeaenntb ycnoeusa obecneveHna 6€30nacHOCTUN B KOHLE CETEBOIO COeANHEHUA CO
CTOPOHbI opraHnsaunm B, KoTopble A0MKHbI ObiTb YCTAHOBMNEHbI B A0OKYMEHTaLUNN N0 COeANHEHUIO ¢ NoAPO0-
HbIM YKa3aHneM HeoOXoanMbiX 3alnTHbIX Mep. OpraHnsauna B aoonxHa peann3oBaTb U NOAOEPKUBATL B
paboyeM COCTOAHNN YCTAHOBNEHHbIE 33LLUNTHbLIE Mepbl, M HANPaBNATbL OpraHn3aumnn A ot4eT 00 3P PEKTUBHOC-
TU 3aLLUUTHbIX MeP U NoaAePKaHNIO HeOOXO0AMMOro YPOBHA 6e30NacHOCTU. TakMmM 0Dpa3oM, COXPaHAETCA Npa-
BO MOPy4YaTb MNU NPOBOANTL MPOBEPKY COOTBETCTBUA TPeboBaHMAM 6e30MaCcHOCTM COeaANHEHNSA B KOHLE
CEeTEeBOro coeagnHeHna Co CTOPOHbLI opraHnsaunm B.

BO3MOXHbI TaKKe cnydan, Koraa opraHusaunm cornacyloT AOKYMEHT no ycnoBuam obecneveHns 6e3o-
NacHOCTU ANA CoOeAUHEHUA, B KOTOPOM 3annCbIBalOT 06Aa3aTenbLCcTBa U OTBETCTBEHHOCTL ANA BCEX CTOPOH,
BKNOYaA B3aUMHYIO MPOBEPKY COOTBETCTBUA TPeboBaHMAM NO 0€30NaCHOCTM.

13.2.5 YcnoBua 6e3onacHOCTU, NOATBEPXAEHHbIE AOKYMEHTANbHO, ANA NONb30BaTenen ycnyr,
npepocTaBNAEMbIX CETbhIO

[1na nonb3oBaTenen ycnyr, }xenawwmx padoTaTb ANCTAHUMOHHO, pa3padaThiBaloT AOKYMEHT C YCNOBUS-
MN 0becneveHna 6e3onacHOCTU NPeaoCTaBNAEMbIX CETbIO YCNYr. B AOKYMeHTe onpeaenaoT OTBETCTBEHHOCTb
NoNb3oBaTens 3a 0e30NacHY0 SKCNNyaTauuio annapaTHbIX N NPOorpaMMHbIX CPeaCTB, a TaKxke 3a obecneveHne
3aLUNTbl AaHHbIX.

13.2.6 O6paboTKa MHUWOEHTOB

HexenatenbHble MHUMAEHTbLI ¢ 60NLLWOW BEPOATHOCTLIO MOTYT MPOUCXOOUTb U OKa3blBaTb CEPbE3HOE
BpeaHoe BO3AeNUCTBME Ha D3HEC NPN HaNNYnKU CeTeBbIX COeANHEHUN (B NPOTUBOMNONOXHOCTb CUTYaLMN, KOraa
nx HeT). bonee Toro, NPn ceTEBLIX COEANHEHNAX C APYIIMMIN OPraHn3aumnsaMm MOryT ObITb, B YACTHOCTU, HapyLLEe-
Hbl lopuanyeckne TpedoBaHnA, CBA3aHHbIE C BHELWTATHLIMU CUTYaALNAMMN.

CnenoBaTenbHO, OPraHn3aumns ¢ CeTeBbIMMN COeAUHEHNAMN A0MNXKHA NPeayCMOTPETEL AOKYMEHTNPOBAH-
Hble U OCYLLIECTBUMbIE CXEMbI AENCTBUX NpU 06paboTKe MHUMAEHTOB, 06bNaaaTb COOTBETCTBYIOLLEN NHPA-
CTPYKTYPON, CNOCOBHON BbLICTPO pearnpoBaTtb NO Mepe UAeHTUPUMKaUMmM NHUNAEHTOB, YMEHbLLATb UX BO3-
OEeUCTBUE, a TaKKe N3BNEKaTb YPOKU U3 HeNpeaBMAEHHbIX CUTYaLUN B LleNax NpeaoTepaLlleHna nx noBTopa.

13.3 UpeHTndpmkauma m ayteHTMpukauma

13.3.1 BBeaeHue

OpraHn3saumna AomkHa obecneynBaTb 6€30NAaCHOCTL YCNYT, NPeaoCTaBNAEMbIX CETbIO, N 3aLLUTY CBA33aH-
HOW C HUMWN NHOOPMaLMK NYTEM OrpaHnyYeHna A0CTyNa Yepes coeanHeHUa ¢ aBTOPU30BaAHHbLIM NEPCOHaNOM
(BHYTPW UNKN 33 NpeaenamMmun opraHnsaunmn). ITn TpedoBaHUA PacnPoOCTPaAHAKTCA HE TONBbKO HAa UCNONL30BaHNE
ceTeBbIX coeanHeHnn. OpraHnsayma aonxHa noapodbHo onpeaennTb NCNONL30OBaHNE CeTEBLIX COEAUHEHNW B
COOTBETCTBUM C 3aLLUNTHBLIMMN MepamMKn, ycTtaHoBneHHbIMN B MCO/M3IK 13335-4.

UeTblpe KOHTpONUpyeMble 30HbI, LLlenecoobpasHblie Ana NCNONb30BaHUA CETEBbLIX COEANHEHUN, 3 TaKXKe
cuctemol T, wummewolme HenocpeacTBeHHOE OTHOWEHWe K TakuM CcoeAuHeHUAM, npeancTtaBneHbl B
13.3.2 — 13.3.5.

13.3.2 OuctaHUuMoHHaA perncTpauma npm Bxoage B CUCTEMY

OnctaHUMOHHAA perncTpauma aBTOPU3OBAHHONO NepcoHana, padboTalowero Baanu OT opraHmnsauun,
cneyumanncTtoB ANCTaHUMOHHOINO TEXHNYEeCKOro o0CnyXMBaHMa MNU NepcoHana Apyrnx opraHnsauum Ocy-
LLIeCTBNAETCA Yepe3 KoAOBble BbI30BbI OpraHnsaumnmn, coeguHeHna VMIHTepHeT, BblaAeNeHHble MarucTpanbHblie
NVHUN APYIMX OPraHn3aLnm Nnm KONNEKTUBHLIN AOCTYN MO IHTepHET. CyLLEeCcTBYIOT COEANHEHNSA, YCTAHOBMNEH-
Hble BHYTPEHHUMN CUCTEMaAMM NO TPEOOBaHUIO UNKN C NOMOLLLIO NAPTHEPOB MO KOHTPAKTY, C UICNOMNb30BaHNEM
ceTn obLlero NnoNb3oBaHUA. Ka)xabln TN ANCTaHLUMOHHOW perncTpaunm npn BXxoae B cMctemMy TpedyeTt aonon-
HUTENbHbIX 3aLUNUTHLIX Mep, COOTBETCTBYIOLLMX OCODEHHOCTAM TMNa coeanHeHna. lNpnmepamm Takmx 3aLUnNT-
HbIX Mep ABNAKOTCA:

- OTKa3 pa3peLlleHmns Ha NPAMON AOCTYN B CUCTEMY N NPOrpaMMHoe obecnevyeHne ceTm Ha OCHOBE yYeT-
HbIX 3anNncen, NCNoNb3yeMblX ANA ANCTaHLMOHHOIO A0CTyNa, 3a UCKNIDYEHNEM Cny4aeB, Koraa npenocraene-
Ha AONONHUTENbHAaA ayTeHTndmnkaums (cm. 13.3.3);

- NpeaoxpaHeHne OT HECAHKUMOHUPOBAHHOrO AOCTyNa K MHOopMauun, CBA3aHHOW C MPOrpaMMHbIM
obecrneyeHneM 3NeKTPOHHOW NOYTLI U CAPaBOYHON 6a30M AaHHbIX B NnaMAaTh K 1 nepeHOCHBIX KOMNbIOTEPOB,
NCNOMb3YyEMbIX NEPCOHANOM OPraHn3aLunm 3a npeaenamm ee ooncos.
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13.3.3 CoBepleHCTBOBaHNE ayTeHTU(OUKaLUK

Mcnonb3oBaHne nap nMa/Naponb ABNAETCA NPOCTbIM NYTEM YCTAaHOBNEHUA NOANMHHOCTM NONb30BaTe-
newn, Ho Napbl UMA/NapPOoNb MOTYT ObITh ANCKPEANTUPOBAHbLI UMW BCKPbITLI. CYLLECTBYIOT Apyrme bonee besonac-
Hble NyTW ayTeHTudpuKkaumm nonb3oBatenen, OCODEHHO yaaneHHbIX. Takoe COBepPLUEHCTBOBAHME
ayTEHTUPMKaLUN HeEOOXOANMO B cnyvae, eCNn CYLLECTBYET BbICOKASA BEPOATHOCTb NONYYEHUSA YCNYrn NULOM
0e3 COOTBETCTBYIOLLMX NONHOMOYMA K 3aLLUULLLIAEMBIM N BaXXHLIM CUCTEMAM. DTO BO3MOXHO, HANPUMEP, B CNY-
4yae, ecnn AoCTyN MOXET DObITb UHULMMPOBAH NO ceTAM 00LLEero NoNb3oBaHNA NN CUCTEMa AOCTYNAa HE HaXO-
ANTCA NoA HENOCPEACTBEHHBLIM KOHTPONEM OpPraHn3aunm (HanpuMmep ¢ NEPEHOCHOrO KOMMNbLIOTEPA).

B cnyyae, ecnn HeobXxoanMa yCOBEPLUEHCTBOBAHHAA ayTeHTUdMKAUNA NO CEeTeBbIM COeAVMHEHUAM
(Hanpumep NO KOHTPAKTY ) N1 OHa onpasaaHa puckamMmu, To OpraHusaunm cneayeT paccMoTpPeTb NPOLECC Onpe-
aeneHna NoANMHHOCTU NONb30BaTENA C NOMOLLBLIO COOTBETCTBYIOLLMNX 3aLLNTHbIX MEP, TAKUX KaK:

- NICNONL30BaHUE OAPYrnX CpencTs naeHTUMPUNKaLMmM ana nogaepXxaHna ayteHTunKaumm nonb3oBaTe-
newn, Taknx Kak ANCTaHLUMOHHO NpoBepaAeMble MapKepbl A0CTYNA, KAPTOYKMN C MUKPONPOLLECCOPOM UMW MarHnT-
HOW MNONOCOM (MCMNONb3yeMble 4Yepe3 cUUTbiBaloLwee YyCcTponcTeo-npuctaeky K (1K), py4Hble yCTpOWUCTBA
reHepaummn Knyda ogHOPas3oBOro Npoxoaa, MoaeMbl ¢ HAOOPOM ODpPaTHOro HoMepa NN DUoOMeTpUvecKne
CpeacTBa KOHTPONS;

- obecneveHne PYHKUNOHMPOBAHNA MApPKepa AOCTYNa Nnn KapTovkn TONbKO C ONO3HaBaTENbHLIM CYe-
TOM NONb30BaTENA (NPeAnOYTUTENBHO C Y4eTHOM 3anucbio INK 1 MecTa/ToukM AoCTYNa), a Takxke ndoro Nny-
HOro uaeHTUPnKaunoHHoOro Homepa (PIN) nnn bnomeTtpnyeckoro NPohuns;

- NCNOonNb30BaHUE NMPOBEPKN NNMHNN Bbl3biBAIOLLIETO ONepaTopa,

- NICNONb30BaHNE NUHUI CBA3WN Yepes3 MOAEMbI, Pa3beAMHEHHbIE B PEXUME OXNAAHNSA N COeANHAEMbIe
TONbKO NOCNE NPOBEPKN NAEHTUYHOCTU Bbi3biBaIOLLEro ONepaTopa.

13.3.4 [unctaHumMoHHaa ngeHTuchmKauma CUCTeMbl

B cootBeTcTBUM € 13.3.3 ayTeHTUDMKALMIO cneayeT COBEPLUEHCTBOBATb NyTEM NPOBEPKN CUCTEMBI (M €€
MECTOMNONOXEHNA/TOUKN AOCTYNA), U3 KOTOPOW OCYLLIECTBNAETCA BHELUHMIA AOCTYN.

Pa3Hble ceTeBble CTPYKTYPbLI MOIYT NpeanaraTth pa3Hble Buabl naeHTudpunkaLmm. CnenoBatenbHO, opra-
HMU3aLMA MOXET COBEPLLUEHCTBOBATL MAEHTUMPMKALNIO NYTEM BbIDOPa NoaAxXoAALLEN CTPYKTYPbI ceTn. [1pn 3TOM
cneayeT NPUHUMATL BO BHUMAaHWE BCE 3aLUUTHbIE BO3MOXXHOCTU BbIOpPaAHHOW CTPYKTYPbI CETMW.

13.3.5 EaAMHMYHBLIN naponb 6e30NacHOCTMH

B cny4yae BoBne4veHna ceTeBbiX COeANHEHNN NONb30BATENN MOMYT CTONKHYTLCA C MHOTOKPATHbLIMU MPO-
BepKaMn naeHTuukaumm n ayteHtTupukaumn. B aToM cny4vae y nonb3oBaTenen MoXeT BO3HUKHYTb XXenaHue
OCYLLECTBNATb PUCKOBaHHbIE AEUCTBUA, TaKNE KaK 3anncb Naponen nnm NOBTOPHOE NPpUMeHEHNne OAHUX N TeX
Xe AaHHbIX ayTeHTnnKaun. EanHn4Hoe npeabasneHmne napona MoXeT YMEHbLUNTb PUCKU TAKOro NoBeAeHNS
NyTeM yMeHbLUEHNA Yncna naponen, KoTopble NoNb3oBaTenn A0NXHbI NTOMHUTL. BMecTe ¢ YMeHblLUeHneM pUc-
KOB BO3MOXHO MOBbILIEHWEe NPOon3BOANTENLHOCTU TPpyaa Nonb3oBaTena U CHUWXKEeHWE Harpys3ku Ha nynbeT, C
KOTOPOro ocylecTBnaeTca NOBTOPHbLIV BBOA Naponeun.

CneayeT 3aMeTnTb, YTO NOCNeACTBMA HAPYLLUEHUW B CUCTEME eANHNYHOIO NpeabaBneHna Napona MoryT
ObiTb CEPbE3HLIMU, TAK KAKHE OAHA, @ MHOIrMEe CUCTEMbI U NPUNOXEHNA NOCTaBNEHbI HAa rPaHb PUCKA N OTKPbITH!
ana anckpeantaumm (MHOraa Takon PUCK HasbIBaKOT “KNOHaMKM B KOPONEBCTBO').

[ToaTOMY HEODXOANMO 334eNCTBOBATL ODONee CoBepLUEHHbIE MEXAaHN3Mbl UAEHTUOUKALIMN N AYTEHTU-
oukaunn. B uenax obecnedeHna 6e30NacHOCTU OPraHn3auna MOXeT UCKNIYNTb U3 pPexnMma eauHUYHOro
npeabaBNeHna Napona BbICOKONPMBUNErMPoBaHHble PYHKUMN naeHTUOUKaUMN N ayTeHTUdpmnKaumm (Ha cuc-
TEMHOM YPOBHE).

13.4 Pe3ynbTaThbl ayguTa

BaxxHO obecneuntb 3P PekTUBHOCTL H6E30MACHOCTN CETU Yepe3 ODHapyXeHune, paccneaoBaHME W
COCTaBneHne OT4YETOB MHUMAEHTOB Oe3onacHocTW. CneayeTr 3anucbiBaTb NOAPOOHYID MHPOPMALMIO MO
pe3ynbTaTaM ayanTa OLUMOOYHbIX U 8AEKBATHbLIX CODObITUN, YTODbLI UMETb BO3MOXHOCTb COCTABNATbL TLLATENb-
HbI aHanNu3 NOTeHUManbHbIX U PakTUYECKUX MHUMAEHTOB be3onacHoCcT. OQHAKO cneayeT npusHaTb, YTO
3anncb OrPOMHbIX OO BEMOB CBA3aHHOW C ayAUTOM MHPOPMAaLIUN MOXET 3aTPYAHUTL NPOBEAEHNE aHann3a n
HebnaronpuATHO NOBNUATL Ha NpoBeaeHne ayauTta. [103aToMy Heobxoanmo onpeaennTb NEpPNO BpeMeHN, B
Te4deHne KOTOPOro cneayeTt oTCNeXunBaTb AENCTBUSA NONL30OBATENEN B KOHTPONBHOM XYpHane.

BOoNbLUNMHCTBO KOHTPONBHbLIX Mep 3aLLUUTbI, KACaOLLNXCA CETEBbLIX COEANHEHUN U CBA3aHHbIX C HUMWM CUC-
TeM T, MmoryT ObiTb ycTaHoBNEHLI B cooTBeTCTBUMN ¢ MCO/MOIOK 13335-4. UTO KacaeTca ceTeBbIX COeANHEHUN,
TO BaXXHO 0becneynTb BO3MOXHOCTbL ayauTa cneayiowmnx TMNoB cobbITUN:

- NONbITKN ANCTEHLIMOHHON HEYA3YHOM PErMCTPaLNM NPY BXOAE B CUCTEMY C YKa3aHMEM NaTbl U BPEMEHMN;

- COObITUA HEeyaAa4YHOW NOBTOPHOWN ayTEHTUPMKALUN (MNN NPUMEHEHNA CpeacTBa NAEHTUPUKALNN);

- HapyLeHuns Tpadurka Yepes Wn3 obecnevyeHnsa 6€30nacHOCTY;
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- CUrHanbl ONacHOCTU B CUCTEME YynpaBneHns ¢ BOBMNeYeHnemM 3awmtbl (Hanpumep aybnupoeaHue
|IP-aapeca, HapyLleHnsa B CXeMe OAHOHANPaBNEHHOMo KaHana nepeaayn AaHHbIX).

Pe3ynbTaTthl ayanta MOryT coaepXaTtb KOHPUAEHUNaNbHYIO MHOPMAaLNIO NN cBeaeHna, KOTOPbIMK
MOryT BOCMNONb30BAaTbCA ANA BTOPXXEHNA B CUCTEMY Yepe3 ceTeBble coeauHeHna. bonee Toro, ceBeaeHnsa o
pe3ynbTartax ayauta MOryT CNYy>XUTb A0Ka3aTEeNbCTBOM Nnepeanadn AaHHbIX MO CETU B cny4vae NosaBNeHna pas-
Hornacun. [NoaToMy pe3ynbTaTbl ayauta 0co6eHHO HeEOOXOAUMbI B KOHTEKCTE obecrneveHns LenoCTHOCTU U
noaTeepXKaeHna oTtnpasku/npuema uHgopmaunn. CnenosaTenbHO, BCe pe3ynbTaTbl ayauTa cneayer
3alLMLLAaTL Haanexawmm obpasom.

13.5 OOHapyxeHue BTOpPXXEeHUA

C yBenuyeHmem 4Yncna coeanHeHnn B cetn obneryaerca NPOHMKHOBEHME B HEE NO crneaylowmum npu-
YNHAM:

- YyBENU4MBaeTCca YMCNno nyTen NnpoHNKHOBEHUA B cUCTeMbI T opraHusaunmn 1 ceTu;

- NOABNAETCA BO3MOXXHOCTbL BCKPbITUA NepBOHAYaNbHOro MecTa A0CTyNa;

- CTAHOBUTCA BO3MOXEH A0CTYN Yepe3 ceTU N Lenesble BHYTPeHHne cuctembl AT .

Hapywmntenun ctaHoBATCA bonee NCKYLLIEHHBIMU N NPUMEHAIOT bonee 3P eKTNBHLIE METOALI aTak, a
cpencTBa NPOHMKHOBEHUA BCe Bonee A0OCTyNHLI B IHTepHeTe nnu oblenocTynHon nutepartype. MHorme us
3TUX CPeACTB aBTOMaTU3NPOBAHbI, MOTYT ObITb O4eHb 3P EKTUBHBIMWN N MPOCTLIMM ANSA NPUMEHEHUA, B TOM
4yrucne Ans NUu, ¢ HeboNbLUMM ONbITOM PaboThl.

[1na 6onblWMHCTBA OpPraHn3aunm 3KOHOMNYECKN HEBO3MOXHO NPeaoTBPaTUTb BCE NOTEHLUMANbHbLIE BTOP-
XeHnsa. CnegoBaTtenbHO, HEKOTOPLIE BTOPXKEHUA BO3MOXHbI. PUCKWN, cBA3aHHble C 60NbLUMHCTBOM BTOPKEHUN,
MOrYT ObITb CHWXXEHbI NYTEM peann3aLnn HageXKHON naeHTUPUKaLnMn n ayTeHTUpUKaLmm, NOrm4eCKoro KOHT-
PONA AOCTYNa, CUCTEMbI y4EeTa N ayaAnTa 3aLLUNTHbIX Mep B A0NONHEHWE K BO3MOXHOCTN ODHAPYXXEHNA BTOPXKE-
HUA. Takylo BO3MOXHOCTb ODecneymBaloT Te€ CPeacTBa, KOTOPble NO3BONAOT MPOrHO3MpoBaTb BTOPXKEHUS,
BbIABNATL UX B peanbHOM MaclwTabe BpeMeHU 1 AaBaTb COOTBETCTBYIOLLME CUrHANbLI TPpeBorn. loaenaeTtca
TaKKe BO3MOXHOCTb NOKanbHOro cbopa nHdopmaunm o0 BTOPXKEHNAX C NOCNeayrwmm ee 0bbeaNHEHNEM Y
aHann3oM, a Takxe U3y4eHme CXxeM HopManbHOro noBeaeHnsa/mcnonb3oBaHna T opraHmsaumn.

Bo MHOrMx cny4aax MOXeT OblTb O4EBMAHOWU BO3MOXXHOCTb HEKOTOPOro HeCaHKUMOHUPOBAHHOIO UNn
HeXXenaTenbHOro cobbiTuA. Ha 3Ty BO3MOXHOCTb MOXET YKa3biBaTbk HEDOONLLUOE yXyAlleHne B ycnyrax no
COBEPLUEHHO HEONPEeAENEHHLIM NPUYMHAM NN BONLLLIOE YUCNO AOCTYNOB B HECBONCTBEHHOE BpEMA, UMK
OTKa3 NpeaocTaBneHns Kaknx-nmbo cneunanbHbiX yCnyr. B O0NbLUINMHCTBE CNy4YaeB BaXXHO KAaK MOXHO ObICTpee
Y3HaTb NPUYNHY, MACLUTAaOHOCTb U NOCNEACTBUA BTOPXKEHNA.

CneayeTt 3aMeTuTb, YTO YNOMAHYTAA Bbllle BO3MOXHOCTb BTOPXKEHUA aBnaeTca bonee CNOXHOW, YeM
NWHCTPYMEHTApUN aHann3a pe3ynbTaToB ayauta n metoabl no 13.4 v COOTBETCTBYWOLUEMY pa3geny
NMCO/MIK 13335-4. bonee appekTuBHbIE BO3MOXHOCTU ODHAPY)XXEHNA BTOPXKEHNA CBA3aHbI C NPUMEHEHNEM
cneumanbHOro nocneonepaunoHHOro KOHTPONA, Npu KOTOPOM MPUMEHAITCA NpaBmnna aBTOMaTUYECKOro aHa-
nm3a NpoLUNbIX AeNCTBUN, 33PEMMCTPUPOBAHHbIX B Pe3ynbTaTtax ayauta u B APYrnx KOHTPONbHbIX XypHanax
ONA TOro, YToOb! NPOrHO3NPOBaTL BTOPXKEHUS, a TAKXKe aHaNU3NPYITCA pe3ynbTaTbhl PEBU3NU N3BECTHLIX NPU-
MepPOB 3NOHAMEPEHHON AeATEeNbHOCTU NN AEeATENBbHOCTU, HE XapaKTepPHON ANA CNOXUBLLENCA NPAKTUKM.

Bonee noapobHo 3Tn Bonpocbkl nanoxeHbl B NCO/M3IK 15947 .

13.6 lNpepoxpaHeHne OT 3NOHaAMEepPEeHHOro Koaa

[Tonb3oBaTeENAM HEODXOANMO 3HATb, YUTO 3NOHAMEPEHHLIN KOO MOXET ObiTb BBEAEH B UX CETEBOE OKPY-
XXEHNE Yepes ceTeBble COeANHEHNS. 3NOHAaMePEHHbIN KOO HE MOXKET ObITb ODHAapPYKeH A0 HAHECEHMA YLILEepba,
€CNn He NPUMEHATL aAeKBaTHbIE 3aLLNTHLIE MepPbl. 3NOHaMepPEHHbIWU KOO MOXET NOAOPBAaTbL 3aLUUTHbIE Mepbl
obecnevyeHna 6e30NacHOCTM (HanpmMep NyTEM NepexBaTa N PacKPbITUA Naponen), NPMBECTU K HENPeaHaME-
PEHHOMY PACKPLITUIO NN U3MEHEHUIO MHPOPMALINN, YHNUTOXEHUIO AAHHbLIX W/MNU HECAHKLIMOHUPOBAHHOMY
NCNONb30BaHUID CUCTEMHbIX PECYPCOB.

HekoTopble pOpMbl 3NOHAMEPEHHOMO KOAa MOryT ObITb OOHaPYXXeHbI U yAaNeHb! C NOMOLL IO cneLnans-
HOrO CKaHMPVIOLLLIEro NPOorpaMMHoOro obecneydeHua. B annapaTtHO-NPOorpaMMHbIE CPEACTBA MEXCETEBOW 3aLLN-
Thbl, cepBepPbI Pannoe, cepBepbl NOYTLI N Padboune CTaHLMW ANA 3aLLUNTLI OT HEKOTOPbLIX TUNOB 3NOHAaMEPEHHOTIO
KOAa MOryT ObITb BKNIOYEHbI CKaHepbl. [1Nsa 0OHapy:XeHNa HOBOro 3NoOHaMepPEeHHOro Koaa BaXXHO NoaaepXnueBaTb
CKaHUpyloLlee nporpaMMHoe obecnevyeHne Ha AOMKHOM YPOBHE NyTEM, MO MEHbLLEN Mepe, exXxeHeaenbHOro
obHoBNeHUA. OaHAKO NONb3oBaTeNAM M aAMUHUCTPATOPAaM cneayeT NOHMMATb, YTO HENbL3A NONAraTbCA TOMNb-
KO Ha CKaHepbl ANs 0bHapyXeHUs BCeX 3NOHAMEPEHHbIX KOAOB (MNNU KOHKPETHONO TUNAa), TaKk Kak MOCTOAHHO
NOABNAIOTCA HOBble TUMblI 3NOHAaMepPEHHbIX KOAOB. Kak npaeBmno, TpedyrTca apyrve 3aluTHble Mepbl ANS
ynyulieHna 6e30nacHOCTH, OCYLLIECTBNAEMbIE C MOMOLLbIO CKAHEPOB (NPU NX HanNnn4nn).

[lonb3oBaTenaMm U agMUHUCTPATOPAM CUCTEM, NMCNONbL3YIOLWLNX CeTEBbIE CoeanHEHNA, cneayeTt NOoHU-
MaTb, YTO PUCKN, CBA3aHHblE CO 3MTIOHaMepPEHHbIM NPOrpaMMHbIM 0becnevyeHUeM, yBennineatoTca, eCnNu UMe-
ellb Aeno ¢ BHELWWHUMWM CTOPOHaMU Yepe3 BHELLHUe NMHMK CcBA3U. [lnA nonb3oBaTtenen n agMMHUCTPATOPOB
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cneayet pa3padboTaTtbh PYKOBOACTBA, B KOTOPbLIX B ODLIMX YepTax HaMedeHbl npoueaypbl U nNpakTn4eckme
OEeNCTBUSA, HanpaBneHHble Ha YMeHblLUeHNe BO3MOXHOCTU BBOAA 3NOHAMEPEHHOIO KoAa.

[Tonb3oBaTeENaM N agMUHUCTPATOpPaM crneayeT obpawatb 0cob60e BHMMaHNE Ha KOHpUTypaLumio KOH-
KPEeTHbLIX CUCTEMbI N MPUNOXEHUA, CBA3AHHbLIX C CETEBbLIMW COEANHEHNAMM ANA OTKNIOYEHUA (PYHKUUN, KOTOPbIE
He HY>XHbl B KOHKPETHbIX 00CTOATENBLCTBAX (Hanpumep, npunoxeHuna NK cneayet KOHPUrypnpoBaTb TaK, YTO-
Obl MaKpoOCbl ONOKMpPOBaNUCb MO YMOMNYaHUIO UNKN TpeboBanoCb NoATBEPXAeHWe MNONb30BaTeENs OO0 MX
BbIMOMHEHNSA).

[ToapobHo 0 3noHamepeHHoMm koae cM. MCO/MIK 13335-4.
13.7 YnpaBneHue 6e30NacHOCTbLIO CETH

YnpaeneHue ntobom ceTblo cneayeT ocyLecTBNATL C y4eTOM obecneveHns n nogaepxaHns ee besonac-
HOCTW, YTO MOXET ObITb BbINOMHEHO NPW AOMKHOM PacCMOTPEHUN UMEIOLLIMXCA B HANUYMN N OTHOCALLIMXCS K

cnyxbam obecneveHna 6€30NaCHOCTN CETEBLIX MPOTOKONOB.

B opraHusaumm cneayet NpeaycMoTpeTb paa 3almnTHbIX Mep, paccMoTpeHHbiX B MCO/M3K 13335-4.
Kpome Toro, Bce NopThbl ANCTAHLUMOHHON ANArHOCTUKN, BUPTYanbHbIE NN (PU3nYeckne, cneayeT 3almnTnTb OT
HECaHKLIMOHUPOBAHHOIO AOCTYNA.

13.8 MexceTeBble nepexoabl 6e30MNacHOCTMH

[TpaBUNbHOE PACNONOXEHUE MEXKCETEBLIX NEepexoaoB 6€30MNaCHOCTU NO3BONUT 3aLUULLATL BHYTPEHHNE
CUCTEMBI OpraHmn3aLnn, 6e30nNacHoO ynpaBnATb U KOHTPONMPOBAaTbL TEKYLNMA TPpadUK B COOTBETCTBUU C NOA-
TBEPKAEHHOW AOKYMEHTAaMM NONUTUKON 6E€30NaCHOrO MeXCeTEBOro AOCTYNA K YCNyram.

MexceTeBble nepexoabl 6e30nacHOCTU NpeaHa3HavYeHbl ANS:

- pa3aeneHnsa Norn4YecKknx ceTem;

- obecneyeHna orpaHN4YEeHna N aHann3a PYHKLUUIA MO MHPOPMALIMK, NPOXoAALLEN MeXaY NOMMYECKUMN
CETAMM;

- 00CNYXMBaAHNA OPraHM3aLun B Ka4eCcTBe CpeacTBa yrnpaBneHnsa AOCTYNOM B CETb 3TOW OpraHn3aumnm n
BbIXOAOM U3 HEE;

- NPOBEAEHNS B XMU3Hb NONUTUKN OpraHn3auum B obnactn obecneveHna 6€30NacHOCTU, KacaloLencs
CeTeBbIX COeANHEHNW;

- NpeaoCcTaBNeHNA OQHOro MeCcTa ANs PErncTPaLmnm C LENbLIO BXOAa B CUCTEMY.

[na Kaxaoro MexceTeBoro nepexoaa 0e3onacHOCTU cneayeT pas3pabotatb OTAENbHLIM AOKYMEHT,

onpeaenarnwmn NoNNTUKY (6e30nNacHOCTN) AOCTYNA K yCNyram, U peannusoBaThb ero Ana KaXxaoro coeanHeHus
ONA TOro, YTOObLI rapPaHTUPOBATL NPOXOXAEHUE Yepe3 3TO CoeaANHEHME TONbKO pa3peLleHHOro Tpadouka. donx-
Ha ObITb CO34aHa BO3MOXXHOCTb onpeaeneHna AoNyCTUMbIX COeANHEHUN OTAEMNBHO B COOTBETCTBUN C MPOTOKO-
NOM CBA3UN N apyrmMmun aetanamu. [na odbecnedveHna oOCTyna Yepes3 coeanHeHne TONbKO 3aKOHHbIX NONb30Ba-
Tenen n AeNCcTBUTENbHOroO Tpaduka B NONUTUKE AOCTYNA K yCnyram cneayet cpopMynmpoBaTb U NoapodHOo
onucaTb OrpaHnvyeHna n Nnpaemna NPUMEHUTENbLHO K TpauKy, npoxoaswemy B 06e CTOPOHbI Hepes Kaxabin
MeXCceTeBOM Nnepexon obecneyveHna 6e30NacHOCTH, a TaKkke onpeaennTb NapamMeTpbl ynpaBneHus Tpagukom
N ero KOHOUrypauuio.

BceMm mMmexceTeBbIM nepexoaam 0e30nacHOCTM cneayeT npeaocTaBuUTb BO3MOXHOCTbL ANSA MOMNHOrO
NCNONL30BaHNA UAEHTUPUKALUN N aYTEHTUPUKALNN, NOTMYECKOTo KOHTPONA AOCTYNa N cpeacts ayanTta. Kpo-
Me TOro, ux cneayeT Nepnoanyeckm NPpoBepaTb Ha HECAHKLMOHNPOBAHHOE BTOPXXEHME B NPOrpaMmMHoOe obec-
nevyeHne U/MnNn AaHHble, a NpU OBHAPYXEHUN TAKOBbLIX COCTaBNATb OTYETHI B COOTBETCTBMU CO CXEMOM
NencTBnnN opraHnsaunm npmn obpaboTke MHUMAEHTOB.

CneayeT o0OpawaTb BHUMaHWE HA TO, YTO NPUCOeANHEHUE K CETU AOMKHO OCYLLECTBNATLCA TONLKO NOcne
NPOBEPKN COOTBETCTBUA BbIDPAHHOrO MEXCeTeBOro nepexona TpedboBaHMAM opraHm3auun. Bce pucku B
pe3ynbTaTte Takoro coeanHeHna AomkHbl ObiTb NOA HAAEeXHbIM KOHTPONeM. CneayeT rapaHTUPOBaTb HEBO3-
MOXXHOCTb NPUCOeANHEHUA, MUHYA MeXCeTeBOW Nepexon 6e3onacHOCTN.

13.9 KoHdmpeHumanbHOCTbL OOMeHa AaHHbLIMU NO CETAM

Ecnu BaXXHO COXPaHUTb KOHPpMAEHUNANLHOCTL, CneayeT pacCMOTpeTb KpunTtorpadpumyeckne cnocool
3alnTbl ANA WnpoBaHna MHOPpMaL KN, NpoxXoaalwen Yyepes ceTeBble coeanHeHna. PelleHne o npuMeHeHnu
KpUnTorpagouyecknx Mep 3aLmnTbl cneagyet NPUHNMATb C YHETOM:

- 3aKOHOAATENLCTBA (OCOOEHHO eCNN CETEBOE COEANHEHNE 3aTPAarMBaeT HECKONbLKO 0bnacTen nnmn opra-
HOB BNacTn);

- TpeboBaHNM yNpaBNeHUa KNIOYaMM 1 TPYAHOCTAMU, KOTOPbIE NPUXoANTCA NpeocaonesaTb ANs obecne-
YEHNS 3aMeTHOro yny4ylueHna 6e3onacHOCTU 6e3 CO3AaHUA HOBbIX 3HA4YUMbIX NPEANOCHINOK YA3BUMOCTM,;

- aA€KBATHOCTU UCNONb3YEMbIX MEXAHM3MOB LUNPPOBAHNA ANA 33AENCTBOBAHHOIO TMNA CETEBOrO COEe-
AUHEHWNA N CTENEHN HEODXOANMOMN BEe30NaCHOCTM.
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13.10 LlenocTHOCTDL AaHHbLIX, NepeaaBaeMbIX MO CETAM

B cny4aax, ecnu BaXXHO COXPaHUTb LLeNOCTHOCTb AaHHbLIX, OpraHmM3aumna AoMKHa pacCMOTPETb BO3MOX-
HOCTb UCNONbL30BaHNA LWPOBON Noannucn 1 Apyrnx Mep 3awmTbl LENOCTHOCTN COODLWEHNA ANa 33T
NHPOPMaLMKN, NPoXoasLlen Yepes ceTeBble COeAUHEHNS.

B cnyyae, ecnn OCHOBHbLIM TPeOOBaHMEM ABNAETCA 3aLMTa OT CAYHYaNHOro uNu npeaHamMepeHHoOro usme-
HeHna, o0aBNeHna UNn yaaneHna ntHpopmaunm, opraHnsanmsa AoMKHa NpeanpuHATL HeOH6Xo0aAUMbIE MepPbI NO
3alUnTe LENOCTHOCTU COODLLEHNA (HaNnpUMep NCNONb30BaHWUE KOAOB €€ ayTEeHTU(MKauun).

[IpuMeHeHne ungppoBoOU NOANNCU B Ka4eCcTBe Mepbl 3alUUTbl MOXET 3aMEeHUTb aHaNOMM4YHy0 3aLluTy,
KOTOpasa OCYyLeCcTBNAETCA NyTEM ayTeHTUdUKaunum coodweHmnn, Ho AONONHNTENLHO 0bnafnaeT CBOUCTBaAMM,
No3BONAKLWMMM Pa3dbNoOKUPOBaTL npoueaypbl noaTeepXKaeHna otnpasku/npuema coobuweHna (cm. 13.11).
PeweHne o npUMeHeHnn unppoBon NOANUCU UNN Mepax 3aluTbl LEenOCTHOCTU cooblleHna cneaver
NPUHNMATL C YHETOM:

- 3aKOHOAAaTenNbHbIX U 006A3aTeNbHbIX TPpeboBaHUN (OCODEHHO B cnyvae, ecnn ceTeBoe coeanHeHne
3aTparmBaeT coodLIEHMNE MEXOY HECKONBKNMU PErMOHAMN NN OPraHamMun BNacTun);

- COOTBETCTBYHOLLNX OCHOBHbIX 00 ECTBEHHbIX NHPPACTPYKTYP:;

- OCHOBHbIX TpebOBaHMWN MEHEQXKMEHTA U TPYAHOCTEN, KOTOPblE NPUXOANTCA NpeoaonesaTb ANa obec-
nevyeHUa OeNCTBUTENLHOro yny4dweHna 6e3onacHOCTN 6e3 C03AaHUA HOBbLIX CYLLECTBEHHbLIX NPeanoChbiNoK
VA3BUMOCTW;

- IPUrogHOCTN 6a30BbIX MEXAHU3MOB BOBNEYEHHOro TMNa CETEBOro COeANHEHNA U CTENEHN HeoDXoaun-
MOWN 6e30MNacHOCTU;

- HAOQEeXXHOW N A0BEPUTENBHOWU perncTpaunm nonb3oBatenen N 00 bLEKTOB, CBA3aHHbIX C KNKYaMu (cep-
TMOULNPOBAHHBLIMW B CNy4Yae HeODXOAUMMOCTU ), MPUMEHAEMbIX B NPOTOKONaX LNpOoBON NOANNCH.

13.11 NMoaTBepxaeHune oTnpasku/npuema nucpopmauun

B cny4ae, ecnun TpebyeTca npeacTtaBnTb CyLLECTBEHHOE AOKAa3aTenbCTBO nepenayn nHpopmaumm no
CeTun, pacCMaTpUBAIOT cneaylowme 3alnTHbIE Mepbl:

- NPOTOKONbI CBA3WU, NOATBEPXKAAKLWLNE Nepenavyy AOKYMEHTA;

- NPOTOKONbI NPUNOXEHUA, TPEeOYIoLWne NpeacTaBNeHna NCXOOHOro agpeca unnnaeHTnKaTopa 1 nNpo-
BEPKMN HA Hann4imne AaHHON MHpopPMaLUN;

- MEXCeTEBbIE Nepexoabl, B KOTOPbIX NPOBEPAITCA (POPMaThl a4peCcoB OTNPaBnUTeNa N Nony4yartena Ha
OOCTOBEPHOCTb CUHTAKCUCa N HENPOTUBOPEYNBOCTb C UHOOPMAaLMEN B COOTBETCTBYIOLLUNX ANPEKTOPUAX;

- NPOTOKONbI, NOATBEPXAAKLWMEe AOCTABKY U3 CETEMW;

- MPOTOKONbI, BKNOYaoLWMe B ceba MexaHn3Mbl, paspellarwme yCTaHaBNMBaTbh NOCNEA0BAaTENbHOCTb
NHOPMaLUWN.

B cnyyae, ecnu BaXXHO MMETb A0Ka3aTeNbLCTBO Nepenayn unu npnema nHpopmMauun, a Qakt nepenaqn
NN Npuema aBnaeTca NpeaMeToM cnopa, AganbHeullne rapaHTun cneayeTt NpeaocTaBnNATb CTaHA3PTHbLIM
MeToaoM undposon noanmcu. Otnpasntenam nHdopmaumm (ecnm Tpedyetca AoKa3aTeNbCTBO NCTOYHUKAE )
cnegyeT cKpennaTb 3Ty MHpopMaUUio LMdopoBOon NoANNCLI0 00LWenpUHATOro obpasua. Ecnn Tpebyetca Aoka-
3aTeNbLCTBO OOCTABKN, TO OTNPAaBUTENAM cneayeT 3anpawWwnBaTh OTBET, CKpenneHHbIN LMPPOBON NOANMUCHIO.
na pocTmxeHna oaHHOW CTENEHN rapaHTumn cneayeT NPUHATL BO BHUMAHKUE:

- NICNONb30BaHWE MeXaHN3MOB NoATBEPXKAEHUA (LndpoBaa NOANNCL, OTMETKU BPEMEHU U T.A.), noaaep-
)KaHHbIX OOBEPUTENLHOU TPEeTbeUn CTOPOHOU, Hanpumep OpraHoM No CepTUPUKaLmm, 1 COOTBETCTBYIOLLEN
NHPPACTPYKTYPOU KNoHen 0bLLEro NoNb30BaHUSA;

- cCOOBOLIEHNA O perncTpaunn ¢ NCNonb3oBaHWEM MEXaHU3MOB NpeaoTBpalleHns N3MEHEHUN B KOH-
TPONbHbIX XXYPHaNaXx;

- MEXAHN3Mbl COXpPaHEHUA KOHPMAEHLUNANBHOCTN N/UNN NNYHBIX KNoYen (MoANUCU) NPOTUB HECAHKLINO-
HUPOBAHHOIO UCNONbL30BaAHNS;

- apPXMBUPOBaHNE CEPTUNDUNKALMN U KNoYEN, HeOOXOANMbIX ANA paspeLleHna cCnopoB ¢ TeM, YTOOLI 0bec-
neyYnTb X AOCTYNHOCTb U LLIENOCTHOCTL B Te4eHNne HeoOXoaANMOro Nepuoaa BpeMeHn (KOTOPbIN MOXET ObITb
ONWHHEE Nepnoaa NCNoNb30BaHNA COOTBETCTBYIOLLUMX KNIOYEN).

MHpopmMaunio no 6e3onacHoCTU NHpopMaLmnmn oT uckaxeHnsa ee cmoicna cMm. B NCO/MIK TO 14516 n
NMCO/MOIK 13888.

13.12 BupTyanbHble YacTHbIE CETH

BupTyanbHaa YyactHasa ceTb (VPN) aBnaeTca 4aCTHOM CeTblo, KOTOpasa peannsyeTca nyTeM Ncnonb3oBa-
HUA MHOPACTPYKTYPbI VKe cyLlecTBYoLmnX ceTen. C TOYKM 3peHNa NONbL30BaTeENEn BUPTYanbHaa YaCcTHas ceTb
PYHKUMOHMPYET N NpeanaraeT YacTHble (PYHKLMUOHaNbHbIE BO3MOXHOCTU U YCNYIN.

B BUpTYanbHOW YaCTHOW CETU NPUMEHSAINTCA KpUNTorpagpnieckne metoabl 0becneyveHns 3awmTbl PYHK-
LMOHANbHbLIX BO3MOXHOCTEN M yCcNyr, 0COBEeHHO B cny4vae, ecnu ceTb, HaKkoTopoun nocTpoeHa VPN, aBnaer-
cA ceTblo 0obLero nonb3oBaHuA (Hanpumep MHTepHeT). B 60NbWNHCTBE peann3aunn NUHUK CBA3N MeXAay
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napTHepamMun WNPyoT Ana odbecnevYeHna KOHPNAEHUNANBHOCTU, a NPOTOKONbI aYTEHTUOUKALNN NCNIONBL3YIOT
nNsa NPOBEPKN MUAEHTUYHOCTU CUCTEM, NOACOEANHEHHbIX K BUPTYanbHON YacTHOWN ceTn. OBbIYHO LU pOoBaH-
Haa MHpOpPMaLUMa NPOXoanT Yepes 6e30NacHbIN TOHHENb, NOACOEAMHAIOLWLNA OPraHn3aunn K MeXxXceTeBoMy
nepexoay ¢ nogaepXaHnem KOHMMUAEHLUMaANbHOCTU U LEeNOCTHOCTU nMHdopMaumn. MexceTeBon nepexon
3aTeM umaeHtTMpuumpyetT ANCTaHUMOHHONO NONbL3OBATENA M NO3BONAET €My Mony4aTb AO0CTYN TOMNbLKO K
NHAOOPMAaLIMN, CAHKLIMOHUPOBaHHON ANA Npnema.

Ko BCceM 4acTHbIM CETAM Ba)XXHO NMPUMEHATb Mepbl, afeKBaTHble MepaM obecnevyeHmnsa 6e30nacHOCTH
BCEX CUCTEM, NoacoeanHeHHbIX K VPN, ¢ TeM, 4TOObI rapaHTUpPOBaTb BO3MOXHOCTb TONbKO CAHKLMOHUPOBaH-
HbIX MMHMIN CBA3N C APYIMMN CETAMM.

BupTtyanbHasa 4acTHaA ceTb MOXET ObiTb UCNONbL30BaHA, HAaNpUMep, ANA TOro, YTobbi:

- peannu3oBaTb ANCTaHLMOHHbIN AOCTYN KOPraHm3aumm oT MOOMNbHOro aboHeHTa nnm paboTHUKOB, HAXO-
OALLMXCA 33 Npeaenamm CUCTEMBbI;

- COEANHUTL Pa3Hble MecTa PaboTbl OpraHM3auun, BKNo4aa n3dbITOUYHbIE MUHUKW CBA3N ANA peann3aumnm
pe3epPBHON MHPPACTPYKTYPHDI;

- YCTAHOBUTb COeANHEHNSA C CETbIO OpraHn3aunm Ana Apyrnx NnapTHePoOB OpraHnsaumn/OnsHeca.

13.13 HenpepbIBHOCTL OM3HEecCa/BOCCTaHOBNEHUA NOCNe CTUXUNHOro SeacTBmA

BaXHo, 4TODObI 3aLLMUTHLIE MEPBLI ANA NPOAOKEHNA DYHKUMN DM3HEeCa B cnyyae CTUXMNHOro beacTBunA
nyTeM obecne4eHnsa cnocoObOHOCTM K BOCCTAHOBMEHUIO KaXXA0W AEeNOBOW onepaLuunmn Obinn NPUHATLI B 3a4aHHbIN
NHTEpPBaN BpeMeHN nocne npepbiBaHNA AeaTenbHOCTU. PYKOBOACTBO ANA COBMECTHOro NNaHUpoBaHUA Npo-
noMmKeHna bnsHeca n BOCCTaHOBNEHUA NOocne CTUXUMNHOIO 6eaCTBUA, BKNIOYAA COOTBETCTBYIOLLYIO CTPATENMIO
N POACTBEHHbIE NNAHbI C NOCNeayLWnM TectpoBaHnem, — B cootTeetcteBumn ¢ MCO/MIK 13335-4.

Heobxoanmo obpaTtnTb BHUMaHME HA TPEOOBaAHUA COXPaAHEHNS OCHOBHbIX M MPUMEHEHUA AONONHUTEMNb-
HbIX CETEBbIX COEAUHEHNW AOCTATOYHOW NPONYCKHON CNOCODHOCTU, a TAKXKe Ha BOCCTAHOBNEHUE COEANHEHUM
nocne HeXxenaTenbHOro cobbITUA. B OCHOBE AaHHbIX TPEeOOBaHUN NEXUT BAXXHOCTb COeANHEHNN B 0Decneve-
HUN BU3HECA B TEYEHME NPOAONKNTENBHOIO BPEMEHN, a TAKXKE NPOrHO3NPyeMoe BpeaHOe BNUAHNE Ha OU3HEC
B cny4ae nx HapyweHun. Npn 3TomM BO3MOXHOCTU COEAUHEHUIN MOTYT NPeaoCTaBUTb OpraHn3aunm MHOro nNpeu-
MVYLLECTB B FTMOKOCTU U CNOCODHOCTU NCNONb30BAaTb NPAaKTUYECKNE Noaxoabl, HO OHWU MOTYT CTaTb TOYKaMMU YA3-
BUMOCTU MU «EAWMHUYHBIMW TOYKAMW HEWUCMNPaBHOCTEN», KOTOPble CNOCOOHbI 0OKa3aTb Pa3pylUMUTENbHbIE
BO3AENCTBUA HA OPraHnN3auuio.

14 [JOKyMeHTUpOBaHUE U aHaNM3 BapuUaHTOB CTPYKTYP 0e30NacHOCTHU

[OoKyMEHTNpOBAaHME Pa3nNUYHbIX BAPUAHTOB CTPYKTYP B€30MacHOCTM NpeaocTaBNaeT BO3MOXHOCTb ANS
PACCMOTPEHNSA PA3NUYHbIX BAPNAHTOB pPeLLIEHNW N co3aaeT a3y Ans aHanusa ¢ LUenbto BbIbopa KOMAPOMUC-
CHOrO pelueHusa. ITo TaKkke CnocobCTBYET pa3peLleHunto Npodbnem, CBA3aHHbIX C YaCTO BO3HUKAKOLWMMMN TEXHN-
YECKUMMN OFPaHNYEHNAMN W  MPOTMBOPEUMAMM MeXay noTpedbHocTaMM OunaHeca wn  obecneyeHnem
6e30nacHOCTW.

[1pn cocTaBneHnn AOKYMEHTALUN MO Pa3HbIM BaPMaHTaM CTPYKTYP 6e30nacHOCTU HEOOXOANMO NPUHKN-
MaTb BO BHUMaHMeE TPeboBaHUA, yCTaHOBNEHHbIE B NONNUTUKE be3sonacHocTn cuctem AT opraHnsaumm (CMm. pas-
nen 8), u nepeveHb NOTEHUMANbHbLIX KOHTPONUPYEMBbIX 30H (CM. pa3aenbl 12 n 13). CneayeT Takke y4nTbiBaThb
CYLLECTBYIOLLME B OPraHn3aLmnm CTPyKTypbl 6e3onacHocTn. [locne AOKYMEHTUPOBaHUA U aHaNN33 BapUaHTOB
CTPYKTYp Be30nacHOCTU BbIDpaHHaA cxema obecneveHmnsa 6€30nacHOCTU A0MNXKHA ObITb cornacoBaHa. OpraHu-
3aUMa MOXET BHOCUTb N3MEHEHUA B CTPYKTYPY CETU N ee NpuMeHeHne (ana obecneveHnss COBMECTUMOCTHU C
npeanovYTUTENBLHOW CXeMOoW obecneveHna 6e30NacHOCTU), a Takke B nepeveHb NOTEHLUNANbHbIX 3aLUMTHbIX
Mep (Hanpumep Npu cornacoBaHUn MOXET ObiTb BbIABNEHO, YTO CTPYKTYpPA 6€30MacHOCTU MOXET ObITb TEXHU-
YECKMN peann3oBaHa TONbKO anbTEPHATUBHLIM CMOCODOOM, YTO NOTPEDYET NPUMEHEHNA AOMOMHUTENbHbIX
3aLLUUTHbIX MEP).

15 lNMoaroroBKa K pacnpeaeneHuro 3agad no BbIOOPY 3alUTHBLIX Mep,
NPOEKTUPOBAHUIO, peann3aumum U TeXHUYECKOMY OOCNYyKMBaHUIO

Ncnonb3ysa nepedeHb NOTEHLMANbHbLIX KOHTPONMPYEMbIX 30H (CM. pa3aen 13) n cornacoBaHHYIO CTPYKTY-
py 6e30onacHoCTM (CM. pasaen 14), opraHn3aumns MOXeT Ha4MHATb NOAroTOBKY K NNaHUPOBAHUIO M pacnpene-
NEHWIO 3a0a4 AN AeTanbHOro Bbibopa 3anTHbIX Mep obecneveHmna 6€30NacHOCTY, a TaKXKe K X NPOEKTNPO-
BaHWUIO, peann3aLmm n TEXHN4YECKOMY 0OCNYyXMBaHMIO.
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16 KpaTkoe usnoxeHue

HacToawmnn cTaHaapT yCcTaHaBnMBaeT PYKOBOASALLME YKAa3aHNA N0 NOACOEeANHEHNIO CUCTEMbI MHDOpPMa-
LLMOHHbLIX TEXHONOIMMN OpraHnsaumnnk cetam. CtTaHaapT OCHOBAH Ha cneayrweM noaxoae: BHavdane npoBoauT-
cA npouecc naeHTndukaunum n aHannsa pakTopoB, BANAIOLLIMX HA CPEeACTBa CBA3WN B LEeNAX YCTaHOBNEHUSA
TpeboBaHUN NO ceTeBOW 0e30MacCHOCTU. 3aTeM OonpeaenarTca NOTeHUManbHble KOHTPONMPYyeMble 30Hb
(OpraHmsauma MOXeT CCbiNaTbCA Ha COOTBETCTBYIOLWME nonoxeHua apyrux vacten MCO/MOK 13335). B
NOMOLLbL NePCOHaNy opraHnsaunmn, oTeedarLemy 3a bes3onacHocTb T 1 BbisBNEeHNE NOTEHUNANBbHbIX KOHTPO-
NUPYeMbIX 30H, B HACTOALLEM CTaHAapTe NpuUBeAeHa XapakTepucTnka cneayowmx Tpex OCHOBHbIX KpUuTepues
naeHTNPUKaLUNUM NOTEHLUNAMNbHBLIX KOHTPONNPYEMbIX 30H:

1) pas3nuyHble TUMbl CEeTEBLIX COeANHEHNN;

2) pa3nn4yHble CETEBLIE XapaKTEPUCTUKN N CBA3AHHbIE C HUMM A0BEPUTENBbHbLIE OTHOLLEHUS;

3) noTeHumanbHbie BUAbI pucka B 0bnactn 6e30NacHOCTU, CBA3aHHbLIE C CETEBbIM COEAUMHEHUEM U
NCNONb30OBaAHMEM YCNYT, NPeA0CTaBNAEMbIX Yepes 3TU COeANHEHUS.

3aTeM KpUTepun MaeHTUOUKaALUUM UCNOMNb3YIDTCA B MAaTpULAX, NpeaHa3Ha4YeHHbIX ANa WMHAMKaALUW
NOTEHUMANbHbLIX KOHTPONMPYEMbIX 30H. [pnBOaANTCA TaKKe KpaTKkoe obLlee onmMcaHne NOTEHUMaNbHbIX KOHT-
PONNPYEMBbIX 30H.
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[MpunoxeHune A
(cnpaBo4HOE)

CBeneHMA 0 COOTBETCTBUM HaUMOHaNbHbLIX cTaHAapToB Poccunckon Pepepaumnn

CCbINOYHbIM MEXAYHAPOAHbIM CTaHAapTaM

ObHo3HaYeHne CChINOYHOro
MeXAyHapoaHOoro ctaHaapTa

Ob603Ha4YeHne U HaUMEHOBaHUE COOTBETCTBYIOLLEro HaUMOHanNLHOro ctaHaapTa PoccnMnckon
depepaunn

MCO/M3K TO 13335-1:1996

[OCT P NCO/M3K 13335-1—2006 WHdbopmaumoHHas TexHonorns. MeToabl
obecneveHnsa HesonacHoCTU. YnpaeneHue ©e30nacHOCTEH MHAPOPMALMOHHBIX U
TenekoMMyHUKaLMOHHbIX TexHonornn. YacTte 1. KoHuenuma n moaenu ynpasneHus

6e30MacHOCTbI MHAOPMALMOHHBIX U TENEKOMMYHUKALMOHHBIX TEXHONOTIA

MCO/M3K TO 13335-2:1997

*

MCO/M3K TO 13335-3:1998

[OCT P NCO/M3K 13335-3—2006 WNHdopmaunoHHasa TexHonornsa. PekomeHAaa-
UMK No ynpaBneHutd 6e30nacHOCTbid MHPOPMALUMOHHBLIX TexHonorn. Yactb 3.

MeToabl ynpaBneHus 6e30nacHOCTbI0 MHAOPMALIMOHHBLIX TEXHONOMI

MCO/M3K TO 13335-4:2000

[OCT P MCO/M3K 13335-4—2006 WHdopmauuoHHaa TexHonorns. Pykosoaawme
yKasaHua No ynpaBneHuto 3amnTon MHPOPMaLNOHHbIX TexHonornin. YacTte 4. Beibop

3aLUUTHBbIX Mep

MCO/M3IK 13888-1:2004

MCO/M3IK 13888-2:1998

MCO/M3IK 13888-3:1997

MCO/M3IK TO 14516:2002

*

MCO/M3K TO 15947:2002

*

MCO/M3IK TO 7498-1:1994

[OCT P NCO/M3BK 7498-1—1999 WNHdopmaunoHHas TexHonorns. Bsaanmocesasb
OTKPbITbIX CUCTEM. ba3oBada 3TanoHHaa moaenb. Yactb 1. basoBas mogenb

MCO/M3IK TO 7498-2:1998

[OCT P WCO 7498-2—1999 NHdopmaunoHHaa TexHonorna. Bs3ammocsasb
OTKPbITbIX CUCTEM. ba3oBaa aTanoHHas mopenb. YacTe 2. ApxutekTypa 3awnTol

NHOpMaLUnn

MCO/MIK TO 7498-3:1997

[OCT P UNCO 7498-3—1997 WNHdopmaunoHHaa TexHonornsa. Bsammocsasb
OTKPbITLIX CUCTEM. ba3oBasa 3TanoHHaa mopenb. Yactb 3. [lpucBoeHne MMeH n

agpecauus

MCO/M3IK TO 7498-4:1989

[OCT P CO/M3K 7498-4—1999 UHdopMaUuoHHaa TexHonorus. B3anmocsasb
OTKPbITbIX cuUcTeM. basoBasa 3TanoHHaa moaenb. Yacte 4. OCHOBbBI aAMUHUCT-

PAaTUBHOIO YNpaBncHUA

* COOTBETCTBYIOLMIA HALMOHanNbHbIA cTaHaapT oTcyTcTByeT. [1o ero yrBepxaeHns pekomeHayeTcs UCnonb3oBaTh
nepeBoq Ha PYCCKUI A3bIK AaHHOro MeXXayHapoaHoro ctaHaapTa. NepeBoa AaHHOro craHaapTa HaxoauTes B MHAOP-

MaLMOHHOM DOHAE TEXHUYECKUX pernamMeHToOB N CTaHaapTOB.
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[1] IETF Site Security Handbook, of September 1997 (RFC 2196)

[2] |IETF Site Security Handbook Addendum for ISPs, of 15 th August 1999
[3] NIST Special Publication 800-10: Keeping Your Site Comfortably Secure: An Introduction to Firewalls
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